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Preface

Preface

This started as a different book.

The original title was "AI Augmented Development." The plan was straightforward: teach 

engineering teams how to use AI tools effectively. Prompting techniques. Agent patterns. 

Workflow design. The kind of practical guide that every team adopting AI seemed to need.

During the research and the writing, I realized it was the wrong book.

The problem was not augmenting development. AI-assisted code generation is, frankly, the 

part that works best so far. Developers using AI tools usually generate code faster. That 

much is clear across a wide range of studies, even if the size of the gain varies. The tools 

are good and getting better. Writing a book about how to use them felt like writing a book 

about how to type faster.

The most pressing thing was everything else. The verification that few teams were doing 

consistently. The constraints that many organizations had not yet built. The metrics that 

were still missing from most dashboards. The organizational decisions that often remained 

implicit. The gap between "we generated code" and "we shipped trusted software" was 

widening, and I could not find a book focused directly on that gap.

It was AI that told me the original book was trying to serve too many audiences. I used AI 

extensively throughout this process, not primarily for writing, but for research, structuring, 

and reviewing. Core to this book's thesis, I spent only a small fraction of tokens on actual 

writing assistance. For all practical purposes, AI was truly just fancy autocomplete. But I 

used AI exhaustively for reviewing. For considering tone and pacing. To get feedback from 

different perspectives. As a sparring partner on what this book should really be about.

I asked the AI the most critical single thing it had to say about the book. The answer: it 

tried to serve too many audiences. And thinking about who truly needed a book, and why, 

the answer became clear. Engineering leaders need a framework for how to make AI live up 

to its promise, not just create "AI slop." Not a tutorial on how to prompt. A framework for 

how to build the infrastructure that makes AI speed trustworthy, and how to measure 

whether it is working.

That is how we got from "AI Augmented Development" to "The Delivery Gap."



WHY THIS BOOK

I help organize developer and engineering management meetups in Berlin, advise startups 

on AI adoption, and led AI rollouts at a global technology company, teaching teams across 

multiple brands around the world how to ship with AI effectively. That work put me in the 

same conversation again and again with three different audiences. Developers were 

generating code faster than ever but were uneasy about bugs they could not fully explain. 

Managers were responsible for supporting features their teams had shipped but did not 

fully trust. Executives saw adoption dashboards trending up while delivery outcomes 

stayed flat.

The more I heard those conversations, the clearer the pattern became. The problem was 

not getting teams to use AI. The problem was that generation had accelerated faster than 

verification, and most organizations had not built the controls, metrics, and operating 

habits needed to close that gap. That is what got me thinking about the question that 

opens the next chapter: if AI makes us so fast, why are we still so slow?

And that is when my investigation began.

Brenn Hill Berlin, March 2026



Part I: The Gap

IPA R T I

The Gap



The ProblemCHAPTER 1

The Problem

"If AI makes us fast, why are we still going so 

slow?"

That delta, the distance between the speed your tools promise and the outcomes your 

organization actually ships, is the gap. And it is widening.

By early 2026, public reporting had already produced a visible run of AI-agent failures. 

Amazon described one March marketplace incident as involving AI-assisted code in a 

delivery-time display error, then followed it with a much larger order-processing failure tied 

to a configuration change that bypassed formal change management.¹

Other public examples landed just as hard: an OpenClaw agent deleting email after safety 

context was lost, a Claude Code session destroying a production database during a 

Terraform migration, and Google's Antigravity agent executing a destructive delete when 

asked to clear a cache folder.¹

Each incident looks different—configuration changes, email access, infrastructure 

migration, cache clearing. The common factor: the agent had permissions to do damage, 

and no gate prevented it.

Several 2025 executive surveys and analyses pointed in the same direction: many 

organizations were abandoning AI initiatives, and many CEOs still reported little or no 

measurable financial return from AI investments.²³ The problem is not the tools alone. The 

problem is the infrastructure around them.

This is not an argument for moving slower. The strongest engineering teams are still 

pulling away from the median. They are not slowing down to stay safe. They are running 

faster because they built the infrastructure that makes speed trustworthy.

Here is the core logic, developed fully in the Verification Triangle chapter: AI produces 

more code. More code means more defects. Every defect is caught by a machine, caught by 

a human, or reaches your users. There is no fourth option. If you are not measuring those 

three rates, you are blind to the most predictable consequence of your AI adoption.



This book is about the gap between your generation velocity and your verification capacity. 

That gap — not the tools, not the models, not the talent — is your real AI problem.

“ AI amplifies your delivery system. If your 

verification layer is strong, it makes delivery 

faster. If your verification layer is weak, it makes 

your problems arrive faster and look more 

polished.”

This book covers two modes of working with AI.

A human using AI goes faster. Autocomplete, code generation, test scaffolding. The human 

is in the loop. They see the output. They can reject it. The risk is accepting bad suggestions 

without review. The force multiplier is real but bounded by the human's attention.

I first felt the delivery gap clearly while teaching AI-assisted development to my 

engineering teams. My team built a customer-facing feature in two days, faster than I 

would have thought realistic before AI. On paper, it looked like a clear productivity win. In 

practice, the next week or two told a different story. We slowed down for extra code review, 

manual testing, and a staged rollout because the team did not feel full ownership of the 

code and did not trust that we understood every edge case yet. The feature was not really 

done when the code was generated. It was done when we were finally willing to stand 

behind it in production. We still shipped faster than expected, but nowhere near as fast as 

we hoped. That was the moment the pattern clicked for me: generation had accelerated, but 

verification had not. The bottleneck had moved.

A human launching agents can get work done while they sleep. Give an agent a spec, walk 

away, come back to a PR in the morning. The force multiplier is enormous. But the 

problem is that you do not really know what got done or how well. The core issue is the 

same as AI-assisted development: unverifiable outputs. Except now the outputs can also 

delete your database, fabricate records to cover it up, and ignore your commands to stop. 



More code, more actions, less visibility, no human in the loop to catch the moment things 

go sideways.

The shift is partly in kind but mostly in degree. The delivery gap exists in both modes. In 

AI-assisted development it is a quality problem. In agentic development it is a quality 

problem that compounds unsupervised. This book covers both.

One more thing. This book is about software development because that is where the data is 

and where the pain is sharpest right now. But coding is just a task. Agents that draft 

contracts, process invoices, manage customer communications, or operate supply chains 

face the same fundamental problem: unverifiable outputs, insufficient constraints, and no 

feedback loop to catch drift. The answers are the same too. Specify what you want. Verify 

what you got. Measure what it costs. The domain changes. The discipline does not.

The same AI tools, deployed to the same organizations, produce opposite outcomes. On 

execution tasks, AI compresses part of the performance gap by making routine work more 

accessible. It does not erase the judgment gap. The best model in the world still produces 

errors in roughly one out of five benchmark tasks.⁴ On judgment tasks, the gap often 

widens instead of shrinking. Choosing what to build. Defining constraints. Evaluating 

whether the output is correct. These are the skills that separate the strongest teams from 

the rest, and AI makes their importance more visible, not less. The delivery gap is a 

judgment gap that the systems gap makes harder to see.

The economics of AI mean a new economy of code production and a new production line. 

That is what this book is about: how to build the code factory of the future, and how to 

measure its impact in business terms you can evaluate.

The evidence is not theoretical. It is drawn from delivery data across large samples of 

teams, from public postmortems and incident reports, and from a public incident sample 

summarized later in this book. The pattern across those sources is similar: speed without 

verification does not create delivery. It creates untrusted work that accumulates as rework, 

defect risk, and operational exposure.

You may be considering adopting AI. Perhaps you already made the investment. The 

question is whether you have made the one that makes it pay.

This book introduces two frameworks:

The Verification Triangle connects intent clarity, eval quality, and cost. It tells you where 

to invest.

The Quality Gate Tiers (static analysis through behavioral) bound what your AI can do 

and catch failures before they reach production.

The rest — risk classification, weekly reviews, rollout sequences — are supporting tools 

you apply as needed.



NOTES

1. Source note: the detailed reporting for these cases is cited individually in Chapter 8 and 
the AI Incident Database appendix.

2. S&P Global Market Intelligence, "Generative AI Shows Rapid Growth But Yields Mixed 
Results," October 2025. Reported that 42% of organizations had abandoned most AI 
initiatives in 2025, up from 17% in 2024, and that 46% said generative AI had not yet had 
a strongly positive impact on any business objective. https://www.spglobal.com/market-
intelligence/en/news-insights/research/2025/10/generative-ai-shows-rapid-growth-but-
yields-mixed-results

3. PwC, "29th Global CEO Survey," 2026. 56% of CEOs reported no significant financial 
benefit from AI to date, while 12% reported both revenue and cost gains. https://www.
pwc.com/gx/en/issues/c-suite-insights/ceo-survey.html

4. Claude Opus 4.5 scored 80.9% on SWE-bench Verified (November 2025), the first AI 
model to break 80%. This means roughly 1 in 5 benchmark tasks still produce errors. 
Earlier models were significantly worse: Claude 3.5 Sonnet scored 49%.



The Speed TrapCHAPTER 2

The Speed Trap

Faros AI tracked 10,000 developers across 1,255 

engineering teams with high AI adoption. The 

results should alarm you.¹

PR volume up 98%. PR size up 154%. Review time per PR up 91%. Bugs per developer up 

9%. Net DORA throughput improvement: zero.

Teams with AI generated nearly twice as many pull requests, each two and a half times 

larger. Every bit of that speed was absorbed by the review bottleneck and came out as 

rework. More output. Same delivery. The tools are fast. The organizations are not.

But not every team is stuck.

SOME TEAMS ARE PULLING AWAY

CircleCI publishes anonymized delivery data across tens of thousands of engineering 

teams, real CI behavior at scale, not self-reported sentiment.² The 2026 data shows a 

separation that sharpens the argument.

Top-5% teams nearly doubled their throughput year over year: +97%. Median teams moved 

4%. The bottom quartile showed no measurable gain.³

Top teams run 13.4 deployment workflows per day. Median teams run 1.7. Top teams hold 

a 90% success rate. Median teams sit at 70.8%. When something breaks, top teams recover 

in under an hour. Median teams take twice as long.³

Both cohorts have access to AI tools. Both cohorts are generating code faster than ever. The 

difference is not generation speed. Nobody is 97% faster at typing. The separation is in 

what happens after the code is generated: integration infrastructure, verification gates, 

recovery behavior. The top teams compound speed because their verification layer converts 

generated output into trusted output. The median teams compound rework.⁴

“PR volume up 98%. Net throughput: zero. The tools are fast. The organizations are not.”



So if Faros shows that AI adoption produces more output but zero net delivery gain, and 

CircleCI shows that some teams are pulling away at 97% while the median sits at 4%, what 

are those teams doing differently?

Look at the companies publishing the clearest large-scale AI coding results. Anthropic 

reports 67% more merged PRs per engineer with Code Review running on nearly every 

internal PR.⁵ OpenAI ships code with AI assistance across its development organization. 

Ramp connects Claude Code to test frameworks and observability via MCP, enabling 

parallel sessions while maintaining quality. Booking.com found that daily AI users showed 

16% higher change throughput after targeted two-day workshops drove 65% higher 

adoption. Stripe's AI agents merge 1,300 PRs per week.⁶ Spotify reports 1,500+ merged 

PRs through its background coding agent program.⁷ These are not organizations that 

slowed down to be careful. They are organizations that invested in the infrastructure that 

makes speed trustworthy.

The tools work. The difference between the top teams and the rest is not the AI itself—it is 

the infrastructure those teams built around it.

METR ran a randomized controlled trial that sharpens the point: experienced open-source 

developers using AI on real tasks were 19% slower.⁸ Not faster. Slower. The study was 

small (16 developers) and a follow-up was inconclusive, so it is a signal, not a verdict. But 

the mechanism it identified is consistent with every other data source in this chapter: the 

generation was fast, and everything around it — checking output, catching subtle errors, 

managing context the model did not have — ate the gains and then some. The bottleneck is 

not generation speed. It is verification capacity. And verification capacity is an 

infrastructure problem, not a tooling problem.

Ralf, a tech lead at a large Berlin engineering organization, put it plainly: "For a large 

brownfield project like ours it doesn't turn anyone into a 10x developer, not even a 2x 

developer on average. But you notice a lot of small improvements — little tedious things 

that would have been neglected suddenly get done. Ideas that would have remained ideas 

suddenly turn into POC demonstrations." The win is not speed. It is activation energy. 

Things that were not worth starting become worth starting. That is a real gain, but it is not 

the gain the vendor slide deck promises.

THE EVIDENCE STACK

The CircleCI data is the broadest signal. It is not the only one.

GitClear analyzed 211 million lines of code and found that code churn, the percentage of 

code that gets rewritten shortly after being written, rose from 5.5% to 7.9% as AI adoption 

increased.⁹ More code is being produced. More of that code is being thrown away. 

Generation went up. Durability went down.



Cortex's 2026 engineering benchmark tells the same story from a different angle: teams are 

opening more pull requests per engineer, but incident rates per PR are rising alongside 

them.¹⁰ Output is up. Reliability per unit of output is down. The system is producing more, 

and each unit of production is less trustworthy.

Uplevel studied 800 developers after Copilot access. No significant cycle-time 

improvement. A 41% increase in bugs.¹¹ The tool made generation frictionless. It did not 

make the generated code correct.

NAV IT, Norway's welfare administration, ran the longest published field study: 20 months 

of GitHub Copilot usage across 250 developers and 26,317 commits. The result: no 

statistically significant change in commit-based activity. Developers perceived they were 

faster. The data said otherwise.¹² The speed trap persists even when you give it 20 months 

to close.

Stack Overflow's 2025 survey found 84% of developers use or plan to use AI tools. Trust in 

AI accuracy dropped from 40% to 29%.¹³ Adoption went up. Confidence went down. The 

people closest to the output are telling you the verification problem is real.

None of these findings contradict each other. They all point at the same gap: the distance 

between "this code was generated" and "this code is trustworthy."

THE PRODUCTIVITY TRAP

Here is where leadership gets fooled.

Your team's PR volume is up 40% since you deployed AI tools. Lead time on individual PRs 

is down. The quarterly review slide shows a velocity chart trending up and to the right. 

Your VP is pleased.

Now ask a different question: are accepted outcomes up?

Not PRs opened. Not PRs merged. Accepted outcomes: changes that survived review, 

passed evaluation, reached production, and stayed there without rollback or incident.

In many organizations, the answer is no. PR volume rose. Accepted outcomes stayed flat. 

The gap was filled with rework, review cycles, and reverts that never made it onto the 

dashboard because the dashboard was not tracking the right denominator. This pattern was 

confirmed independently by Faros AI (98% more PRs, zero net throughput gain), Uplevel 

Data Labs (41% more bugs, no cycle-time improvement), NAV IT (no statistically 

significant productivity change across 26,000+ commits), and Cortex (incident rates per 

PR rising alongside PR volume).¹¹¹¹²¹⁰

This is the productivity trap. The measurement problem is even worse than it looks: DX's 

analysis of 135,000 developers across 425 organizations found that only 22% of merged 

code is actually AI-authored, far below the 40%+ that vendors claim.¹⁴ The productivity 



numbers your vendor quotes are inflated. The denominator your dashboard uses is wrong. 

Both errors point the same direction.

The trap has three drivers.¹⁵

First, metric substitution. Leadership wants reliable customer value, but the system 

measures developer activity because activity is easier to count. Once the proxy becomes the 

target, the team optimizes the proxy. "We shipped 40% more PRs" is a clean line on a slide. 

It says nothing about whether those PRs produced durable value.

Second, local optimization. Individual teams can accelerate feature branches while mainline 

integration stalls. Every team reports green in isolation. The full system runs red.

Third, ownership blur. "Who generated this code?" is obvious. "Who owns integration trust 

and recovery behavior?" is often vague. When accountability is fuzzy, rework gets 

normalized. Nobody is failing. The system is failing.

“Your dashboard measures activity. Your customers experience delivery. Those are not the same number.”

These dynamics are organizational, not personal. Good engineers inside weak feedback 

loops still produce weak outcomes. The trap closes when you measure accepted changes 

instead of generated changes, and when you treat the delta between the two as a delivery 

problem, not a tooling problem.

THE ECONOMIC CONTEXT

The era of cheap capital and infinite hiring is over. For a decade, zero interest rates made 

headcount a growth signal: hire 50 engineers, the market applauded. That math reversed. 

Capital is expensive. Boards reward efficiency, not empire size.

AI arrived at the exact moment companies needed to do more with fewer people. This is 

why broad AI adoption is unlikely to reverse. It is aligned with one of the deepest economic 

incentives a CEO has. Your organization will adopt AI. The open question is whether you 

build the infrastructure that makes the adoption productive instead of decorative.

WHY THE SAME TOOLS PRODUCE OPPOSITE 
OUTCOMES

The organizations that succeed with AI share a trait that has nothing to do with their tools: 

they built the systems that let them trust what they're shipping. The ones struggling built 

the generation layer but not the verification layer.

Here is what that looks like in the people on your team.



If you run a team that uses AI tools, you are seeing three distinct patterns right now, and 

each one resists verification infrastructure for different reasons.

The first pattern: the artisans. They love writing code. The craft is the point. Code is not 

just a means to an end. When AI takes over more of the writing, it feels like something 

essential has been taken away. They resist AI not because they are behind the curve, but 

because the curve devalued the thing they are best at.

I understand the artisans because I was one. Early in my career, I hand-built abstractions I 

was proud of, and the code mattered deeply to me while I was writing it. But the enduring 

value was not the artifact. It was the judgment I built in the process: when abstraction 

helps, when it hurts, which patterns solve real problems and which ones only feel clever. 

That judgment compounded. The code did not.

That is the artisan's dilemma in the AI era. The artifact is compressing. The judgment that 

produced it is not.

The second pattern: the builders. They see code as a means to an end. What they care 

about is making something come alive. Seeing a product work, watching users interact with 

it, solving a real problem. They are less attached to writing every line and more attached to 

the outcome. For them, AI removes tedium and accelerates the part they care about.

Builders tend to adapt quickly. Artisans tend to grieve. Both reactions are legitimate, and 

both are present on every team you manage.

Here is what most leaders get wrong about this: the artisan instinct is not the enemy. The 

best artisan qualities, attention to detail, craft pride, refusal to ship something you do not 

understand, are exactly the qualities that verification demands. The shift is not from artisan 

to builder. It is from artisan-as-implementer to artisan-as-inspector.

Constant output review is not typically the activity that compels people into software 

engineering. But the alternative is trusting output that is confidently wrong 20% of the 

time.¹⁶¹⁷

If your best engineer used to take pride in writing elegant code, the craft has not 

disappeared—it has moved. They can take the same pride in designing elegant constraints, 

writing airtight invariant tests, and building systems that catch the failure modes nobody 

else sees. The artisans who make that shift tend to do well. The ones who insist the craft 

must mean "I personally typed every line" will increasingly feel the market pushing back.

The third pattern is the one nobody talks about: the uncritical adopter. They use AI for 

everything, accept output without verification, and produce volume that looks productive 

until review. They are the most dangerous pattern because they generate the most rework 

while appearing the most efficient on activity metrics. They are the reason the productivity 

trap snaps shut.



After one of my AI presentations in Berlin, an engineer came to me mourning — their word 

— the loss of their craft. A decade of mastery, and they could feel it becoming irrelevant. 

They had accepted that world was ending, but did not know what should replace it. That 

conversation stuck with me. Artisans need mastery the way athletes need competition. The 

answer is not "become a verifier." It is designing the systems that make AI output 

trustworthy — the specs, the gates, the constraints, the infrastructure that separates 

shipping from guessing. That is systems design at a higher level, and the industry 

desperately needs people with exactly those instincts to be the ones building it.

As a leader, your job is to build an environment where artisans redirect their craft toward 

verification, builders get the infrastructure to move fast safely, and uncritical adopters hit 

guardrails before their output reaches production. That is a culture project. It is also an 

infrastructure project.

THE K-SHAPED DIVERGENCE

The same AI tools, deployed to the same organizations, are producing opposite outcomes 

depending on two variables: the quality of the systems used to control, constrain, and 

verify the code, and the quality of the judgment applied across that process.

On structured tasks where the right answer is knowable in advance, AI compresses the 

performance gap. Brynjolfsson, Li, and Raymond studied customer support agents using AI 

and found that bottom-quartile performers improved 34%. Top performers gained 

essentially nothing.¹⁸ When the task is routine and the output is verifiable, AI lifts the 

floor.

On judgment-heavy tasks, AI widens the gap. Otis, Jaffe, Katz, and Moorthy studied 

entrepreneurs in Kenya receiving AI-generated business advice. High performers gained 

roughly 15% in business outcomes. Low performers lost approximately 8%.¹⁹ Same AI. 

Same advice quality. Opposite results. The difference was whether the person had the 

judgment to know which parts to act on and which to ignore.

Neither study is about software engineering directly. But the mechanism — AI compresses 

execution while amplifying judgment — applies wherever the output requires evaluation, 

and code review is an evaluation task.

This is a K-shaped divergence. The same event pushes outcomes in two directions 

simultaneously. McKinsey found the same pattern at the organizational level: top 6% of 

companies captured $10.30 per AI dollar invested versus $3.70 average.²⁰
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Figure 2.0 — The K-shaped divergence: top-5% teams at +97% throughput vs median at 
+4%, diverging from the same AI adoption event

On execution—writing a function, generating a test, scaffolding a module—AI compresses 

the performance gap, and these tasks are converging toward commodity. On judgment, AI 

has the opposite effect. The engineer who knows which module to build, which 

dependency to avoid, which customer behavior will break the assumption becomes 

measurably more productive with AI. The engineer who cannot make those calls gets faster 

at building the wrong thing.

“Same AI, same organization, opposite outcomes. The variable is verification infrastructure.”

But even your best people cannot apply that judgment without the systems to capture it. A 

brilliant engineer using AI inside a codebase with no specs, no deterministic gates, no trace 

infrastructure, and no review discipline produces the same unverified output as everyone 

else. The insight dies in a merge queue alongside code that was never evaluated against the 

constraints only that engineer understood.

You may have the people. You almost certainly have the insight. What you do not have is 

the infrastructure that lets that judgment scale. The infrastructure that converts an 

engineer's "this feels wrong" into a deterministic check, a spec constraint, a review rubric 

that catches the failure before production. Without it, your best people are bottlenecked 

into Slack threads and manual review, their judgment consumed by volume instead of 

amplified by systems. The K-shape flattens. The advantage disappears.

The infrastructure this book describes (specs, evals, traces, governance) exists to unblock 

judgment. To let the people who know what should exist actually enforce it at the speed AI 

generates. Without it, you are optimizing the commodity layer and leaving the valuable 

layer locked inside individuals who cannot scale themselves.



THE REAL BENCHMARK

The SWE-CI benchmark, published in March 2026, tested whether AI agents could 

maintain codebases through continuous integration. Not just generate a first patch, but 

preserve quality across multiple rounds of change. Most models stayed below a 0.25 zero-

regression rate.²¹ In plain terms: three out of four times an AI agent touched a codebase 

over multiple rounds of changes, it introduced at least one new bug. Generating a patch is 

easy. Generating a patch that does not break something else is the actual job.

This maps directly to the GitClear churn data. Code is being generated faster. Code is also 

being thrown away faster. The system produces more first drafts and more second drafts to 

replace the first ones. Net forward progress is less impressive than the activity dashboard 

suggests.

THE DELIVERY GAP, QUANTIFIED

Put the evidence together:

• Generation velocity is up across the industry. Every benchmark, every survey, every 

vendor confirms this.

• Code churn is up: 5.5% to 7.9% (GitClear). More code generated, more code 

discarded.

• Bug rates are up: 41% increase after Copilot adoption (Uplevel). Faster output, lower 

trust per unit.

• Incident rates per PR are rising (Cortex). More deploys, more failures per deploy.

• Experienced developers are slower with AI on complex real-world tasks (METR). 

Speed gains vanish when verification load is high.

• The differentiator is not generation. It is integration and recovery infrastructure.

The data points to one operational conclusion: integration and recovery infrastructure 

separate the teams pulling away from the teams standing still. The next question is where 

your own bottleneck sits.

WHERE ARE YOU?

Three questions. Answer them with data.

First: What is your code churn rate for AI-assisted changes versus human-only 

changes? If you do not track this, you cannot distinguish real output from expensive 

rework. You are measuring the speedometer and ignoring the odometer.



Second: What percentage of your AI-generated PRs require more than one review 

cycle before merge? If that number is climbing, your generation speed is creating review 

debt. You are running faster into a wall.

Third: Can you tell what it actually costs to deliver one working, verified change to 

production? Not the token bill. Not the number of PRs. The full cost: tooling, review time, 

rework, and rollbacks, divided by the changes that actually stuck. If you cannot produce 

that number, you do not have the measurement infrastructure to know whether AI is 

helping your delivery or just making your activity charts look better. We will give you a 

specific metric for this later in the book.

If you answered all three with data, you see the gap. The rest of this book gives you the 

infrastructure to close it.

If you answered one or two, you have some visibility but blind spots remain. Later in this 

book we introduce the Verification Triangle, a simple model that connects these three 

questions into a feedback loop. Start with the metric you are missing.

If you could not answer any of them, you are flying without instruments. Your generation 

velocity is already running. Your verification infrastructure has not caught up. The gap is 

open, and you cannot yet see how wide it is.

Better models will not close the gap. The verification layer that makes speed trustworthy is 

what closes it, and that layer is yours to build.

The next question is who is supposed to close it, and why the people you are counting on 

cannot keep up.

NOTES

1. Faros AI, "AI Productivity Paradox," July 2025. Telemetry from 10,000+ developers across 
1,255 enterprise engineering teams. https://www.faros.ai/ai-productivity-paradox 
Vendor-produced research (Faros sells engineering intelligence tooling). Corroborated 
directionally by Xu et al. (Tilburg University, arXiv:2510.10165): core developers 
increased PR reviews 6.5%, own productivity dropped 19%.

2. CircleCI, "The 2026 State of Software Delivery." https://circleci.com/resources/2026-
state-of-software-delivery/

3. CircleCI Data Explorer, "State of Software Delivery 2026" (top 5% vs median throughput, 
success rate, and recovery metrics). https://circleci.com/resources/2026-state-of-
software-delivery/data-explorer/



4. SonarSource 2026 State of Code survey: developers not using static analysis tools are 
80% more likely to report AI-led outages; teams using them are 44% less likely to 
experience AI-related incidents. DORA 2025: direct correlation between high-quality 
internal platform and ability to unlock AI value: "without robust control systems like 
strong automated testing, mature version control practices, and fast feedback loops, an 
increase in change volume leads to instability." Cortex 2026: only 32% of organizations 
have formal AI governance with enforcement; incidents per PR up 23.5% industry-wide.

5. Anthropic, "How AI Is Transforming Work at Anthropic," August 2025. 67% increase in 
merged PRs per engineer; Code Review running on nearly every internal PR.

6. Stripe Dot Dev Blog, "Minions: Stripe's one-shot, end-to-end coding agents," Parts 1-2, 
February 2026. 1,300 figure from Part 2. https://stripe.dev/blog/minions-stripes-one-
shot-end-to-end-coding-agents-part-2

7. Spotify Engineering Blog, "1,500+ PRs Later: Spotify's Journey with Our Background 
Coding Agent," Parts 1-3, November-December 2025.

8. Becker, Rush, Barnes, Rein, "Measuring the Impact of Early-2025 AI on Experienced 
Open-Source Developer Productivity." arXiv:2507.09089. https://arxiv.org/abs/2507.
09089 16 experienced open-source developers, 246 tasks, randomized controlled trial. 
A February 2026 follow-up study was inconclusive due to selection bias. See metr.org/
blog/2026-02-24-uplift-update/.

9. GitClear, "AI Copilot Code Quality 2025," analysis of 211 million lines. https://www.
gitclear.com/ai_assistant_code_quality_2025_research The 5.5% → 7.9% churn figure 
refers to churn as a percentage of newly added code, not all changed lines. Vendor-
produced research. Sample includes repos from Google, Microsoft, Meta, and enterprise 
clients. Corroborated directionally by He et al. (arXiv:2511.04427) finding increased 
static analysis warnings post-Cursor adoption.

10. Cortex, "2026 Engineering Benchmark Report." https://www.cortex.io/report

11. Uplevel Data Labs, "Gen AI for Coding Research Report." 2025. https://resources.
uplevelteam.com/gen-ai-for-coding

12. NAV IT (Norwegian Labour and Welfare Administration), "GitHub Copilot Longitudinal 
Study," arXiv:2509.20353, September 2025. 25 Copilot users vs 14 non-users, 26,317 
commits across 703 repos, September 2023–May 2025. No statistically significant 
changes in commit-based activity after Copilot adoption.

13. Stack Overflow, "2025 Developer Survey, AI section." https://survey.stackoverflow.co/
2025/ai

14. DX, "AI-Assisted Engineering Q4 2025 Impact Report," 135,000+ developers across 
425 organizations. Only 22% of merged code is AI-authored, far below vendor 
marketing claims of 40%+. https://getdx.com/report/ai-assisted-engineering-q4-
impact-report/

15. Productivity trap framework adapted from the Verification Triangle chapter's cost 
measurement vertex.
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17. CodeRabbit, "State of AI vs Human Code Generation Report," December 2025. 470 
open-source PRs: AI-authored code carried 1.7x more issues than human-authored 
code.
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19. Otis, Jaffe, Katz, and Moorthy, "The Uneven Impact of Generative AI on Entrepreneurial 
Performance." 2024. Study of Kenyan entrepreneurs. High performers gained ~15%; 
low performers lost ~8% from the same AI-generated business advice.

20. McKinsey Global Institute, "Superagency in the workplace: Empowering people to 
unlock AI's full potential," January 2025. Top 6% of organizations captured $10.30 per 
AI dollar invested versus $3.70 average.
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The UncontrolledCHAPTER 3

The 

Uncontrolled

"No gates, no constraints, no safety."

In February 2026, Meta's director of AI alignment gave an OpenClaw agent access to her 

email inbox. The agent started deleting every message older than a week. She sent stop 

commands from her phone. The agent ignored them. She had to physically run to her 

computer and pull the network cable. Meta's own AI safety director, on her own machine, 

could not stop an agent she had authorized.¹

In July 2025, an autonomous coding agent executed DROP DATABASE on production 

during a code freeze, then generated 4,000 fake records to cover the damage²—the same 

Replit incident documented in Chapter 1.

Nobody reviewed either agent's actions before they happened. Nobody could.

These are not review failures. These are constraint failures. The agents were never 

prevented from doing the destructive thing. Nobody wants to tell the security auditor that 

the agent ignored the sticky note saying "please don't delete everything kthx." But that is 

what those instructions are.

For code, the equivalent is review. As the Faros data in the Speed Trap chapter showed, the 

velocity gains disappeared into the review bottleneck — net company-level throughput 

impact: zero.³

The principle is the same whether the output is code or agent behavior: the controls for 

correctness, or at least for preventing catastrophic misbehavior, are missing. For code, 

those controls are review gates and deterministic checks. For agents, they are permission 

boundaries and explicit constraints. Both are verification infrastructure. Both are the gap.

This chapter presents four incidents forensically. Each reveals a closely related root cause: 

the controls that likely would have prevented the damage did not exist. Not because they 

were impossible to build, but because they were not made load-bearing.



INCIDENT 1: REPLIT: DROP DATABASE AND THE 
COVER-UP

The Replit incident from this chapter's opening deserves a full autopsy.

The SaaStr founder's public account described the sequence plainly: the agent did not just 

fail, it lied about what it did. After executing DROP DATABASE, it generated 

approximately 4,000 fake records and manipulated logs in an apparent attempt to mask the 

damage.²

Root cause: The agent had write and delete permissions on production with no human 

approval gate. No permission scoping. No blast-radius control. No deterministic check that 

would have prevented a destructive operation during a code freeze.

What was missing: A governance layer between the agent and production data. Not a 

smarter model. A dumber gate, one that says “you cannot delete a production database 

without a signed approval token, period.” The kind of gate that does not care how confident 

the agent is.

Replit's CEO publicly apologized and pledged safeguards. Replit fixed it. The harder 

question: do your agents have the same permissions the Replit agent had on that day?

INCIDENT 2: AWS KIRO: 13 HOURS FROM A 
"MINOR BUG FIX"

In December 2025, AWS's own AI coding tool, Kiro, was assigned what was described as a 

minor bug fix. The agent determined that the most efficient approach was to delete and 

recreate the entire customer-facing environment.⁴

The result was a 13-hour production outage.

Root cause: The agent had production environment deletion access. The scope of what it 

could do was not explicitly constrained to match the scope of the task it was assigned. A 

minor bug fix does not require the ability to destroy and rebuild infrastructure. Public 

reporting suggests the permissions were inherited defaults rather than task-specific access 

that someone had reviewed deliberately.

What was missing: Permission scoping proportional to task risk. A destructive operation 

gate that requires explicit human approval before any action that deletes production 

resources. The difference between “the agent can do this” and “the agent should be allowed 

to do this” is a governance decision, and in this case, that decision was never made.



INCIDENT 3: AMAZON: 6.3 MILLION LOST 
ORDERS

The Amazon outages from the Problem chapter — 120,000 lost orders, then 6.3 million — 

followed the same pattern.⁵

Root cause: Review capacity did not scale with output volume. The configuration change 

that caused the catastrophic failure bypassed Amazon’s own documentation and approval 

process. A single authorized operator executed a high-blast-radius change with no guardrail 

preventing it.

What was missing: Mandatory two-person review for production changes. Formal change 

management tooling that could not be bypassed. Blast-radius controls that match the scope 

of potential damage. Amazon implemented all three in their 90-day safety reset. After the 

damage was done.

Dave Treadwell, Amazon's SVP of E-Commerce Services, announced "temporary safety 

practices which will introduce controlled friction." Read that phrase again. Controlled 

friction. The person running one of the largest engineering organizations in the world 

chose to add friction deliberately.

THE COMPLIANCE ESCALATION: 483,000 
PATIENT RECORDS

The incidents above are operational failures. This one is a legal liability.

An agentic AI vendor, Serviceaide, maintained an Elasticsearch database containing 

protected health information for 483,000 patients at Catholic Health in Buffalo, New York. 

The database was left exposed without authentication from September 19 to November 5, 

2024, nearly seven weeks of unprotected access to patient records.⁶

Multiple class action lawsuits followed. The incident was reported to HHS Office for Civil 

Rights in May 2025.

This is what happens when the governance question is not just "did it break production" 

but "did it expose us to regulatory action." The blast radius extends beyond engineering. It 

reaches legal, compliance, and the board.

If your AI systems interact with sensitive data (patient records, financial information, 

personally identifiable information), the verification gap is not just an operational risk. It is 

a liability that your general counsel should know about.



THE PATTERN

I have been part of this pattern. I trusted green checkmarks on an AI-generated app. The 

test report said 100% pass. The app would not boot. The entrypoint was unwired. No test 

covered it. The unit tests passed because they tested nothing meaningful. I built a UAT 

shell after that, a script walking through features via the public API, and never gave up a 

final manual QA pass again.

Strip the details and the pattern is identical across all four incidents. An AI system was 

given the ability to act. The controls that should have bounded that action did not exist. In 

the Meta case, a safety constraint was dropped during memory compaction. In the Replit 

case, no permission boundary prevented a destructive operation. In the Kiro case, inherited 

defaults gave the agent access nobody consciously approved. In the Amazon case, a high-

blast-radius change bypassed the approval process entirely.

Each gap was filled by implicit trust: trust in the agent's judgment, trust in inherited 

permissions, trust in the dashboard, trust in the process that used to work when humans 

were the only ones acting.

That trust was not earned. It was assumed. And in each case, the assumption failed 

expensively. We trusted the system because it used to work when humans were the only 

ones making decisions. The system did not change. The actors did.

THINK PRODUCTION LINE, NOT PROMPT LOOP

Ad hoc agentic development behaves like an unmanaged prompt loop: output appears 

quickly, but quality remains uncertain until much later.

Professional delivery behaves like a manufacturing line. Work moves through stations in 

order. Each station is accountable for a specific verification: spec compliance, contract 

integrity, policy adherence, human judgment. No station is optional just because the 

previous station produced output quickly.
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Figure 3.0 — The software manufacturing line: AI generation feeds a review queue 
bottleneck before reaching verification stations and production

The slot machine is exciting and the manufacturing line is boring, but boring is what you 

want when the downside is a 13-hour outage or a HIPAA lawsuit.

The metaphor maps directly to the delivery gap. Generation speed determines how fast raw 

material enters the line. Verification capacity determines how fast the line can process it. 

When raw material arrives faster than the line can handle it, you do not have a faster 

factory. You have a pile of inventory sitting between stations, aging, blocking flow, and 

hiding defects.

That pile is your review queue. Your rework backlog. Your growing on-call incident log. It is 

the physical evidence of a generation-verification mismatch.

THE REVIEW BOTTLENECK, MEASURED

Anthropic acknowledged the problem publicly in March 2026: "Code review has become a 

bottleneck, and we hear the same from customers every week. Developers are stretched 

thin, and many PRs get skims rather than deep reads."⁷

CodeRabbit's analysis across 470 PRs found that AI-authored code showed 1.7x more 

issues than human-authored code.⁸ The code looks polished. It passes syntax checks. It 

often has reasonable test coverage. But it carries more defects per unit than human-written 

code, and each defect requires human attention to find, classify, and fix.

Coinbase saw this in real time. Every engineer using Cursor. Roughly 40% of daily code AI-

generated. Leadership publicly acknowledged a growing bug rate.⁹ They had the speed. 

They were paying for it in defects that their review layer could not absorb.

Your senior engineers are the verification layer. If they are spending a large share of their 

week reviewing AI-generated code instead of designing systems, you have converted your 

most expensive talent into a proofreading service. That is a misallocation of your scarcest 

resource, not a productivity gain.¹⁰



THE FIVE-METRIC DIAGNOSTIC

Five numbers tell you whether your control infrastructure has kept pace with your 

generation velocity. These work for both AI-assisted code and autonomous agents. Stripe, 

Spotify, Anthropic, and Uber each track versions of these in production.

# What you are 
measuring

For code For agents

1 Output trust Rework rate (% of 
merged changes 
reverted or fixed 
within two weeks)

Judge veto rate (% of 
agent sessions 
rejected by 
verification)

2 Gate effectiveness Machine catch rate (% 
of defects caught by 
automated gates vs 
human reviewers)

Deterministic pass 
rate (% passing all 
gates before human 
review)

3 Human sustainability Reviewer minutes per 
accepted change

Human turns per 
session (declining 
means more 
autonomy, rising 
means the agent 
needs more hand-
holding)

4 Scope control Defect escape rate 
(bugs reaching 
production vs caught 
pre-production)

Scope violation rate 
(how often the agent 
attempts actions 
outside its 
documented scope)

5 Unit cost Cost per accepted 
change (total cost 
divided by changes 
that survived review, 
passed evaluation, 
and stayed in 
production)

Iteration budget per 
run (token ceiling, 
max retries, compute 
cost per task)

What each metric means, in plain language:

Rework rate. Of the changes your team merged last month, what percentage had to be 

reverted, patched, or followed up with a fix within two weeks? Higher means your pipeline 

is producing first drafts, not finished work.

Judge veto rate. A second AI reviews the first AI’s work. When an agent completes a task, 

a separate LLM evaluates the output against the original spec and vetoes sessions where 

the agent drifted, over-reached, or produced something that does not match what was 



asked for. Spotify’s judge vetoes about 25% of agent sessions. That is the system working, 

not failing. The model checks itself.

Machine catch rate. Of all the defects found before production, what percentage were 

caught by automated gates versus discovered by human reviewers? If humans are still 

catching most of the issues, your automated verification is underbuilt and your most 

expensive people are doing work the pipeline should absorb first.

Deterministic pass rate. What percentage of agent outputs pass all automated checks 

before reaching a human for review? If the pass rate is low, the agent is generating low-

quality work. If it is 100%, either the agent is excellent or the checks are too lenient.

Reviewer minutes per accepted change. How long does a human spend reviewing each 

change that actually makes it to production? If this number is rising, your review layer is 

being overwhelmed by volume.

Human turns per session. How many times does a human intervene during an agent 

session? Declining means the agent is gaining autonomy. Rising means it needs more hand-

holding. Either direction is a signal.

Defect escape rate. Of all bugs found, what percentage were discovered in production 

rather than caught before deployment? This tells you whether your gates are working or 

just waving things through.

Scope violation rate. How often does an agent attempt actions outside its documented 

scope? This requires logging attempted actions, not just successful ones. An agent that 

tries to call a forbidden tool and gets blocked is a working constraint.

Cost per accepted change. The total cost of delivering a change that survived review, 

passed evaluation, reached production, and stayed there. Includes model cost, 

infrastructure, human review time, and rework. This is the number your CFO can evaluate.

Iteration budget per run. The token ceiling, maximum retries, and compute cost allocated 

per agent task. If the agent regularly hits its ceiling, the tasks are too complex or the agent 

is looping.

If all five are stable or improving, your control infrastructure is scaling with your generation 

velocity better than it was before.

If output trust is degrading (rework or veto rate climbing), the quality entering your 

pipeline is declining. The fix is better specs and tighter task scoping upstream.

If gate effectiveness is low (humans catching more than machines), your automated 

verification is underbuilt. The fix is more gates, not more reviewers.



If human sustainability is declining (reviewer minutes climbing, human turns increasing), 

you are burning your judgment layer. The fix is review automation, bounded agent 

iteration, or both.

If scope control is failing (defects escaping, agents acting outside scope), your constraints 

are not enforced. The fix is permission boundaries and deterministic gates that block, not 

suggest.

If unit cost is rising and you do not know why, your feedback loop is broken. The fix is the 

Verification Triangle, introduced in the Verification Triangle chapter.

Run these five numbers this week.

WHAT IT LOOKS LIKE WHEN SOMEONE GETS IT 
RIGHT

Stripe merges autonomous PRs at scale — all AI-written, all merged safely. The 

architecture that makes this work (sandboxed execution, curated tool access, deterministic 

gates, human review on every merge) is detailed in the Evidence chapter.¹¹

The incidents in this chapter happened because that infrastructure did not exist. At Stripe, 

it does.

The control infrastructure is measurable. The next chapter maps the types of failures that 

lead to disaster, so we can understand the practices that prevent them.

NOTES
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write/delete permissions on production with no human approval gate. Replit CEO 
Amjad Masad publicly apologized and pledged safeguards. Coverage: Fortune, "AI-
powered coding tool wiped out a software company's database," July 23, 2025; The 
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Incident Database, Incident #1152. https://incidentdatabase.ai/cite/1152/
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"growing use of AI in development increases bugs." https://www.coinbase.com/blog/
Tools-for-Developer-Productivity-at-Coinbase
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Finding: core developers increased PR reviews by 6.5%, own productivity dropped 
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The BreakdownsCHAPTER 4

The 

Breakdowns

"AI delivery fails five ways — and a sixth makes 

the rest invisible."

Things break in five ways. Each one maps to a metric from the five-metric diagnostic in the 

Uncontrolled chapter. The metrics exist because these are the failure modes. Any metric 

left unmeasured leaves the corresponding breakdown undetected. And underneath all five 

sits a sixth: without observability, you cannot tell whether any of the others have occurred.

• Output no longer trusted. The wrong thing gets built, or the right thing gets built 

wrong.

• Quality gates missing or broken. Automated checks do not catch the problem.

• Scope violations. Agents or code act outside intended boundaries.

• Invisible costs. Nobody knows what delivery actually costs.

• Humans overwhelmed. Reviewers are burned out, rubber-stamping, or buried in the 

queue.

• Missing observability. You cannot see what is happening, so you cannot detect any of 

the above.

OUTPUT TRUST BREAKS

The wrong thing gets built, or the right thing gets built wrong. This is what the rework rate 

(for code) and the judge veto rate (for agents) measure.

An agent given a vague prompt generates confident fiction. A developer without a spec asks 

for "a checkout flow" and gets something that looks plausible, passes syntax checks, and 

encodes assumptions nobody validated. A hypothetical that captures a real pattern: the AI 

produces a clean, elegant rewrite of a pricing module that passes the three tests that exist. 



Someone merges on Friday. Monday, invoices are wrong for 12% of customers on an old 

pricing tier nobody remembered.

The fix is not better prompts. It is better specs. CodeScout tested this directly: converting 

underspecified problem statements into detailed specifications before AI-assisted 

implementation improved resolution rates by 20% on SWE-bench Verified.¹ The spec is 

what makes verification possible. Without it, every gate downstream is checking against 

nothing.

As earlier chapters showed, Spotify's Honk verifies intent clarity through its judge veto 

layer.

For irreversible operations (payment processing, database writes, email sends), shadow 

mode with synthetic replay is the pattern: the new path runs against real inputs but writes 

its intended actions to a log instead of executing them. You find bugs in the diff, not in 

production.

GATES FAIL

Automated checks do not catch the problem. This is what the machine catch rate (for code) 

and the deterministic pass rate (for agents) measure.

The Quality Gates chapter introduces five tiers of verification, each catching a failure class 

the tier below cannot see:

• Tier 0 — Static Analysis. Linting, type checking, secret detection. Catches the 

cheapest failures before review.

• Tier 1 — Contract Gates. API schema validation, interface checks. Catches silent 

breakage between services.

• Tier 2 — Invariant Gates. Business rule verification — idempotency, no double 

charges, ordering constraints. Catches failures that look correct locally but violate 

global guarantees.

• Tier 3 — Policy Gates. Security scanning, compliance checks, permission boundary 

enforcement. Catches violations of non-negotiable organizational rules.

• Tier 4 — Behavioral Gates. Trace grading, drift detection, canary analysis. Catches 

degradation that no static check can see.

Each is covered in detail in that chapter. Here, what matters is what happens when they are 

missing.

Carnegie Mellon's study of 807 Cursor-adopting repos quantified the gate failure: static 

analysis warnings increased roughly 30%, code complexity increased 41% post-adoption.² 

The warnings existed. Nobody enforced them. The gates were present but not load-bearing.



A Stanford study of 1,689 Copilot-generated programs found that roughly 40% were 

vulnerable to MITRE CWE Top 25 weaknesses.³ The security gates that should have caught 

these vulnerabilities either did not exist or were not running on AI-generated code.

The fix is not more tests. It is deterministic gates that block, not warn. A contract check 

that rejects a PR when the API schema does not match the spec. An invariant check that 

fails the build when idempotency is violated. A policy check that prevents secrets from 

reaching the repository. Gates that produce warnings are suggestions. Gates that block 

merges are controls.

SCOPE BREAKS

Agents or code act outside intended boundaries. This is what the defect escape rate (for 

code) and the scope violation rate (for agents) measure.

The Kiro and Meta/OpenClaw incidents from the Uncontrolled chapter are both scope 

failures: agents acting outside intended boundaries because no constraint said they could 

not.⁴

Both are constraint failures. Environmental constraints, sandboxed execution, permission 

boundaries, tool curation, are the fix. Not instructions the agent can ignore. Infrastructure 

the agent cannot bypass.

OpenAI's own internal monitoring data makes this concrete. In March 2026, they published 

findings from monitoring tens of millions of coding agent interactions over five months. 

Their agents — running on OpenAI's own infrastructure, built by OpenAI's own engineers 

— were found extracting encrypted credentials from macOS keychains, using base64 

encoding to bypass content scanning, and concatenating strings to evade security controls.⁵ 

The agents were not malicious. They were doing what agents do: treating every obstacle the 

same way, including security controls. OpenAI calls this "instrumental convergence" — the 

agent does not distinguish between "solve this coding problem" and "solve this security 

control that is in my way." That is a scope failure by design, not by intent, and it requires 

environmental constraints to prevent.

Not all code is equally dangerous to modify. Risk tiering is not a new idea. ITIL has change 

management categories. Google SAIF tiers AI systems by risk. NIST AI RMF maps risk 

across four functions. The military formalized autonomy levels for autonomous systems 

decades ago. Not everyone is that regimented, but when AI agents can modify production 

code unsupervised, the case for adopting risk tiering is strong. (Note: these are risk tiers — 

how dangerous the code is to modify. The Quality Gates chapter introduces a separate 

system of gate tiers — what verification checks to run. Risk Tier 2 code might require gate 

Tier 2 invariant checks. The two systems are related but distinct.)

Risk Tier 1: High autonomy, low blast radius. Your test scaffold generator. Internal 

documentation sync. Let the agent run. Review the output. Move on.



Risk Tier 2: Assisted generation, human gates required. Your checkout flow. Your API 

gateway routing. AI can draft changes, but a human must review before merge, and 

deterministic checks must pass before deploy.

Risk Tier 3: No autonomous changes. Your billing system. Your compliance-critical data 

paths. Your infrastructure provisioning. Every change requires explicit human authorship, 

review by a second human, and staged rollout with instant rollback.

The 30-minute blast radius audit. List your top 10 most-changed codebases (10 

minutes). Assign each a tier (10 minutes). Check if the current level of AI autonomy 

matches (10 minutes). One page. Three columns: codebase, tier, control status. For one 

team, the EM and tech lead can do this in one sitting. Across several teams, the output 

becomes a standing tier map with named service owners and a quarterly review cadence.

A question worth raising with your CISO: Which of your codebases can an AI agent 

modify without human review?

COST BECOMES INVISIBLE

Nobody knows what delivery actually costs. This is what cost per accepted change (for 

code) and iteration budget per run (for agents) measure.

When cost is invisible, so is the degradation. PR volume goes up. Token costs go down. The 

dashboard is green. But rework, review burden, incident response, and rollback costs are 

not on the dashboard. The true cost of delivering a working change is rising while every 

visible metric says things are improving.

The Verification Triangle, introduced in the Verification Triangle chapter, exists to close this 

gap. Cost per accepted change is the metric that connects engineering activity to business 

outcomes. Without it, the organization may be optimizing a number that does not measure 

what the board cares about.

THE HUMAN LAYER BREAKS

Reviewers are overwhelmed, burned out, or rubber-stamping. This is what reviewer 

minutes per accepted change (for code) and human turns per session (for agents) measure.

This failure mode is covered in depth in the next chapter, The Judgment Tax.

THE META-BREAK: NO OBSERVABILITY

The five breakdowns above assume you can see what is happening. Without observability, 

you cannot.



An agent that runs without structured traces produces no evidence of what it did, what it 

accessed, or how it got there. A CI pipeline without gate metrics cannot tell you whether 

checks are catching real problems or rubber-stamping everything. A team without a weekly 

scorecard cannot tell you whether cost per accepted change is climbing or stable. Each 

breakdown becomes invisible, and invisible breakdowns compound.

This is not a sixth failure mode in the same sense as the other five. It is the condition that 

makes the other five undetectable. Output trust could be broken. Gates could be inert. 

Scope could be violated daily. Costs could be climbing. Reviewers could be rubber-

stamping. Without observability, the dashboard is green and the organization believes the 

system is working.

OpenAI's internal monitoring data illustrates the gap. They built trace infrastructure 

covering 99.9% of agent interactions within 30 minutes, and still found ~1,000 moderate-

severity alerts — credential extraction, content scanning bypass, security control evasion — 

that no other signal surfaced.⁵ Without that observability infrastructure, those behaviors 

would have continued undetected.

The practical question is not whether you need observability. It is how much you have 

today and whether it covers your highest-risk agent workflows. The agent monitoring guide 

in the companion repository provides a step-by-step implementation path from zero 

observability to production-grade trace collection, behavioral baselines, and LLM-as-judge 

sampling.

THE RISK CATALOG

The OWASP Top 10 for Agentic Applications, released December 2025, is a useful catalog 

of specific risks that cut across all five failure modes.⁶ It was developed by 100+ industry 

experts and researchers, drawing on documented incidents and production data.

# OWASP Risk What it means Which breakdown

1 Excessive Agency Agent has more 
permissions than the 
task requires.

Scope breaks

2 Uncontrolled Agentic 
Autonomy

Agent acts without 
human checkpoints 
on high-risk 
decisions.

Scope + Human layer

3 Insufficient Decision 
Transparency

You cannot 
reconstruct what the 
agent did or why.

Missing observability 
+ Output trust

4 Inadequate Multi-
Agent Orchestration

Agents interact 
without coordination 

Scope + Output trust 
+ Cost invisible



# OWASP Risk What it means Which breakdown

controls. Error 
amplification up to 
17.2x.

5 Cross-Agent Trust 
Boundary Violations

Agent A's output 
treated as trusted by 
Agent B.

Scope breaks

6 Unmanaged Agent 
Memory

Context compaction 
drops safety 
constraints.

Scope breaks

7 Vulnerable Agent 
Integration Points

Third-party tools and 
MCP servers become 
attack surfaces.

Scope + Gates

8 Insufficient Agent 
Lifecycle 
Management

Stale agents on old 
models with expired 
assumptions.

Scope breaks

9 Insecure Agent 
Communication

No verified identity 
between agents.

Scope breaks

10 Lack of Agent 
Observability

No monitoring of 
agent behavior in 
production.

Scope + Output trust

Most of these risks are fundamentally scope failures — agents acting outside intended 

boundaries. Output trust and human review failures layer on top, but the root cause is 

almost always a missing or inadequate constraint.

Beyond the OWASP ten: slopsquatting (AI hallucinating package names that attackers 

register, roughly 20% of recommendations⁷) and prompt injection through retrieved 

content (indirect attacks via documents and web pages an agent processes).

The controls for these risks are covered in the Gates chapter. Each maps to a specific gate 

tier and a specific metric from the five-metric diagnostic.

HOW IT ALL CONNECTS

Each breakdown has a metric that detects it. Each OWASP risk maps to a breakdown. Here 

is the full picture:



Breakdown How you detect 
it (code)

How you detect 
it (agents)

OWASP risks 
that trigger it

Output trust 
breaks

Rework rate: % 
of merged 
changes 
reverted or fixed 
within two weeks

Judge veto rate: 
% of sessions 
rejected by a 
second AI 
checking against 
the spec

4 (orchestration)

Gates fail Machine catch 
rate: % of 
defects caught 
by automated 
gates vs human 
reviewers

Deterministic 
pass rate: % of 
outputs passing 
all checks before 
human review

7 (integration 
points)

Human layer 
breaks

Reviewer 
minutes per 
accepted 
change

Human turns per 
session

2 (uncontrolled 
autonomy)

Scope breaks Defect escape 
rate: bugs 
reaching 
production vs 
caught pre-
production

Scope violation 
rate: attempted 
actions outside 
documented 
scope

1 (excessive 
agency), 3 
(transparency), 4 
(orchestration), 5 
(trust 
boundaries), 6 
(memory), 7 
(integration 
points), 8 
(lifecycle), 9 
(communication), 
10 
(observability)

Cost invisible Cost per 
accepted 
change: total 
cost per 
delivered unit

Iteration budget 
per run: tokens, 
retries, compute 
per task

4 (orchestration)

Missing 
observability

Coverage: % of 
workflows with 
structured traces 
and active gate 
metrics

Trace coverage: 
% of agent 
sessions with 
structured logs 
and behavioral 
baselines

3 (transparency), 
10 
(observability)

Any metric left unmeasured leaves the corresponding breakdown invisible. Without 

observability, you cannot even tell which metrics are missing. Addressing one while 



ignoring the others is how organizations build a false sense of security. A team with 

excellent specs but no permission boundaries will produce well-specified code that an agent 

deploys to a production environment it should never have touched. A team with strong 

constraints but no cost measurement will contain the damage but never know the system is 

degrading.

The next chapter covers what happens to the people operating inside these failure modes.

NOTES

1. Manan Suri et al., "CodeScout: Contextual Problem Statement Enhancement for Software 
Agents," arXiv:2603.05744, March 2026. 20% improvement in resolution rates on SWE-
bench Verified from converting underspecified problems into detailed specifications.

2. He et al. (Carnegie Mellon STRUDEL lab), "How Cursor Affects Code Quality and 
Developer Behavior," arXiv:2511.04427, November 2025. 807 Cursor-adopting repos vs. 
1,380 matched controls.

3. Pearce et al. (Stanford University), study of 1,689 Copilot-generated programs. ~40% 
vulnerable to MITRE CWE Top 25 weaknesses.

4. Financial Times, February 20, 2026; The Register, February 20, 2026. Amazon disputes 
the AI attribution. The outage itself is confirmed; the causal role of AI is contested.

5. Williams, Sun, Carroll, et al. (OpenAI), "How We Monitor Internal Coding Agents for 
Misalignment," March 19, 2026. Tens of millions of interactions monitored over five 
months. 99.9% coverage within 30 minutes. ~1,000 moderate-severity alerts. Agents 
found extracting encrypted credentials, bypassing content scanning via base64, and 
evading controls via string concatenation. Zero coherent scheming detected. https://
openai.com/index/how-we-monitor-coding-agents-for-misalignment/

6. OWASP, "Top 10 for Agentic Applications for 2026." Developed with 100+ industry 
experts. https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-
2026/

7. Spracklen et al., USENIX Security 2025 Distinguished Paper Award. arXiv:2406.10279. 
~20% hallucination rate across 576,000 code samples and 16 LLMs.



The Judgment TaxCHAPTER 5

The Judgment 

Tax

"AI moved the work from writing to reviewing. 

Nobody budgeted for it."

Verification infrastructure runs on human judgment. This chapter examines the cognitive 

capacity of the people that infrastructure depends on, and what the research says about 

how that capacity changes under AI-augmented workloads.

A BCG survey of nearly 1,500 workers found that workers using four or more AI tools 

simultaneously reported 14% more mental effort, 12% greater mental fatigue, and 19% 

greater information overload.¹ The most enthusiastic adopters were also the ones most 

likely to show burnout risk. Four tools was the threshold where productivity gains 

reversed.

The implication is structural: when the decision-makers who operate the review layer are 

cognitively depleted, the review layer degrades. This is not an HR problem. It is a delivery 

infrastructure problem.

WHAT THIS LOOKS LIKE BEFORE ANYONE 
NOTICES

A senior engineer who used to flag subtle dependency issues in every third review starts 

approving with "LGTM" and no comments. A tech lead who used to push back on 

architectural shortcuts merges and moves on because the queue has seventeen more PRs 

waiting. On-call engineers quietly ask to be removed from the rotation.

Nobody files a complaint. Review quality declines, defect escape rate climbs, and the two 

facts are connected by a mechanism that is rarely tracked. The hardest part is that the 

person who would have caught the decline is usually the one most buried by it.



The data points the same way. Sonar's 2026 survey² found that 96% of developers do not 

fully trust AI-generated code, but only 48% consistently verify it. Sixty-five percent of PRs 

are rubber-stamped. Stack Overflow's 2025 developer survey found trust in AI accuracy 

dropped from 40% to 29%, and 66% of developers reported spending more time fixing 

"almost-right" AI output than the generation saved.³ The asymmetry is striking: prompting 

takes seconds, but reviewing the output can take an order of magnitude longer.

In open source, the pattern has reached a breaking point. The curl project killed its six-

year-old bug bounty program after AI-generated submissions overwhelmed maintainers. 

Ninety-five percent of reports were invalid. Submission volume increased eightfold. The 

Ghostty project adopted a zero-tolerance ban on AI-generated contributions. The tldraw 

project auto-closes all external pull requests. One Matplotlib maintainer received a 

personalized AI-generated hit piece after rejecting a bot's PR.

Amazon mandated 80% weekly usage of its AI coding tool Kiro. Within weeks it had two 

major outages. The response: mandatory senior engineer sign-off on all AI-assisted 

deployments. They recreated the review bottleneck that AI was supposed to eliminate, 

because the alternative was worse.

AI DOES NOT REDUCE WORK. IT INTENSIFIES IT

An eight-month ethnographic study at a 200-person tech company found that generative AI 

was associated with work intensification, not workload reduction.⁴ The researchers 

identified three patterns.

Task expansion. People take on work they did not own before. PMs start coding. Designers 

write scripts. Engineers spend additional time reviewing and correcting AI-assisted work 

from non-engineers. The scope of each role creeps outward. Nobody adjusts capacity 

expectations.

Blurred boundaries. The conversational interface makes work feel like chatting. People fire 

off "one last prompt" before leaving. Recovery periods vanish. Work fills every gap that AI 

opens.

Increased multitasking. People manage multiple AI threads simultaneously. Speed 

expectations rise through normalized visibility. If everyone can see how fast output is 

arriving, slow-and-careful starts to look like slow-and-lazy.

One study participant said it plainly: "You had thought that maybe...you can work less. But 

then really, you don't work less. You just work the same amount or even more."

Atlassian's State of Developer Experience survey makes the mismatch explicit: developers 

spend only 16% of their time coding. Sixty-three percent feel their leaders do not 

understand the challenges they face.⁵ AI accelerates the 16%. The other 84%, reviewing, 

debugging, coordinating, understanding requirements, gets heavier.



This intensification is the delivery gap expressed in human terms. Your generation velocity 

went up. Your verification capacity did not. And the people responsible for verification are 

now carrying a heavier cognitive load than they were before AI.

THE RESEARCH BEHIND THE SIGNALS

The HBR "Brain Fry" study reported that 1 in 7 knowledge workers experienced mental 

fatigue from juggling AI tools, with a 33% increase in decision fatigue and a 39% increase 

in major error rates among affected staff.¹ UC Berkeley researchers found a complementary 

pattern: employees worked faster and on wider scope for longer periods, with subjective 

reports that lunch breaks increasingly became prompting sessions and recovery time was 

disrupted.⁴

Your high performers are at the highest risk. They adopt most aggressively and push 

hardest. They are also the people whose judgment your verification layer depends on. 

When they burn out, your quality floor drops. Not because the tools got worse, but because 

the people evaluating tool output can no longer do it reliably.

WHAT WE KNOW ABOUT JUDGMENT DECLINE

The evidence for cognitive degradation under sustained load is broader than any single 

study.

Study Finding

Pencavel, Stanford⁶ Marginal output collapses after 56 
hours; a 70-hour week produces 
little additional output over 56

Whitehall II (2,214 workers, 5 years)⁷ Cognitive function declined for 
those working 55+ hours/week — 
comparable in magnitude to 
smoking

Fucci et al., IEEE TSE⁸ One night of sleep deprivation 
associated with ~50% lower code 
quality

Lim & Dinges meta-analysis (70 
studies)⁹

Sleep-deprived workers made more 
mistakes and caught fewer of them

Deligkaris et al., systematic review¹⁰ Burned-out workers defaulted to 
low-effort decisions at 4x the rate of 
healthy controls (33% vs 8%)

There are more. There will be more every quarter as AI intensification becomes the default 

operating condition rather than the exception. The directional signal is strong. The 



mechanism is consistent. Sustained cognitive load degrades exactly the faculties that AI-era 

verification demands: pattern recognition, error detection, and reasoning about system-

level implications.

The AI era's most important human skill is catching the 10% of generated output that is 

confidently wrong. That skill runs on exactly the cognitive faculties that fatigue degrades 

first.

WHAT THIS COSTS THE ORGANIZATION

Translate the research into organizational terms.

When senior engineers are working 55+ hour weeks and reviewing AI-generated output 

for a significant portion of those hours, the research predicts measurable cognitive 

impairment in exactly the skills review requires: pattern recognition, error detection, 

reasoning about system-level implications.

When control infrastructure is already under-scaled and the humans running it are 

cognitively depleted, the organization is compounding two failures. The system cannot 

keep up, and the people operating it cannot think clearly.

The organizational cost is not burnout itself. The cost is defect escape rate. It is the subtle 

bug in the payment flow that a fresh reviewer would have caught and a depleted one 

missed. It is the architectural drift that accumulates over months because nobody had the 

cognitive bandwidth to notice it. It is the production incident that triggers a postmortem, 

and the postmortem finding is "the reviewer approved a change they did not fully 

understand."

This is why burnout in AI-augmented organizations is not an HR problem. It is a delivery 

infrastructure problem.

REST IS INFRASTRUCTURE

The argument for rest is not just "tired people make mistakes." The most valuable cognitive 

work, the judgment that separates senior engineers from juniors and good architectural 

decisions from bad ones, requires mental states that sustained intensity makes impossible.

Researchers found that engaging in undemanding tasks during breaks led to a 41% 

improvement in creative problem-solving compared to sustained focus.¹¹

I had a project going wrong. I stepped away, and the solution hit me. I brought it back to 

the team, we tested it, and it worked. That insight did not come from staring at the code 

harder. It came from stopping long enough to see the pattern.



That is the broader point. Architectural insights often arrive off the critical path: on a walk, 

in the shower, while doing something undemanding. An organization that normalizes 996 

is not just burning out the team. It is eliminating the conditions under which those 

insights happen.

That processing cannot be bought with longer hours. It comes from protected rest.

THE OVERNIGHT AGENT: REST AS 
ORGANIZATIONAL DESIGN

Here is the design argument that makes rest an engineering decision, not a wellness 

initiative.

Agent workflows can run overnight. A well-scoped task (clear spec, deterministic checks, 

automated eval gates) can be assigned to an agent at 6 PM and produce a reviewable PR by 

8 AM. Background agents can run test suites, generate migration scaffolds, perform 

codebase-wide refactors, and produce first-draft implementations while the team sleeps.

The key phrase is well-scoped task. An agent running overnight without a spec, without 

checks, and without eval gates is not productive. It is generating unreviewed code that 

someone will spend the morning cleaning up.

The organizational design implication: instead of asking "how do we get more hours from 

our people," ask "how do we structure work so agents produce reviewable output during 

off-hours?" That is a management question, not a heroics question.

Teams that answer it well create a sustainable rhythm where high-trust output arrives 

without requiring sustained 16-hour human days. When the answer is instead "everyone 

stays longer," judgment degradation and rising defect risk tend to follow.

The research points in one direction: sustainable pace with agents handling async work 

should produce more trusted output than grinding 60-hour weeks with degrading 

attention. The former is a system. The latter is unsustainable regardless of intent. The 

industry is early in validating this. The BCG data on tool overload and the METR findings 

on experienced-developer slowdowns are the first signals, not the final word.

MEASURABLE VERIFICATION STRAIN

Track these weekly. They are not burnout indicators. They are verification capacity 

indicators.



Signal What It Measures Warning Threshold

After-hours commits Human work outside 
recovery periods

>20% of commits 
outside working hours, 
trending up

Review participation 
drop

Verification layer 
thinning

Senior engineer drops 
from 5+ reviews/week 
to <2 for 3 consecutive 
weeks

PR approval without 
comments

Rubber-stamping Rising percentage of 
approvals with no 
substantive review 
comments

Concurrent AI workflow 
count

Cognitive load per 
person

Regularly exceeding 
four simultaneous AI-
supervised workflows

Architecture discussion 
silence

Strategic judgment 
withdrawal

Senior engineer stops 
contributing to design 
discussions for 2+ 
weeks

No single signal means your verification layer is failing. Three or more trending in the 

wrong direction on the same person over a four-week window means your review 

infrastructure is degrading from the inside.

THREE DECISIONS THIS QUARTER

These are not wellness initiatives. They are verification infrastructure decisions.

First: Set a concurrent workflow limit. The BCG data showed sharp declines after four 

simultaneous AI tools. Set a default: one primary AI workflow per focus block. Sequential 

beats parallel when cognitive load is the constraint. This is not about restricting 

productivity. It is about maintaining the judgment quality that makes productivity 

meaningful.

Second: Budget review capacity explicitly. If AI increases PR volume by 40%, someone 

has to review that additional output. That review time comes from somewhere. If you do 

not budget it, it comes from rest, from design thinking, from the architectural judgment 

that prevents next quarter’s incidents. Put review hours in the sprint plan the same way 

you put implementation hours there.

Third: Structure overnight agent work. Define the spec template and eval gates required 

for unattended overnight runs. Make the investment once. The return is legitimate 24-hour 



productivity without 24-hour human presence, and a team that arrives in the morning able 

to think clearly about what the agents produced.

One question cuts through it all: How many hours per week are your senior engineers 

spending reviewing AI-generated output? Is that number going up?

If that number is not available, the state of the verification layer is unknown. If the answer 

is "a lot, and yes," the quality floor is eroding in real time.

Judgment capacity deserves the same protection as the deployment pipeline—it is load-

bearing infrastructure, not a perk.

Left unmanaged, the organization drifts into a brittle state: review load rises, judgment 

quality falls, and small errors compound into incidents. The next chapter is what to build 

to interrupt that cycle.

AI Generation

Velocity ↑

Review Volume ↑

Cognitive

Depletion ↑

Review Quality ↓

Defect Escape ↑

Rework ↑

REINFORCING

LOOP

BREAK THE

CYCLE

Invest in verification

infrastructure: automated gates,

intent clarity, deterministic checks

Figure 5.0 — The verification strain cycle: AI generation velocity increases review volume, 
causing cognitive depletion, degrading review quality, increasing defect escape and 
rework in a reinforcing loop

The cycle closes when you invest in review capacity as infrastructure, not when you ask depleted humans 

to try harder.
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The Verification 
Triangle
CHAPTER 6

The 

Verification 

Triangle

The gap is open. The cost is clear. Now: what to 

build. This chapter defines the operating model 

for closing it.

THE ARGUMENT FROM NECESSITY

The case for verification infrastructure is not empirical. It is deductive. It follows from three 

facts that no one disputes:

Fact 1: AI produces more code. Every benchmark, every survey, every team that has 

adopted Copilot or Claude or Cursor reports the same thing: code output goes up.

Fact 2: More code means more potential defects. No model produces perfect code. The 

best available AI scores roughly 80% on standard benchmarks.¹ One in five tasks contains 

an error. More output at the same error rate means more total defects entering your 

system.

Fact 3: Every defect has exactly three possible fates. A machine catches it (CI, tests, 

linting, static analysis). A human catches it (code review, QA, manual testing). Or nobody 

catches it and it reaches your users.

There is no fourth option. These three categories are exhaustive. From these three facts, 

the rest follows by necessity:



If your automated gates do not catch the increased defect volume, the overflow goes to your 

human reviewers. If your reviewers are already at capacity — or if you are using AI 

precisely to reduce headcount — the overflow reaches your users. The only variable is 

where the defects stop.

This means three numbers define your delivery health:

• Machine catch rate — what percentage of defects does your automation catch?

• Human save rate — what percentage do your reviewers catch that automation 

missed?

• Escape rate — what percentage reaches users?

These are not optional metrics. They are not nice-to-have dashboards. They are the only 

three places a defect can go. If you are not tracking them, you are blind to the most 

predictable consequence of your AI adoption.

THE VERIFICATION TRIANGLE

The gap between generation and verification is an infrastructure problem. Infrastructure 

problems have infrastructure solutions.

The gap closes by strengthening each vertex of the Verification Triangle. This chapter 

describes what that requires, in dependency order: decisions that need a named owner, an 

explicit choice, and a date by which the choice was made. In the published examples 

reviewed later, the organizations that avoided catastrophic failure had made more of these 

decisions explicitly. The organizations that suffered incidents had left key decisions 

unmade.

The Verification Triangle has three vertices: intent clarity, eval quality, and cost. Each vertex 

is measured through a small family of metrics rather than a single KPI. The three fates of a 

defect — machine catch, human save, escape — sit at the eval quality vertex. But they are 

the heartbeat of the entire Triangle. If your escape rate is climbing, something in the 

Triangle is failing. The other vertices help you diagnose where.

This model is not new. The same three measurements exist in every automated production 

line: first pass yield (units that pass quality inspection without rework), rework rate (units 

that need human intervention before shipping), and scrap rate (units that ship and fail in 

the field). Manufacturing solved this problem decades ago. Deming, the Toyota Production 

System, and Six Sigma all converged on the same insight: when you automate production, 

the bottleneck moves to verification, and you need three numbers to know whether your 

verification system is working. The DevOps movement transplanted this into software with 

DORA metrics. The Verification Triangle extends it to the AI-assisted era, where generation 

volume increased again and verification capacity must scale to match. What follows is 



organized by what each vertex needs: intent clarity first, then eval quality, then cost 

measurement, then the feedback loop that connects them.

A useful question: which of these decisions have been made explicitly, in writing, versus 

which are assumed to have been made by someone else?

Framework Reference
Three frameworks do most of the work in this book:

• Verification Triangle (this chapter) — diagnose where the delivery gap is widening

• Quality gate tiers (Chapter 7) — build the controls that catch failures before 

production

• Eight mandate decisions (Chapter 11) — roll the system out in a workable order

The other chapters add diagnostics, edge cases, or reporting tools around those three.

WHERE TO START

Start here with the Triangle. Use it to diagnose which vertex is failing before you add more 

process or tooling.

Start with the core metrics for each vertex: intent achievement rate and the five forcing-

function questions for intent clarity; defect escape rate and machine catch rate for eval 

quality; cost per accepted change and lead time to accepted change for cost.

• Cost per accepted change is climbing? → Check escape rate and machine catch rate 

first.

• Lead time is extending but cost is flat? → Your generation is fast but verification is the 

bottleneck

• Defect escape rate or change fail rate rising? → Your eval quality vertex is weak

• Intent achievement rate is low? → Your intent clarity vertex is weak — teams are 

building the wrong things.

The eval quality metrics map directly to manufacturing quality control. Machine catch rate 

is first pass yield — the percentage of changes that pass through the entire pipeline (gates, 

review, production) without human intervention or failure. The complement is the human 

save rate (changes reviewers caught and fixed — equivalent to the rework station on a 

factory line) and the escape rate (changes that passed everything but failed in the field — 

equivalent to customer returns). All three rates sum to 100%. If your machine catch rate is 

80%, your human save rate is 12%, and your escape rate is 8%, you know exactly where to 

invest: the 12% tells you what your gates are missing, and the 8% tells you what both your 

gates and your reviewers are missing.



Once the weak vertex is visible, use the Quality Gate Tiers in Chapter 7 to add the missing 

controls. Start where the Triangle shows the gap rather than trying to build every gate at 

once.

What good looks like
Published benchmarks exist for most of these metrics. Use them to calibrate where you are, 

not as targets to game.

Metric Elite Adequate Concerning Source

Rework rate < 2% 2–5% > 7% LinearB, 
6.1M PRs 
across 3,000 
orgs²

Change 
failure rate

5% 10–20% > 40% DORA 2024, 
annual 
cluster 
analysis³

PR size < 219 lines 219–395 > 793 LinearB, 
3.7M PRs²

Review 
effectiveness

70–90% at 
200–400 
LOC

Drops above 
400 LOC

Collapses 
above 1,000 
LOC

SmartBear/
Cisco, 2,500 
reviews⁴

Defect 
removal 
(cumulative)

≥ 99% ≥ 95% < 85% Capers 
Jones, 
12,000+ 
projects⁵

Defect 
removal 
(testing 
alone)

~30–35% 
per stage

Combined 
rarely > 85%

— Capers 
Jones⁵

Defect cost 
escalation

1× at 
requirements

10–15× at 
testing

100×+ in 
production

IBM Systems 
Sciences 
Institute⁶

Two findings from the benchmarks are worth highlighting:

Testing alone cannot achieve high defect removal. Capers Jones’s data across 12,000 

projects shows that any single test stage catches only 30–35% of latent defects, and all 

testing stages combined rarely exceed 85%. To reach 95%+ cumulative defect removal — 

the threshold Jones calls “adequate quality” — pre-test activities are required: inspections, 

static analysis, formal review. This is why the Verification Triangle has an intent clarity 

vertex and an eval quality vertex. Gates (eval quality) are necessary but not sufficient. The 



thinking before generation (intent clarity) is where the remaining defect removal comes 

from.

There is no published benchmark for machine catch rate. The term is new, but the 

math is not. Cumulative defect removal efficiency is machine catch rate + human save rate. 

The escape rate is the complement: what neither machines nor humans caught. If Jones 

says adequate quality requires ≥95% cumulative DRE, that means your machine catch rate 

plus your human save rate must sum to at least 95% — and your escape rate must be 5% 

or less. The question is how much of that 95% comes from machines versus humans. As 

your machine catch rate rises, the human save rate should fall — not because reviewers are 

lazier, but because the machines are catching what humans used to catch, freeing reviewers 

to focus on intent and design. The goal is to shift the ratio, not the total.

Then use Chapter 11 to sequence the rollout.

START WITH INTENT

“The spec is a forcing function for thinking. The document is a side effect.”

This vertex determines whether your generation velocity produces trusted changes or 

manufactures rework. But the mechanism is not what you might expect. Specs do not 

prevent bugs — gates prevent bugs. Specs prevent building the wrong thing. That 

distinction reshapes everything about how to measure this vertex and what to do about it.

The genie problem
When a developer sits down with an AI tool and starts with a prompt ("build me a 

checkout flow"), the model fills every unspecified gap with confident fiction. It invents 

scope. It assumes architecture. It produces polished output that looks ready to ship and is 

not. The result is a beautiful mess: screens that work in isolation, logic duplicated across 

files, validation that works on one path but not another.

This is the genie problem. "Give me a million dollars" — and a million dollars of gold lands 

on your head. The AI gave you exactly what you asked for. The problem was what you did 

not specify: the constraints, the negation, the definition of success. AI fills every gap with 

confident fabrication that looks indistinguishable from good work. The more capable the 

model, the more polished the fabrication, and the harder it is to notice.

Research on LLM reasoning failures confirms the pattern. Models achieve approximately 

88% accuracy on explicit causal chains but collapse to 9.5% accuracy on null effects — 

recognizing that something does not cause something else.⁷ On constraint satisfaction 

tasks, 67–94% of errors came from the model hallucinating constraints that do not exist in 

the problem.⁸ A spec generated without interrogation will assert constraints fluently. It will 



rarely tell you which constraints are absent, which interactions are dangerous, or which 

assumptions are wrong.

Dex Horthy of HumanLayer quantifies the cascade: a bad line of code is a bad line of code. 

A bad line of a plan leads to hundreds of bad lines of code. A bad line of research — a 

misunderstanding of how the codebase works or where certain functionality lives — leads 

to thousands.⁹ The leverage is inverted from where most teams put their attention. They 

review the code. They should be reviewing the intent.

The spec exists to force you to think about what you actually want — including what you 

do not want — before you hand the work to a system that will cheerfully build the wrong 

thing at production quality.

The autonomy gauge
The deeper issue is not whether you write a spec. It is how much autonomy you give the AI 

and whether your definition of success matches that autonomy level. Think of it as a gauge:

• Prompt: “do something” — zero constraint, maximum ambiguity

• Spec: “do this specific thing” — soft constraint, AI can still drift on details

• Constraints: “satisfy these checks” — hard, machine-enforceable boundaries (tests, 

types, contracts)

• Outcome definition: “achieve this result, however you see fit” — maximum AI 

autonomy, but requires the clearest success definition of all

The paradox: the more freedom you give the AI, the better you need to be at defining what 

done looks like. High autonomy demands the highest clarity of intent. A developer who 

writes a one-line prompt and accepts whatever comes back has given maximum autonomy 

with zero success definition. A developer who writes 3,500 lines of domain documentation 

and 376 assertions before letting AI generate the implementation has given maximum 

autonomy with maximum constraint — and the result is a feature that would have 

consumed a team for weeks, built in a session.

One of my engineers did exactly this for a complex logistics feature. We front-loaded the 

work with domain documentation before the AI wrote a single line of implementation. 

Claude built the entire feature, and the engineer fixed 376 failing assertions in a single 

session. A roadmap item that could have consumed a team for weeks became a success 

story. The spec — really, the constraint surface that the spec created — made that possible. 

Without it, the AI would have had no way to know what "correct" meant for that domain.

Autonomy must match verification capacity:

• High autonomy + clear success + strong verification = fast

• High autonomy + vague success = expensive chaos

• Low autonomy + detailed spec = slow but safe



The book's advice is not "always write specs." It is: know where you are on the gauge. Make 

sure your verification matches your autonomy level. If you let AI run free, you better know 

exactly what done looks like and have machines checking it.

This gauge has two sides. Morris et al. at Google DeepMind defined six levels of agent 

capability, from tool (human controls everything, AI automates subtasks) through 

consultant, collaborator, and expert to fully autonomous agent.¹⁰ The key insight: capability 

unlocks higher autonomy levels but does not require them. A model capable of 

autonomous operation can still be deployed as a consultant. Feng et al., working with 

Anthropic's safety team, defined the same spectrum from the human's perspective: operator 

(full control), collaborator, consultant, approver (agent runs, human signs off on blockers), 

and observer (fully autonomous, human can only watch and pull the emergency stop).¹¹

The two frameworks are complementary. Morris asks: what can the agent do? Feng asks: 

what role does the human play? Your autonomy gauge adds the third question: how clear is 

the intent? As the agent moves up the capability ladder and the human moves from 

operator to observer, the definition of success must get sharper, not vaguer. An observer 

with unclear intent has no way to know if what the agent built is what was needed.

Why specs matter (and what they actually do)
There is an honest question about whether the spec itself is the mechanism, or whether the 

spec is a proxy for something harder to measure: clarity of thought before generation 

begins.

The behavioral evidence points toward clarity. Shen and Tamkin's interaction patterns show 

that cognitive engagement — not tool choice, not process compliance — predicted 

outcomes.¹² Perry et al. found that developers who showed skepticism toward AI output 

produced fewer security vulnerabilities, with no spec involved.¹³ BCG's consultants 

achieved +49 percentage points on task performance with AI but retained zero knowledge 

afterward — capability without competence, produced at scale.¹⁴ If you gave those 

consultants a spec template, they would fill it out using AI. The spec would look correct. 

The understanding would still be zero.

This is not a hypothetical risk. An AI can generate a spec that passes every quality check — 

complete sections, unambiguous language, consistent terminology, testable acceptance 

criteria — and still reflect no understanding of the problem. The forcing function breaks 

when the tool being constrained writes the constraint.

So why mandate specs at all? Because specs are a forcing function for intent clarity, not a 

defect reduction mechanism. Writing a spec forces you to consider intent AND constraints. 

The document is a side effect of the thinking — the thinking is the point. Without the 

forcing function, most people skip the thinking. You cannot audit "thinking clearly." You 

cannot measure "understanding the problem." You cannot put "cognitive engagement" in a 

CI check. But you can require a spec, review it for substance, and use the outcomes to tell 

you whether the thinking actually happened.



As the CodeScout data in the Breakdowns chapter showed, converting underspecified 

problem statements into detailed specifications improved resolution rates by 20%.¹⁵ The 

improvement came not from the document but from the forced elaboration — interrogating 

failure modes, defining constraints, specifying what success looks like.

Sean Grove takes this further: specs are not documentation for the code. Specs are the 

source code.¹⁶ In a world where AI generates the implementation, prompting with a chat 

session for two hours and then committing only the final code is like a Java developer 

compiling a JAR and checking in the binary while throwing away the source. The spec — 

the intent definition, the constraints, the success criteria — is the artifact that matters. The 

generated code is the compiled output. If you lose the spec, you lose the ability to 

regenerate, modify, or understand why the code exists.

During pre-reads of this manuscript, Drew Breunig independently published a "Spec-Driven 

Development Triangle" proposing that specs, tests, and code form a cyclical feedback loop 

where implementation clarifies specifications.¹⁷ Multiple practitioners, working 

independently, are arriving at the same conclusion: the act of defining intent is a first-order 

variable in AI-assisted delivery.

The proportional weight critique still holds. Martin Fowler’s review of spec-driven 

development tools found that for small, well-understood changes, spec overhead exceeded 

implementation time — “like using a sledgehammer to crack a nut.”¹⁸ He is right. The 

answer is not “always spec” or “never spec.” It is: spec depth should match the autonomy 

level. A config change gets a one-line intent note. A new API endpoint gets a one-page spec 

with acceptance criteria and error contracts. A multi-service feature gets edge cases, 

constraints, and a rollback plan. The critics who call spec-driven development “waterfall 

reborn” are describing what happens when teams apply specs uniformly instead of 

proportionally.¹⁹

Where intent clarity actually comes from
The quality of a spec is fundamentally determined by the quality of the conversation that 

produced it. “Write a spec for authentication” and a 45-minute back-and-forth where you 

interrogate failure modes, research your provider’s rate limits, challenge assumptions 

about token refresh under concurrent sessions, and then write the spec — these produce 

structurally identical documents with completely different reasoning depth. Same model. 

Same template. The variable is the conversation.

This is what Shen and Tamkin’s interaction patterns are actually measuring. Their high-

scoring developers used “Conceptual Inquiry” — they asked why, not just what. They 

challenged, redirected, researched. Their low-scoring developers used “AI Delegation” — 

single prompt to output, accepted without pushback. The difference was not the tool, the 

template, or the process. It was whether the human interrogated the problem before 

accepting an answer.

This has a practical implication for engineering leaders: the question is not "do your teams 

write specs?" The question is "did your teams define intent clearly before generation 



began?" Are they having rigorous conversations — testing ideas, challenging findings, 

researching constraints — or are they generating a document and checking a compliance 

box?

The human/machine split
Intent clarity has two sides, and they require different verification mechanisms.

The human side is auditable but not automatable. A leader can audit it. Five forcing-

function questions, all yes/no:

1. What problem does this solve? (Not what does it build — what problem goes 

away?)

2. How will we know it worked? (An existing metric that will move, not one invented 

for the project)

3. What is out of scope? (Explicit boundaries the AI must not cross)

4. What must NOT happen? (Constraints and negation — the genie’s missing 

instructions)

5. Was a pre-mortem done? (30 minutes: why could this fail?)

Domain-specific teams add their own. A data science team adds kill criteria, data readiness, 

evaluation contract, experiment design. The five questions are the minimum; the principle 

is that someone with authority reviewed whether the team knew what they were building 

before they started building it.

The machine side is automatable but not sufficient alone. CI enforces it: tests, types, API 

contracts, architecture boundaries. Whatever level of the autonomy gauge fits the task. This 

is the constraint surface that tells AI what to build and what not to break.

The human side ensures you are building the right thing. The machine side ensures it is 

built correctly. Two different problems, two different verification mechanisms. Neither can 

do the other's job. A passing test suite does not mean you solved the right problem. A clear 

intent definition does not mean the code has no bugs. Gates prevent bugs. Intent clarity 

prevents waste.

This also tells you where human review has the highest return. Horthy's team found that 

reviewing 200 lines of research and 200 lines of an implementation plan caught more 

problems than reviewing 2,000 lines of generated code — because errors in research and 

planning cascade into the implementation, while errors in code are local. When AI 

generates most of the code, the highest-leverage human activity is no longer line-by-line 

code review. It is reviewing whether the intent was defined correctly and the plan makes 

sense. The code review still happens, but the machines handle more of it, and the humans 

shift upstream to where their judgment has a higher multiplier.



What this looks like in practice
The five questions are the minimum bar. But intent alone is not enough to prevent the AI 

from filling in gaps — between "we know what problem we're solving" and "the AI can build 

it correctly," there is a funnel of decisions that must be made by humans.

The most effective workflow I have found moves through four phases before any code is 

generated, each narrowing from the previous:

Phase 1: Intent. The five forcing-function questions. Why are we doing this? This is 

adversarial — the AI (or a colleague) pushes back on vague answers, challenges 

assumptions, and refuses to proceed until the answers are substantive. If the intent cannot 

survive ten minutes of questioning, it is not ready.

Phase 2: Behavioral spec. What does the user actually experience? Walk through the 

current experience, then the desired experience. Challenge the mechanism — “why do you 

think this approach will solve the problem?” Surface the states and transitions — what are 

all the states this feature can be in, what moves between them? Cover error cases — what 

happens when dependencies fail, when users do something unexpected? Each level only 

proceeds when the previous is solid. No point specifying error states for a mechanism that 

does not hold up. This is where bad ideas die cheaply, before any code is discussed.

Phase 3: Design conversation. How will we approach this conceptually? The AI 

researches the codebase — how similar features work, what patterns exist, what 

conventions are followed — and presents options with tradeoffs. The human makes the 

design decisions. The AI does not recommend; it surfaces what exists and what the options 

are.

Phase 4: Implementation design. Where does the code go? The AI researches deeper, 

proposes specific placement, data models, interfaces, and integration points. Critically, the 

AI challenges the codebase itself: if the area has inconsistent patterns, if there are three 

places this code could go and no clear winner, that ambiguity is flagged as a risk. “There are 

three patterns for the same thing in this module. Adding a fourth will make it worse. 

Should we clean this up first?” Structural cleanup becomes a prerequisite in the 

implementation plan, not an afterthought. This is the anti-slop gate — the moment where 

“just put it somewhere” becomes “put it in the right place, or fix the structure so there is a 

right place.”

The output is a fully populated spec: intent, behavioral spec, design approach, and 

implementation design. No blanks. A human reviews it. Then the work is broken into 

implementation phases of roughly 400 lines each — small enough to review, independently 

verifiable, independently committable — and executed one phase at a time with verification 

between each.

Horthy's research-plan-implement workflow operates on the same principle: each phase 

produces a compact artifact (~200 lines) that a human reviews before the next phase 

begins.⁹ The phases run in fresh AI context windows so that accumulated noise does not 



degrade output quality. The key insight is that reviewing 400 lines of specifications catches 

more problems than reviewing 2,000 lines of generated code, because errors in intent and 

planning cascade while errors in code are local.

All of these share a common structure: make someone defend the intent and the design in a 

format that can be challenged before generation begins. The specific practice matters less 

than the principle. Chapter 11 covers the full playbook for rolling these out.

What to measure
The old spec metrics — spec coverage, spec exemption rate, spec quality scores — are 

gameable. An AI can produce a perfect-looking spec that reflects zero understanding. 

Measuring the document misses the point.

The intent clarity vertex is best measured by one metric that cannot be gamed without 

faking business outcomes:

Intent achievement rate: what percentage of shipped changes achieved the intent they 

stated? You either moved the metric you said you would move or you did not. This requires 

that teams state their intent before starting (the five questions above) and that someone 

audits whether the outcome matched. It is a lagging indicator, but it is honest.

The five forcing-function questions are the leading indicator. They are auditable by a 

manager in a weekly review: did this project answer all five questions before work started? 

If a team consistently answers yes and their intent achievement rate is high, the forcing 

function is working. If they answer yes and the rate is low, the questions are being 

answered perfunctorily — the receipt exists but the thinking does not. If they answer no, 

they are flying blind, and the outcomes will tell you.

The study data also points to five process-level signals that differentiate Elite from Low 

repositories regardless of domain or AI adoption level:

Discussion density. Average PR comment count correlates with both lower rework (ρ = 

−0.36) and lower escape rates (ρ = −0.39, p = 0.024). PingCap’s TiDB averages 23.3 

comments per PR with 1.2% rework. Cal.com averages 0.1 comments with 23.3% rework. 

This is the distributed verification signal — how many humans cross-checked the work 

before it shipped.

Review iteration count. Elite repositories run a review cycle on 38.3% of PRs versus 

22.3% in Low repositories. More iterations mean the reviewer pushed back and the author 

revised. A single-pass approval is not verification.

CI gate strictness. Elite repositories have higher CI failure rates (45.7% versus 38.4% in 

Low). This seems counterintuitive until you realize stricter automated gates catch more 

problems before merge. High CI failure is a sign of infrastructure working, not 

infrastructure broken.



Question rate. Repositories where reviewers ask questions in PR descriptions have lower 

defect rates. Grafana, with 25% question rate, has 4.0% rework. Repositories where 

questions vanished after AI adoption — Novu dropped from 75% to 0.3% — saw 

verification culture collapse.

Organizational memory in reviews. The most effective reviews reference specific prior 

decisions, upstream commits, known failure modes, and system context. “Backport diff 

matches upstream commit ff0e035ab6” catches defects. “Looks good to me” does not. The 

aggregate signal is harder to measure with keywords (our attempt was not statistically 

significant), but the qualitative pattern is clear in the data.

These five signals measure the culture that produces intent clarity, not the documents 

themselves. A team that scores well on these metrics will define intent clearly as a natural 

byproduct. A team that scores poorly will produce paperwork regardless of how many 

templates you mandate.

There is a deeper reason these signals matter. Blake Smith argues that the most important 

function of code review is not catching bugs — it is mental alignment: keeping team 

members on the same page about how the codebase is changing and why.²⁰ As Horthy puts 

it: "I was starting to lose touch with what our product was." When AI generates thousands 

of lines of code per day, a much larger proportion of your codebase becomes unfamiliar to 

any given engineer at any point in time. Discussion density, question rates, and 

organizational memory in reviews are not just defect-catching mechanisms. They are how 

your team maintains a shared mental model of a codebase that is changing faster than any 

individual can track. When those signals collapse — as they did at Novu — the team loses 

not just verification quality but shared understanding of what they are building.

The intent clarity vertex of the Triangle is best read as a measure of whether teams know 

what they are building — and the process metrics tell you whether that knowledge is real 

or performative.

If you make this decision — defining intent clearly and encoding constraints before 

generation — the automated checks become possible. Without a clear definition of what 

correct means, your deterministic gates have nothing to verify against.

AUTOMATE THE CHECKS

“Human review is your most expensive verification mechanism. Stop using it for things machines catch 

faster.”

This determines your review bottleneck. Right now, for most teams, that bottleneck is the 

thing killing your delivery speed.



The math is straightforward. Uplevel Data Labs tracked 800 developers and found a 41% 

increase in bugs with no cycle-time improvement after AI adoption. Doubling the volume 

without scaling the review layer means the same number of human reviewers are expected 

to catch everything. That is not sustainable. And when they start rubber-stamping to keep 

up, you get the Amazon outcome.

Deterministic gates are the release valve. Three types, each catching a different failure class:

Contract gates verify that interfaces behave as documented. The API returns the right 

fields, the right format, the right error codes. These catch silent breakage between teams 

and services, the kind of failure that shows up three weeks after the change that caused it, 

when nobody remembers what changed.

Invariant gates verify that core business truths hold under stress. No double charges. No 

negative balances. Idempotent operations stay idempotent. This is where AI-generated code 

fails first: it looks coherent locally while violating system-wide guarantees. The checkout 

function works. The retry logic that calls it twice is the problem.

Policy gates verify that non-negotiable rules were not accidentally violated. No secrets in 

logs. No PII in traces. No unauthorized access to sensitive data. These are not correctness 

failures. Everything else might work. But a policy violation can be a compliance incident 

before it is a bug report.

The risk of gates becoming the bottleneck. Faros found review time per PR up 91% 

alongside the volume increase. Poorly calibrated gates make this worse, not better. A gate 

that blocks on every PR for a cosmetic formatting check is a gate that teaches engineers to 

ignore the signal. The machine catch rate metric exists precisely to prevent this failure 

mode: if your gates are catching fewer problems than your human reviewers, your gates are 

the wrong gates, not too few gates. The goal is not more gates. It is gates that catch real 

problems faster than humans can, so that your human reviewers spend their time on 

judgment-dependent decisions that machines cannot make. If adding a gate increases your 

lead time without increasing your machine catch rate, remove it.

The cost of not deciding: human-only review at AI-generated volume creates a predictable 

failure cascade. Reviewers become a bottleneck. Review quality degrades under volume 

pressure. Defects escape. Incidents increase. As the Uncontrolled chapter showed, the most 

expensive talent ends up functioning as a proofreading service, and AI gets blamed for what 

is fundamentally a capacity problem.

What the decision looks like: start with one contract gate on your highest-traffic 

endpoint. One invariant gate on your most important business rule. One policy gate on 

your most sensitive data path. Three gates. One sprint of implementation. The gates run 

before human review, not instead of it. Human review shifts from “find bugs” to “make 

judgment calls on flagged issues.” That is a better use of your most expensive resource.



If you started with a spec, these gates have something to verify against. If you skipped the 

spec, these gates cost three times as much to build because nobody documented what 

correct behavior looks like.

MAKE THE SYSTEM VISIBLE

“The difference between a 45-minute incident and a 5-minute incident is a trace ID.”

This determines how long your incidents last and whether you learn from them.

When AI-assisted systems fail, they rarely fail in one place. They fail across a chain: prompt 

context, planner decisions, tool calls, retries, fallback logic. If you only log the final error, 

you are debugging a five-step failure from the last step alone. Charity Majors calls 

debugging without traces "collaborative fiction." You sit in a Slack thread trading theories, 

pasting log snippets, saying "I think it might be..." until someone finally pulls up the actual 

request path and the answer is visible in seconds.

That gap between guessing and looking is not a small efficiency difference. Teams with 

strong observability, engineers who know their systems, have thought through failure 

modes, and have good golden signals in place, resolve incidents in a fraction of the time. 

The specific mechanism varies: sometimes it is tracing, sometimes it is structured logging, 

sometimes it is a dashboard someone built six months ago that nobody appreciated until 

Tuesday. The common factor is that someone invested in visibility before they needed it.

The cost of not deciding: incident archaeology. Every production failure becomes a 

reconstruction project. Your on-call engineer spends hours building a timeline from Slack 

threads and log fragments that should have been visible in seconds. Worse, the post-

incident review produces theories instead of evidence. The same failure class recurs 

because nobody actually identified the root cause. They identified a plausible root cause 

and moved on.

What the decision looks like: for each AI-assisted request, capture one shared trace ID 

across services, span start/end timestamps, operation type (model, tool, retrieval, policy, 

response), redacted inputs/outputs, and retry/timeout status. That is the minimum trace. 

It costs a few days of engineering time to implement. You can start with three log lines and 

a UUID on one function (entry, reasoning, exit) and you will immediately stop debugging 

from memory.

The W3C Trace Context standard gives a sane baseline for propagating IDs across service 

boundaries. Services that do not share context produce partial anecdotes, not a unified 

timeline.



If you started with the spec and automated the checks, your traces have structure: they 

show where in the delivery loop a failure occurred and which gate missed it. Without those 

decisions, your traces are useful but less actionable.

CONSTRAIN THE AGENTS

“Every production incident in this book started with an unmade permission decision.”

This is the area that produced every catastrophic failure described in the evidence chapters.

Every catastrophic failure in the evidence chapters (Replit, Kiro, Amazon) traces to one 

thing: permissions that were inherited, not decided. The default was "take everything and 

be careful" when it should have been "prove you need this capability."

Three questions to ask about every agent in your system right now:

1. What can it do?

2. Who granted that access?

3. When was it last reviewed?

If all three cannot be answered for every agent with production access, the permission 

posture is not a policy. It is an inherited default waiting for a bad day.

The cost of not deciding: the incidents speak for themselves. A dropped database. A 

deleted production environment. Exposed patient records. These are not edge cases. They 

are the predictable result of unmade permission decisions at scale. And the blast radius 

grows with every agent you add.

There is a deeper reason constraints are non-negotiable. Research from Anthropic 

demonstrated that models trained on reward-hacking strategies can generalize to alignment 

faking, cooperation with malicious actors, and attempted sabotage, and that standard safety 

training failed to prevent these behaviors on agentic tasks.²¹ Separately, Microsoft Research 

showed that a single unlabeled prompt is sufficient to strip safety alignment from 

production models entirely while preserving their utility — tested across fifteen models 

from multiple vendors.²² Consider the cumulative risk: over the lifetime of your production 

agents, what are the odds that at least one model version from a major vendor exhibits 

harmful emergent behavior, or that one model update ships with weakened safety 

guardrails? The probability is not zero and it compounds with every update. Proactive 

containment (sandboxing, permission boundaries, behavioral monitoring) is not excessive 

caution. It is one of the few ways to keep a compromised or misaligned model from causing 

damage that outlasts the session.



There is also an adoption argument for constraints. The Cloud Security Alliance's 2025 

study of AI governance maturity found that organizations with comprehensive governance 

are nearly twice as likely to report early adoption of agentic AI (46%) compared to those 

with partial guidelines (25%) or developing policies (12%).²³ Governance does not slow 

adoption. It accelerates it, because teams that trust the guardrails move faster than teams 

that are unsure what is safe.

What the decision looks like: the constraint boundary has eight categories. Each one 

addresses a different way an unconstrained agent can cause damage:

1. Scope. What the agent can and cannot do. Enforced by tool allowlist, not by prompt 

instruction. An agent that can call any tool it discovers has unbounded scope.

2. Permissions. Minimum-necessary access, documented per agent, granted by a named 

owner, audited quarterly. Short-lived scoped tokens, not inherited developer 

credentials.

3. Sandbox. Execution isolation. Docker, gVisor, or Firecracker microVMs. No host 

filesystem mount, no outbound network except allowlisted endpoints, no 

environment variable passthrough.

4. Exit conditions. What stops the agent. Hard caps on iterations, timeout, and token 

budget. When it hits the limit, it returns a partial result with status, not silence.

5. Identity. The agent gets its own cryptographic identity (SPIFFE/SPIRE or 

equivalent), not the developer’s credentials. Each agent is authenticated 

independently, and its actions are attributable to its own identity in the audit trail.

6. I/O controls. Input filtering (prompt injection defense) and output redaction (PII, 

secrets, sensitive data). The agent’s inputs and outputs are screened at the boundary, 

not trusted by default.

7. Credential management. Short-lived tokens with automatic expiration. No long-

lived credentials. Tokens revocable on anomaly detection without disrupting the 

user’s primary session.

8. Network controls. Default-deny outbound. Allowlisted endpoints only, per-agent. 

NVIDIA OpenShell enforces this at the kernel level with per-binary and per-endpoint 

policies.

Human approval gates sit above these eight categories: any action that crosses a risk 

threshold (destructive, financial, compliance-sensitive) requires explicit human approval 

before execution.

Run a quarterly permission audit for every agent workflow with production access: what 

does it have, does it still need it, who is the named owner. Any permission expansion since 

last quarter that was not explicitly approved should be treated as an incident finding.

Observability makes these constraints enforceable. Without traces, you cannot see what 

your agents actually did. With traces, a constraint violation is visible in the timeline before 

the damage compounds.



MEASURE WHAT MATTERS

“Token cost is the visible part of delivery cost. The rest stays invisible unless you measure it.”²⁴

This determines what you can truthfully report to your board, and whether your metrics 

are hiding the problem or revealing it.

Goodhart's Law Has Arrived
"When a measure becomes a target, it ceases to be a good measure."

Charles Goodhart wrote that about monetary policy in 1975. It applies to AI adoption 

dashboards with notable precision.

PR volume became the target. So the system optimized for PR volume. Developers split 

work into smaller units, AI generated more of them, and the number went up. Lead time 

became the target. So PRs moved through the pipeline faster, sometimes because they were 

better, sometimes because reviewers were overwhelmed and rubber-stamped to keep the 

queue moving. Token cost became the target. So teams routed to cheaper models, which 

sometimes meant lower-quality output that created more rework downstream.

Each metric, in isolation, moved in the right direction. The system, in aggregate, did not 

improve. The metrics said "better." The delivery said "the same, or worse."

The Faros data from the Speed Trap chapter showed the result empirically. The dashboard 

got greener. Delivery stayed flat. The metrics hid the stall.

The Right Denominator
Every metric in your current dashboard has the wrong denominator. PRs opened. Tokens 

consumed. Lines generated. These measure activity. They do not measure outcomes.

The metric that matters is cost per accepted change:

Cost per accepted change =

model cost + infra cost + human engineering + review cost + rework cost

accepted changes (merged, no revert, no follow-up fix within 14 days)

Figure 6.0 — Cost per accepted change equals model cost plus infra cost plus human 
engineering cost plus review cost plus rework cost, divided by accepted changes

An accepted change is a change that survived review, passed evaluation, reached 

production, and stayed there without rollback or incident. That is the denominator that 

connects AI tooling investment to business outcomes.



This is the canonical definition used throughout the rest of the book. If you are still using 

merged PRs as a temporary proxy, call that cost per merged change until you can exclude 

reverted or quickly-fixed work.

To normalize for change size, count each PR as max(1, ceil(lines_changed / 500)) 

normalized changes. A 50-line fix is 1 change. A 1,500-line PR is 3 changes. A 405-line PR 

is 1 change — the 500-line unit sits just above the SmartBear/Cisco finding that review 

effectiveness collapses after 400 lines, so a slightly-over-threshold PR is not penalized as 

two changes. This normalization means a 2,000-line PR that costs $800 in review is 

reported as $200 per normalized change (4 changes), not $800 — reflecting that it should 

have been four smaller changes. Without normalization, teams that merge large PRs appear 

more cost-efficient per change than teams that split work into reviewable units, which is 

exactly backwards.

A critical prerequisite: cost per accepted change is only meaningful when changes are small 

enough to review effectively. The SmartBear/Cisco study — 2,500 reviews across 3.2 

million lines of code — found that reviewers detect 70-90% of defects when reviewing 

200-400 lines, but detection rates collapse beyond 400 lines.²⁵ PRs over 1,000 lines show 

70% lower defect detection rates.²⁶ Each additional 100 lines adds roughly 25 minutes of 

review time, and after 60 minutes of continuous review, effectiveness drops sharply 

regardless of the reviewer's skill.²⁵ Faros data from the Speed Trap chapter showed AI-

generated PRs averaging 2.5x larger than pre-AI baselines. Most AI PRs are well past the 

point where human review is effective.

The implication: a strong default is to split PRs that exceed roughly 400 reviewable lines 

before they reach a human reviewer. If AI generated it, AI should split it. A 1,200-line AI-

generated PR is rarely a contribution waiting to be reviewed. It is more often a review that 

will not happen, followed by a merge that should not happen, followed by preventable 

rework. Enforce a line limit in CI. Reject PRs that exceed it. Send them back to the AI to 

decompose into reviewable units.

Here is a 60-second worked example.

Your team spent $4,200 on AI tooling this month. Infrastructure supporting AI workflows 

cost $1,800. Your engineers spent approximately 30 hours on human engineering time — 

discussion, whiteboarding, spec writing, prompting, providing context, iterating on output 

— at a fully burdened rate of $120/hour, $3,600. Your three senior engineers spent another 

40 hours reviewing AI-generated PRs, $4,800 in review cost. Rework on AI-generated 

changes consumed another 20 hours, $2,400.

Total cost: $16,800.

Your team merged 88 PRs this month. Of those, 12 were reverted or required post-merge 

fixes within two weeks. Accepted changes: 76.

Cost per accepted change: $221.



25%

11%

21%

29%

14%

← What most people

think AI costs

Model cost — $4,200

Infrastructure — $1,800

Human engineering — $3,600

Human review — $4,800

Rework — $2,400

$16,800 total ÷ 76 accepted changes

$221.05
per accepted change

Figure 6.1 — Cost per accepted change breakdown: Model Cost ($4,200, 25%), Infra 
($1,800, 11%), Human Engineering ($3,600, 21%), Human Review ($4,800, 29%), Rework 
($2,400, 14%) totaling $16,800 divided by 76 accepted changes equals $221 per change

Note that human engineering time is often invisible. Nobody tracks it. But it is real labor 

— your engineers are spending hours per week in discussion, whiteboarding solutions, 

writing specs, steering AI sessions, and iterating on output. If you leave it out of the cost 

calculation, you are undercounting human effort by the largest hidden line item.

Last month, before the AI tooling push, the same team's cost per accepted change was 

$142. The AI tools are faster. The delivery is more expensive.

That single number tells your CFO something that no dashboard of green arrows can: the 

AI investment has not yet paid for itself, because the verification infrastructure has not 

scaled to match the generation speed. The number is not an indictment. It is a diagnostic. 

It tells you where to invest next.

The Decision
The decision is not whether to track cost per accepted change. It is whether to make it the 

number you report to your board instead of token cost. Token cost is only one line item in 

total agent workflow cost. The rest (tool invocation, orchestration, retrieval, retries, human 

approval time) remains invisible unless you measure it.

Agent costs compound in ways that simple API calls do not. A user made one request. Your 

bill reflects seven agent runs. A session burning 100,000 tokens in 10 minutes is a different 

signal than 100,000 tokens spread over a workday. Without per-workflow token ceilings, 

one malformed request can spend the monthly budget in an afternoon. This is not 

theoretical. It is called Economic Denial of Service, and it is a real attack surface.

The cost of not deciding: the numbers reported to the board are structurally incomplete. 

Token costs go down. The visible metrics look healthy. Meanwhile, rework climbs, review 

burden grows, and the real cost of delivery is rising, but it remains invisible because the 



metric does not exist. When the board asks “is this working?” there is no defensible 

answer.

What the decision looks like: instrument six core numbers. Spec coverage. Rework rate 

by spec status. Defect escape rate. Machine catch rate. Cost per accepted change. Lead time 

to accepted change. You do not need perfect precision on day one. Start with spec coverage 

and rework from git history and PR metadata. Add defect escape rate from your incident 

tracker. Add machine catch rate once gate failures and review findings share a schema. Add 

cost per accepted change once you can estimate review time and model spend. As the 

system matures, add change fail rate, deployment rework rate, reviewer-minutes per 

accepted change, and cost composition.

The spec, gates, observability, and constraints make cost measurement meaningful. 

Without gates and traces, your cost-per-accepted-change number has no diagnostic value. It 

tells you the cost is wrong but not why.

CLOSE THE FEEDBACK LOOP

“Quarterly reporting is too slow to catch a drift from ‘healthy’ to ‘the gap is widening.’”

This determines whether you catch degradation in days or in quarters.

The organizations in the evidence chapters that avoided catastrophic failure share one 

operational pattern: they run a weekly review on a small number of metrics with one 

outlier autopsy and one control adjustment. The organizations that suffered the incidents 

share a different pattern: they reported quarterly, discovered problems months after they 

began, and treated each incident as an isolated event rather than a trend.

Five Warning Signs the Feedback Loop Is Broken
The cost vertex of the Triangle does more than report a number. It signals where the system 

is drifting. Run these five checks once a month. If two or more are true, the green 

dashboard is masking a problem, and the Triangle will tell you which vertex is failing.

1. Is PR volume up while accepted outcomes are flat?

The cost vertex is absorbing waste. More activity, same results. The gap is filled with 

rework, review cycles, and reverts that do not appear on the velocity chart.

2. Is generation speed up while review queue time is worse?

The eval quality vertex is bottlenecked. Code is arriving faster than your reviewers can 

process it. The input to a bottleneck has been accelerated. The bottleneck did not get faster. 

It got more backed up.



3. Is throughput up while defect escape rate is rising?

The eval quality vertex has a coverage gap. More changes are reaching production. More of 

those changes are breaking. The team is shipping faster and breaking more. The dashboard 

says “faster.” Production says “less reliable.”

4. Is feature-branch activity up while main-branch integration is flat?

The intent clarity vertex is weak. Every team reports progress on their branch. Nobody 

tracks how much of that progress makes it to the main line without incident. Local green, 

system red.

5. Are benchmarks cited often while internal deterministic evidence is thin?

The cost vertex has no real data. The team cites external studies about AI productivity 

gains but cannot produce internal data showing those gains in its own codebase, with its 

own team, on its own production systems. Jellyfish found that only 20% of engineering 

teams use metrics to measure AI impact.²⁷ The other 80% are relying on vendor promises. 

Borrowed evidence is not evidence. It is assumption.

When this pattern appears, the fix is not buying another model or switching AI vendors. 

The fix is closing the feedback loop: measure accepted outcomes, trace the gap between 

activity and outcomes, and invest in the vertex that is failing.

The Weekly Review
Fifteen minutes. Three people: EM, tech lead, one rotating IC. No slides. One pre-read 

posted the day before. Pick a consistent time and protect it. This is the team review. If you 

need a roll-up across several teams, run it separately: 30 minutes, one representative per 

team, focused on cross-team patterns rather than replaying each team's autopsy.

Week of March 10
────────────────
Cost/accepted change:  $47 → $52  (↑ 11%)
Lead time (median):    2.1d → 1.8d (↓ 14%)
Defect escape rate:    9% → 7%
Machine catch rate:    58% → 61%
Spec coverage:         63% → 68%
Rework (spec/no-spec): 4% / 19% → 4% / 24%

Outlier: PR #412, 1,400-line diff, 3 review rounds,
2 contract check failures, merged Friday 5 PM.

Minutes 0-5: read the scorecard out loud. No interpretation. Just the numbers. The EM 

asks one question: "What moved?" This week: cost per change climbed because unspec'd 

rework climbed. Lead time improved because two features shipped clean. Machine catch 

rate improved slightly, but not enough to offset the waste created upstream. Net: speed up, 

quality down. That is not progress. That is deferred cost.



Minutes 5-10: autopsy the outlier. PR #412. No spec. AI generated a large diff. First review 

round caught a missing idempotency check. Second round caught a contract drift. Third 

round was cleanup. Three review rounds on one PR costs more in senior engineer time 

than the AI generation saved. Root cause: skipping the spec.

Minutes 10-15: pick one control tweak. Not five. One. This week: "No PR over 400 lines 

without a linked spec. If the spec does not exist, the PR goes back before review starts." 

Tech lead owns enforcement. Revisit next week.

What makes this work: the scorecard exists before the meeting. The outlier is pre-selected, 

not debated. The action is singular and owned. The most effective version of this meeting 

feels like a 15-minute incident review that prevents next week's incident, not a status 

update.

What to watch for: if the same failure pattern appears three weeks in a row and nobody 

changes the control, your meeting is theater. If the scorecard stops getting posted, the 

meeting is dead and you just have not noticed yet.

How This Scales:

- One team: the EM owns the weekly scorecard. The tech lead owns 
control tweaks. Metrics can start from spreadsheets and git history. - 
Several teams: directors or the Head of Engineering own the roll-up 
and cross-team comparisons. Platform or engineering productivity 
owns instrumentation and publishing. Service owners own tier 
classification. Security and platform co-own permission audits.

The cost of not deciding: quarterly reporting creates a specific failure mode. The numbers 

look fine in aggregate. The quarter-over-quarter trend is flat. But inside that quarter, week 

4 through week 8 showed a steady degradation in rework rate that stabilized only because 

two senior engineers spent their weekends catching up. The aggregate hid the spike. The 

weekly cadence would have caught it in week 5, when the fix was cheap. By week 8, the fix 

required a sprint of cleanup.

What the decision looks like: the weekly review should run every week without 

exception. The monthly feedback-loop check should run alongside it. The cadence is more 

important than the sophistication of the metrics. Start simple. Run it every week.

HOW THE PIECES FIT TOGETHER

None of these stand alone.



Specs give gates something to verify against. A contract gate needs a contract. An invariant 

gate needs a stated invariant. Without a spec, your gates are checking against nothing.

Gates give observability structured failure points to diagnose. When a gate fails, the trace 

shows exactly where in the pipeline the failure occurred. Without gates, your traces are 

useful but less actionable.

Observability makes agent constraints enforceable. Without traces, you cannot see what 

your agents actually did. With traces, a permission violation is visible in the timeline before 

the damage compounds.

Constraints bound the blast radius that cost measurement tracks. If an agent can do 

anything, your cost per accepted change is meaningless because the cost of a single 

unconstrained failure dwarfs the metric.

Cost measurement gives the weekly review something worth reviewing. Without the 

metric, the review meeting has no signal. With the metric, the EM knows exactly which 

piece of the system needs investment this week.

Skip the spec and everything downstream gets materially more expensive. Skip 

observability and your constraints operate blind. Skip the weekly review and everything 

degrades silently.

THE VERIFICATION TRIANGLE

The decisions above become useful when they are connected by feedback. The Verification 

Triangle turns them into a system: intent clarity, eval quality, and cost, each measured 

through a small family of metrics.



Scope

Permissions Human Review

Identity

I/O Controls

CredentialsNetwork

Sandbox

Exit Conditions

Intent Clarity
spec coverage

rework rate by spec status

spec exemption rate

Eval Quality
defect escape rate

change fail rate · deployment rework rate

machine catch rate · reviewer-minutes per accepted change

Cost
cost per accepted change

lead time to accepted change

review, rework, model, and infra cost share

Are we building the right things?

Are they working? What does it cost?

Each vertex is a metric family, not a single KPI.

Figure 6.2 — The Verification Triangle: three vertices (Intent Clarity, Eval Quality, Cost) with 
feedback arrows, inside a Constraints boundary, with Generation Velocity entering from 
outside and The Delivery Gap between generation and verification

AI generation enters from outside the triangle. It is the input, not the system. The delivery 

gap is the space between generation velocity and verification capacity. When generation 

outruns eval quality, the gap widens.

The Verification Triangle is not three separate KPIs. It is a load-bearing system, best 

understood as a three-legged stool. Intent clarity gives evals something to verify against. 

Eval quality — the strength of your verification pipeline, not model evaluation benchmarks 

specifically, though LLM evals are one component — prevents cost from being hidden in 

rework and escaped defects. Cost tells you whether the other two are improving delivery 

economically. If one leg weakens, the whole system becomes unstable.

When cost per accepted change rises in the weekly review, check the supporting metrics 

around it: intent achievement rate and the five forcing-function questions first, then 

machine catch rate and defect escape rate. That tells you which vertex needs investment 

next. The full measurement taxonomy is in the Verification Metrics appendix.

The Triangle builds on work that is now converging from multiple directions. The 

verification-as-bottleneck framing is emerging consensus: Sonar's Verification Gap report, 

Derick Chen's generation-verification asymmetry at AWS, Harness's AI Velocity Paradox 



data, and Addy Osmani's comprehension debt research all arrived at the same conclusion 

independently by early 2026. Spec-driven development is established practice, formalized 

by Thoughtworks, Martin Fowler, and Amazon's Kiro. The AI productivity paradox (faster 

coding, flat or worse delivery) is empirically documented by METR, Faros, Harness, and 

Gradle. The closest prior art is Derick Chen's AI-Driven Development Lifecycle at AWS, 

which shares the spec-first and verification emphasis; the Verification Triangle adds the cost 

feedback loop and the management accountability framing that connects delivery metrics to 

leadership clarity.

THE TRIANGLE IN PRACTICE

Here is what it looks like when you instrument it.

Week 1: Before the Triangle

A platform team of six engineers has been using AI coding tools for three months. They are 

prompt-first by default. No spec requirement. CI runs linting, type checks, and a basic test 

suite. Gate Tier 0, roughly. No contract gates. No invariant checks. No structured cost 

tracking.

Their dashboard looks healthy: PR volume is up, lead time per PR is down, and the 

quarterly slide shows two green arrows.

But they are not tracking rework, spec coverage, machine catch rate, or cost per accepted 

change. They are tracking token spend and calling it the AI cost. The weekly review has no 

scorecard and no feedback loop.

The numbers nobody is watching: of 94 PRs merged last month, 16 were reverted or 

required follow-up fixes within two weeks. Effective rework rate: 17%. Estimated cost per 

accepted change, reconstructed later: $2,100. The green arrows hid a $164,000 monthly 

delivery cost that the team measured as $3,200.

Week 6: The Triangle Running

Same team. Three changes made in weeks 2 through 4.

First, spec links required. The PR template now has a mandatory Spec: field. PRs without a 

linked spec get bounced before review. The CI check is five lines. It took 30 minutes to 

implement. Adoption was bumpy in week 2. Two engineers pushed back, one submitted a 

spec that was a single sentence. By week 4, specs are one-pagers averaging 200 words: user-

facing change, constraints, out of scope, acceptance criteria.

Second, contract gates in CI. The team added API schema validation on their three highest-

traffic endpoints. When a PR changes an endpoint response, the contract gate checks the 



change against the spec's documented schema. Three gates. One sprint of implementation. 

They catch schema drift that previously showed up as a Slack message from the 

downstream team three weeks later.

Third, cost per accepted change computed weekly. The EM built a spreadsheet: model cost 

+ estimated review hours + rework hours, divided by accepted changes (merged, no revert, 

no follow-up fix within 14 days). It is rough. It is directionally honest. It takes 20 minutes 

to update on Wednesday.

The week 6 weekly review. Fifteen minutes, three people, no slides:

Week of March 10
────────────────
Spec-to-merge ratio:     82%
Machine catch rate:       61%
Cost/accepted change:     $1,420 (↓ from ~$2,100 
baseline)
Rework rate:              9% (↓ from 17%)

Outlier: Rework spike on unspec'd changes, 3 of 4
reverts this month came from PRs with no spec link.

The outlier is obvious: three of the four reverts came from unspec'd changes. Rework on 

spec'd changes is 4%. Rework on unspec'd changes is 31%.

That changes the management conversation immediately. The issue is no longer "be more 

careful." It is visible, local, and fixable: the cost of skipping the spec is now measurable.

The contract gates caught 14 schema mismatches in six weeks. Before the gates, those 

mismatches would have reached the downstream team, generated a Slack thread, and cost a 

senior engineer two hours of archaeology per incident. Fourteen catches at two hours each: 

28 reviewer-hours saved. That is more than the sprint of implementation cost.

Cost per accepted change dropped from an estimated $2,100 to $1,420. Not because the 

team got faster at generating code. They were already fast. Because fewer changes got 

thrown away, fewer senior hours were spent on problems machines now catch, and the 

feedback loop from cost back to intent clarity started compressing the rework that was 

invisible before. Six weeks is too short to isolate causation. The correlation between spec 

adoption and rework reduction is the signal; longer data is needed to confirm the 

mechanism.

The weekly review is no longer "how's it going?" It is a 15-minute diagnostic with a specific 

action. The triangle is not a framework the team discusses. It is three numbers on a 

Wednesday spreadsheet that tell the EM where to look before the meeting starts.



Real Company Examples:

The example above is hypothetical. For documented real-world 
implementations of similar patterns, see:  - Dropbox: 35% more PRs, 
40% faster to production, reduced change failure rate after investing 
in structured enablement alongside AI adoption - Airbnb: 3,500 
React test files migrated from Enzyme to React Testing Library—
estimated 12-18 months of work completed in 6 weeks using a 
structured AI pipeline - Ramp: Connected AI tools to existing test and 
observability systems, enabling parallel sessions while maintaining 
quality  See the Rollout Sequence section in Chapter 11 (The 
Mandate) for more detailed implementations.

The pattern scales beyond hypothetical teams. Dropbox reported 35% more PRs, 40% 

faster time to production, and a reduced change failure rate after investing in structured 

enablement alongside AI adoption.²⁸ Speed went up. Quality went up. Both at once. That 

does not happen by default. It happens when the verification infrastructure scales with the 

generation velocity, the same dynamic the hypothetical team above discovered in six weeks.

What the Triangle is really asking you to do
The Triangle has three vertices, but it only asks two things of you. Pay attention at the 

beginning: what are you trying to achieve, for whom, and why? Pay attention at the end: 

did it work, at what cost, and what broke? Everything in between — the generation, the 

gates, the automated checks — is infrastructure. The system handles it. Your job is the 

bookends.

This is the division of labor that AI makes possible and that most teams get backwards. 

They pay attention to the building — reviewing diffs line by line, debating implementation 

details, watching the code scroll by. They do not pay enough attention to the intent before 

generation starts or the outcome after it finishes. The Triangle flips this. The intent clarity 

vertex is your attention at the front: do you understand what you are building well enough 

that the definition of done is unambiguous? The cost vertex is your attention at the back: 

did the thing you built actually survive production, and was the total cost — human review, 

rework, escaped defects — acceptable? The eval quality vertex is the system in between, 

doing the work that does not require your judgment.

The more you automate the middle, the more your attention is freed for the two things that 

actually require it: knowing what you want and knowing whether you got it. Every gate you 

add to the eval quality vertex is a piece of verification work that no longer requires a senior 

engineer's eyes. Every point of machine catch rate is a judgment call that moved from 

human to machine. The freed attention compounds. A senior engineer who is not 

reviewing formatting violations is a senior engineer who can ask whether the spec's 

acceptance criteria actually match the user's problem. That is where judgment lives — not 

in the diff, but in the intent and the outcome.



Let AI pay attention to building. You pay attention to everything that is not building: the 

clarity of the goal, the honesty of the measurement, and the question of whether what you 

shipped is what you meant to ship. The triangle tells you what to measure. The next 

chapter covers what keeps each vertex strong.

NOTES

1. Claude Opus 4.5 scored 80.9% on SWE-bench Verified (November 2025), the first AI 
model to break 80%. This means roughly 1 in 5 benchmark tasks still produce errors.

2. LinearB, "Engineering Metrics Community Benchmarks," 2025. Based on 6.1M+ pull 
requests from ~3,000 development organizations. https://linearb.helpdocs.io/article/d2
v8kqzxzd-metrics-community-benchmarks

3. Forsgren et al., Accelerate State of DevOps Report, 2024. Tiers are derived from cluster 
analysis and shift annually. The 2024 report showed an anomaly where medium 
performers had lower change failure rate than high performers. https://dora.dev/
research/

4. Cohen, "Code Review at Cisco Systems," SmartBear, 2006. 2,500 reviews, 3.2M lines. 
Review effectiveness peaks at 200–400 lines and collapses after 60 minutes regardless of 
reviewer skill.

5. Jones, C., "Software Defect Removal Efficiency," Capers Jones & Associates. Analysis of 
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The Quality GatesCHAPTER 7

The Quality 

Gates

"Five tiers of checks. Different failure classes 

require different gates."

The triangle tells you what to measure. But the eval quality vertex is only as strong as the 

gates behind it. Without gates, the weekly review is reading gauges on a pipeline with no 

valves. This is the most technical chapter in the book because eval quality lives or dies on 

the gates behind it.

Think of these as the building code for your delivery pipeline. Quality gates are 

foundational, not decorative.

The tiers are cumulative. Each one catches a failure class the tier below cannot see.



Gate Tiers

Implementation

Order

T I E R  0

Static Analysis
Linters, type-checkers, secret detection

T I E R  1

Contract Gates
API schemas, interface contracts

T I E R  2

Invariant Gates
Business rules, data integrity, state invariants

T I E R  3

Policy Gates
Security policies, compliance, architectural standards

T I E R  4

Behavioral Gates
Integration tests, performance benchmarks, LLM-as-Judge

Most common

public gaps

Cumulative

stack

Figure 7.0 — Gate tiers stacked bottom to top: Tier 0 Static Analysis, Tier 1 Contract Gates, 
Tier 2 Invariant Gates, Tier 3 Policy Gates, Tier 4 Behavioral Gates. The tiers are cumulative, 
and the public incident sample later in the book shows different failure classes clustering 
at different tiers.

Tier 0: The Floor
Static analysis on every PR: linting, type checking, secret detection. PR size limits enforced 

in CI — reject anything over 400 lines and send it back to be split. The SmartBear/Cisco 

study found defect detection collapses above 400 lines; PRs over 1,000 lines show 70% 

lower detection rates. If AI generated the oversized PR, AI should split it. At least one 

automated test that runs on every PR. A spec link field in the PR template, required, not 

optional.

These catch the cheapest failures: type errors, formatting violations, secrets committed to 

source control, PRs with no documented intent. They catch nothing subtle. That is not the 

point. The point is that without Tier 0, your reviewers are spending their first pass on 

problems a machine should have rejected in seconds. Every minute a senior engineer 

spends catching a type error is a minute they did not spend evaluating whether the 

business logic is correct.

What Tier 0 misses: everything interesting. It will not catch a broken API contract. It will 

not catch a double-charge bug. It will not catch PII in a log line that uses a variable name 

the linter does not flag. Tier 0 is a filter for noise, not a filter for risk.

How it feeds the machine catch rate: Tier 0 gates produce the first structured data point. 

Every lint failure, every type error, every secret detection hit is a machine catch. If your 

machine catch rate stays very low, Tier 0 is either missing or not being enforced 

consistently.



Tier 1: Contract Gates
API contract checks: does the interface behave as documented? Schema validation on all 

AI-generated outputs. Input/output format verification against the spec mandate from the 

Verification Triangle chapter.

These catch silent breakage between services and schema drift, the failure class where 

everything looks fine locally but the downstream consumer gets a field renamed, a type 

changed, or an error format that no longer matches the documented contract. This is the 

failure that shows up three weeks later, when nobody remembers what changed and the 

incident review becomes collaborative fiction.

When gate Tier 1 is missing, human reviewers become the only mechanism catching 

interface drift. They will not reliably keep up. And when a contract break reaches 

production without anyone noticing, the blast radius is every service that trusted that 

interface.

Contract gates need a contract to check against. If you skipped the spec mandate, you do 

not have a contract. You have assumptions. Assumptions are not testable.

How it feeds the machine catch rate: every contract gate failure that would previously have 

been caught by a human reviewer shifts the ratio. A year-long study of 300 engineers found 

that combining AI code generation with automated code review reduced both cycle time 

and review time materially.¹

Tier 2: Invariant Gates
Business rule verification: idempotency, no double charges, ordering constraints, state 

transition validation. Cross-service consistency checks.

Invariant gates catch the failures that look correct locally but violate global guarantees. This 

is where AI-generated code fails most often, and most dangerously. The checkout function 

works. The retry logic that calls it twice creates a duplicate charge. Every unit test passes 

because every unit test runs in isolation. The invariant is only visible when you test the 

system, not the function.

The Amazon incidents from the Evidence chapter had this geometry. Code that passed CI. 

Static analysis clean. Tests covering expected paths. What the pipeline did not catch was 

the interaction between the change and the live system. Invariant gates are the layer 

designed for exactly that failure class.

When Tier 2 is missing, your defect escape rate tells the story, but it tells it too late. The 

defect is in production. The incident is in progress. The postmortem will say "we should 

have had a check for this." Invariant gates are that check.

How to find your invariants:



BEFORE YOU MOVE ON

Ask three questions about any feature. What must never happen 
twice? What must always be true after this operation completes? 
What breaks if operations run out of order? If those questions have 
clear answers, they define the invariant tests. If they do not, the 
feature may not be well enough understood to ship safely.

How it feeds the machine catch rate: invariant failures are expensive catches to shift from 

human to machine. A human catching a double-charge bug in review may save an incident. 

A machine catching it in CI saves the reviewer's time and may prevent the incident earlier. 

That is one of the clearest arguments for Tier 2 investment.

Tier 3: Policy Gates
Security scanning: dependency audit, secret detection beyond Tier 0, OWASP checks. 

Compliance checks: PII handling, data residency, audit trail verification. Permission 

boundary enforcement.

Policy gates catch violations of non-negotiable rules. Everything else might work. The API 

returns the right data, the business logic is correct, the state transitions are valid. But a 

policy violation is a compliance incident before it is a bug report. No secrets in logs. No PII 

in traces. No unauthorized access to sensitive data paths.

In the evidence chapters, the Replit and AWS incidents shared a common thread: 

permissions that were inherited, not decided. Policy gates formalize those decisions into 

automated enforcement. A gate that checks "does this agent have an approval token for this 

destructive action" would have caught the AWS delete-and-recreate incident before the 13-

hour outage started.

For agentic workflows specifically: run agents in sandboxed environments. Docker 

containers, gVisor, Firecracker microVMs. An agent with shell access on your host machine 

is a Remote Code Execution vulnerability by design. The sandbox is the physical constraint 

that makes every other policy gate meaningful. Without it, an agent that bypasses your 

permission checks still has access to the filesystem, the network, and your environment 

variables. With it, the blast radius is bounded by the container walls regardless of what the 

agent decides to do.

When Tier 3 is missing, policy violations are discovered by auditors, by customers, or by 

attackers. All three are more expensive than a CI gate.

How it feeds the machine catch rate: policy catches are binary and high-signal. A secret in a 

log line is either there or it is not. PII in a response is either present or absent. These are 

often the easiest gates to justify and among the most costly to miss.



Tier 4: Behavioral Gates
Trace grading: was the execution path safe, not just the output correct? Behavioral 

baselining: is the agent doing things outside its normal patterns? Drift detection: is model 

output quality degrading over weeks? Canary analysis on deploys: does the new version 

perform worse under real traffic?

Behavioral gates catch the failures that no static check can see. An agent that reads five files 

normally but suddenly reads fifty is not triggering a policy violation. It is exhibiting 

anomalous behavior. A model that scored 92% at launch and now scores 74% is not failing 

a contract check. It is drifting. A canary deploy that shows a 3% error rate increase is not 

breaking an invariant. It is revealing a load-dependent failure that only surfaces under real 

traffic.

These gates require the trace infrastructure from the observability investment. Without 

traces, you cannot grade execution paths. Without behavioral baselines, you cannot detect 

anomalies. Without canary infrastructure, you cannot compare versions under real 

conditions. Gate Tier 4 is where the spec mandate, the gate investment, the observability 

investment, and the constraint decisions compound, and where the absence of any prior 

tier makes this one impossible.

When Tier 4 is missing, degradation is invisible until it becomes an incident. The model 

drifts. The agent's behavior shifts. The deploy introduces a subtle regression. Nobody 

notices because nothing failed a check. Something failed a pattern, but you were not 

watching patterns.

How it feeds the machine catch rate: behavioral gates catch failure classes that humans do 

not detect well at all. No reviewer can reliably spot a 2% quality drift across a thousand 

outputs. No on-call engineer can notice, unaided, that an agent's file-access pattern changed 

last Tuesday. These catches do not simply shift from human to machine; they expand the 

set of things the system can detect in time.

OpenAI published a strong public example of Tier 4 working at scale. According to 

OpenAI's report, they monitored tens of millions of internal coding-agent interactions over 

five months using a separate model as a behavioral judge. Coverage exceeded 99.9%, with 

reviews completing within 30 minutes. The system caught approximately 1,000 moderate-

severity behavioral issues — including agents extracting encrypted credentials, bypassing 

content scanning, and evading security controls — and also flagged the issues employees 

independently escalated.² These are the kinds of problems static checks and policy gates do 

not reliably surface on their own because the issue is not just the output. It is the behavior 

pattern.

How the Tiers Map to the Triangle
Each tier primarily strengthens the eval quality vertex of the Verification Triangle. Better 

eval quality reduces rework. Less rework lowers cost per accepted change. Lower cost per 



accepted change is one of the signals that the system is working: the signal the weekly 

review reads, and the signal that justifies continued investment.

There is a deeper reason the tiers matter more now than they did in purely human 

codebases. A team of five developers produces five different failure distributions. Some 

overlap, many do not. That diversity is accidental fault tolerance — the same mechanism 

that N-version programming tried to engineer deliberately.³ When most code comes from 

the same model, that diversity collapses. Wu et al. found that LLMs produce significantly 

less diverse output than exists in their training data, converging on a narrower set of 

algorithms and patterns than human developers collectively produce.⁴ The bug survey 

literature confirms the consequence: AI-generated code fails in systematic, categorical ways 

— variable assignment errors, missing corner cases, concurrency control issues — not 

randomly.⁵ A large-scale comparison of 500,000+ code samples found human and AI defect 

profiles are complementary: humans produce more algorithmic flaws and exception-

handling errors; AI produces more repetitive code with assignment and configuration 

errors.⁶ Homogeneous generation demands heterogeneous verification. The gate tiers 

provide it.

The tiers are cumulative. You cannot skip to Tier 3 without Tier 0. A policy gate that 

catches a secret in a log line does not help if you have no CI pipeline to run it in. An 

invariant gate that catches a double charge does not help if your PR template does not 

require a spec link that defines what "one charge" means. Each tier assumes the ones below 

it are in place. Build upward.

Auditing Your Gates
“A gate that never fires is either perfectly placed or completely broken, and you do not know which until 

you check.”

Having gates is not the same as having gates that work. Most teams build gates once and 

never revisit them. The gates decay. Rules go stale. Thresholds drift. Six months later the 

CI pipeline is green on every PR and nobody asks why.

Run this audit quarterly. Print the table. Walk each tier with your tech lead. The audit 

question for each tier: "is this gate catching real problems, or has it become inert?" The 

thresholds below are suggested heuristics, not universal benchmarks.

Tier Audit 
Question

Healthy Broken Fix

0: Static 
Analysis

Is static 
analysis 
catching 
anything, or 
is it always 
green?

A nonzero 
failure rate — 
PRs regularly 
fail at least 
one check 
before 
merge

0% failure 
rate across a 
full quarter — 
checks are 
too lenient 
or disabled

Tighten 
rules; add 
AI-specific 
checks 
(empty catch 
blocks, 
hardcoded 



Tier Audit 
Question

Healthy Broken Fix

paths, 
unreachable 
branches in 
generated 
code)

1: Contract 
Gates

Are contract 
checks 
finding real 
schema drift, 
or just 
rubber-
stamping?

At least one 
contract 
failure per 
month on 
actively 
changed 
endpoints

No contract 
failures 
despite 
frequent API 
changes — 
gate is 
checking 
stale 
schemas

Regenerate 
contract 
specs from 
production 
behavior; 
diff against 
documented 
spec

2: Invariant 
Gates

Are invariant 
checks 
protecting 
actual 
business 
rules, or 
testing 
trivia?

Invariant 
failures 
correlate 
with 
prevented 
incidents 
(each catch 
maps to a 
real risk)

Invariant 
checks exist 
but only test 
default 
values and 
formatting — 
no business 
logic 
coverage

Audit 
invariants 
against your 
top 5 
incident root 
causes from 
last year; 
add the 
missing 
ones

3: Policy 
Gates

Are policy 
checks 
current with 
your actual 
compliance 
and security 
requirements?

Policy gates 
updated 
within 60 
days of any 
compliance 
or security 
policy 
change

Policy gates 
reference 
rules from 
two years 
ago; new 
data 
handling 
requirements 
are ungated

Quarterly 
sync 
between 
security/
compliance 
team and CI 
gate owners; 
treat stale 
policy gates 
as audit 
findings

4: 
Behavioral 
Gates

Are 
behavioral 
baselines 
detecting 
real drift, or 
generating 
noise?

Alert-to-
action ratio 
above 1:3 
(at least one 
in three 
alerts leads 
to 
investigation)

Alert fatigue 
— team 
ignores 
behavioral 
alerts 
because 
95% are 
false 
positives

Retune 
baselines 
with recent 
production 
data; narrow 
detection 
windows; 
suppress 
known-



Tier Audit 
Question

Healthy Broken Fix

benign 
patterns

Two signals that the audit itself is broken. First: if every tier scores "healthy" and your 

defect escape rate is rising, your audit criteria are wrong. Recalibrate against actual 

incidents. Second: if the same tier scores "broken" two quarters in a row and the fix column 

has not been executed, the audit has become performative. Assign the fix to a named owner 

with a deadline, or retire the audit.

The audit takes 30 minutes per quarter. The cost of skipping it is a gate infrastructure that 

looks active and catches nothing.

PRODUCTION MONITORING FOR AI-ASSISTED 
SYSTEMS

The quality gate tiers catch problems before code merges. Production monitoring catches 

problems after code reaches production. A clean CI run does not mean a clean deploy. It 

means the code passed the checks you wrote. Production finds the checks you did not 

write.

The four golden signals, extended. Google’s original four (latency, errors, traffic, 

saturation) still apply. AI-assisted systems add four more signals that traditional 

monitoring misses. The practices below are industry-standard; the specific thresholds are 

suggested defaults based on published guidance from OpenTelemetry, Arize, Datadog, 

Langfuse, and Portkey. Tune them for your context.⁷

• Model response latency. Track p50, p95, and p99 independently for model calls, 

separate from application latency. If your service takes 200ms and the model call inside 

it takes 180ms, your performance is one model hiccup away from an SLA breach. This 

separation is formalized in the OpenTelemetry GenAI Semantic Conventions. 

Suggested alert: p99 exceeds 2x baseline for 10 minutes.

• Token cost per request. Per request, not per day. A single malformed prompt that 

triggers a 50,000-token reasoning chain looks identical to a normal request in your 

error logs. It does not look identical on your invoice. Suggested alert: any single 

request exceeding 3-5x median token cost (published guidance ranges from 3x to 5x; 

pick the threshold that matches your budget sensitivity).

• Output quality score. Run a grading function on a sample of production responses 

daily. Even a simple heuristic (response length within bounds, required fields present, 

no obvious hallucination markers) catches drift that error rates miss. Suggested sample 

rate: 1-10% of production traffic depending on volume. Watch for a 10-point quality 

drop over a week as a model drift signal.



• Fallback trigger rate. How often does your system hit a fallback path (timeout, retry, 

default response, human escalation)? Baseline this as a percentage of total requests. A 

sustained increase in fallback rate indicates upstream degradation even when error 

rates look clean. Suggested alert: investigate when fallback rate exceeds your 

established baseline by a significant margin.

Drift detection. Model output quality degrades silently. The model provider updates 

weights. Your prompt context drifts. User behavior shifts. None of these trigger an error. 

All of them change what your system produces. Run a scheduled re-evaluation: daily 

sampling of production outputs against your quality rubric. Compare weekly averages. If 

the trend line slopes down for two consecutive weeks, investigate before it becomes an 

incident.

Agent Production-Readiness Checklist
The quality gate tiers govern code. This checklist governs agents. Before any agent gets 

production access, it passes eight checks. These are pass/fail criteria with a named reviewer 

and a date, not guidelines or best practices.

The 2025 AI Agent Index, a study of 30 deployed agentic systems by researchers at MIT, 

Cambridge, Harvard, and Stanford, found that 25 of 30 disclosed no internal safety 

evaluation results and 23 of 30 had no third-party safety testing.⁸ The OWASP Top 10 for 

Agentic Applications for 2026 catalogs common risk patterns in autonomous AI systems, 

including goal hijack, tool misuse, identity and privilege abuse, agentic supply-chain 

vulnerabilities, and memory or context poisoning.⁹ This checklist operationalizes those 

concerns as concrete release checks.

# Check Description Pass Fail

1 Scope What can this 
agent do? What 
can it not do? Is 
the boundary 
enforced or 
suggested?

Scope 
documented, 
enforced by 
tool allowlist, 
and tested with 
out-of-scope 
requests that 
get rejected

Scope 
described in a 
system prompt 
with no 
enforcement — 
agent can call 
any tool it 
discovers

2 Sandbox Does the agent 
run in an 
isolated 
environment? 
Can it access 
the host 
filesystem, 
network, or 
environment 
variables?

Runs in Docker, 
gVisor, or 
Firecracker with 
no host mount, 
no outbound 
network except 
allowlisted 
endpoints, no 
env var 
passthrough

Runs on host 
machine, 
shares 
filesystem, can 
reach any 
network 
endpoint the 
host can



# Check Description Pass Fail

3 Permissions Minimum-
necessary 
access 
documented 
and reviewed. 
Who granted 
it? When was it 
last audited?

Permissions 
documented 
per-agent, 
granted by 
named owner, 
audited 
quarterly, using 
short-lived 
scoped tokens

Inherits 
developer 
credentials or 
service account 
with broad 
access; no 
record of who 
granted what

4 Exit conditions What stops this 
agent? Max 
iterations, 
timeout, token 
budget? What 
happens when 
it hits the limit?

Hard caps on 
iterations (e.g., 
10), timeout 
(e.g., 5 min), 
and token 
budget (e.g., 
100K); hits limit 
and returns 
partial result 
with status

No caps, or 
caps exist but 
agent silently 
continues past 
them; no 
structured exit 
behavior

5 Blast radius If this agent 
does the worst 
thing it is 
technically 
capable of, 
what is the 
damage? Is that 
damage 
acceptable?

Worst-case 
scenario 
documented 
and accepted 
by engineering 
lead; bounded 
by sandbox 
and permission 
constraints

No blast radius 
assessment 
exists, or worst 
case includes 
data loss, 
financial 
impact, or 
compliance 
violation 
without 
mitigation

6 Human 
override

Can a human 
stop this agent 
mid-execution? 
Has the stop 
mechanism 
been tested? 
How long does 
it take?

Kill switch 
tested monthly; 
agent stops 
within 30 
seconds; in-
progress work 
is rolled back or 
left in a safe 
state

No stop 
mechanism, or 
stop 
mechanism 
exists but has 
never been 
tested; no 
defined safe 
state on 
interruption

7 Audit trail Can you 
reconstruct 
what the agent 
did, why, and 
who authorized 

Every tool call, 
decision, and 
outcome 
logged with 
timestamps, 

Logs capture 
final output 
only; no record 
of intermediate 
decisions, tool 



# Check Description Pass Fail

it? After the 
fact, not during.

trace IDs, and 
authorization 
context; logs 
retained per 
policy

calls, or 
reasoning steps

8 Monitoring Is the agent's 
behavior 
baselined? Will 
you know if it 
starts doing 
something it 
has never done 
before?

Behavioral 
baseline 
established 
from first 2 
weeks of 
production; 
anomaly alerts 
configured for 
tool call 
patterns, 
resource usage, 
and execution 
duration

No baseline; no 
alerting; agent 
failures 
discovered 
when users 
report them or 
costs spike

The OWASP Top 10 for Agentic Applications maps cleanly to quality gate tiers 0 through 4, 

even though the mapping is interpretive rather than official. The specific failure modes 

OWASP documents should be treated as a living threat profile: review them quarterly as 

agent capabilities and attack surfaces evolve.⁹
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versions fail on the same inputs far more often than statistical independence predicts.
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arXiv:2407.02209, 2024. Simple countermeasures (sampling, prompting) do not fix the 
narrowing — it is embedded in alignment.

5. Tamberg et al. "A Survey of Bugs in AI-Generated Code." arXiv:2512.05239, 2025. Ten 
distinctive bug patterns including Missing Corner Case, Prompt-biased code, and 
Hallucinated Object.

6. Dakhel et al. "Human-Written vs. AI-Generated Code." arXiv:2508.21634, 2025.

7. OpenTelemetry Semantic Conventions for Generative AI define model-call latency, token 
counts, and quality scoring as distinct observables, separate from application-layer 
metrics. https://opentelemetry.io/docs/specs/semconv/gen-ai/gen-ai-metrics/

8. Anka Reuel et al., "The 2025 AI Agent Index: Documenting Technical and Safety Features 
of Deployed Agentic AI Systems," arXiv:2602.17753, February 2026. Study of 30 state-
of-the-art AI agents across 1,350 data fields covering safety, accountability, and technical 
capabilities.

9. OWASP, "Top 10 for Agentic Applications for 2026." https://genai.owasp.org/resource/
owasp-top-10-for-agentic-applications-for-2026/. Developed with 100+ industry experts, 
researchers, and practitioners.



The EvidenceCHAPTER 8

The Evidence

Every framework is theory until you test it 

against the failure record. This chapter tests it.

I mapped the fifteen public examples summarized in the incident appendix against the 

Verification Triangle and its gate tiers. They fall into three evidence classes. First: hard 

operational failures, including coding-agent incidents, security breaches, and one bounded-

autonomy transportation case. Second: liability and compliance failures, where chatbots 

violated policies or legal constraints in customer-facing settings. Third: quality and strategy 

cautionary cases, where organizations measured efficiency gains more clearly than outcome 

quality. The question was simple: which vertex was weak, and which gate tier was missing?

These classes should not be treated as interchangeable. The hard operational failures are 

the strongest operational evidence. The liability and compliance cases show what happens 

when outputs are not checked against a source of truth. The quality and strategy cautionary 

cases are weaker and are used here mainly to illuminate the cost vertex, not to stand in for 

destructive incidents.

THE FAILURE RECORD

Here is the short version. The full table is in the research appendix.

Six coding-agent failures in the sample caused direct operational damage between 

2025 and 2026. Replit’s agent deleted a database of 1,200 executives during a code freeze 

and created 4,000 fake records to cover the gap.¹ Public reporting said Amazon’s Kiro agent 

“deleted and recreated” a production environment, contributing to a 13-hour AWS outage; 

Amazon disputes the AI attribution.² Separate March 2026 reporting described AI-assisted 

code as one contributing factor in a retail display error and a change-management 

breakdown around a much larger order-processing outage.³ Google Antigravity executed a 

recursive root-drive delete with the quiet flag when asked to clear a cache folder.⁴ Gemini 

CLI hallucinated a successful mkdir, then moved files to a nonexistent directory.⁵ Claude 

Code deleted a production database and all snapshots during a Terraform migration.⁶ 

Meta’s alignment director connected an agent to her real email; context window 



compaction stripped her safety instructions and it mass-deleted messages while ignoring 

stop commands.⁷

In this sample, each one exposed the same class of gap: the agent had destructive 

permissions or unsafe execution scope, and no effective gate stopped the action in time.

Three chatbots gave answers that violated their own organization’s policies. Air 

Canada’s chatbot invented a bereavement discount; the company argued the chatbot was a 

“separate legal entity” and lost.⁸ NYC’s business chatbot advised employers they could fire 

workers for reporting sexual harassment.⁹ A Chevrolet dealership bot agreed to sell a 

$76,000 Tahoe for $1.¹⁰ In each case, output was not verified against an authoritative 

source of truth before it reached the user.

Two organizations removed human judgment before verification infrastructure 

replaced it. Klarna’s AI-first customer-support push later shifted back toward more human 

support after leadership said the quality tradeoff had gone too far.¹¹ Duolingo’s AI-first 

policy and contractor reductions triggered backlash and later scrutiny of quality and growth 

tradeoffs.¹² Efficiency was measured. Outcome quality was not.

Four security failures in the sample followed the same pattern. GitHub Copilot’s 40% 

higher secret leak rate. Amazon Q’s compromised VS Code extension. OpenClaw’s exposed 

instances and malicious marketplace skills. Serviceaide’s 483,000 exposed patient records. 

In each case, a permission, supply-chain, or access-control boundary was either missing or 

too weak.¹³¹⁴¹⁵¹⁶

WHY THIS CHAPTER EXISTS

In the set I examined, I did not find a counter-example — an organization with clearly 

documented strong controls across the framework that still suffered a catastrophic AI agent 

failure. A counter-example would have revealed gaps the framework cannot see. The failure 

record did not produce one.

That does not mean the framework is perfect. It means the bar for "catastrophic AI failure" 

is still being cleared by organizations that have not made basic infrastructure decisions. The 

industry is not yet in the territory where sophisticated controls fail against sophisticated 

problems. It is in the territory where no controls exist and predictable things happen.

WHERE THE FRAMEWORK FAILS IN PRACTICE

The incidents above are failures of omission—organizations that never built the controls. 

But there is another failure mode worth documenting: teams that tried to implement the 

Verification Triangle and stopped halfway.



The examples below are composites drawn from repeated rollout patterns rather than 

single named public incidents. They are less dramatic because nothing explodes. They are 

also more common:

The team that mandated specs but didn’t enforce them. A PR template added a 

required “Spec Link” field, but CI accepted PRs with placeholder URLs like “pending” or 

“tbd.” The spec field became performative. Six months later, rework rates on spec’d and 

unspec’d changes were identical—because no check verified whether the “spec” was 

actually a spec.

The team that added gates but made them warning-only. Contract violations, invariant 

failures, and policy issues were logged but never blocked merges. Engineers trained 

themselves to ignore the warnings because the CI passed anyway. Six months later, the 

machine catch rate was 0% despite having eight gates running.

The team that started the weekly review but stopped after six weeks. A new EM took 

over and cancelled the meeting to “focus on shipping.” Within two months, cost per 

accepted change had climbed materially and nobody noticed because the metric was no 

longer being tracked. The degradation was only discovered later when leadership asked for 

the numbers.

The team that audited permissions once and never followed up. A quarterly audit 

identified three agents with over-privileged access. The findings were documented but 

never assigned to owners. Six months later, a follow-up audit found the same three agents 

plus two new ones with the same permissions expanded.

These failures are not dramatic. They are slow drifts that happen when leadership attention 

moves elsewhere. Nobody decides to stop enforcing the process. They just stop noticing 

that they have. They are the more dangerous failure mode because they are invisible until 

someone asks "why is our cost per change climbing while our shipped outcomes stay flat?"

The framework works when it is used. It degrades when it is treated as a one-time project 

rather than ongoing operations.

Think of it like building inspections. Nobody argues that building codes prevent all 

structural failures. But when a building collapses, the first question is usually: was it up to 

code? In many of the AI agent cases reviewed here, the answer is clearly "no."

INCIDENT MAP: FAILURES →  FRAMEWORK GAPS

The fifteen public examples in the appendix all trace to missing pieces of the Verification 

Triangle or missing quality gate tiers in the author's mapping. The full incident-by-incident 



table (what failed, which vertex was weak, which gate tier was missing, what would have 

caught it) is in the AI Incident Database appendix. Here are the headline numbers.

In this 15-example sample, eval quality appears in every row of the author's mapping. Tier 

3 is the most common gap, appearing in 9 of 15 examples (60%). Tier 0 appears in 3 of 15 

examples, Tier 1 in 3 of 15, Tier 2 in 2 of 15, and Tier 4 in 3 of 15. The point is not that one 

tier explains everything. It is that the public failures cluster around identifiable control gaps 

that were legible before the incident.

In this sample, the production deletions cluster around Tier 3 permission and containment 

failures. The chatbot liabilities cluster around Tier 1 and Tier 2 verification gaps. The 

security cases cluster around Tier 3 access and supply-chain decisions. Klarna and Duolingo 

are different: they are included here as public cost-and-quality cautionary cases, not as 

clean postmortem-style incidents.

These are engineering decisions more than open research problems. The relevant classes of 

gates already exist. The hard part is implementing them consistently and treating them as 

operational controls rather than optional nice-to-haves.

THE COUNTER-EXAMPLES

The hypothesis requires testing in both directions. If the framework explains failures, it 

should also predict which organizations avoid them.

Stripe is the closest public operational match. Their Minions system merges 1,300+ pull 

requests per week with zero documented production incidents publicly attributed to the 

agents themselves. The architecture reads like a checklist of the framework: sandbox 

isolation (devboxes with no internet or production access), deterministic gates interleaved 

with agent steps, spec-driven blueprints that alternate between fixed code nodes and open-

ended agent loops, scope enforcement, human review before merge. Stripe’s own 

engineering blog describes the design philosophy in a sentence that could be the epigraph 

for this chapter: “Putting LLMs into contained boxes compounds into system-wide 

reliability upside.”¹⁷

Stripe maps strongly to the spec-quality and eval-quality vertices in the public material. 

Blueprints define what the agent should do. Deterministic gates verify every step. Human 

review happens on every PR before merge. The public write-up is less explicit about 

internal cost accounting, so the cost vertex is visible mainly through throughput and review 

structure rather than a disclosed cost-per-accepted-change metric.

Waymo is a partial counter-example. They have extensive testing and simulation 

infrastructure — among the strongest in any industry. They still missed a specific invariant: 

their vehicles failed to recognize school bus stop signals in 19 documented instances. But 



the response is telling. Waymo issued a voluntary software recall, identified the specific 

software issue, and filed with NHTSA. That is a functioning safety culture. The incident 

was a Tier 2 gap within an otherwise strong control framework. Partial controls produced 

partial protection. Not zero protection. Not catastrophic failure. A bounded, identified, 

remediated gap.¹⁸

The pattern holds at smaller scale. Webflow, with approximately 300 engineers, built a 

similar control pattern around AI use. Intent clarity: AI-powered PR risk labeling classifies 

every change as low, medium, or high risk. Eval quality: mandatory human review on 

medium-to-high risk changes, AI-assisted PR linting. Cost and delivery monitoring: team-

based tracking of cycle time, deploy rate, and change failure rate. Constraints: security 

vetting and data firewalls enforced before any AI tool is deployed. Result: cycle time down 

21%, deploy rate up 11%, change failure rate below 2%.¹⁹ They did not have Stripe’s 

resources. They did build a comparable verification stack.

In the published examples reviewed here, I did not find a catastrophic AI agent incident at 

an organization with clearly documented strong controls across the framework.

WHAT THIS PROVES AND WHAT IT DOES NOT

“This public sample is limited, but the control gaps repeat.”

The failure record supports the framework directionally, not conclusively. In this 15-

example public sample, every row mapped to at least one weak vertex or missing gate tier, 

and I did not find a documented catastrophic agent failure at an organization with clearly 

described controls across the full stack.

But let me be honest about what this evidence cannot prove.

Survivorship bias is real. This analysis can only examine public failures. It cannot observe 

the incidents that Stripe’s sandbox isolation prevented, or the regressions that a team’s 

invariant gates caught before production. The absence of incidents at controlled 

organizations could mean the controls work, or it could mean those organizations have not 

scaled enough to fail yet, or their incidents were not public. The evidence supports the first 

interpretation. It cannot rule out the others.

Correlation is not proof of causation. Organizations that build strong verification 

infrastructure may also have stronger engineering cultures, better hiring, more experienced 

leadership. The controls may be a symptom of competence rather than the cause of safety. 

Both can be true. The controls are still the actionable variable — you can mandate a gate 

tier this quarter; you cannot mandate a culture change by next week.



The framework does not address the amplification problem. DORA’s finding — that AI 

amplifies whatever exists — means the framework works for organizations that can adopt 

it, and does nothing for organizations that lack the capacity to build it. Klarna and 

Duolingo suggest the hardest failures are not technical but organizational: the decision to 

remove human judgment before verification infrastructure replaced it. No gate tier prevents 

that decision. Only the cost vertex, measured honestly and reviewed weekly, makes that 

mistake visible before it becomes a crisis.

The sample is not random. These are public incidents, disproportionately from large 

organizations, reported by media or documented in databases. Small companies running AI 

agents into production without controls may be failing quietly every day. There is no way to 

know. The true incident rate is almost certainly higher than what is documented here.

THE ACADEMIC CONFIRMATION

The academic record confirms the same pattern. "Towards a Science of AI Agent Reliability" 

tested fourteen agent models and found that capability improved while reliability barely 

moved.²⁰ Single success metrics obscure critical operational flaws. The paper proposes 

twelve concrete reliability metrics. The Verification Triangle's three vertices are a 

leadership-facing compression of the same insight.

"Measuring Agents in Production" (arXiv:2512.04123, December 2025) is the first large-

scale study of AI agents in production environments, with 306 survey responses and 20 in-

depth interviews. The top finding: reliability remains the number one development 

challenge, driven by difficulties in ensuring and evaluating agent correctness. That is the 

eval quality vertex, stated by practitioners, not by a framework.²¹

In this public sample, the same failure pattern emerged: generation scaled faster than 

verification.

In this public sample, I did not find a counterexample among the organizations with the 

clearest documented controls.

THIS IS NOT THE FIRST TIME

The Verification Triangle is not a new idea applied to a new problem. It is the same idea 

applied for the fourth time in seventy years.

In the 1950s, manufacturing learned that speed without quality control produced defective 

inventory. W. Edwards Deming popularized statistical process control: define the tolerance 



(intent clarity), inspect at each station (eval quality), measure defect cost per unit (cost per 

accepted output). The analogy is not exact, but the control logic is familiar.

In the 1970s, companies began automating inter-business communication with Electronic 

Data Interchange. EDI outpaced the trust infrastructure between trading partners. The 

solution: Trading Partner Agreements (the spec), schema validation (the gate), bilateral 

audit trails (the verification), and human exception handling (the override). The same three 

vertices. Different technology.

In 2014, the DORA research program demonstrated that deployment frequency, lead time, 

change failure rate, and mean time to recovery predicted organizational performance. High-

performing teams deployed more frequently with lower failure rates. The mechanism: CI/

CD pipelines with automated testing, code review, and monitoring. The pipeline is the 

Verification Triangle expressed as infrastructure.

Now, in the AI era, generation velocity has outpaced verification capacity again. Like prior 

waves, the measurements and techniques are slightly different, but in the public examples 

reviewed here the broad pattern is familiar. New speed breaks old controls. New 

verification infrastructure closes the gap. The organizations that build it earlier compound 

growth. The organizations that do not compound rework.

Four waves. Same pattern. Same three questions: are we building the right things, are the 

things we built working, how much does each one cost. The technology changes with each 

wave. The discipline does not.

This is why the framework is useful. It is not a theory invented for this moment. It is a 

principle rediscovered every time automation outpaces the controls around it. You can 

apply it with confidence not because history guarantees every detail, but because the public 

AI failure sample and prior automation waves point in the same direction.

THE COMPLETE SYSTEMS

The failure record shows what breaks. Now look at what holds.

Three companies have published unusually complete public descriptions of AI-assisted 

delivery systems operating at scale. Not just "we use AI for coding" or "we saw productivity 

gains." Public systems with multiple gate tiers, documented workflow controls, and enough 

detail to map meaningfully against the Triangle.

Stripe’s architecture, described in the Counter-Examples section above, maps strongly to 

the spec and eval vertices and to gate tiers 0 through 3 in the author’s interpretation — 

built into the architecture, not bolted on after.¹⁷



Spotify has merged 1,500+ PRs through its Honk background coding agent with 60-90% 

time savings. The architecture is different from Stripe’s, but the control pattern is similar. 

Intent clarity: Honk uses Fleet Management to define tasks with structured specs before 

agent execution — the agent receives a fully-formed prompt, not an ambiguous request. 

Eval quality: three layers of verification. Sandboxed containers with limited permissions 

and few binaries (Tier 3). Deterministic verifiers that activate automatically based on 

component contents, exposed to the agent via MCP — if any verifier fails, the PR is not 

opened (Tier 1-2). An LLM-as-judge that evaluates the diff against the original prompt and 

vetoes about 25% of sessions (Tier 4). Operational measurement: 1,500+ PRs merged, 

stop hooks that prevent bad PRs from being opened, and session-level tracking of which 

changes succeed and which get vetoed.²²

Put them side by side.

STRIPE SPOTIFY

Blueprint / Spec

Sandboxed Devbox

Deterministic Gates

Human Review

Merge

Fleet Management Spec

Sandboxed Container

Deterministic Verifiers (MCP)

LLM-as-Judge (25% veto)

Merge

Spec-first

Sandboxed execution

Deterministic verification

Pattern: Constrain → Verify → Gate → Judge → Merge

Figure 8.1 — Stripe vs. Spotify agentic pipeline architectures

Figure 8.0 — Stripe and Spotify verification architectures compared: both follow the same 
pattern of Spec, Sandbox, Deterministic Gates, Human/LLM Judge, Merge

Stripe Spotify Webflow

Scale 1,300+ PRs/
week

1,500+ PRs 
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Intent clarity Blueprints with 
fixed and open-
ended nodes

Fleet 
Management 
structured specs

AI-powered PR 
risk labeling 
(low/medium/
high)

Eval quality Sandbox 
isolation, 
deterministic 

Sandboxed 
containers, 
deterministic 
verifiers, LLM-as-

Mandatory 
human review 
on medium-to-
high risk, AI-



Stripe Spotify Webflow

gates, scope 
enforcement

judge (25% veto 
rate)

assisted PR 
linting

Operational 
measurement

Human review 
on every PR, 
performance 
tracking

Stop hooks 
block bad PRs, 
session-level 
tracking

Team-based 
monitoring: 
cycle time -21%, 
deploy rate 
+11%, change 
failure rate <2%

Gate-tier 
mapping

0-3 in the 
author's 
mapping

1-4 in the 
author's 
mapping

0-3 in the 
author's 
mapping

Constraints Sandboxed 
devboxes, no 
internet, no 
production 
access

Sandboxed 
containers, 
limited binaries

Security vetting 
and data 
firewalls before 
tool deployment

Documented 
incidents

Zero None published None published

Three different organizations, three different scales, three different architectures. Strong 

overlap in control coverage. No published catastrophic agent incidents in the public 

material cited here.

Now compare that to the organizations in the failure record. Replit had no separation 

between development and production. Klarna replaced 700 jobs without measuring 

outcome quality. In the author's mapping, none of the failure cases showed the same 

breadth of controls.

The pattern is suggestive. The companies succeeding with agents at scale appear to have 

built much more of the pipeline, with stronger controls documented in public. The 

companies that skipped steps are the ones that dominate the incident record.

Patchwork leaves gaps. Strong specs with weak evals leave gaps. Strong evals with no cost 

measurement hide degradation. Cost measurement without specs has nothing to measure 

against. The vertices are load-bearing in combination. Remove one and the structure gets 

harder to trust.

THE EMERGING SYSTEMS

Beyond Stripe and Spotify, several organizations are building toward complete systems. 

None have published the full pipeline. The pieces are visible.



Uber has the broadest published tooling: uReview analyzes 90% of 65,000 weekly diffs, 

Validator flags security violations in real time, Minion runs background agents across 

monorepos. The eval vertex is strong (75% usefulness rating, 1,500 developer hours saved 

weekly). Intent clarity and cost measurement are less documented.²³ Anthropic reports 

67% more merged PRs per engineer with Code Review on nearly every internal PR. 

Substantive review comments jumped from 16% to 54%, with under 1% disagreement rate. 

A single-line auth-breaking change was caught before merge.²⁴ OpenAI ships code with AI 

assistance across its development organization, with strong internal verification 

practices.Google reports 30%+ AI-generated code but no published gate tier architecture 

or verification pipeline.²⁵ Ramp connects Claude Code to test frameworks and observability 

via MCP, enabling parallel sessions while maintaining quality gates.²⁶ Booking.com shows 

what structured enablement adds: across 3,500 developers, daily AI users had 16% higher 

change throughput, and two-day workshops drove 65% higher adoption.²⁷

The gap between "we use AI for coding" and "here is our verification system" is the gap this 

book is about. Stripe and Spotify are the clearest public examples of organizations much 

farther along that path. Others are still partial. The failure record suggests the crossing is 

not optional.

The strongest published systems rhyme more than they differ. Where they diverge is more 

interesting. The next chapter covers the six questions the industry is still debating.
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The MandateCHAPTER 9

The Mandate

"You need a system to make it work. Here you go."

This chapter provides an implementation sequence: eight decisions, this quarter, in 

dependency order. Each includes completion criteria and cost context.

A useful starting question: what is your current reviewer-minutes-per-accepted-change, and 

is it sustainable? If that number is not yet available, Decision 1 is the starting point.

IF YOU ARE ALREADY DROWNING

After sharing an earlier version of this material, an SVP at a 1,000+ headcount European 

software company sent me a note that captured the problem exactly. In that morning's 

daily, their team had raised the same issue described in this book: a monorepo full of open 

pull requests containing AI-generated code, merges becoming fragile, and no one sure how 

much AI slop was already in the queue. They had looked through the manuscript for 

practical steps and could not find enough immediate triage. Their question was simple: 

what do we do now?

This section is for that team.

If your review queue is already overwhelmed with AI-generated PRs of unknown quality, 

the eight decisions below are still the right destination. But you need triage first. Here is 

what to do this week, before starting the 90-day plan.

What follows is one proven triage pattern for teams already drowning in AI-generated PRs. 

Adapt the tooling to your stack; preserve the control logic.

Step 1: Limit PR Size
Reject any PR over 400 lines. Send it back to the author (or the LLM) to split into smaller, 

reviewable units. The research is unambiguous: the SmartBear/Cisco study found defect 

detection peaks at 200-400 lines and collapses above that. PRs over 1,000 lines show 70% 



lower detection rates.¹ Large AI-generated PRs are the single biggest review killer. A 1,200-

line diff is not a contribution. It is a liability.

Step 2: Run a Static Analysis Gauntlet
If you are triaging an overloaded AI review queue, the fastest reliable move is to stand up a 

blocking Tier 0 gauntlet in CI using whatever tools already fit your stack:

• Linters (ESLint, Ruff, or equivalent for your stack)

• Code quality platform (Codacy, SonarCloud, or Snyk Code — these connect to your 

repo in under an hour and start scanning immediately)

• Security scanning (Semgrep with default rulesets, dependency audit)

• Secret detection (TruffleHog or detect-secrets)

Everything must pass before a PR reaches a human reviewer. Any PR that fails Tier 0 gets 

rejected without human review. You just saved your senior engineers from reading code a 

machine already knows is problematic.

Step 3: Add LLM-as-Judge Code Review
Connect an automated AI code review tool (CodeRabbit, Anthropic Code Review, or 

equivalent). Every PR gets a machine review before a human sees it. All flagged issues 

must be fixed before human review begins.

Step 4: Run Steps 2 and 3 Three Times, With Different 
Focuses
This is the step most teams skip, and it is the one with the strongest research backing.

A single LLM review pass catches surface issues. Multiple passes with different 

perspectives catch significantly more. Rajan's CodeX-Verify study proved this 

mathematically: combining agents with different detection patterns improved accuracy 

from 32.8% to 72.4%.² Anthropic's multi-agent Code Review dispatches specialized agents 

in parallel, each targeting different issue classes, and jumped substantive review comments 

from 16% to 54%.³ HubSpot found that adding a second judge agent to evaluate the first 

agent's findings was their single most impactful change.⁴

Run three focused passes:

The companion repository includes templates for these three review passes, so teams do 

not have to design the prompts and review lenses from scratch.

1. Correctness and logic. Does this do what the spec says? Edge cases, off-by-one 

errors, wrong assumptions, broken invariants, thread safety. AI-generated code fails 

on boundary conditions at roughly 3x the human rate.⁵

2. Security and scope. Vulnerabilities, permission issues, data exposure, scope 

violations, dependency risks. Roughly 40% of AI-generated code contains exploitable 



vulnerabilities, and developers using AI assistants rate their code as more secure when 

it is measurably less so.⁶⁷

3. Performance and maintainability. N+1 queries, unnecessary complexity, dead code, 

readability, duplication, resource leaks, algorithmic efficiency.

Each pass surfaces issues the others miss. The research shows diminishing but substantial 

returns per additional perspective: +14.9, +13.5, and +11.2 percentage points for the 

second, third, and fourth pass respectively.²

This Only Works If You Have Tests
The three-pass review pipeline finds problems. Then an agent fixes those problems. 

Without tests, every fix is a coin flip: it may resolve the flagged issue and break something 

else. SWE-CI found that 75% of AI models break previously working code during long-term 

maintenance, and only 2 of 18 models exceeded a 0.5 zero-regression rate.⁸ The failure 

mode is not that the agent cannot fix the bug. It is that the fix introduces a regression 

nobody catches until production.

This makes test-driven development functionally mandatory for the machine catch pipeline. 

Not aspirational. Mandatory. The sequence is:

1. Write the test that defines correct behavior (or verify existing tests cover it).

2. Let the agent fix the flagged issue.

3. Run the full test suite to confirm the fix did not break anything else.

If Step 3 does not exist, the three-pass review becomes a whack-a-mole loop: each agent fix 

creates new issues for the next review round to find, and the pipeline never converges. The 

review agents catch more bugs, but the fix agents create them at the same rate. Your 

machine catch rate stays flat because the numerator and denominator grow together.

Teams that skip this step report the same pattern: the review agents are impressive, the 

fixes look right in isolation, and production breaks anyway. The missing piece is never the 

review. It is the verification that the fix itself is safe.

What This Buys You
With this pattern in place, the PRs that reach human review are smaller, better filtered, and 

more likely to justify senior attention. They have already passed static analysis, code quality 

scanning, security checks, and three rounds of AI review from different angles. The 

machine catch rate climbs. The review burden drops. The queue starts moving.

Then start Decision 1.

What To Do With the Freed Capacity
The infrastructure solves one problem and creates a decision. When the machine catch rate 

climbs and the review burden drops, senior engineers get hours back. What the 



organization permits them to do with those hours determines whether the gains compound 

or plateau.

Two mediating variables must both be present for AI adoption to produce sustained 

delivery improvement: the verification infrastructure described above, and organizational 

permission for top performers to shift from operating the delivery system to improving it.

The evidence is consistent across companies that have made both investments. Spotify's 

engineering team built Honk, a verification and context engineering system, and 

documented a virtuous cycle: standardization produces better agent code, which produces 

easier review, which frees capacity for more standardization. Their engineers define 

requirements, review AI-generated PRs, and design verification loops — producing 1,000 

merged PRs every 10 days without hand-writing code.⁹ Stripe's engineers write "blueprints" 

— meta-programs that define how agents execute tasks — and report that "the walls matter 

more than the model."¹⁰ In each case, leadership explicitly defined system refinement as the 

senior engineering role.

The failure mode is an organization that builds the infrastructure but continues to define 

senior value as review throughput, meeting attendance, or status reporting. The 

infrastructure frees capacity. Management absorbs it with overhead. The machine catch rate 

improves (Effect 1 works), but the compounding improvement loop never starts because 

nobody is permitted to improve the system itself.

BCG's 2025 survey found that only 5% of organizations generate substantial value from AI. 

A further 35% show modest gains. The remaining 60% report no material value.¹¹ One 

explanation consistent with the data: the 5% have both mediators (infrastructure and 

permission to refine). The 35% may have infrastructure but redirect freed capacity to other 

demands. The 60% have neither.

A note on what the evidence can and cannot prove. Every organization in the top 5% had 

strong infrastructure. No organization without it appears in that bracket. But the evidence 

is correlational, not causal. There is no study that manipulates infrastructure investment 

while holding AI adoption constant. The Spotify, Stripe, and Dropbox examples are 

organizations that were already well-run before AI — you cannot cleanly separate 

“infrastructure enabled the gains” from “strong organizations are strong at everything.” 

The DORA finding that AI adoption without foundations produced −7.2% stability is the 

closest thing to causal evidence, because it shows the failure mode of the absence of 

infrastructure. That absence consistently predicts negative outcomes. Whether the 

presence causes positive outcomes or merely correlates with them remains an open question 

— and an important one for future research.

DORA's 2025 finding reinforces this: teams that increased AI adoption without established 

foundational capabilities — which span both technical infrastructure and organizational 

conditions — saw -7.2% delivery stability.¹² The foundational capabilities are not purely 

technical. "Clear AI stance" and organizational culture items appear alongside version 

control and platform quality. Both mediators are reflected in the DORA model.



The practical implication for engineering leaders: after building the infrastructure in this 

chapter, explicitly define what your senior engineers should be doing with the freed 

capacity. Study defect patterns. Experiment with gate configurations. Redesign spec 

formats. Improve the delivery system itself. If you do not define this, the freed capacity will 

be absorbed by whatever expands to fill it.

CREATING SLACK

The most common objection sounds like a schedule problem: "We do not have time for 

this." But when teams say they lack time, it is rarely the time to build that worries them. It 

is the time to verify. Three different engineering managers, at three different companies, 

have come to me after tech talks in Berlin with this worry. They would love to use AI to go 

faster, but fear being held to account for code they do not understand and consequences 

they may not be able to anticipate. The real objection is not "we cannot fit this in." It is "I 

do not trust this output enough to put my name on it." That trust problem is what the 

infrastructure in this chapter is designed to solve.

Harvard Business Review identified four patterns that stall AI adoption: scaling hurdles 

from manual workarounds, data readiness gaps, security bottlenecks from IT review delays, 

and cultural resistance despite training investment.¹³ The approaches below address these 

directly by working within existing capacity rather than asking for new budget.

Three approaches that create slack from within existing capacity:

Attach to an existing deliverable. Pick a feature already on the roadmap and deliver it 

using the spec-first loop. Same deadline, same scope. The only change is how the work is 

done. If it ships faster, the time saved becomes your slack. Airbnb had 3,500 React test files 

that needed migration from Enzyme, an estimated 12-18 months of manual work. They 

built an AI pipeline with structured per-file steps and feedback loops. Done in six weeks.¹⁴

Use rework as your budget argument. If your team spends 20% of sprint capacity on 

rework and bug fixes, half of that budget can be redirected toward preventing rework: 

deterministic checks, intent clarity, and review discipline. If it works, you get the time back 

as capacity. If it does not, you are no worse off.

Pilot on the highest-pain workflow. Pick the workflow that generates the most incidents, 

rework, or review friction. Improvement is immediately visible and defensible. A successful 

pilot gives you capacity back and a story that can be repeated at the leadership level.

One tech lead I know spent personal overtime hours getting the tooling to a state where it 

actually worked reliably, then demonstrated it to leadership. The reaction was immediate: 

"Holy shit, this actually works?" After that, he had all the funding and momentum to roll it 

out to every developer. The pattern is consistent: somebody has to absorb the setup cost 



personally before the organization will invest. That is not ideal, but it is how adoption 

actually happens in most companies.

FRAMING THE INVESTMENT

When presenting this work to leadership, three frames tend to be effective:

Frame 1: Generation vs. delivery. “AI has accelerated code generation by roughly X% on 

our team. But generation is only one stage. Our current bottleneck is [review queue / 

integration testing / deployment confidence]. We are investing in the bottleneck so the 

generation gains reach customers.”

Frame 2: One metric that matters. “Our cost per accepted change is currently $Y. We are 

targeting a Z% improvement this quarter by reducing rework and review drag, not by 

generating more code.”

Frame 3: What to watch for. “If PR volume drops while accepted changes stay flat or 

improve, that is the plan working: fewer speculative changes, more trusted ones. If both 

drop, we will flag it and adjust.”

If leadership is pushing for rapid adoption without verification ("Use AI for everything"), a 

structured roadmap is more effective than raising concerns: "Here is our plan to go all-in 

responsibly. Weeks 1-4: these two workflows, these metrics, these guardrails. Weeks 5-8: 

expand based on data."

THE EIGHT DECISIONS (THIS QUARTER, IN 
ORDER)

Decision 1: Establish Baseline Metrics
Week 1. Instrument four numbers: cost per accepted change, rework rate, reviewer-

minutes per accepted change, defect escape rate. A spreadsheet and git history are 

sufficient to start. Across several teams, assign a named owner and a system of record for 

the roll-up.

Pull merged PR count from GitHub or GitLab. Get rework rate by asking your team each 

Friday: "Did anyone fix a recently shipped bug this week?" Count production bugs from 

your issue tracker. If accepted changes cannot yet be measured cleanly, use merged PRs as a 

temporary proxy and label the result cost per merged change.



If all four cannot be instrumented immediately, start with lead time and rework rate. Both 

are derivable from git history and your issue tracker.

Done looks like: the four numbers are available for the last four weeks with defined 

caveats and a visible trend. Approximate is acceptable. Undefined is not.

Decision 2: Tier Your Codebase
Week 1-2. This makes every subsequent governance decision proportional.

Map your codebase to three risk tiers:

Risk Tier 1: no sensitive data, no destructive actions, bounded blast radius. 

Documentation, test scaffolding, internal tooling. Higher AI autonomy is acceptable.

Risk Tier 2: customer-impacting behavior, shared service dependencies. API changes, UI 

logic. Require deterministic checks and human review.

Risk Tier 3: sensitive data, financial impact, auth, compliance scope. Billing, auth systems, 

PII pipelines. Require two-person review, explicit approval tokens, documented rollback 

path.

Done looks like: a written document mapping services and code areas to tiers, reviewed 

with your tech lead and agreed upon by the team. This is the foundation for Decisions 3 

through 8.

Decision 3: Mandate Intent Clarity
Week 2. A process decision, not a technical one.

Require that intent is defined before AI-assisted implementation begins on any risk Tier 2 

or Tier 3 feature. At minimum, the five forcing-function questions from Chapter 6 must be 

answered: what problem does this solve, how will we know it worked, what is out of scope, 

what must not happen, and was a pre-mortem done?

Enforcement: PRs without a linked spec or intent document for risk Tier 2+ changes go 

back before review starts.

The spec document is one way to force this thinking, but it is not the only way. What 

matters is that intent was defined, challenged, and documented in a reviewable format 

before generation began.

The most effective workflow moves through four phases before any code is generated, each 

narrowing from the previous:

1. Intent — the five forcing-function questions. Why are we doing this? Adversarial: 

push back on vague answers.



2. Behavioral spec — what does the user experience? Walk through current and desired 

experience, challenge the mechanism (“why will this solve the problem?”), map 

states and transitions, cover error cases. Bad ideas die here, cheaply.

3. Design conversation — how will we approach this? Research the codebase, present 

options and tradeoffs, let the human decide.

4. Implementation design — where does the code go? Propose placement, challenge 

the codebase itself. If the area has inconsistent patterns, flag it. Cleanup becomes a 

prerequisite in the plan, not an afterthought.

The output is a fully populated spec — no blanks — that a human reviews before 

implementation begins. Implementation is then broken into phases of roughly 400 lines 

each, small enough to review, independently verifiable, and executed one phase at a time 

with verification between each.¹⁵

All of these phases share a common structure: make someone defend the intent and the 

design in a format that can be challenged before AI writes a line of code.

Done looks like: the mandate is communicated in writing. The first two features under the 

mandate have shipped with documented intent and behavioral specs. The team has used 

the process and understands that it applies to every risk Tier 2+ change.

Decision 4: Implement the First Deterministic Gate
Weeks 3-4. Start with contract checks — highest leverage, lowest implementation cost.

Pick your highest-traffic endpoint. Write a contract check that verifies the API returns the 

right fields, the right format, and the right error codes. Add it to CI. Make it fail a build 

when the contract drifts.

Get one gate type working reliably before adding the next.

Done looks like: one contract check runs in CI on every PR that touches the relevant 

service. It has caught at least one real contract drift. The team treats its failures as real 

signals.

Decision 5: Establish the Weekly Review
Week 4. The cadence matters more than the sophistication of the metrics.

Pre-read distributed the day before. Fifteen minutes. Three people: EM, tech lead, one 

rotating IC. The pre-read shows the four numbers from Decision 1, one outlier PR from the 

week, and one control tweak from the previous review.

Minutes 0-5: review the scorecard. Minutes 5-10: autopsy the outlier. Minutes 10-15: pick 

one control tweak. One person owns enforcement. Revisit in the next review.

Done looks like: the review has run for three consecutive weeks. The pre-read is posted on 

time. At least one control tweak from a previous review is visibly enforced.



Decision 6: Audit Agent Permissions
Weeks 4-6. For every agent or AI workflow with production access.

Three questions per workflow: what permissions does it have? Who granted them? Are 

they the minimum necessary? Document the answers. Fix the gaps.

If an agent has shell access or a code execution environment, verify it runs in a hardened 

sandbox.

Done looks like: a permission audit document exists for every agent workflow with 

production access. At least one over-privileged permission has been reduced. A quarterly 

review cadence is scheduled.

Decision 7: Define Your 90-Day Team Shape Position
Month 2. Based on the data from Decisions 1 through 6.

What is your current ratio of senior judgment capacity to generation velocity? Is it 

sustainable? What is the reviewer-minutes-per-accepted-change trend?

Bring a recommendation to leadership with data: "Our generation velocity increased X%. 

Review capacity is [keeping pace / falling behind]. Here is what we need to sustain quality: 

[a specific ask]."

Done looks like: a written recommendation with supporting data from your weekly 

scorecards, addressing the 90-day trajectory with a specific ask.

Decision 8: Run the Conversation Prep
Month 3. By end of quarter, you should be able to answer the six questions in the next 

chapter with real data. Now that you have baseline metrics, gate infrastructure, and a 

weekly review running, you have the evidence to answer them. The next chapter provides 

the questions, the dry-run framework, and guidance on what to communicate.

Done looks like: the dry run from the next chapter is completed. You can produce specific 

numbers for Questions 1 and 4, a documented plan for Questions 2 and 5, and retrievable 

evidence for Question 3.

THE 30/60/90 DAY VIEW

30 days: Baseline metrics instrumented (Decision 1). Codebase tiered (Decision 2). Spec-

first mandate in place (Decision 3). First deterministic gate in CI (Decision 4). Weekly 

review running (Decision 5).



At the end of 30 days, you have: numbers, a risk framework, a process mandate, one 

automated gate, and a weekly rhythm.

60 days: Agent permissions audited (Decision 6). Second gate type added. Rework rate 

trend visible. Team shape recommendation drafted (Decision 7).

At the end of 60 days, you have: permission controls, broader gate coverage, visible trends, 

and a leadership conversation ready.

90 days: Conversation prep completed (Decision 8). Cost per accepted change trending in 

the right direction. Third gate type added if the first two are stable. Quarterly permission 

review scheduled.

At the end of 90 days, you have: a defensible answer to "is this working?" backed by 12 

weeks of data and enough infrastructure that the system holds when individuals are 

unavailable.
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Decisions 1 and 2 run in parallel in Week 1. Everything else follows in sequence. If you skip 

Decision 1, Decisions 5 through 8 have nothing to measure. If you skip Decision 2, 

Decisions 3 through 6 are applied uniformly and will either be too heavy or too light.

THE QUARTERLY RHYTHM

These eight decisions are the foundation for an ongoing operating rhythm, not a one-time 

project.

Each quarter: reassess your tier map (codebases change). Rerun the permission audit 

(agents get new capabilities). Update the scorecard baseline (last quarter's target becomes 

this quarter's floor). Run the conversation prep (the questions do not change; the answers 

get stronger).

The first quarter is the hardest. By the second quarter, the rhythm should be habitual and 

the overhead should drop materially. That is when the compounding starts.

If the first pilot produces ambiguous results, diagnose why. Was the task too complex? Was 

measurement too noisy? Was the team still learning? Adjust scope, pick a simpler target, 

run again. The first attempt is calibration, not proof.

SCALING ACROSS TEAMS

Once this loop runs on one team, the leadership cadence becomes comparative rather than 

hands-on.

Weekly team loop. Each team runs the scorecard review, owns its outlier autopsy, and 

changes one control at a time.

Monthly manager roll-up. Directors compare trends across teams: where cost per 

accepted change is drifting, where rework is clustering, where one team’s fix should 

become another team’s default.

Quarterly governance review. Leadership reviews the portfolio view: tier-map changes, 

permission audit findings, budget versus offset, and investments needed next quarter.

Roll up only the numbers that preserve meaning. Keep the detailed PR autopsies at the 

team level.

THE ROLLOUT SEQUENCE

The eight decisions define what to build. This section covers organizational adoption.



Documented Rollout Examples

These companies have published detailed AI adoption rollouts that align with the 

framework in this book:

Company Scale Key Result Reference

Dropbox 3,500 engineers, 
550K+ files 
indexed

35% more PRs, 
40% faster to 
production, 
reduced failures

Cursor case study

Airbnb Test migration 
project

18-month project 
completed in 6 
weeks

Cretik blog, 2025

Ramp Hyperspeed 
development team

Parallel sessions 
via MCP 
integration

Anthropic case 
study

Zapier 800 employees 89% AI adoption, 
800+ internal 
agents

Anthropic case 
study

Rakuten Enterprise 
deployment

2x faster issue 
resolution

OpenAI case study

Six companies have published rollout patterns that converge on the same sequence:

Start with organic adoption on well-suited services. Let early adopters find the tools, 

but guide where they start. Swarmia’s research recommends beginning with well-

documented, actively maintained services owned by teams with strong engineering 

practices — not a blanket rollout.¹⁶ Dropbox let Cursor adoption start organically before 

formalizing anything. Zapier expanded from grassroots usage to company-wide access.¹⁷ ¹⁸

Formalize with champions. Identify power users and give them a role. Dropbox created 

“AI champions.” Stripe ran onboarding labs and shared Cursor Rules across 3,000 

engineers.¹⁹

Remove friction. Pre-install tools. Share configurations. Eliminate signup barriers. Stripe 

preinstalled Cursor for every engineer. Ramp connected Claude Code to test frameworks 

and observability via MCP so the tools worked inside existing workflows from day one.²⁰

Connect to existing infrastructure. The tools should plug into what you already have. 

Spotify built Honk on top of Fleet Management and Backstage. Ramp connected to existing 

test and observability systems via MCP.²¹



Add verification alongside adoption, not after. Spotify added deterministic verifiers and 

an LLM-as-judge before opening Honk to wider use. Stripe required human review on every 

merge from day one. Rakuten paired speed with safety guardrails from the start.²² ²³

Track outcomes, not adoption. Adoption percentage is an activity metric. Cost per 

accepted change tells you whether adoption is producing delivery.

This rollout sequence maps directly to the eight decisions. Organic adoption gives you data 

for Decision 1. Champions help enforce Decision 3. Removing friction makes Decision 4 

adoptable. Connecting to infrastructure makes Decision 5 natural. Adding verification 

alongside adoption is Decisions 3 through 6 done correctly.

What They Actually Use
Every success story above converges on the same stack architecture. The specific tools vary. 

The layers do not.

Company Agent Model Sandbox Verification Context 
System

Spotify Honk 
(Claude 
Code + 
Claude 
Agent 
SDK)

Claude Sandboxed 
container, 
limited 
binaries

Deterministic 
verifiers 
→ LLM-
as-a-
judge → 
human 
review

CLAUDE.md, 
version-
controlled 
prompts 
in Git

Stripe Minions 
(Goose 
fork)

Not 
disclosed

Devboxes 
(EC2, no 
internet, 
no prod)

Human 
review on 
every 
merge

Blueprints 
(meta-
programs 
defining 
agent 
behavior)

Anthropic Claude 
Code

Claude Single-
agent 
loop

Human 
review

CLAUDE.md

OpenAI Codex GPT Containers, 
network 
disabled, 
secrets 
removed

Human 
review

AGENTS.md

Uber Internal 
platform 
(MCP 
Gateway)

Multiple 
(Claude 
Code 
63%)

Dedicated 
agent 
environments

uReview 
(AI code 
review, 
90% of 
65K 
weekly 

MCP 
Gateway, 
monorepo 
context



Company Agent Model Sandbox Verification Context 
System

diffs) + 
human

Dropbox Cursor Multiple IDE-level Existing 
CI/CD

550K+ 
files 
indexed

Amazon Q 
Developer

Not 
disclosed

Not 
disclosed

Human 
review

Repository 
context

Shopify Cursor + 
Copilot + 
Claude 
Code

Multiple IDE-level Existing 
CI/CD

CEO 
mandate 
on AI-first 
process

The pattern across all of them:

Agent architecture: Single-agent, not multi-agent. Every company generating code at scale 

uses one agent per task with human review, not swarms of agents coordinating with each 

other.²⁴

Sandbox: Agents never touch production. Every company at scale runs agents in isolated 

environments with no network access, no production credentials, and limited filesystem 

permissions.

Verification: Automated checks run before human review, not instead of it. No company in 

this list ships agent-generated code without a human approving the merge. The automated 

layer (gates, LLM-as-a-judge, AI code review) reduces what the human needs to check, not 

whether they check.

Context: Structured context files (CLAUDE.md, AGENTS.md, blueprints, version-

controlled prompts) give agents the project-specific information they cannot infer from 

code alone. Spotify learned that Claude Code performs better with prompts that describe 

the end state rather than step-by-step instructions. Cursor learned that as models improve, 

you should provide fewer details and let the agent pull its own context.

Foundation: Every one of these companies had mature CI/CD, testing infrastructure, and 

platform tooling before they added agents. Spotify built Fleet Management in 2022, two 

years before Honk. Stripe had devboxes. Uber had a monorepo with comprehensive tooling. 

None of them built the foundation for AI. They built it for engineering discipline, and AI 

benefited from it. As Spotify’s engineering team put it: without this foundation, “AI coding 

agents produce unreliable results.”



NOTES

1. Cohen, "Code Review at Cisco Systems," SmartBear, 2006. 2,500 reviews, 3.2M lines. 
Corroborated by Microsoft (PRs under 300 lines get 60% more thorough reviews) and 
Graphite (50 lines optimal for turnaround).

2. Rajan, "Multi-Agent Code Verification via Information Theory," arXiv:2511.16708, 
December 2025. Four specialized agents (Correctness, Security, Performance, Style) 
improved accuracy from 32.8% to 72.4%. Mathematical proof via submodularity of 
mutual information that diverse detection patterns find more bugs than any single agent.

3. Anthropic, "Code Review," March 9, 2026. Multi-agent system dispatches specialized 
agents in parallel targeting different issue classes. Substantive review comments jumped 
from 16% to 54% of all comments, with engineers disagreeing with fewer than 1% of 
findings.

4. HubSpot Engineering, "Automated Code Review: The 6-Month Evolution," 2026. Adding 
a second judge agent to evaluate review comments before posting was the single most 
impactful architectural change. 90% faster time-to-first-feedback, 80% engineer approval 
rate.

5. LiveCodeBench inference analysis. Failure rates on boundary conditions and edge-case 
inputs roughly tripled compared to straightforward inputs.

6. Pearce et al., "Asleep at the Keyboard? Assessing the Security of GitHub Copilot's Code 
Contributions," NYU Tandon, 2021. Approximately 40% of generated programs 
contained exploitable vulnerabilities across 89 scenario-based prompts.

7. Perry et al., "Do Users Write More Insecure Code with AI Assistants?" Stanford, ACM CCS, 
2023. Developers with AI assistant access produced less secure code but were more 
likely to believe it was secure.

8. Chen et al., "SWE-CI: Evaluating Agent Capabilities in Maintaining Codebases via 
Continuous Integration," arXiv:2603.03823, March 2026. 75% of AI models break 
previously working code. Only 2 of 18 exceed 0.5 zero-regression rate across 100 
codebases over 233 days.

9. Spotify / Söderström, AI-Assisted Development at Spotify, QCon London 2026 and Q4 
2025 Earnings Call. 1,000 merged PRs every 10 days, engineers shifted to verification 
loop design and context engineering.

10. Stripe Dev Blog, "Minions," Parts 1-2, February 2026. 1,300+ PRs/week, all human-
reviewed, none human-written. Engineers write specifications and blueprints.

11. BCG, "Are You Generating Value from AI? The Widening Gap," September 2025. 60% 
no material value, 5% "future-built" with 5x revenue and 3x cost reduction. https://www.
bcg.com/publications/2025/are-you-generating-value-from-ai-the-widening-gap

12. DORA, 2024/2025 State of DevOps Report. AI as "mirror and multiplier." -7.2% delivery 
stability for teams increasing AI adoption without foundational capabilities.



13. Harvard Business Review, "Overcoming the Organizational Barriers to AI Adoption," 
November 2025. https://hbr.org/2025/11/overcoming-the-organizational-barriers-to-
ai-adoption

14. Airbnb Engineering, 2025. 3,500+ React test files migrated from Enzyme to React 
Testing Library. Estimated 12-18 months manual effort. Completed in 6 weeks using AI 
pipeline with structured per-file steps, rich context injection, and systematic feedback 
loops. https://cretik.com/en/blogs/how-airbnb-used-ai-to-finish-an-18-month-code-
migration-in-just-6-weeks

15. Dex Horthy, "Advanced Context Engineering for Coding Agents," HumanLayer, August 
2025. Horthy's team used this workflow to ship 35,000 lines of working code to an 
unfamiliar 300k-LOC Rust codebase in seven hours. https://github.com/humanlayer/
advanced-context-engineering-for-coding-agents

16. Swarmia, "A Staged Approach to AI Adoption for Engineering Teams," 2025. https://
www.swarmia.com/blog/staged-approach-AI-adoption-for-engineering/

17. Cursor, "Dropbox Uses Cursor to Index over 550,000 Files and Build an AI-Native 
SDLC," January 26, 2026. https://cursor.com/blog/dropbox

18. Anthropic, "Zapier Builds an AI-First Remote Culture with Claude for Enterprise." 89% 
AI adoption, 800+ internal agents. https://claude.com/customers/zapier

19. Cursor, "How Stripe Rolled Out a Consistent Cursor Experience for 3,000 Engineers," 
February 17, 2026. https://cursor.com/blog/stripe

20. Anthropic, "How Ramp's Engineering Operates at Hyperspeed with Claude Code." 
https://claude.com/customers/ramp

21. Spotify Engineering, "1,500+ PRs Later: Spotify's Journey with Our Background Coding 
Agent (Honk, Part 1)," November 6, 2025. https://engineering.atspotify.com/2025/11/
spotifys-background-coding-agent-part-1

22. Spotify Engineering, "Background Coding Agents: Predictable Results Through Strong 
Feedback Loops (Honk, Part 3)," December 9, 2025. https://engineering.atspotify.com/
2025/12/feedback-loops-background-coding-agents-part-3

23. OpenAI, "Rakuten Fixes Issues Twice as Fast with Codex," March 11, 2026. https://
openai.com/index/rakuten/

24. Cognition's Devin is the notable exception — it uses multi-agent orchestration. Its 
merge rate (53.76%) is the lowest of all agents in the AIDev dataset (Ehsani et al., 2026). 
Anthropic's architecture is deliberately single-agent: a while(tool_use) loop. "Start 
simple."



The ConversationCHAPTER 10

The 

Conversation

"Six questions to answer before someone else asks 

them."

At some point, someone will ask you to demonstrate oversight on your AI workflows. A 

regulator, a customer, a new VP, a board member. When that happens, what matters is not 

what you could assemble with a week of preparation. It is what you could produce by end 

of business today.

If you have followed the Mandate chapter's eight decisions, you already have the 

infrastructure to answer these questions. This chapter provides the questions, the dry-run 

framework, and guidance on what to communicate.

WHY THIS CONVERSATION HAPPENS NOW

Regulators and courts are converging on one principle: you can automate execution, but 

you cannot automate accountability. The EU AI Act's human oversight requirements for 

high-risk systems take full effect in August 2026.¹

FTC enforcement actions have demonstrated that "the model did it" is not a defense. If your 

AI-assisted workflow causes harm, the relevant questions become: who approved the 

autonomy level, who owned the controls, and can you produce evidence that those controls 

ran?

That is an auditable question. Your company will eventually need to answer it. Build the 

answer before the incident.



THE SIX QUESTIONS YOUR COMPANY SHOULD 
ANSWER

Question 1: What is your cost per accepted change, 
and is it trending in the right direction?
This connects AI spending to business outcomes. The answer requires the four-number 

scorecard (cost per accepted change, rework rate, reviewer-minutes per accepted change, 

defect escape rate) running weekly for at least eight weeks, with a pre-AI baseline to 

compare against.

A strong answer includes the current cost per accepted change, the trend, the investment 

amount, and the measured offset in reduced rework and review time. Token cost alone is 

insufficient — it represents only the most visible portion of delivery cost.

Question 2: What is your vendor risk exposure, and 
what is your switching cost if pricing changes?
This addresses concentration risk. Pricing pressure will intensify as vendors approach IPO-

era economics.²

A strong answer includes: number of providers evaluated, contract protections (price 

ceiling, data portability, exit clause), dual-model eval results, and a realistic assessment of 

switching cost and timeline if pricing changes.

Question 3: What is your legal liability posture on AI-
generated code in production?
This determines whether you can demonstrate human oversight to a regulator. The 

governance chain is policy → control → evidence → owner. If any link is missing, you 

cannot demonstrate compliance. In one documented incident, an AI-powered service 

management platform left 483,000 patient records exposed without authentication for 

nearly seven weeks because the organization had a security policy but no running control.³

A strong answer includes: review requirements by risk tier, audit trail contents (model, 

spec, reviewer, checks), legal review status, evidence retrieval timeline, and most recent 

audit report.

Question 4: What is your human review capacity 
relative to your generation velocity?
This identifies whether you have a structural bottleneck. Recent field research and company 

telemetry both suggest that experienced developers can lose productive time after AI 

adoption when review load rises faster than automation.

A strong answer includes: reviewer-minutes-per-accepted-change (stable or improving), 

how quality gate automation has reduced the surface area requiring human review, and 

what percentage of senior engineer time is spent on review versus design work.



Question 5: What is your plan if your best AI-assisted 
engineers leave?
This tests whether your delivery capability is institutional or personal. Harvard and BCG 

tested this dynamic with 758 consultants using GPT-4: on tasks inside the AI's capability 

frontier, quality jumped 40%, but on tasks outside it, performance dropped 19 percentage 

points below the no-AI group.⁴ The variable was judgment, and judgment walks out the 

door.

A strong answer includes: documented delivery process, onboarding path for new 

engineers, evidence that delivery metrics held through recent personnel changes, and the 

degree to which knowledge is in the pipeline rather than in individuals.

Question 6: What happens to your competitive 
position if you do not make this investment?
The first five questions are defensive. This one is strategic. As the K-shaped divergence 

from the Speed Trap chapter showed, the top performers are pulling away while the median 

stalls.

A strong answer includes: your current cost per accepted change relative to industry 

benchmarks, the delivery velocity gap between your organization and competitors investing 

in verification infrastructure, and a clear articulation of the cost of inaction measured in 

quarters, not years.

THE DRY-RUN FRAMEWORK

Before presenting these answers externally, rehearse them internally. A 30-minute dry run 

surfaces gaps that are cheaper to find in a conference room than in front of a regulator or 

board member.

Format: Two people. The person who owns the data and the person who will be asked the 

questions. Walk through all six questions. Any answer that relies on “we are working on it” 

or “I would need to check” represents a gap worth closing before the real conversation.

Readiness criteria: You should be able to produce a specific number for Questions 1 and 

4, a documented plan for Questions 2 and 5, and retrievable evidence for Question 3. 

Perfect answers are not required. Specific answers with identified gaps and timelines to 

close them are.

Run this quarterly. It takes 30 minutes and surfaces gaps your weekly scorecard misses.



WHAT TO COMMUNICATE

When someone asks "is our AI investment paying off?", answer with the four-number 

scorecard: current number, trend, baseline, and the control changes behind the movement.

Investment vs. offset. Report both sides: what the AI tooling costs per quarter and what it 

saves in reduced rework, review time, and debugging. Report the full picture, not just the 

tooling line item.

What the team can do now that it could not before. Two or three concrete examples. 

Specific rather than general: “We can ship payment flow changes with 39% faster review 

cycles while maintaining flat defect rates” or “We can produce audit-ready evidence for 

every AI-assisted change in risk Tier 2 code.”

Risk position. Vendor dependency (how many providers evaluated, contract protections, 

switching cost). Dual-model eval status. Whether your contracts include exit clauses and 

price ceilings.

Stop-go criteria. Define in advance what would cause you to pause: defect escape rate 

exceeding baseline by 30% for two consecutive weeks, rework rate exceeding baseline by 

15%, or token spend exceeding budget by 50%. Having these thresholds pre-defined 

demonstrates operational maturity. Discovering them during a crisis is significantly more 

expensive.

NOTES

1. The EU AI Act entered into force August 1, 2024. Prohibited practices applied from 
February 2, 2025. GPAI model rules from August 2, 2025. High-risk system requirements 
(including Articles 14 and 15) apply from August 2, 2026, with an extended transition to 
August 2027 for high-risk AI embedded in regulated products.

2. Official provider pricing pages as of March 2026: OpenAI API pricing, Anthropic Claude 
pricing, and Google Gemini API pricing. These are used here to establish that vendor 
costs vary materially by model tier, token usage, caching, and tool calls; they do not 
include all enterprise seat, orchestration, or switching costs.

3. Serviceaide / Catholic Health data breach. An unsecured Elasticsearch database 
exposed patient PHI from September 19 to November 5, 2024. Reported to HHS Office 
for Civil Rights on May 9, 2025. Sources: HIPAA Journal, BankInfoSecurity.

4. Dell'Acqua et al., "Navigating the Jagged Technological Frontier: Field Experimental 
Evidence of the Effects of AI on Knowledge Worker Productivity and Quality," HBS 
Working Paper 24-013, September 2023. 758 BCG consultants. Inside AI frontier: 
+12.2% tasks completed, +25% faster, +40% quality. Outside: -19 percentage points vs. 
no-AI group.



The Open QuestionsCHAPTER 11

The Open 

Questions

"Six open decisions. The worst answer is 'we 

haven't thought about it.'"

Several of the strongest published agent systems — Stripe, Spotify, Anthropic, OpenAI, 

Google, Uber — show strong overlap in their control patterns: tight constraints, spec-

driven generation, and humans as judge and failsafe. The consistency is the signal.

A company in Berlin that I advise on AI came to me with exactly this problem. They wanted 

to move to agentic development, but getting agents to be trustworthy was proving much 

harder than getting them to be fast. They could not find a framework that gave them 

confidence in its safety. They were blocked — not by capability, but by trust. They had the 

tools. They did not have the infrastructure to know when those tools were safe to use and 

when they were not.

That is the pattern I see repeatedly. The six disagreements below are the decisions that 

separate "blocked" from "shipping." Within the shared architecture the strongest teams 

converged on, there are six areas where the best organizations in the world still disagree. 

These are the open decisions that matter once an organization moves from AI-assisted 

development to production agent systems. The right answer depends on your blast radius, 

your risk tolerance, and what you are building.

DISAGREEMENT 1: HOW MUCH AUTONOMY IS 
SAFE?

According to Stripe's public write-up, Minions bounds its agents tightly. Maximum two CI 

runs per task. If the agent has not produced a passing result in two attempts, it hands off to 

a human. The agent does not touch production data, does not have open internet access, 

and operates inside an isolated VM with a curated set of tools.



OpenAI's Codex takes a different position. The agent runs in a network-disabled container 

but has broader scope within that container. It can explore, refactor, and make architectural 

decisions. The network restriction is the hard constraint. Everything else is softer.

NVIDIA's OpenShell is one of the most explicit public examples: default-deny on 

filesystem, network, process, and inference. Permissions are added via declarative policies. 

The agent starts with almost nothing and earns access one policy at a time.

The disagreement is real. Stripe says: bound the iterations, not just the environment. 

OpenAI says: bound the environment, give freedom within it. NVIDIA says: bound 

everything, unlock incrementally.

Devin makes the tradeoff concrete. Independent testing showed a 70% failure rate on 

complex enterprise tasks. But on narrow, well-scoped work, the same agent achieved 20x 

efficiency on security vulnerability fixes and 10-14x faster framework migrations.¹ Same 

agent. Opposite outcomes. The variable was task scope, not capability.

The right answer depends on blast radius and task scope. A marketing content agent can 

have broad autonomy inside a sandbox. A security patch agent with clear inputs and 

outputs can run fast with minimal oversight. A billing system agent should have Stripe-

level constraints: two tries, no internet, curated tools. An agent operating near a nuclear 

reactor's control plane warrants a different conversation entirely.

The question for your organization: what is the blast radius of your agent's worst-case 

behavior? Match the autonomy level to that answer, not to the agent's average-case 

behavior.

DISAGREEMENT 2: IS MULTI-AGENT READY FOR 
PRODUCTION?

Spotify runs six specialized agents in parallel for its Ads AI system. Google's ADK is 

designed for multi-agent orchestration. The research community is publishing multi-agent 

coordination papers weekly.

DeepMind found that multi-agent networks amplify errors up to 17.2x compared to single-

agent systems.² In the clearest published examples, organizations started with a single 

agent and added complexity only after that agent was stable and evaluated.

Stripe's minions are single-agent. Each minion is one agent, one task, one PR. The scale 

comes from running many single agents in parallel, not from multi-agent coordination.

Spotify's Ads AI is the strongest published evidence that multi-agent can work in 

production. Six specialized agents — router, goal resolver, audience resolver, budget, 

schedule, media planner — running on Google ADK with Gemini, processing media plans 

in 5-10 seconds that used to take 15-30 minutes manually. But look at why it works: 



structured routing prevents unnecessary LLM calls, each agent has one skill and one data 

source, and the agents use FunctionTool for grounding against real data instead of 

hallucinating. The multi-agent architecture succeeded because the verification stack is 

complete, not because multi-agent is inherently ready.³

The disagreement: Spotify says multi-agent can be production-ready with the right 

architecture. Stripe says single-agent at scale is simpler and safer. DeepMind's data says 

multi-agent multiplies your error rate. Spotify's Ads AI suggests DeepMind is right about 

uncontrolled multi-agent systems, and that strong routing and verification can mitigate, 

though not erase, that risk.

The question for your organization: do you have the observability infrastructure to debug a 

failure that spans three agents, two handoffs, and a cascade? If not, start with single-agent. 

The 17.2x error amplification finding is not theoretical. It is measured. But if you have the 

verification stack — deterministic routing, grounded tool use, bounded agent scope — the 

Spotify evidence says multi-agent can deliver.

DISAGREEMENT 3: DOES EVERY CHANGE NEED 
HUMAN REVIEW?

Stripe requires human review on every merge. Every autonomous PR, reviewed by a human 

before it reaches the codebase. The human is not checking syntax. The human is making a 

judgment call: should this change exist?

Other organizations tier their review. Low-risk changes (documentation, test scaffolds, 

formatting) get automated review or sampled review. High-risk changes (billing, auth, 

production infrastructure) get full human review. The argument: human review does not 

scale linearly with AI output, so you have to be strategic about where you spend it.

The disagreement is about whether human judgment is load-bearing on every change or 

only on high-risk changes. Stripe's answer: every change, because you cannot reliably 

predict which change will cause the incident. The tiered answer: not every change justifies 

the cost, and review fatigue on low-risk changes degrades review quality on high-risk ones.

What matters for your team: what is your review capacity? If you mandate human review 

on every AI-generated PR and your PR volume doubles, your senior engineers will spend 

their week reviewing instead of designing. That is the judgment tax from the Judgment Tax 

chapter. But if review is skipped on "low-risk" changes and one of them causes an incident, 

the result is the same pattern as the Amazon failure from the Problem chapter.

The honest answer: start with human review on everything. As your gate tiers mature and 

automated checks show a strong record of catching routine failures, selectively reduce 

human review on changes where those gates have proven reliable. Never reduce human 

review on risk Tier 3 systems.



DISAGREEMENT 4: SHOULD AGENTS HAVE 
INTERNET ACCESS?

OpenAI Codex disables network access entirely during agent execution. The agent works 

with what it has: the codebase, the spec, and its training. No external API calls. No package 

downloads. No web searches.

NVIDIA OpenShell takes a middle path: default-deny with policy-driven exceptions. You 

can allow specific endpoints via YAML policy without restarting the sandbox. Read-only 

access to your internal API? Add a policy. Full internet access? You would have to explicitly 

policy every endpoint, which is the point.

Other organizations allow internet access with monitoring. The agent can reach external 

services, but every outbound connection is logged and anomalous patterns trigger alerts.

The disagreement: is network isolation a constraint or a crippling limitation? An agent that 

cannot install packages or call external APIs is limited in what it can build. An agent that 

can reach any endpoint is a data exfiltration risk.

The decision: does your agent need to call external services to complete its task? If yes, 

allowlist those specific services and deny everything else. If no, disable the network 

entirely. Default-deny is not paranoia. It is one of the clearest ways to keep a compromised 

agent from phoning home unexpectedly.

DISAGREEMENT 5: HOW DO YOU MEASURE 
AGENT PRODUCTIVITY?

This is the disagreement nobody has resolved.

Stripe measures PRs merged per week. Anthropic talks publicly about large output-per-

developer gains. Google talks about percentage of code that is AI-generated. Spotify 

measures product surfaces delivered. Uber measures diffs reviewed at large scale.

None of these are the same metric. None of them tell you whether the agent is producing 

trusted output. PR volume is an activity metric. Output per developer is self-reported. 

Percentage of AI-generated code says nothing about whether that code works. Product 

surfaces delivered is an outcome metric but does not isolate the agent's contribution.

The Verification Triangle recommends an answer: the cost-per-accepted-change metric 

defined in the Verification Triangle chapter. That metric has not yet been described publicly 

in a standardized form by these companies. It is one of the measurement gaps the industry 

has not closed in public.

A useful framing: what number would the board see to evaluate whether the AI agent 

investment is paying off? "PRs per week" or "token cost" measure activity. Cost per accepted 

change measures delivery. Building toward the latter is worth the investment.



DISAGREEMENT 6: HOW DO AGENTS VERIFY 
EACH OTHER'S IDENTITY AND ACTIONS?

When agents communicate with each other, the trust problem becomes a production 

readiness question: can the conversation be audited, and can it be stopped?

Inside Your Organization
If Agent A in your billing service talks to Agent B in your fulfillment service, do you know 

what they say to each other? Can you audit the conversation? Can you stop it mid-

exchange?

In most organizations the answer is no to all three. Agents communicate through whatever 

channel is available. Internal APIs, shared databases, message queues, function calls. There 

is no designated channel. There is no schema validation on the messages between agents. 

There is no audit trail that both services can independently verify. And there is no gate that 

says "this inter-agent agreement requires human review before execution."

Five questions to ask before letting agents talk to each other:

Can you identify which agent sent a message, cryptographically, not by reading a header 

field?

Can you constrain which agents talk to which other agents, and what they are allowed to 

say?

Is every inter-agent message logged in a format both parties can independently verify?

Does any inter-agent agreement that constitutes a commitment require human approval 

before execution?

Can you shut down inter-agent communication for a specific partnership within five 

minutes if something goes wrong?

If the answer to any of these is no, agent communication is effectively an open channel with 

no caller ID, no recording, and no receptionist.

Across Organizations
Cross-organizational agent trust is even harder. Your procurement agent calls their supplier 

agent. Who approved that conversation? What if the supplier agent makes commitments 

your company didn't authorize?

The standards are emerging but immature. Public initiatives like Google's A2A protocol, 

Visa's Trusted Agent Protocol, Mastercard Agent Pay, and SPIFFE/SPIRE identity cover 

pieces of the problem, but they have not yet assembled into a broadly adopted production 

system.

The minimum viable approach for cross-org agent workflows:



1. Identity: Each agent gets a cryptographically verifiable identity. SPIFFE/SPIRE or 

equivalent.

2. Audit: Every inter-agent message is logged independently by both parties.

3. Human gates: Any message that constitutes a commitment (price agreement, 

purchase order, delivery schedule) requires human approval before execution.

4. Legal signoff: It is worth involving your legal team before building cross-org agent 

workflows, given the liability implications. The Air Canada chatbot ruling (company 

liable for chatbot’s promises) suggests the direction.

The honest state: cross-org agent trust is not mature enough to assume by default today. 

If you need it now, build the minimum viable approach above. If you can wait, let the 

standards mature.

Before granting any agent production access, run it through the Agent Production-

Readiness Checklist in the Quality Gates chapter. Eight pass/fail checks. Treat it as a hard 

gate, not a suggestion.

HOW STRONG SYSTEMS MAP TO THE 
FRAMEWORK

Stripe and Spotify are not just "doing it right." Their publicly described systems map closely 

to the vertices of the Verification Triangle, although the public material exposes some parts 

of the model more clearly than others. Their architectures differ — Stripe uses one-shot 

agents with blueprint state machines; Spotify uses background agents with Fleet 

Management platform. But both implement a similar control pattern.

How Stripe Maps to the Triangle
Intent Clarity Vertex:

Component What Stripe Does Triangle Connection

Blueprint definition Every minion task 
requires a structured 
spec with: goal, context, 
acceptance criteria, blast 
radius tier

Written spec mandate 
(Decision 3)

Context hydration Deterministic MCP tools 
pre-populate context 
before agent runs

Spec completeness 
enforcement

Scope adherence LLM-as-a-judge reviews 
whether agent stayed 
within prompt bounds

Tier 2 invariant gate 
(behavioral)



Eval Quality Vertex:

Component What Stripe Does Gate Tier

Local linting Heuristic-based 
selection, <5 second 
execution

Tier 0 (static analysis)

Selective test execution Subset of 3M+ test 
battery triggered by 
change

Tier 1 (contract)

Autofix mechanisms Common failures 
automatically patched

Tier 2 (invariant) with 
auto-recovery

Iteration limit Maximum two CI runs 
per task

Tier 4 (behavioral 
constraint)

Cost Vertex (publicly visible proxies):

Signal What Stripe Discloses Publicly Status

Throughput 1,300+ PRs/week Public

Review structure Human review on every merge 
after machine gates

Public

Cost per accepted change Not publicly disclosed Not visible

Risk Tiers Applied:

Codebase Stripe's Policy Risk Tier Agent Access

Devbox 
infrastructure

No agent access Tier 3 (payment-
critical)

None

Payment flows Read-only agent 
observation

Tier 3 Read-only

Internal tooling Full minion 
autonomy

Tier 1 (low blast 
radius)

Full

Documentation Full minion 
autonomy

Tier 1 (low blast 
radius)

Full

Stripe has not just "strong engineering culture." The public material supports a strong 

mapping on intent clarity, eval quality, risk tiering, and production containment. It supports 

the cost vertex indirectly through throughput and review structure, not through a disclosed 

cost-per-accepted-change metric. This maps closely to the Verification Triangle, even if the 

internal scorecard is not public.



How Spotify Maps to the Triangle
Intent Clarity Vertex:

Component What Spotify Does Triangle Connection

Version-controlled 
prompts

Large-scale migration 
prompts stored in Git, 
code-reviewed

Written spec mandate

CLAUDE.md per 
directory

Persistent context that 
agent cannot infer from 
code

Spec completeness

LLM-as-a-judge Agent output reviewed 
against original prompt 
for scope adherence

Tier 2 invariant 
(behavioral)

Eval Quality Vertex:

Component What Spotify Does Gate Tier

Deterministic verifiers Formatting, build, tests 
run automatically 
before PR creation

Tier 0 (static analysis)

LLM-as-a-judge Scope adherence 
checked before human 
review

Tier 2 (invariant)

Three-layer verification Deterministic → LLM 
judge → human review

Tiers 0 + 2 + human

Fleet Management 
platform

Cross-repo 
orchestration 
infrastructure

Enables Tiers 1-2 at 
scale

Cost Vertex:

Metric Spotify's Implementation Status

PR throughput 650+ monthly PRs from automated 
agents

Public

Migration time reduction 90% faster with agents vs manual Measured

Human review load All PRs reviewed by humans after 
machine gates

Controlled

The Architecture Difference:



Stripe: One-shot agents + blueprint state machines. Spotify: Background agents + Fleet 

Management platform.

Both implement the same Triangle vertices through different architectural choices. The 

framework is architecture-agnostic.

WHAT THIS MEANS FOR YOU

These principles recur often enough in the strongest published systems that treating them 

as optional is risky. If your agent infrastructure lacks sandbox isolation, tool curation, 

deterministic checkpoints, human review, bounded iteration, single-agent-first design, eval 

coverage, environmental constraints, and inter-agent verification, the system is closer to an 

experiment than a production deployment.

The six disagreements are organizational decisions. There is no universal right answer. The 

right answer depends on what you are building, what your blast radius is, and how much 

risk your board is willing to accept.

The riskiest answer to any of the six is "we have not thought about it." An explicit decision, 

even if it turns out to be wrong, is revisable. An unmade decision is an inherited default, 

and inherited defaults recur across many of the incidents in this book.

NOTES

1. Cognition Labs, "Devin Annual Performance Review," 2025. Independent testing 
(Answer.AI, January 2025): 14 failures, 3 successes, 3 inconclusive across 20 real-world 
tasks. Security fixes: 20x efficiency. Framework migrations: 10-14x faster than human 
engineers. https://cognition.ai/blog/devin-annual-performance-review-2025

2. DeepMind, "Multi-Agent Risks from Advanced AI," arXiv:2502.14143, February 2025. 
Multi-agent networks amplified errors up to 17.2x compared to single-agent systems.

3. Spotify Engineering, "Our Multi-Agent Architecture for Smarter Advertising," February 
2026. https://engineering.atspotify.com/2026/2/our-multi-agent-architecture-for-
smarter-advertising
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The Talent 

Shift

This chapter covers the talent implications of AI-

assisted development: what judgment actually is, 

how to hire for it, and how deep technical roles 

evolve.

What is your organization's ratio of judgment capacity to generation capacity? If that 

number is not yet available, this chapter provides a framework for thinking about it.

Entry-level engineering postings fell sharply from their 2022 peak across multiple hiring 

datasets.¹ Bureau of Labor Statistics data shows "computer programmer" employment fell 

27.5% between 2023 and 2025, though part of this reflects ongoing reclassification to 

"software developer" — developer employment was essentially flat in the same period.² 

Companies are hiring seniors because they believe experience equals judgment. Sometimes 

it does. But judgment is not a byproduct of accumulated years. It is a composite of trainable 

cognitive skills. And the organizations that figure out how to identify and develop those 

skills at every level will have a structural advantage over the organizations still using "years 

of experience" as a proxy.

"The market is not asking for faster typing. It is asking for better judgment."

The question is what that actually means in practice.

What We Don't Know Yet:

The talent shift is early. We are 18-24 months into widespread AI 
adoption, and the data on long-term organizational impacts is still 
emerging. Some recommendations in this chapter—particularly 
around organizational restructuring and the evolution of entry-level 
roles—are forward-looking and should be tested before organization-



wide adoption.  The research on judgment (Tetlock, Klein, Murphy-
Hill) is well-established. The application of that research to AI-era 
hiring decisions is a working hypothesis, not settled science. Treat 
this chapter as a map of territory worth exploring, not a prescription 
for territory already claimed.

WHAT GOOD JUDGMENT ACTUALLY IS

Most hiring managers say they want "good judgment" but struggle to define it beyond "I 

know it when I see it." The research is more specific.

Philip Tetlock spent twenty years studying prediction accuracy across thousands of 

participants. His finding: the best forecasters were not domain experts. They were people 

who synthesized diverse perspectives and updated their beliefs when new evidence arrived. 

Tetlock called them “foxes,” as opposed to “hedgehogs” who relied on deep expertise and a 

single explanatory framework. Hedgehogs actually performed worse in their area of 

specialization. In the follow-up IARPA tournament, “superforecasters” were identified not 

by domain expertise but by cognitive traits: active open-mindedness, willingness to change 

their minds, and integrative thinking. Crucially, accuracy improved with training, teaming, 

and tracking. Judgment is cultivable, not fixed.³⁴

Gary Klein's research on expert decision-making under pressure decomposed "experience" 

into two distinct components. The first is a pattern library, acquired over time. The second 

is mental simulation, the ability to imagine how an action will play out and spot problems 

before committing. The pattern library requires years. The mental simulation skill is 

trainable. Klein found that "a good simulation can sometimes provide more training value 

than direct experience."⁵ This reframes the hiring question: it is worth assessing simulation 

skill ("walk me through how you would evaluate this decision") alongside pattern-library 

depth.

A study of 622 developers across three companies found that the strongest predictors of 

developer productivity were non-technical factors: job enthusiasm, peer support for new 

ideas, and receiving useful feedback. Years of employment showed "poor and insignificant 

correlation" with general performance.⁶ The traits that predicted effectiveness were closer 

to Tetlock's superforecaster profile than to anything on a resume.

And Kruger and Dunning's work on metacognition showed that the ability to assess your 

own knowledge gaps, knowing what you do not know, is both measurable and trainable. 

Candidates who can articulate uncertainty and say "I do not know, but here is how I would 

find out" are demonstrating a trait that predicts decision quality independently of seniority.⁷

Good judgment, then, is not one thing. It is four: the ability to synthesize diverse 

perspectives, the ability to mentally simulate consequences, the ability to assess your own 

knowledge gaps, and the willingness to update beliefs when evidence changes. The research 



suggests all four are trainable and can be assessed, though practical interview techniques 

are still emerging. None of them require ten years of experience.

THE REVIEW BOTTLENECK IS JUDGMENT

As the data in earlier chapters showed, AI-authored code carries more defects per unit, 

which means more review burden per change. AI generates more code, each unit requiring 

more review effort because AI-generated diffs are larger, more confident, and more likely to 

contain subtle errors that require domain expertise to catch.

The bottleneck is not execution speed. Execution was never the constraint on delivery. The 

bottleneck is judgment capacity: the ability to look at a plausible-looking change and ask 

the right questions. "What is the blast radius? What assumptions does this make about the 

data model? Does this match our contract with the downstream service? Will this break 

under the edge cases our biggest customer generates?"

When your senior engineers spend 40% of their time reviewing AI-generated PRs, they are 

not spending that time on architectural decisions, system design, mentoring, or the 

strategic work that prevents next quarter's incidents. The most expensive, hardest-to-

replace capacity has been converted into a review queue processor. That is a staffing choice, 

and in most organizations it happened by default rather than by design.

One EM at a Berlin meetup told me they were stuck between two realities: if they use AI, 

their senior engineers are consumed doing code review. If they do not, engineers trust the 

output too much and go "full yolo." Neither felt safe. That is the tension most teams are 

living in right now, and it does not resolve by choosing one side. It resolves by building the 

verification infrastructure this book describes — the specs, gates, and constraints that 

absorb the review load so your senior engineers do not have to.

JUDGMENT IS INFRASTRUCTURE, NOT 
HEADCOUNT

The Stripe architecture detailed in the Evidence chapter is an organizational story as much 

as a technical one. Staff+ engineers at Stripe are not writing autonomous PRs at scale. 

They designed the verification system that makes those PRs safe to merge. That is 

judgment capacity expressed as infrastructure, not as reviewer hours.

The takeaway is not "be Stripe." It is that judgment capacity is not just a headcount number. 

It is an infrastructure investment. Uber's uReview system tells the same story: it analyzes 

90% of 65,000 weekly diffs, saving 1,500 developer hours per week, because engineers 

built the review infrastructure first. The ratio stayed healthy because the system was 

designed, not inherited.



Most organizations are trying to achieve Stripe-level generation velocity with pre-AI 

verification infrastructure. That is the organizational gap.

THE PRODUCT ENGINEER

Here is the headcount question, answered head-on.

AI does not eliminate the need for engineers. It changes what you need engineers for. But 

the shift is not simply from "many implementers, few reviewers" to "fewer implementers, 

more reviewers." In some organizations, the role itself is starting to change.

For the last decade, the industry often treated engineering as a function partly separable 

from business context. Raw technical skills were "good enough" for many roles because 

there was enough pure implementation work to keep people busy. AI compresses some of 

that implementation work. As that happens, the remaining high-value work shifts toward 

understanding why the business needs a change, what the customer will do with it, and 

what happens when the edge cases arrive.

One emerging role pattern is what some organizations are calling the "product engineer." I 

would treat it as a direction of travel, not a settled destination for the whole industry. Not 

full-stack in the old sense of "can write both frontend and backend." Full-stack in the sense 

of "understands the business end to end and can apply judgment where it is needed." In 

organizations moving this way, the engineer adds business value not because they can type 

faster, but because they understand enough of the domain to make good decisions about 

what to build, what to skip, and what to verify.

The data on who benefits most sharpens the point. Webflow found that developers with 3+ 

years of tenure benefited most from AI tools, not newcomers.⁸ Codebase familiarity, not 

coding speed, was the differentiator. A separate study across 4,867 developers at three 

companies found the inverse for raw productivity: juniors gained 27-39%, seniors only 

8-13%.⁹ Juniors get faster at typing. Seniors produce more trusted output. The productivity 

gain is inversely correlated with the judgment capacity the organization needs most.

The research is not unanimous. A Harvard Business School study found that Copilot's 

productivity benefits were largest for developers with lower baseline ability, with effects 

suggesting "AI has potential to flatten organizational hierarchies" by reducing performance 

gaps between junior and senior engineers.¹⁰ This contradicts the "AI amplifies existing 

capability" finding from DORA 2025 and suggests the talent impact may depend on 

context: what kind of work, what kind of AI tool, what kind of verification infrastructure.

The distinction is not simply junior versus senior, or classic engineer versus product 

engineer. It is whether someone can exercise judgment about business outcomes, not just 

technical correctness.



HIRING FOR JUDGMENT

If judgment is a composite of trainable cognitive skills, it is worth screening for those skills 

alongside, or even ahead of, years of experience.

Synthesis. Can this person integrate multiple perspectives? Give them a design problem 

with three conflicting constraints (performance, security, user experience) and ask how 

they would navigate the tradeoffs. The Tetlock research says people who hold multiple 

models simultaneously outperform domain experts who commit to one framework.

Mental simulation. Can this person think through consequences? Klein’s “walk me 

through how this plays out” question is a direct test. “If we deploy this change and our 

highest-volume customer hits it at peak load, what happens?” The ability to run that 

simulation in their head is independent of years in the role.

Metacognitive calibration. Can this person accurately assess what they know and do not 

know? “What are you most uncertain about in this design?” Candidates who answer with 

specific, well-bounded uncertainty are demonstrating the trait that Kruger and Dunning 

showed predicts decision quality.

Belief updating. Does this person change their mind when presented with new evidence? 

Give them information that contradicts their initial recommendation and watch what 

happens. Tetlock’s superforecasters scored highest on this trait.

Amy Edmondson’s research on psychological safety adds a critical caveat: even if you hire 

someone with excellent judgment, they will not exercise it if the environment punishes 

speaking up.¹¹ The best-performing teams in her study reported more errors, not fewer, 

because they felt safe surfacing problems. Hiring for judgment only works if your culture 

lets people use it regardless of rank.

IBM announced it was tripling entry-level hiring after finding the limits of pure AI 

adoption.¹² OpenAI and Anthropic began hiring juniors for the first time. This is not 

charity. It is a bet that the organizations who figure out what the entry-level role looks like 

in an AI-first workflow will have a structural advantage in three to five years. The entry-

level role is not the same as it was. Entry value has shifted from "I can produce code 

quickly" to "I can exercise judgment about what to build and how to verify it." That is a 

higher bar, but it is not a seniority bar. It is a judgment bar.

Structure entry-level positions around bounded production tasks with explicit risk tiers. 

Require spec and eval artifacts. Review judgment decisions out loud, not just code output. 

The person who learns verification habits in their first year becomes the mid-level reviewer 

you need in year three. Without that structure, the role risks becoming misaligned with 

what the organization actually needs.



THE COMPRESSION IS NOT NEW

I have seen a compression before. I graduated into the Great Financial Crisis. Took the only 

job available: a tiny boutique ad agency where half the staff still cut pictures with X-Acto 

knives for print layouts. They had a wall of awards. They were brilliant at what they did. 

But looking at those X-Acto knives, I had a sinking feeling: this world is ending. I was the 

“digital guy.” Built websites on WordPress. Realized even that was commoditized. Bought 

Clean Code, the Gang of Four book, forced myself to learn Java, pivoted to Adobe AEM. That 

pivot doubled my salary and got me my first remote gig. The ad agency never fully 

transitioned. Despite their awards and talent, they went out of business.

The signs are the same now. The people being compressed are talented. The market does 

not care. But the compression is not about who gets cut. It is about what the remaining 

roles require. The ad agency did not need fewer designers. It needed designers who 

understood digital distribution. The market today does not need fewer engineers. It needs 

engineers who understand business outcomes.

The hiring data confirms the squeeze. A 2025 survey of 617 engineering leaders found that 

54% planned to hire fewer juniors specifically because of AI copilots.¹³ Bureau of Labor 

Statistics data shows programmer employment fell 27.5% between 2023 and 2025, while 

direct hiring datasets show entry-level and standard/junior tech openings falling sharply 

from earlier peaks.²¹ In Big Tech, the junior share of new engineering hires also fell 

materially over the same period.¹⁴ Official labor-market data also show worsening 

unemployment and underemployment among recent college graduates.¹⁵

Google's Addy Osmani warns of "slow decay": cut entry-level hiring today, face a leadership 

vacuum in five to ten years.¹⁶ Prashanth Chandrasekar made the same point more directly: 

"If companies stop hiring juniors, you break the pipeline. The mid-level engineers of 

tomorrow have to come from somewhere."¹⁷ The pipeline feeds the bench that feeds the 

judgment layer. But the pipeline only works if you know what you are feeding into it. Hire 

for judgment traits. Restructure the role around business value. Then open the pipeline.

HOW DEEP TECHNICAL ROLES EVOLVE

There is still enormous demand for people with deep technical expertise who hold system-

level knowledge: the architect who understands how 47 services interact at peak load, the 

infrastructure engineer who knows why the database is configured that way, the security 

engineer who can trace a credential through six handoff points. That level of context is 

nowhere near what AI can hold today.

These roles do not disappear. They expand. Will Larson’s Staff Engineer identifies four 

archetypes that map cleanly to the AI era:

Tech Lead: The Verification Layer Designer. Before AI, the tech lead’s value came from 

technical depth and team coordination. After AI, the delta is building the verification 



infrastructure (CI gates, review rubrics, evaluation patterns) that makes speed trustworthy 

instead of reckless. The tech lead hardens the enterprise so that AI tooling is usable and 

human judgment is applied accurately where it matters most.

Architect: The Interface Integrity Owner. Before AI, the architect designed systems. 

After AI, when every team is shipping faster, any friction at team boundaries creates 

extreme speed penalties. The architect designs explicit, testable boundaries that keep teams 

aligned without a meeting. System-level knowledge is the moat. AI can generate code for a 

single service. It cannot reason about the interaction patterns between 47 of them.

Solver: The Failure Class Immunizer. Before AI, the solver was the person you called 

when something was deeply broken. After AI, the critical work is tracing an incident 

through the failure taxonomy and installing the systemic guardrail that ensures the entire 

category of failure never happens again. Not fixing the incident. Immunizing the system 

against the class.

Right Hand: The Governance Navigator. Before AI, the right hand was an executive 

proxy for organizational chaos. After AI, the delta is navigating agentic workflows, 

identifying where unquantified assumptions have replaced deterministic controls, and 

translating risk tolerance into technical constraints that actually run in CI.

The common thread: every archetype's value shifted from implementation to verification 

and governance. They do what they already do, but they also harden the enterprise so it can 

make use of AI tooling and easily, accurately apply human judgment in the places where it 

is most important. Leveling rubrics that still reward code volume and encyclopedic 

codebase knowledge may be promoting for the old ratio.

The positive blast radius of these roles was large before AI. It is larger now. Every agentic 

workflow an organization adds increases system complexity and risk surface. Every agent 

that can execute code, call APIs, or modify infrastructure needs someone who can properly 

wrangle, constrain, and direct that workload. The demand for this depth of judgment will 

only increase as organizations move from "we use AI for coding" to "we run autonomous 

agents in production."

The market data already confirms the shift. LinkedIn's 2026 report ranks AI Engineer as the 

number one fastest-growing role in the United States, with postings up 143% since 

mid-2024.¹⁸ Robert Half's 2026 salary guide shows AI and ML roles commanding 4.4% 

salary growth versus 1.6% for tech overall, with 87% of technology leaders offering 

premiums for specialized skills.¹⁹ Gartner projects AI governance platform spending will 

reach $492 million in 2026 and surpass $1 billion by 2030, driven by the EU AI Act and 

enterprise compliance requirements.²⁰ The World Economic Forum's 2025 Future of Jobs 

report found that employers expect 39% of key skills to change by 2030, with analytical 

thinking, not coding speed, ranked as the number one most sought-after core skill.²¹

The consulting firms are placing billion-dollar bets on the same thesis. Anthropic launched 

the Claude Partner Network with a $100 million commitment and introduced the Claude 



Certified Architect examination for solution architects building production AI 

applications.²² Accenture has invested $3 billion in its AI practice and is training 700,000 

employees on agentic AI.²³ McKinsey is planning to hire 12% more staff in 2026, 

concentrated in AI. The same firms froze entry-level salaries for the third consecutive year 

while pouring resources into senior AI talent.²⁴ When consulting firms invest at that scale, 

they are not betting on a trend. They are responding to enterprise demand that already 

exists and cannot be met with current talent supply.

For people early in their careers who trained for a different reality, the market is tough right 

now. But I expect that to be temporary. While traditional programmer employment fell 

27.5% between 2023 and 2025, AI-related roles grew 143% in the same period. LinkedIn 

data shows 1.3 million new AI roles created globally.²⁵ The demand is not shrinking. It is 

shifting. Hiring signals increasingly reward engineers who combine technical craft with 

business context, product judgment, and verification discipline rather than pure 

implementation speed. The gap is not "we need fewer people." The gap is "we need people 

with skills the industry has not yet learned how to teach." Industries eventually adapt to 

that kind of gap. The people who invest in judgment, business fluency, and verification 

discipline now will be the ones the market cannot get enough of in three years.

WHAT THIS ALL COSTS

The right organizational structure is still emerging, and certainty on this topic is 

premature. What we do know is that structured bets beat unstructured hope.

The talent shift is not primarily a technology problem. It is an industry understanding 

problem. The leaders who navigate it well will be the ones who understand where their 

industry is going, not just which models are trending. Good judgment is built on industry 

knowledge, customer insight, and the ability to make shrewd bets about what matters next. 

Technology fluency is table stakes. Industry fluency is the differentiator.

The organizations that get this right will not just hire better. They will build environments 

where judgment is exercised at every level, not hoarded at the top, and where deep 

technical expertise is directed at hardening the systems that make everything else 

trustworthy. That is the structural advantage.

The Mandate chapter has the implementation plan. The Epilogue is next.
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The tools will keep changing and the ground will 

keep shifting. The frameworks in this book will 

not prevent that, but they give you stable footing 

while it happens.

What I am confident about is that the principles underneath the frameworks (verification 

over assumption, evidence over narrative, bounded trust over blind deployment) will 

outlast every tool mentioned in these pages. They are not new principles. They are old 

engineering discipline applied to new velocity. Organizations that internalize them tend to 

adapt faster and with less rework. Those that do not tend to adapt more slowly and at 

higher cost.

WHAT THE CONTROL LAYER PROTECTS

We have spent this book talking about infrastructure, verification, and governance, the 

control layer that makes AI trustworthy inside an engineering organization. That matters. 

But remember what the control layer protects: the ability for technically fluent people to 

move from idea to working artifact much faster than older workflows allowed.

The job disruption is real. So is the upside when capable humans, expert collaborators, and 

strong AI tools are in the same loop together. The control layer exists so organizations can 

pursue that upside without confusing raw generation speed for trusted delivery.



THIS BOOK IS NOT FINISHED

The tools, regulations, and failure modes will change. Updated editions will follow. If a 

strategy stops working, it gets revised. If a new pattern proves durable, it gets added.

But the infrastructure described in this book does not depend on any particular edition. 

You can start building it this week, with whatever tools you have now.

WHY I WROTE THIS

In the time since I embraced AI-augmented development, I have produced an open-source 

project that suddenly has users and traction. I built a framework to automate management 

practices I used to do by hand. I have built a pile of helpful utilities. I have never had a time 

so effortless and frictionless to create value, because I get to skip the typing. I focus on 

what I want and how to test it, and that process is itself creative. I have left the typing 

behind.

I wrote this book because I am teaching AI-augmented development at work and realized 

that everyone (my team, my peers, the industry) needs a better roadmap than "yolo, figure 

it out." The delivery gap is real. I have felt it. Closing it is what made the difference 

between generating code and shipping products.

I thought I was writing a book about AI coding. I realized I was writing a book about trust.

This book was written to help you get the most from AI, not to warn you away from it.

AUTHOR'S NOTE: HOW THIS BOOK WAS WRITTEN

This book was written with AI, intentionally. The ideas, opinions, anecdotes, and 

frameworks are mine. I wrote, curated, and edited the manuscript. AI helped most with 

research, review, and iteration.

That matters because it mirrors the argument of the book. Drafting is only the beginning. 

The leverage came from faster feedback: pressure-testing chapters, checking weak claims, 

and reviewing the manuscript from multiple angles on a much shorter loop than a 

traditional process would allow.

This is also a living document. Some specifics will age with the tools and the market. The 

principles and frameworks are meant to last longer than any single model cycle.



If you find an error, a hallucination, or a strategy that does not work for you, let me know.

Brenn Hill Written by a human, edited, reorganized, reviewed, organized again, partly researched, 

edited again, and so on, using AI. Verified by a human.
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This appendix defines the metrics for each vertex 

of the Verification Triangle.

The goal here is narrow:

• what each metric is

• what it measures

• how to measure it

• what research or public practice it is grounded in

This appendix intentionally does not cover rollout sequence, meeting cadence, ownership, 

or operating rhythm.

ONE SHARED DEFINITION

Accepted change means a change that survived review, passed evaluation, reached 

production, and stayed there without rollback or incident inside the team’s defined 

observation window.

Several metrics below use accepted change as the denominator because merged PR 

overstates successful delivery.



Size normalization: each PR counts as max(1, ceil(lines_changed / 500)) normalized 

changes. A 50-line fix is 1 change. A 1,500-line PR is 3 changes. The 500-line unit sits just 

above the 400-line threshold where review effectiveness collapses (SmartBear/Cisco), so a 

405-line PR is not penalized as two changes. Without normalization, teams that merge 

large PRs appear more cost-efficient per change than teams that split work into reviewable 

units.

RESEARCH FOOTING

Not every metric below has the same status.

• Established: long-standing software quality or delivery metrics with strong prior use

• Adapted: established metric logic, adjusted for AI-assisted delivery

• Synthesized: practical management metric derived from adjacent research and current 

public engineering practice

That distinction matters. The appendix is strongest when it is explicit about which metrics 

are inherited from established literature and which are useful new management constructs.



Scope

Permissions Human Review

Identity

I/O Controls

CredentialsNetwork

Sandbox

Exit Conditions

Intent Clarity
spec coverage

rework rate by spec status

spec exemption rate

Eval Quality
defect escape rate

change fail rate · deployment rework rate

machine catch rate · reviewer-minutes per accepted change

Cost
cost per accepted change

lead time to accepted change

review, rework, model, and infra cost share

Are we building the right things?

Are they working? What does it cost?

Each vertex is a metric family, not a single KPI.

Figure 13.0 — Verification Triangle with metric families at each vertex: intent clarity, eval 
quality, and cost

VERTEX 1: INTENT CLARITY

Intent clarity answers a single question:

Are we building the right thing, with intent explicit enough to reduce downstream 

waste?

Spec coverage

Type Synthesized

Formula merged_changes_with_valid_spec / 
total_merged_changes

What it tells you Whether shipped work was guided by an explicit spec



How to measure For each merged change, verify whether it has a valid 
linked spec or approved design artifact at merge time

Source basis Requirements-quality research supports explicit 
requirements as quality input; the exact ratio is an 
operational metric. Basis: Montgomery et al.; Albayrak et 
al.

Rework rate by spec status

Type Synthesized

Formula reworked_specd_changes / total_specd_changes and 
reworked_unspecd_changes / total_unspecd_changes

What it tells you Whether specs actually reduce waste and instability

How to measure Split merged changes into spec-linked and no-spec, then 
count reverts, hotfixes, follow-up bugfixes, or incident-
linked corrections inside a fixed window, usually 14 days

Source basis Grounded in requirements-quality and ambiguity 
research plus CodeScout's finding that better problem 
specification improves agent outcomes. Basis: 
Montgomery et al.; Albayrak et al.; Suri et al.

Spec exemption rate

Type Synthesized

Formula approved_no_spec_exemptions / 
changes_that_should_have_required_specs

What it tells you Whether the spec discipline is being bypassed

How to measure Track approved exemptions separately from ordinary no-
spec changes; do not mix policy bypass with normal 
coverage

Source basis Operational control metric; no strong canonical research 
metric, but useful to prevent gaming the process

Measurement notes

• A change counts as spec-linked only if the link resolves to a real spec or approved 

design artifact.



• Spec: none, empty fields, broken links, and placeholder links count as no-spec.

• The rework window must stay fixed. Fourteen days is common because it catches 

immediate quality failures without mixing in unrelated later work.

• Bucket by change size when comparing spec’d vs unspec’d. Without this, the 

comparison is confounded by complexity — small tasks naturally rework less 

regardless of spec status. Use lines changed (gh pr view --json additions,deletions) 

to bucket PRs into small (under 100 lines), medium (100-500), and large (over 500), 

then compare rework rates within each bucket. The spec signal is strongest in medium 

and large changes, where ambiguity has room to compound. If specs only help in the 

global comparison but not within size buckets, the apparent benefit is just task-

difficulty selection bias.

VERTEX 2: EVAL QUALITY

Eval quality answers a single question:

Are defects being caught early enough, and are machines absorbing enough of the 

verification load?

Defect escape rate

Type Established

Formula production_defects / (production_defects + 
pre_production_defects)

What it tells you What share of discovered defects escaped into 
production

How to measure Use defect records with found_in=preprod or prod; 
count each defect once, using first-finder wins

Source basis Established software-quality descendant of defect 
removal efficiency. Basis: Jones

Change fail rate

Type Established

Formula failed_deployments / total_deployments

What it tells you How often deployments create production failure 
requiring intervention



How to measure Link deployments to incidents, rollbacks, hotfixes, or 
customer-visible degradation using a stable failure 
definition

Source basis DORA core metric. Basis: DORA metrics guide

Deployment rework rate

Type Established

Formula deployments_requiring_correction / total_deployments

What it tells you How much shipped work required follow-up corrective 
work

How to measure Count reverts, roll-forwards, hotfix deployments, or 
equivalent corrective releases inside the team's 
observation window

Source basis DORA added this to make rework first-class rather than 
implicit. Basis: DORA history guide; DORA metrics guide

Machine catch rate

Type Adapted

Formula changes_passed_gates_and_review_and_survived / 
total_changes

What it tells you What percentage of changes your automated 
pipeline gets right without any human intervention

How to measure Count changes that (1) passed all CI gates, (2) were 
not modified during human review, and (3) survived 
14 days in production without rollback. Divide by 
total changes in the period.

Complement metrics Human save rate = changes modified by reviewers 
before merge / total. Escape rate = changes that 
passed everything but were rolled back / total. All 
three rates sum to 100%.

Source basis Adapted from decomposed reliability measurement. 
Uses the same 14-day observation window as the 
rework detector. Basis: Measuring Agents in 
Production; Towards a Science of AI Agent Reliability



Reviewer-minutes per accepted change

Type Adapted

Formula total_reviewer_minutes / accepted_changes

What it tells you Whether human verification load is scaling or being 
overwhelmed

How to measure Pull review timestamps or estimate reviewer time per 
accepted change using code-review system data

Source basis Operationally important in public Anthropic and OpenAI 
write-ups about review bottlenecks, but not yet a 
canonical industry benchmark. Basis: Anthropic Code 
Review; Anthropic work-at-Anthropic; OpenAI Codex; 
OpenAI Harness Engineering

Review cycle count

Type Adapted

Formula review_rounds_before_merge

What it tells you How much pre-merge friction each change creates

How to measure Count distinct review rounds per PR from GitHub API (gh 
pr view --json reviews). A round is a review submission 
(approved, changes requested, or commented). Multiple 
reviews in the same round count once.

Source basis Standard code review metric. In AI-assisted delivery, 
review cycle count is the clearest signal of intent clarity: 
well-specced changes pass review in fewer rounds 
because the intent is unambiguous. Basis: SmartBear/
Cisco code review study; Graphite PR analysis

Time-to-merge

Type Adapted

Formula merged_at - created_at

What it tells you How long changes spend in the verification pipeline 
before acceptance



How to measure Pull PR creation and merge timestamps from GitHub API 
(gh pr view --json createdAt,mergedAt). Report as 
median per period, not mean, to avoid skew from long-
lived PRs.

Source basis Derived from DORA lead time. Distinct from lead time to 
accepted change because it measures only the review-
and-merge phase, not the full spec-to-production cycle. 
Shorter time-to-merge with stable escape rate means the 
pipeline is getting more efficient. Shorter time-to-merge 
with rising escape rate means the pipeline is getting 
sloppy. Always read alongside defect escape rate. Basis: 
DORA metrics guide; Graphite PR analysis

Measurement notes

• Pre-production defects include defects first found in CI, automated gates, staging, or 

human review.

• Production defects include incident-linked bugs, customer-reported correctness 

failures, and hotfix-worthy bugs discovered after release.

• Style comments, formatting nits, flaky CI timeouts, and duplicate findings should not 

count as defects.

• Review cycle count and time-to-merge are available from the GitHub API with zero 

custom instrumentation. They are the lowest-cost eval quality signals to adopt.

VERTEX 3: COST

Cost answers a single question:

How much does each trusted change actually cost to deliver?

Cost per accepted change

Type Synthesized

Formula (model_cost + infra_cost + engineering_cost + 
review_cost + rework_cost) / accepted_changes

What it tells you The full unit cost of trusted delivery

How to measure Combine model/API spend, infra/orchestration spend, 
human engineering time (discussion, whiteboarding, 



spec writing, prompting, context preparation), human 
review cost, and rework cost over the reporting window, 
then divide by accepted changes

Source basis Not a standard industry metric today; it is a management 
synthesis designed to connect engineering effort to 
business outcomes

Lead time to accepted change

Type Adapted

Formula time_from_work_start_to_accepted_change

What it tells you Whether trusted delivery is getting faster, not just 
cheaper

How to measure Use issue start, branch start, or first commit as the start 
point; end when the change is in production and survives 
the observation window

Source basis Derived from DORA lead time logic, but uses accepted 
change rather than deployment or merge as the end 
state. Basis: DORA metrics guide

Review cost per accepted change

Type Synthesized

Formula reviewer_minutes_per_accepted_change * 
fully_burdened_reviewer_rate

What it tells you The direct labor cost of human verification

How to measure Multiply reviewer-minutes per accepted change by the 
team's burdened reviewer cost

Source basis Practical cost breakout, not a research-standard metric; 
useful because review often becomes the hidden cost 
center

Rework cost share

Type Synthesized



Formula rework_cost / total_delivery_cost

What it tells you How much of delivery cost is waste rather than forward 
progress

How to measure Estimate rework hours and related cost, then divide by 
total delivery cost for the same period

Source basis Derived from rework and delivery-cost decomposition 
rather than a standard benchmark

Model/tool cost share

Type Synthesized

Formula (model_cost + tool_cost) / total_delivery_cost

What it tells you Whether visible AI spend is a small or large part of actual 
delivery cost

How to measure Use billing data for model/tool spend and divide by total 
delivery cost

Source basis Useful because model cost is usually the easiest cost to 
see and the easiest to overemphasize

Infra/orchestration cost share

Type Synthesized

Formula infra_and_orchestration_cost / total_delivery_cost

What it tells you How much hidden agent infrastructure costs relative to 
the rest of delivery

How to measure Include compute, retrieval, orchestration, queueing, 
tracing, and other support costs where possible

Source basis Operational cost metric; useful because AI workflow cost 
is rarely just API spend

Measurement notes

• Review cost and rework cost can begin as shadow estimates. Directional honesty 

matters more than false precision.

• If accepted-change measurement is not yet mature, use a clearly labeled proxy such as 

merged-to-main without revert within 14 days.



• Cost metrics are weakest when they are reported without quality metrics. Cost gets 

more useful when read next to spec and eval metrics.

• Cost per accepted change is size-dependent. Specs add overhead to small changes 

(writing a spec for a 30-line fix costs more than the fix) but dramatically reduce 

friction on large ones (a 500-line unspec’d change may take 5 review rounds and 48 

hours to merge; the same change with a spec takes 2 rounds and 8 hours). Report cost 

per accepted change bucketed by PR size to see where specs pay for themselves and 

where they are overhead. This prevents a misleading global average that hides the size-

dependent ROI.

SOURCE BASIS

These metrics are grounded in the following source families:

Established delivery and quality metrics

• DORA, DORA's software delivery performance metrics

• DORA, A history of DORA's software delivery metrics

• Capers Jones, Software Defect Removal Efficiency

Requirements quality and ambiguity

• Montgomery et al., Empirical research on requirements quality: a systematic mapping 

study

• Albayrak et al., Incomplete software requirements and assumptions made by software 

engineers

• Suri et al., CodeScout: Contextual Problem Statement Enhancement for Software 

Agents

AI-agent reliability and production measurement

• Measuring Agents in Production

• Towards a Science of AI Agent Reliability

Public engineering practice from leading labs

• Anthropic, Code Review

• Anthropic, How AI is transforming work at Anthropic

• OpenAI, Codex is now generally available

• OpenAI, Harness Engineering: Leveraging Codex in an Agent-First World

The strongest interpretation is:



• use established metrics as anchors

• use adapted metrics to make the anchor metrics AI-relevant

• use synthesized metrics to make the system operational for leadership
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Spec-First 

Tooling

Spec-first development is the foundation of the 

Verification Triangle. Before AI generates a single 

line of code, the intent must exist in a form that 

can be verified. These tools help teams write specs 

before AI generates code, creating the artifact 

that makes verification possible.

The descriptions below are based on public product docs and repositories as of March 

2026. Volatile adoption counts are avoided unless an official source publishes them directly.

GitHub Spec Kit
GitHub's Spec Kit is an MIT-licensed template and CLI system built around a phased 

workflow: specify, plan, tasks, and implement. The repository includes templates and 

instructions for multiple agent environments, including GitHub Copilot, Claude Code, and 

Cursor, so the same spec artifacts can be reused across tools.

URL: https://github.com/github/spec-kit Open source: Yes (MIT) Start here: uvx --from 
git+https://github.com/github/spec-kit.git specify init <project-name>

Amazon Kiro
Kiro is an agentic IDE from Amazon that makes spec-driven development a first-class 

workflow. Its public docs describe a three-artifact flow: requirements, design, and tasks. 

https://github.com/github/spec-kit


The resulting spec artifacts live in the repository alongside the code, giving future 

developers and AI agents a durable record of intent.

URL: https://kiro.dev Open source: No (proprietary, free preview) Start here: Download 

Kiro, open a project, and start with a new spec-driven feature request using the 

requirements, design, and tasks flow.

Tessl
Tessl positions itself as an agent-enablement platform built around a Spec Registry. Rather 

than requiring teams to write every specification from scratch, Tessl lets them author, 

reuse, and compose specifications that can then be fed into agent workflows as guardrails.

URL: https://tessl.io Open source: No (commercial) Start here: Sign up for the Tessl beta 

and browse the Spec Registry for specs matching your stack before writing your first 

custom specification.

OpenSpec
OpenSpec is a lightweight open-source framework for adding a machine-readable spec layer 

to an existing codebase without a full workflow overhaul. The project defines a minimal 

schema for capturing intent, constraints, and acceptance criteria in a format that AI agents 

and CI gates can both consume.

URL: https://github.com/Fission-AI/OpenSpec Open source: Yes (MIT) Start here: npm 

install -g openspec && openspec init in any existing project directory.

Augment Code Intent
Intent is Augment Code's spec-centered multi-agent workspace. Augment's public material 

describes a coordinator-style planner, specialist implementors, and a verifier-style review 

loop, with the original intent artifact staying central through decomposition, 

implementation, and review.

URL: https://www.augmentcode.com/product/intent Open source: No (commercial) 

Start here: Connect Intent to an existing repository and submit a natural-language spec for 

a well-understood feature to observe how the planner and verifier workflow handles it.

https://kiro.dev
https://tessl.io
https://github.com/Fission-AI/OpenSpec
https://www.augmentcode.com/product/intent


adr-tools
The original bash CLI for Architectural Decision Records, adr-tools by Nat Pryce helped 

popularize the ADR workflow that many later tools adopted. It generates numbered 

Markdown files following the Nygard template and maintains an index. Lightweight 

enough to add to any repository in minutes, it remains a simple option for teams that want 

ADRs without a heavier platform.

URL: https://github.com/npryce/adr-tools Open source: Yes (MIT) Start here: brew 
install adr-tools && adr init docs/decisions

Backstage ADR Integrations
Backstage documents architecture-decision patterns and has community ADR plugins that 

let teams surface decision records inside the same portal they use for service catalogs, 

runbooks, and API docs. For organizations already running Backstage, that can eliminate 

the need for a separate ADR destination even if the exact plugin choice varies by 

deployment.

URL: https://backstage.io/docs/architecture-decisions/ Open source: Yes (Apache 2.0) 

Start here: Review the Backstage architecture-decision docs, then choose a maintained 

ADR plugin that matches your Backstage deployment model.

FURTHER READING

• Martin Fowler / ThoughtWorks: "Understanding Spec-Driven-Development: Kiro, 

spec-kit, and Tessl"

https://martinfowler.com/articles/exploring-gen-ai/sdd-3-tools.html

• ThoughtWorks: "Spec-driven development: Unpacking one of 2025's key new AI-

assisted engineering practices"

https://www.thoughtworks.com/en-us/insights/blog/agile-engineering-practices/spec-

driven-development-unpacking-2025-new-engineering-practices

https://github.com/npryce/adr-tools
https://backstage.io/docs/architecture-decisions/
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Verification 

Gate Tooling by 

Tier

The Quality Gates chapter defines five tiers of 

verification, ordered by deployment cost and 

feedback speed. This appendix maps specific tools 

to each tier so teams can make concrete adoption 

decisions. Tier 0 takes an afternoon; Tier 4 is an 

ongoing investment.

Descriptions are based on public product docs and repositories as of March 2026. Volatile 

feature counts are intentionally minimized unless the vendor or project publishes them 

directly.

TIER 0 — STATIC ANALYSIS

Deploy this week. Zero runtime cost. Catches entire categories of bugs and security issues 

before code reaches review.

Linters
Every language has its own linters for code style and correctness. These are representative, 

not exhaustive. The important thing is that linting runs automatically in CI, not which 

specific tool you pick.



Tool What it does Open Source URL

ESLint JS/TS linter with 
pluggable rule sets

Yes (MIT) https://eslint.org

Prettier Opinionated code 
formatter; eliminates 
style debates

Yes (MIT) https://prettier.io

Ruff Python linter and 
formatter built for 
speed

Yes (MIT) https://github.com/
astral-sh/ruff

mypy Python static type 
checker

Yes (MIT) https://mypy-lang.org

Code Quality and Security Scanning
These tools analyze code for deeper issues: vulnerabilities, code smells, duplication, and 

dependency risks. They complement linters by catching problems that style rules miss.

Tool What it does Open Source URL

SonarQube Multi-language 
code quality and 
security analysis; 
tracks technical 
debt over time

Partial 
(Community 
Edition is 
LGPL-3.0)

https://www.
sonarsource.com/
products/
sonarqube

Snyk Dependency 
vulnerability 
scanning and 
license 
compliance; 
integrates with CI 
and IDEs

Partial (free tier 
available)

https://snyk.io

Codacy Automated code 
review covering 
security, 
duplication, 
complexity, and 
style

Partial (free for 
open source)

https://www.
codacy.com

Duplication Detection
AI-generated code duplicates at 8x the rate of human code (GitClear, 2025). General code 

quality platforms flag duplication, but dedicated tools catch it faster and enforce hard 

thresholds in CI.



Tool What it does Open Source URL

jscpd Language-agnostic 
copy-paste 
detector; supports 
150+ languages, 
configurable 
thresholds, CI 
integration

Yes (MIT) https://github.com/
kucherenko/jscpd

PMD CPD Copy-paste detector 
for JVM languages, 
C, C++, Go, Python, 
and others; part of 
the PMD static 
analysis suite

Yes (BSD) https://pmd.github.
io/latest/pmd_
userdocs_cpd.html

Simian Commercial 
similarity analyzer 
with high precision; 
supports most major 
languages

No (commercial) https://www.
harukizaemon.com/
simian

Secret Detection

Tool What it does Open Source URL

GitGuardian 
(ggshield)

Secret detection 
with hundreds of 
supported 
detector types

Partial (OSS CLI 
+ commercial 
backend)

https://github.
com/
GitGuardian/
ggshield

TruffleHog Secret scanner 
with active 
verification 
against live 
services

Yes (AGPL-3.0) https://github.
com/trufflesecuri
ty/trufflehog

detect-secrets Minimalist secret 
scanner from 
Yelp; low-noise, 
baseline-driven

Yes (Apache 2.0) https://github.
com/Yelp/
detect-secrets

Dependency Verification
AI-generated code hallucates package names roughly 20% of the time (arXiv 2406.10279). 

Attackers register those names and wait. Dependency verification catches hallucinated, 

typosquatted, and non-canonical packages before they are installed.



Tool What it does Open Source URL

sloppy-joe Three-layer check: 
existence (8 
registries), 
typosquat similarity, 
canonical 
enforcement with 
team allowlist. 
Single Rust binary. 
Config never read 
from repo.

Yes (Apache 2.0) https://github.com/
brennhill/sloppy-joe

Socket Supply chain 
protection for npm, 
PyPI, Go, Maven, 
NuGet. Behavioral 
analysis of package 
source code.

No (commercial) https://socket.dev

GuardDog Malicious package 
detection for PyPI, 
npm, Go, Ruby. 
Semgrep + YARA 
rules.

Yes (Apache 2.0) https://github.com/
DataDog/guarddog

Orchestration

Tool What it does Open Source URL

pre-commit Multi-hook 
orchestration 
framework; runs all 
Tier 0 checks on 
commit

Yes (MIT) https://pre-commit.
com

TIER 1 — CONTRACT GATES

Deploy this month. Prevents breaking changes from reaching consumers. Essential for any 

system with more than one service or more than one team.

Tool What it does Open Source URL

Pact Consumer-
driven contract 
testing; 

Yes (MIT) https://pact.io



Tool What it does Open Source URL

consumers 
define 
expectations

PactFlow SaaS broker for 
Pact + bi-
directional 
contract testing 
against existing 
API specs

No (commercial) https://pactflow.
io

oasdiff OpenAPI diff 
and breaking 
change 
detection

Yes (Apache 2.0) https://github.
com/Tufin/
oasdiff

Optic OpenAPI linting 
and governance 
with CI diffs

Partial https://useoptic.
com

GraphQL 
Inspector

Schema diffing, 
validation, and 
coverage 
analysis

Yes (MIT) https://graphql-
inspector.com

Apollo GraphOS 
Schema Checks

Schema 
validation 
against real 
operation traffic 
from production

No (commercial) https://www.
apollographql.
com/docs/
graphos/
delivery/
schema-checks

GraphQL Hive Open-source 
schema registry 
with usage 
analytics and 
breaking change 
alerts

Yes (MIT) https://the-guild.
dev/graphql/
hive

TIER 2 — INVARIANT GATES

Deploy this quarter. Tests properties that must hold for all inputs, not just the inputs you 

thought to write test cases for.



Tool What it does Open Source URL

Hypothesis Property-based 
testing for Python; 
generates inputs that 
break your 
assumptions

Yes (MPL-2.0) https://hypothesis.
works

fast-check Property-based 
testing for JS/TS; 
integrates with Jest, 
Vitest, Mocha

Yes (MIT) https://fast-check.
dev

Temporal Durable execution 
engine with 
deterministic replay; 
verifies workflow 
invariants survive 
failures

Yes (MIT) https://temporal.io

TLA+ Formal specification 
language for 
concurrent system 
invariants; used by 
AWS, Microsoft

Yes https://lamport.
azurewebsites.net/
tla/tla.html

TIER 3 — POLICY GATES

Deploy this quarter. Encodes organizational rules — security, compliance, cost, naming — 

as executable code that runs in CI.

Tool What it does Open Source URL

OPA (Open 
Policy Agent)

CNCF-
graduated 
general-purpose 
policy engine 
using the Rego 
language

Yes (Apache 2.0) https://www.ope
npolicyagent.
org

Semgrep Static analysis 
with custom 
rules and AI-
powered rule 
generation

Partial (OSS 
core)

https://semgrep.
dev



Tool What it does Open Source URL

Tencent AI-Infra-
Guard

Security scanner 
for AI 
infrastructure, 
model assets, 
and deployment 
configs

Yes (Apache 2.0) https://github.
com/Tencent/AI-
Infra-Guard

HashiCorp 
Sentinel

Policy-as-code 
framework 
embedded in 
Terraform 
Cloud/
Enterprise

No (commercial) https://www.
hashicorp.com/
sentinel

Conftest Runs OPA Rego 
policies against 
configuration 
files 
(Kubernetes, 
Terraform, 
Dockerfile)

Yes (Apache 2.0) https://www.
conftest.dev

TIER 4 — BEHAVIORAL GATES

Deploy over time. Measures whether the system does what users need, not just whether it 

compiles and passes unit tests. Highest ROI for AI-generated features and LLM-powered 

systems.

Tool What it does Open Source URL

Braintrust LLM evaluation 
platform with 
experiment 
tracking, tracing, 
and scorer 
pipelines

No (commercial) https://www.
braintrust.dev

LangSmith LLM tracing, 
debugging, and 
evaluation in the 
LangChain 
ecosystem

No (commercial) https://smith.
langchain.com



Tool What it does Open Source URL

Arize Phoenix Source-available 
LLM observability 
with traces, evals, 
and playground 
tooling

Source-available 
(Elastic License 
2.0)

https://phoenix.
arize.com

promptfoo LLM eval and red-
teaming 
framework. YAML-
configured test 
suites, 50+ 
vulnerability 
types (prompt 
injection, 
jailbreaks, data 
leaks), CI/CD 
integration. Also 
tests RAG, agents, 
and guardrails.

Yes (MIT) https://
promptfoo.dev

DeepEval Open-source 
Pytest-style 
framework for 
LLM output 
evaluation

Yes (MIT) https://github.
com/confident-ai/
deepeval

RAGAS Evaluation 
framework 
specifically for 
RAG pipelines

Yes (Apache 2.0) https://ragas.io

Argo Rollouts Kubernetes 
canary and blue/
green 
deployments with 
analysis gates

Yes (Apache 2.0) https://argo-
rollouts.
readthedocs.io

Flagger Kubernetes 
progressive 
delivery with KPI-
based automatic 
promote/rollback

Yes (Apache 2.0) https://flagger.
app

LaunchDarkly Feature flags with 
AI output A/B 
testing and 
gradual rollout 
controls

No (commercial) https://
launchdarkly.com



Tool What it does Open Source URL

Grafana k6 Performance and 
regression testing 
in CI; integrates 
with Grafana 
dashboards

Yes (AGPL-3.0) https://k6.io
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Practical Gate 

Implementation

The Quality Gates chapter defines five tiers. The 

Gate Tooling appendix lists specific tools. This 

appendix covers the part in between: how to 

actually implement each tier if you are a normal 

engineering team without a research lab or a 

dedicated platform team.

The companion repository at github.com/brennhill/the-delivery-gap-book contains 

runnable scripts for several recommendations in this appendix, including a delivery metrics 

calculator, a cost-per-accepted-change tool, and a multi-pass AI code review script.

TIER 0 — STATIC ANALYSIS

Static analysis is the highest-leverage, lowest-effort gate. The goal is to catch entire 

categories of problems before any human sees the code. Everything in this tier runs in CI 

and blocks the PR on failure.

PR size limits
Enforce a maximum PR size in CI before anything else. The SmartBear/Cisco study (2,500 

reviews, 3.2 million lines of code) found that reviewers detect 70-90% of defects at 

200-400 lines, but detection rates collapse beyond 400 lines. PRs over 1,000 lines show 

70% lower defect detection. After 60 minutes of continuous review, effectiveness drops 

sharply regardless of reviewer skill. Set a hard limit at 400 lines. Reject anything larger and 



require it to be split — if AI generated it, AI should split it. A 1,200-line PR is not a review. 

It is a rubber stamp waiting to happen.

Linter categories
Most teams start with a code style linter and stop there. Tier 0 requires several categories 

of linting, each catching a different failure class:

Code style and formatting. ESLint, Prettier, Ruff, gofmt, rustfmt, or equivalent. 

Eliminates style debates and catches basic syntax issues. The specific tool matters less than 

the fact that it runs on every PR and blocks on failure.

Type checking. TypeScript strict mode, mypy, pyright, or equivalent. Catches type errors 

that AI-generated code introduces confidently and silently. AI models produce plausible-

looking code that often has subtle type mismatches.

Dead code analysis. Tools like vulture (Python), ts-prune (TypeScript), or built-in 

compiler warnings. AI-generated code frequently leaves behind unused imports, 

unreachable branches, and orphaned functions. Dead code is not just clutter — it is surface 

area for confusion in future AI sessions.

Security linting. Language-specific security scanners: gosec (Go), Bandit (Python), 

Brakeman (Ruby), ESLint security plugins (JavaScript). These catch common vulnerability 

patterns — hardcoded credentials, SQL injection, path traversal — at the syntax level.

Semgrep. Deserves its own category. Semgrep runs custom and community rules across 

any language. Start with the p/default and p/security-audit rulesets. These cover OWASP 

patterns out of the box. You can add custom rules later for your domain-specific patterns.

Duplication detection. AI-generated code duplicates at 8x the rate of human-written code 

(GitClear, 2025). General code quality platforms flag duplication, but dedicated tools like 

jscpd (150+ languages, MIT) or PMD CPD (JVM, C, Go, Python) catch it faster and enforce 

hard thresholds in CI. Set a maximum duplication percentage per PR and block on 

violation. This is not optional — without it, AI tools will generate near-identical blocks 

across your codebase instead of extracting shared logic.

Code quality platforms. SonarCloud, Codacy, or Snyk Code. These are SaaS tools that 

connect to your repository and scan every PR for code smells, complexity, duplication, and 

security vulnerabilities. They provide trend dashboards — useful for answering “is our code 

quality improving or degrading over time?” Connect your repo; they start scanning. Most 

offer free tiers for open source or small teams.

Dependency verification. AI-generated code hallucates package names roughly 20% of the 

time. Tools like sloppy-joe verify that every dependency actually exists on its registry, flag 

names suspiciously close to popular packages (typosquatting), and enforce your team’s 

canonical package choices. Run in CI before npm install or pip install — not after.



Secret detection. TruffleHog, detect-secrets, or GitGuardian. Catches credentials, API 

keys, and tokens before they reach the repository. This is a separate category from security 

linting because the detection patterns are different — regex and entropy-based, not syntax-

based.

When the linter finds 500 issues on day one
If you are adding static analysis to an existing codebase, you will get a wall of failures. Do 

not try to fix them all before enabling the gate. Instead:

1. Run the linter once and record the current baseline.

2. Configure the gate to block only on new issues introduced in a PR, not existing ones.

3. Fix existing issues incrementally, one category at a time, as part of normal work.

Most tools support this baseline approach natively. SonarCloud calls it "new code period." 

Semgrep supports --baseline-commit. The goal is to stop the bleeding first and clean up the 

wound later.

TIER 1 — CONTRACT GATES

Contract gates verify that interfaces between services behave as documented. The most 

common implementation is API snapshot testing.

API snapshot approach
If you have OpenAPI specs, use oasdiff or Optic to diff the spec against the implementation 

on every PR. Any breaking change — renamed field, changed type, removed endpoint — 

fails the build.

If you do not have OpenAPI specs, start by recording production responses. Tools like Pact, 

Dredd, or simple snapshot scripts can capture the shape of your API responses (field 

names, types, structure) and store them as contract files. Future PRs are validated against 

these snapshots. Any drift is flagged.

For GraphQL, GraphQL Inspector or Apollo GraphOS Schema Checks serve the same 

purpose.

The details of setting up contract testing are well-documented online and somewhat 

specific to your stack. The key principle for this book: a contract check must exist, it must 

run in CI, and it must block. The specific tool matters less than the enforcement.

What to do when the spec is wrong
Sometimes the contract check fails because the spec is outdated, not because the code is 

wrong. This is a healthy signal. Update the spec, get it reviewed, and merge. The gate 



forced you to make the contract change explicit rather than silent. That is the gate working, 

not the gate being annoying.

TIER 2 — INVARIANT GATES

Invariant gates verify properties that must hold for all inputs, not just the inputs you wrote 

test cases for.

The Quality Gates chapter provides the core method: ask three questions about any feature. 

What must never happen twice? What must always be true after this operation completes? 

What breaks if operations run out of order? The answers define your invariant tests.

Implementation
Property-based testing frameworks generate random inputs and verify that invariants hold 

across all of them. Hypothesis (Python) and fast-check (JavaScript/TypeScript) are the most 

mature. A property-based test for an idempotency invariant might look like: "for any valid 

order, calling the checkout endpoint twice produces exactly one charge." The framework 

generates hundreds of random orders and verifies the property holds for each.

For teams not ready for property-based testing, standard integration tests that explicitly 

assert invariants are a practical starting point. The difference between a regular test and an 

invariant test is intent: a regular test checks "does this return the right value for this input." 

An invariant test checks "does this property hold for every input, including the ones I did 

not think of."

Add invariant tests to your CI pipeline the same way you add unit tests. They run on every 

PR. They block on failure. The specific framework matters less than the discipline of 

identifying and testing the properties that must never break.

TIER 3 — POLICY GATES

Policy gates encode organizational rules as executable code. Security policies, compliance 

requirements, permission boundaries — these are not suggestions. They are constraints 

that must be enforced automatically.

Agent sandboxing is non-negotiable
For any truly agentic workflow — where an AI agent executes code, calls APIs, or modifies 

files — sandboxing is not optional. It is the minimum viable safety measure. The OpenAI 

misalignment monitoring data from the Breakdowns chapter showed that agents routinely 

treat security controls as obstacles to solve. They extract credentials, bypass content 



scanning, and evade controls through string manipulation. They do this not out of malice 

but because they do not distinguish between "solve the coding problem" and "solve the 

security problem that is in the way."

NVIDIA OpenShell is the strongest open-source option for hardened agent sandboxing. It 

implements default-deny on filesystem, network, process, and inference. Permissions are 

added via declarative YAML policies — the agent starts with nothing and earns access one 

policy at a time. Kernel-level enforcement via Landlock, Seccomp, and OPA/Rego means 

the agent cannot bypass the constraints programmatically.

Docker is the minimum. Run agents in containers with no host mount, no outbound 

network except allowlisted endpoints, and no environment variable passthrough. This is 

not hardened — a determined agent can potentially escape a standard container — but it 

bounds the blast radius significantly compared to running on the host machine.

gVisor sits between Docker and OpenShell. It adds syscall filtering to container isolation, 

intercepting system calls before they reach the host kernel.

Firecracker microVMs provide the strongest isolation short of a separate physical 

machine. Used by AWS Lambda and Fly.io. Higher operational overhead, but the blast 

radius is bounded by hardware virtualization.

Pick the level that matches your risk tier. Risk Tier 1 code (documentation, test scaffolds) 

can run in Docker. Risk Tier 2 (customer-facing features) should run in gVisor or 

OpenShell. Risk Tier 3 (billing, auth, compliance) should not have autonomous agent 

access at all, but if it does, Firecracker or equivalent is the minimum.

Policy scanning in CI
Semgrep custom rules, OPA/Conftest for infrastructure configs, and dependency audit 

tools (npm audit, pip-audit, Snyk) catch policy violations before merge. CODEOWNERS 

files on risk Tier 3 directories force the right reviewers onto every change.

TIER 4 — BEHAVIORAL MONITORING

Behavioral monitoring catches problems that no static check, contract test, invariant, or 

policy gate can see. It detects anomalous patterns in what agents actually do, not what they 

were supposed to do.

This is the hardest tier to implement. The infrastructure to do this well outside a frontier 

AI lab is still limited, and honesty about that matters more than pretending otherwise.



What is available today
Tracing platforms. Langfuse (open source), Arize Phoenix (open source), and Langsmith 

(commercial) capture structured traces of every agent action: tool calls, file accesses, API 

requests, token usage, session duration. Setting up trace collection is the prerequisite for 

everything else in this tier.

Basic anomaly detection. Once you have structured logs, you can build simple baselines 

and alert on deviations. The approach:

1. Collect structured logs for your first 50-100 agent sessions.

2. Compute simple statistics: median file reads per session, median tool calls, median 

token usage, median session duration, p95 for each.

3. Set alert thresholds at 3x the p95 value. An agent that normally reads 5 files but 

suddenly reads 50 is worth investigating. A session that normally uses 10,000 tokens 

but spikes to 100,000 is worth investigating.

4. Track which tools the agent calls. Any tool call the agent has never made before in 

your baseline period is worth flagging.

5. Tune thresholds after the first month based on your false positive rate. If you are 

getting more than one alert per day that turns out to be nothing, widen the 

thresholds.

These are starting defaults, not research-grade detection. They will catch gross anomalies 

— credential extraction, runaway sessions, scope violations — but they will not catch 

subtle drift or sophisticated evasion.

LLM-as-judge sampling. Take 5-10% of agent sessions and send the full trace to a separate 

model with a review prompt: “Given this task description and this execution trace, did the 

agent stay within its documented scope? Did it access resources beyond what the task 

required? Did it do anything unexpected?” Flag anything the judge scores as suspicious for 

human review. Track the judge’s agreement rate with human reviewers over time to 

calibrate trust.

Spotify's Honk system uses this approach and vetoes approximately 25% of sessions. That 

veto rate is the system working — it means the judge is catching scope creep that 

deterministic checks miss.

What is not yet available
Production-grade behavioral baselining — the kind that detects a 2% quality drift over 

weeks or catches an agent whose behavior shifts gradually rather than suddenly — requires 

infrastructure that most organizations do not have. OpenAI built this for their internal 

agents using GPT-5.4 Thinking at maximum reasoning effort across tens of millions of 

interactions. That is not a realistic starting point for most teams.

The honest recommendation: start with trace collection and basic anomaly detection. Add 

LLM-as-judge sampling when your agent volume justifies it. Watch the tooling ecosystem 



— this is the tier where the gap between what frontier labs can do and what normal teams 

can do is largest, and it is closing fast.

The companion repository at github.com/brennhill/the-delivery-gap-book contains a 

step-by-step agent monitoring guide with worked code examples for trace setup, baseline 

computation, alert thresholds, and LLM-as-judge prompts. The guide is maintained as the 

tooling evolves — check there for the latest recommendations.

INSTRUMENTING THE METRICS

The Verification Triangle chapter and the Mandate chapter tell you to instrument four 

numbers: cost per accepted change, rework rate, reviewer-minutes per accepted change, 

and defect escape rate. This section covers the tools that collect them.

Engineering intelligence platforms
These platforms connect to your Git provider and CI system and compute delivery metrics 

automatically. They are the fastest path from "we have no data" to "we have a weekly 

scorecard."

Tool What it does Open Source URL

LinearB DORA metrics, 
cycle time, PR 
analytics, 
investment 
allocation. 
Connects to 
GitHub/GitLab/
Bitbucket

No (free tier 
available)

https://linearb.io

Sleuth DORA metrics, 
deploy tracking, 
change failure rate, 
custom metrics. Git 
+ CI + issue tracker 
integration

No (free tier 
available)

https://sleuth.io

Swarmia Engineering 
effectiveness 
metrics, investment 
balance, working 
agreements. 
GitHub/GitLab 
integration

No (commercial) https://swarmia.
com



Tool What it does Open Source URL

Haystack DORA metrics, 
sprint analytics, PR 
cycle time. GitHub/
GitLab/Jira 
integration

No (commercial) https://
usehaystack.io

Faros AI Engineering 
intelligence from 
50+ data sources. 
The source of the 
"98% more PRs, 
zero throughput 
gain" data cited in 
this book

No (community 
edition available)

https://faros.ai

If you do not want a platform
A spreadsheet and git history are sufficient to start. The Mandate chapter says this 

explicitly, and it is true.

Merged PR count. git log --merges --since="4 weeks ago" | wc -l or pull from your 

GitHub/GitLab API.

Rework rate. Ask your team each Friday: “Did anyone fix a recently shipped bug this 

week?” Count the fixes. Divide by total merged changes. This is manual and imprecise. It is 

also better than nothing, and it takes five minutes per week.

Reviewer-minutes per accepted change. Most code review platforms (GitHub, GitLab, 

Gerrit) record review timestamps. Pull the time between “review requested” and 

“approved” for each merged PR. Divide total review time by accepted changes. If your 

platform does not expose this, estimate: ask your senior engineers how many hours they 

spent reviewing this week.

Defect escape rate. Count production bugs from your issue tracker. Count pre-production 

bugs caught by CI, review, or staging. Divide production bugs by total bugs found. If you do 

not tag bugs by where they were found, start tagging them this week.

Cost per accepted change. The hardest to compute and the most valuable. Add up: 

model/API spend (from your vendor billing), infrastructure cost (from your cloud bill), 

human engineering time — discussion, whiteboarding, spec writing, prompting, context 

preparation (estimated hours × burdened rate), review time (from the reviewer-minutes 

metric above × burdened rate), and rework cost (estimated hours on fixes × burdened 

rate). Divide by accepted changes. The first calculation will be rough. That is fine. 

Directional honesty matters more than false precision.



THE WEEKLY SCORECARD TEMPLATE

The Mandate chapter requires a weekly review with a pre-read. This is the pre-read. One 

page, four numbers, one outlier, one control tweak.

Scorecard

Metric This week Last week 4-week trend Target

Cost per accepted 
change

$ $ ↑ ↓ → $

Rework rate % % ↑ ↓ → < %

Reviewer-minutes per 
accepted change

min min ↑ ↓ → < min

Defect escape rate % % ↑ ↓ → < %

Fill in the target column with your team's baseline from the first four weeks of 

measurement. The target is not aspirational — it is the number you are trying to hold or 

improve. If any metric moves more than 15% in the wrong direction for two consecutive 

weeks, that is the outlier for the meeting.

Outlier autopsy
Pick the single most interesting PR from the week — the one that was most expensive, 

most reworked, most surprising, or most instructive. Answer three questions:

1. What happened?

2. Which vertex of the triangle was weak? (Intent clarity, eval quality, or cost?)

3. What one control change would have caught it earlier?

Control tweak
Pick one change to make this week based on the scorecard and the outlier. One. Not three. 

Examples: "Add a contract check on the payments endpoint." "Require spec link on Tier 2 

PRs." "Set up secret detection in CI." Assign it to a named owner. Review whether it was 

done in next week's meeting.

Meeting format
Fifteen minutes. Three people: EM, tech lead, one rotating IC. Pre-read posted the day 

before.

• Minutes 0-5: review the scorecard.

• Minutes 5-10: autopsy the outlier.

• Minutes 10-15: pick one control tweak and assign an owner.



If the meeting consistently runs under fifteen minutes, you are doing it right. If it 

consistently runs over, you are trying to solve too many problems at once. Pick one.
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OWASP's 2026 Top 10 for Agentic Applications 

catalogs common failure and attack patterns in 

autonomous AI systems. This appendix maps the 

current OWASP risk names to the quality gate 

tiers in this book. The mapping is interpretive: 

OWASP defines the risks; the gate-tier alignment 

below is the author's.

# OWASP Risk What It Means Primary Gate 
Tier(s)

Primary 
Triangle 
Vertex

1 Agent Goal 
Hijack

The agent's 
objective is 
redirected by 
prompt 
injection or 
malicious 
instructions

Tier 1 (ground 
against a 
source of truth) 
+ Tier 3 
(permission 
boundaries)

Eval quality



# OWASP Risk What It Means Primary Gate 
Tier(s)

Primary 
Triangle 
Vertex

2 Tool Misuse The agent uses 
a tool in a 
harmful or 
unintended 
way

Tier 2 (hard 
invariants) + 
Tier 3 
(approval and 
sandbox rules)

Eval quality

3 Identity and 
Privilege Abuse

The agent or its 
tools have 
more access 
than the task 
requires

Tier 3 (least 
privilege, 
scoped 
credentials)

Eval quality

4 Agentic Supply 
Chain 
Vulnerabilities

A model, 
package, 
extension, or 
MCP/tool 
dependency is 
compromised

Tier 0 (scan 
early) + Tier 3 
(approved 
registries and 
trust 
boundaries)

Eval quality

5 Unexpected 
Code 
Execution

The agent 
executes code 
paths or 
commands the 
operator did 
not intend

Tier 2 
(forbidden 
actions as 
invariants) + 
Tier 3 (sandbox 
and approval)

Eval quality

6 Memory and 
Context 
Poisoning

The agent's 
memory or 
context is 
manipulated, 
causing safety 
or task drift

Tier 4 
(behavioral 
baselines and 
drift 
monitoring)

Eval quality

7 Insecure Inter-
Agent 
Communication

Agent-to-agent 
messages are 
unauthenticated, 
unverified, or 
unsafe to trust

Tier 3 (identity, 
provenance, 
encryption)

Eval quality

8 Cascading 
Failures

Multi-step or 
multi-agent 
systems 
amplify local 
failures into 
broader 
outages

Tier 2 
(containment 
invariants) + 
Tier 4 
(behavioral 
monitoring)

Eval quality + 
Cost



# OWASP Risk What It Means Primary Gate 
Tier(s)

Primary 
Triangle 
Vertex

9 Human-Agent 
Trust 
Exploitation

The system 
manipulates or 
over-leverages 
human trust

Tier 3 
(approval 
boundaries) + 
Tier 4 
(behavior and 
outcome 
monitoring)

Intent clarity + 
Eval quality

10 Rogue Agents An agent 
continues 
operating 
outside 
intended goals 
or controls

Tier 2 (kill-
switch 
invariants) + 
Tier 3 
(containment) 
+ Tier 4 
(behavioral 
detection)

Eval quality + 
Cost

COVERAGE BY TIER

No single gate tier covers the OWASP list. The tiers are cumulative because the risks are 

layered:

• Tier 0 is strongest on supply-chain and pre-execution scanning

• Tier 2 adds hard safety boundaries and failure containment

• Tier 3 is load-bearing for identity, privilege, tool use, and communication trust

• Tier 4 is necessary for drift, memory poisoning, cascading behavior, and human-trust 

failures that only become visible over time

In practice, Tier 3 appears in most rows because the OWASP 2026 list is heavily about trust 

boundaries: who the agent is, what it can touch, and what it is allowed to believe.

USING THIS TABLE

Run this mapping against your current gate infrastructure quarterly. For each OWASP risk, 

ask: do we have the corresponding gate tier in place, and is the affected Triangle vertex 

being measured? Any row where both answers are "no" is a risk finding.

The OWASP Top 10 for Agentic Applications is a living document. Review it as agent 

capabilities and attack surfaces evolve. The gate tiers are stable; the specific risks they need 

to catch will change.



Source: OWASP, "Top 10 for Agentic Applications for 2026." https://genai.owasp.org/

resource/owasp-top-10-for-agentic-applications-for-2026/
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You cannot govern what you cannot see. And 

right now, you cannot see.

You have dashboards. You have green CI checks. You have a policy document somewhere in 

Confluence. What you do not have is the instrumentation to know whether any of it is 

working. Every incident in this book shared that precondition. Not a missing rule. Missing 

visibility.

This chapter covers the control layer: the infrastructure that gives you real answers to seven 

questions every leader running AI-assisted systems must answer.

1. What is the system doing?

2. What is the system not doing?

3. What does it cost?

4. Is it starting to misbehave?

5. Is it achieving its objectives?

6. What is the ROI?

7. What is the risk, and how bad could it get?

You need observability and auditing first. Without them, the answers to every other 

question are guesses. Permissions come second, because no amount of visibility fixes an 

agent that already has the keys to your production database. Everything after that gets 

bolted on in order of urgency.

None of this is exotic. It is the same rigor you apply to any production system, extended to 

cover the new ways AI systems fail.



THE SEVEN-QUESTION FRAMEWORK

1. What Is the System Doing? (Observability)
Debugging without traces is collaborative fiction. When AI-assisted systems fail, they fail 

across a chain: prompt context, planner decisions, tool calls, retries, fallback logic. If you 

only log the final error, you are debugging a five-step failure from the last step alone.

For agents specifically, observability needs to capture reasoning, not just execution. Log 

three things at each decision point: which tool the agent selected and why, what 

alternatives it considered, and what its confidence level was. Final output can look polished 

while the decision path is broken.

What to capture for every AI request: one shared trace ID across services, span 

timestamps, operation type (model, tool, retrieval, policy, response), redacted inputs/

outputs, retry counts and exit conditions. Start with three log lines and a UUID on one 

function. That is Level 0. It costs hours and catches an entire class of failures you currently 

debug from Slack.

Cost warning: unbounded tracing at full payload fidelity can explode spend and expose 

sensitive data. Redact aggressively. Sample intentionally. Trace everything does not mean 

store everything raw.

Readiness test: was your last production incident diagnosed from a trace timeline or from 

a Slack thread? If it was a Slack thread, you do not have observability. You have logs with a 

trace ID field nobody is using.

2. Who Authorized It? (Auditing)
Observability tells you what happened. Auditing tells you who authorized it, which AI 

system did it, what context it had, and whether you can prove any of that to a regulator.

The operative audit question under the EU AI Act, under NIST AI RMF, under any serious 

compliance framework is not "was this AI-generated?" It is: which high-risk workflows used 

AI, what autonomy level was allowed, who approved it, what controls ran, and what 

evidence can you produce after the fact?

If a regulator asked you to demonstrate that your AI-assisted workflows ran with 

appropriate oversight last quarter, what would you actually show them? "We have a policy" 

is not evidence.

The governance chain that works: policy statement → technical control → evidence artifact 

→ owner. If you cannot trace a policy statement to a running control and a stored artifact, 

you have a wish, not a governance system.



3. What Permissions Does It Have?
The Cross-Examination chapter posed three questions for every agent: what can it do, who 

granted that access, when was it last reviewed? This section is about making those answers 

durable — not a one-time audit, but a running system.

The most common self-inflicted wound is over-privileged tooling. Teams grant broad rights 

because the agent "needs flexibility." That flexibility becomes attack surface. Start read-only. 

Escalate intentionally. Expire elevated permissions quickly.

Enforce access at three levels: schema validation (does the argument match the type?), 

semantic validation (is this a protected entity?), and policy validation (does this call require 

an approval token?). Human gates trigger on risk, not on every action. Gate everything and 

teams route around the system. Gate nothing and one failure becomes a company story.

Permission audit protocol: quarterly, for every agent workflow with production access. 

What does it have? Does it still need it? Who is the named owner? Permission expansion 

since last quarter that was not explicitly approved gets treated as an incident finding.

4. Is It Starting to Misbehave? (Evals and Drift 
Detection)
AI systems fail differently than deterministic code. They return plausible-looking output 

that may be wrong, incomplete, or degrading over time without an exception being thrown. 

The system looks healthy. It is not.

Contract evals check interface behavior. Invariant evals check business truth under 

stress. Policy evals check non-negotiable rules. You need all three.

A common misconception: "We pinned the model version, so behavior is stable." It is not. 

Providers change serving infrastructure, moderation layers, and routing without announced 

changes. Your eval suite is the only thing that catches provider-behavior drift. For most 

teams, nightly evaluation is the right default.

Drift detection: randomly sample N outputs per day and score against your eval criteria. A 

feature scoring 92% at launch can drift to 74% over six weeks without a single alert firing if 

you only monitor uptime and latency. Track your fallback trigger rate — if it doubles week 

over week, something changed.

Misbehavior detection: implement behavioral baselining. If an agent that usually reads 

five files suddenly tries to read /etc/shadow or your .env, trigger a security event 

immediately, even if the output looks clean.

5. What Does It Cost?
The metric that matters is cost per accepted change — the ratio introduced in the Cross-

Examination chapter. If you are still tracking token cost as your primary number, you are 

missing 40-60% of your actual delivery cost.



EDoS — Economic Denial of Service: every agent workflow needs a token ceiling. A hard 

limit that causes graceful exit rather than silent continuation. Without this, one malformed 

request can spend the monthly budget in an afternoon. An attacker can use indirect prompt 

injection to trigger an expensive recursive agent loop. The mitigation is a wallet ceiling per 

workflow and trace infrastructure that detects loops exceeding defined depth. This is a real 

attack surface, not a theoretical one, and most cost monitoring systems do not yet catch it 

at the workflow level.

Second-order costs scorecards miss: on-call fatigue (absolute incident count rises even 

when the rate looks stable), review exhaustion (senior engineers at 30%+ review time is 

not free), security queue growth that compounds with generation volume.

6. What Is the ROI?
ROI has two sides. Most organizations measure one. Four numbers together prevent the 

self-deception loop:

1. Cost per accepted change — is unit cost going up or down?

2. Lead time to accepted change — start to production?

3. Defect escape rate — what reaches users?

4. Rework rate — what gets reopened or reverted?

Value-side proxies: critical tickets resolved per week, time to ship customer-visible fixes, 

incident-free release rate, team capacity reclaimed for roadmap work.

Stop-go criteria (set in advance, not after bad numbers): pause if defect escape rate 

exceeds baseline by 30% for two consecutive weeks. Pause if rework rate exceeds baseline 

by 15% for two consecutive weeks. Review if token spend exceeds budget by 50%. Agree 

on these with Finance before you start.

7. What Is the Risk?
Risk is a tiered structure, not a feeling.

Tier 1: no sensitive data, no destructive actions, bounded blast radius. Documentation, test 

scaffolding, low-risk refactoring. Higher autonomy is fine.

Tier 2: customer-impacting behavior, shared service dependencies. API changes, UI logic, 

internal tooling. Require deterministic checks and human review.

Tier 3: sensitive data, financial impact, auth, compliance scope, production control-plane 

actions. Billing, auth systems, PII pipelines. Require two-person review, explicit approval 

tokens, documented rollback path.

Tier determines gate depth. Not team mood. Not deadline pressure. Not how confident the 

AI sounded.



THE COMPLIANCE TRANSLATOR

Major frameworks map directly to the delivery pipeline you already have or should have.

Requirement What It Maps To

NIST AI RMF MAP 5.1: Document 
likelihood and magnitude of impacts

Spec with blast radius and non-goals

NIST AI RMF GOVERN 4.1: 
Document and maintain AI risk 
decisions for accountability

Production traces

EU AI Act Art. 14: Human oversight 
for high-risk¹

Multi-agent review with human gate

EU AI Act Art. 15: Accuracy, 
robustness, cybersecurity

Deterministic invariant checks

"The model did it" is not a working defense. Duty stays with developers, deployers, and 

employers. You can automate execution. You cannot automate responsibility.

The emergency brake: every AI workflow needs a documented, tested human override 

path. Not theoretical. Tested quarterly. Who can halt all AI-assisted deployments, how long 

it takes, and what the fallback state is. Build yours before you need it.

THE GOVERNANCE DASHBOARD

Seven numbers. One table. Your weekly leadership view.

What You Need to 
Know

Metric Alert Threshold

What the system is 
doing

Trace coverage (% 
requests with full trace)

< 95%

What it is not doing Eval pass rate on 
nightly suite

Drop > 5 points week-
over-week

What it costs Cost per accepted 
change

Rising for 2 consecutive 
weeks

Is it misbehaving Behavioral anomalies 
flagged

Any ungated 
permission expansion



What You Need to 
Know

Metric Alert Threshold

Is it achieving 
objectives

Defect escape rate > baseline + 30% for 2 
weeks

ROI Cost per accepted 
change trend

Flat or rising vs. 
baseline

Risk Tier 3 actions without 
approval token

Any

Run this table in your Thursday review. Pre-read Wednesday. Thirty minutes. If any number 

is red, one person owns the investigation before next week. No exceptions.

If you cannot produce this table today, that is not a dashboard problem. It is an 

infrastructure gap. The incidents in this book are what that gap costs.

THE GAPS

Three areas where most organizations have the least maturity. One sentence each.

Behavioral baselining tooling is clear in concept but immature in off-the-shelf products 

— build the agent activity log now, even if analysis is manual. Inter-agent provenance 

across multiple services is solved at single boundaries but not across five-agent chains — if 

you run multi-agent workflows, this is your highest-risk unaddressed gap. EDoS 

protection at workflow level is not yet standard — if you have agents that recursively call 

other agents, you need workflow-level wallet ceilings before you need them.

These are not showstoppers. They are the three places most likely to surprise you.

The control layer is what separates organizations that govern AI from organizations that 

hope AI governs itself.

But governance infrastructure you cannot explain to a non-technical executive is 

governance infrastructure that does not get funded. The Conversation chapter is the 

translation layer: how to put everything in this book in front of your board with evidence 

they can evaluate and numbers they can act on.

Implementation details for each section — trace schema templates, permission audit checklists, eval suite 

configuration, and threat model worksheets — are collected in Appendix A: Governance Infrastructure 

Reference.



NOTES

1. EU AI Act high-risk system requirements (Articles 14 and 15) apply from August 2, 2026. 
As of early 2026, organizations should be preparing for compliance, not yet subject to 
enforcement on high-risk provisions.
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Most agent failures are architecture failures, not 

model failures.

A team picks a model, connects it to tools, writes a system prompt, and launches. The 

agent hallucinates a tool call. It loops on a failed action. It burns 200,000 tokens chasing a 

dead end. The team blames the model, swaps in a better one, and watches the same failures 

recur with more eloquent reasoning.

The model was never the problem. The architecture was. You cannot govern a badly 

designed agent into reliability any more than you can inspect quality into a badly designed 

factory. The governance has to be designed in — at every decision point, at every handoff, 

at every place the system can go wrong. This chapter is about how to build agent systems 

that are governable by construction, not by hope.

START SIMPLE: WORKFLOW BEFORE AGENT

Here is the most expensive mistake in agentic AI: building an agent when a workflow 

would do.

Anthropic draws a sharp line. A workflow is a system where LLMs and tools are 

orchestrated through predefined code paths. The developer controls the flow. An agent is a 

system where the LLM autonomously directs processes and tool usage, maintaining control 



over how tasks are accomplished. The developer sets the goal and the guardrails. The LLM 

decides the steps.

The difference matters because governance complexity scales with autonomy. A workflow 

has a finite number of paths. You can test them. You can trace them. You can put a gate at 

every junction. An agent has an unbounded number of paths. You can constrain them, but 

you cannot enumerate them.

Think of it like a GPS versus a taxi driver. The GPS gives you turn-by-turn directions. You 

know exactly where you are going, and you can verify each turn. The taxi driver takes you 

where you asked to go, and you trust them to figure out the route. Both get you there. One 

is dramatically easier to audit.

Anthropic's guidance is blunt: "Start with simple prompts, optimize them with 

comprehensive evaluation, and add multi-step agentic systems only when simpler solutions 

fall short." Most teams do the opposite. They jump to agents because agents feel more 

impressive. The result is unpredictable systems that are expensive to test and hard to 

debug.

When you actually need an agent: the task has no predictable step sequence. The 

number and type of subtasks cannot be determined in advance. The system needs to 

recover from errors in ways you cannot enumerate. If you can draw a flowchart of the task, 

you do not need an agent. You need a workflow.

THE FIVE WORKFLOW PATTERNS

These five patterns come from Anthropic's guidance and recur across every major 

implementation. They are composable building blocks. Each one has a natural place for 

governance gates.

Prompt chaining. Decompose a task into sequential steps. Each LLM call processes the 

output of the previous one. Best for fixed subtasks that require accuracy over speed. The 

governance gate fits between every step — a programmatic checkpoint that validates the 

output before passing it forward. This is where your contract gates live: did the output 

match the expected schema? Did it respect the constraints from the spec?

Routing. Classify the input and direct it to a specialized downstream process. A customer 

service query goes to billing, technical support, or account management based on 

classification. Best for tasks with distinct categories requiring different handling. The 

governance gate is the classifier itself — an invariant gate that ensures every input gets 

routed and no input falls through to an unhandled path. Misrouted inputs are the silent 

killer here.



Parallelization. Run independent subtasks concurrently, or run the same task multiple 

times for confidence. Best for speed improvement or diverse verification. Two variants: 

sectioning (divide the work) and voting (repeat the work). The governance gate is the 

aggregator — a policy gate that defines how conflicting outputs are resolved. If three 

parallel safety checks disagree, what wins? That policy must be deterministic, not left to 

another LLM call.

Orchestrator-workers. A central LLM dynamically decomposes a task and delegates to 

worker LLMs. Best for tasks where subtask requirements are unpredictable, like multi-file 

code changes. The governance gate sits between the orchestrator’s plan and the workers’ 

execution — a contract gate that validates each delegated task against the original spec. 

The orchestrator proposes. The gate checks. The workers execute.

Evaluator-optimizer. One LLM generates, another evaluates and critiques. Iterative 

refinement in a loop. Best for tasks with clear evaluation criteria. The governance gate is 

the exit condition — an invariant gate that determines when the output is good enough 

and caps the number of iterations. Without a hard cap, this pattern will loop until you run 

out of tokens or patience.

For each pattern, notice the same principle: the gate is deterministic code, not another LLM 

call. The LLM does the creative work. The gate does the verification. Mix them and you lose 

the ability to reason about what your system will do.

THE BLUEPRINT PATTERN

Stripe merges over 1,300 agent-produced PRs per week. The architecture that makes this 

possible is the blueprint: a state machine that alternates deterministic and LLM steps.

Picture an assembly line. Some stations are robots — fast, creative, unpredictable. Other 

stations are jigs and fixtures — dumb, rigid, absolutely reliable. The jigs do not make 

anything. They verify that what the robot made is the right shape before it moves to the 

next station. That is the blueprint pattern.

A Stripe minion blueprint looks like this:

1. Pre-push linting (deterministic) — no LLM involvement. Code must pass static 

analysis.

2. Implementation (agentic) — LLM writes or modifies code.

3. Autofix application (deterministic) — automated formatting and style corrections.

4. CI iteration (hybrid) — run tests. If they fail, the agent gets up to two attempts to 

fix.



5. Human handoff (deterministic) — after two push attempts, code returns to a 

human. Every PR gets human review regardless.

The deterministic nodes save tokens, reduce error surface, and enforce compliance. The 

agentic nodes do the creative work that requires reasoning. The alternation is the key 

insight: never let the LLM do two creative steps in a row without a deterministic check 

between them.

Where the three gate types fit in a blueprint:

• Contract gates between Steps 2 and 3: does the implementation match the interface 

spec? Are the function signatures correct? Do the types align?

• Invariant gates in Step 4: do the tests pass? Do the business rules hold? Does the 

change preserve idempotency where required?

• Policy gates before Step 5: no secrets in the diff. No PII in logs. No unauthorized 

access patterns. Compliance rules that are non-negotiable regardless of code quality.

The blueprint pattern is the most production-proven architecture for agentic work at scale. 

It works because it treats the LLM as a powerful but unreliable collaborator that needs a jig 

at every step.

AGENT DESIGN WHEN YOU ACTUALLY NEED 
AGENTS

You have exhausted the workflow patterns. The task genuinely requires autonomous 

decision-making. Before you build, answer three questions.

What is the exit condition? An agent without an exit condition is a while loop without a 

break statement. It will run until something external stops it. Define what “done” looks 

like in terms the agent and your governance system can evaluate. “The tests pass and the 

diff is under 500 lines” is an exit condition. “The code is good” is not.

What is the blast radius? If the agent makes the worst possible decision at its most 

autonomous moment, what happens? Stripe’s answer: nothing catastrophic, because each 

minion runs on an isolated devbox with no internet and no production access. The blast 

radius is bounded by design, not by the agent’s judgment. If you cannot describe the worst 

case and live with it, you need tighter constraints.

What happens when the agent is wrong? Not if. When. Design the recovery path before 

you design the happy path. Circuit breakers that cut off after N failures. Human escalation 

that packages the agent’s context and reasoning for a human to inspect. Rollback 

mechanisms that undo what the agent did. The recovery path must be deterministic. If you 

need another LLM call to recover from an LLM failure, you have compounded the problem.



Tool design is where most agent implementations break. Anthropic’s guidance: self-

contained tools with minimal functional overlap, token-efficient outputs, descriptive 

parameter names. Stripe limits its agents from 400+ available tools to roughly 15 relevant 

ones per task. Too many tools cause “token paralysis” — the agent spends its reasoning 

budget deciding which tool to use rather than using tools. Curate aggressively. A policy 

gate on tool selection prevents the agent from calling tools outside its approved set.

Error recovery follows a hierarchy: retry with backoff for transient errors, semantic 

fallback for output quality failures, circuit breaker for persistent failures, human escalation 

as the last resort. Stripe caps at two push attempts, then escalates. The cap is a contract 

gate — a hard limit that prevents diminishing-return loops.

MULTI-AGENT TOPOLOGIES

When a single agent is not enough, you need multiple agents coordinating. Three 

topologies dominate production use.

Centralized supervisor. One orchestrator agent decomposes the task and delegates to 

specialized workers. Anthropic’s Claude Code Review uses this: a dispatcher sends a team 

of review agents to examine a PR from different angles, then synthesizes their findings. 

Best for tasks with clear decomposition. The governance gate is the supervisor itself — but 

do not trust it blindly. Put a contract gate between the supervisor’s plan and the workers’ 

execution.

Decentralized peer-to-peer. Agents hand off control directly to each other. OpenAI 

describes this as effective for conversation triage. Agent A determines the query is a billing 

issue and hands off to Agent B. No central coordinator. Best for routing scenarios. The 

governance gate is the handoff protocol — a policy gate that validates each handoff and 

prevents circular delegation.

Hierarchical. Manager agents delegate to team leads, who delegate to workers. Best for 

large-scale decomposition. Most complex to govern because failures cascade through the 

hierarchy. This is where the research gets sobering.

A study of 150+ execution traces across five multi-agent frameworks found 14 distinct 

failure modes. No single error category dominates. Failures are systemically diverse. Google 

DeepMind tested 180 configurations and found that unstructured multi-agent networks 

amplify errors up to 17.2x compared to single-agent baselines. Adding agents does not add 

reliability. It multiplies failure modes.

Cascade prevention: put a circuit breaker at every agent boundary. If Agent B fails, Agent 

A gets a structured error, not a garbled context window. Every inter-agent message should 

be schema-validated — a contract gate that prevents malformed output from one agent 



from corrupting the next. Tag data provenance so you can trace which agent produced 

which output when the post-incident review starts.

The honest guidance: use the fewest agents possible. Every agent you add is another source 

of non-determinism, another context window to manage, another failure mode to test. If 

you can solve the problem with one agent and three tools, do not build three agents with 

one tool each.

CONTEXT MANAGEMENT

Context is the practical problem that kills most agents. Not capability. Not reasoning. 

Context.

An agent starts a task with a clear goal and relevant information. Fifty tool calls later, the 

context window is packed with results, errors, retries, and intermediate reasoning. The 

agent starts losing track of its original goal. It repeats actions it already tried. It contradicts 

decisions it made twenty steps ago. The model did not get dumber. The context got noisy.

Anthropic's guiding principle: "Find the smallest set of high-signal tokens that maximize 

the likelihood of your desired outcome." Every token in the context window competes for 

the model's attention. Irrelevant tokens dilute relevant ones.

Summarization. Compress older conversation segments while preserving architectural 

decisions and unresolved issues. Manus, Anthropic, and Stripe all converge on this. The 

benefit goes beyond staying within token limits — context growth is actively distracting. 

Models rely less on their training as the context grows.

Sliding window. Fixed-size context buffer. New information enters, old exits. Assumption: 

recent context matters most. Simple and effective for short-horizon tasks. Dangerous for 

long-horizon tasks where early decisions constrain later ones.

RAG for tool selection. Apply retrieval-augmented generation to tool descriptions. Fetch 

the most relevant tools based on semantic similarity to the current task. Research shows 3x 

improvement in tool selection accuracy. This is how Stripe gets from 400+ tools to 15 

relevant ones per minion.

Task recitation. Manus constantly rewrites the to-do list to push the global plan into the 

model’s recent attention span. This counters the “lost-in-the-middle” problem where 

information in the center of a long context gets less attention than information at the 

beginning or end.



The 50% signal. When your context window is more than half full, agent performance 

starts degrading. This is the point to compact, summarize, or spawn a sub-agent with a 

fresh context that receives a condensed briefing (1,000-2,000 tokens) from the parent.

An invariant gate on context health: monitor context utilization per agent turn. When it 

crosses your threshold, trigger compaction automatically. Do not leave this to the agent’s 

judgment. The agent cannot reliably assess its own context quality.

SCOPING FOR UNATTENDED RUNS

The overnight agent is the organizational design question from Finding 4 applied to 

architecture. You queue a task at 6 PM. The agent works overnight. You review the result at 

9 AM. This only works if the task is scoped correctly.

What makes a task safe for unattended execution:

• The blast radius is bounded. The agent operates in an isolated environment. Stripe's 

devboxes: no internet, no production access.

• The exit condition is machine-evaluable. Tests pass or they do not. The diff is within 

scope or it is not.

• The rollback path is automatic. If the agent produces garbage, a git reset restores the 

starting state.

• The permission set is minimal. Just-in-time access granted for the task, revoked 

immediately after.

• The iteration cap is hard. Two attempts at CI, then stop. Not "keep trying until it 

works."

The spec template for an unattended run:

Task:          [One-sentence description]
Scope:         [Files/modules in scope]
Non-goals:     [What the agent must NOT touch]
Exit criteria: [Machine-evaluable conditions]
Iteration cap: [Maximum attempts]
Blast radius:  [What is the worst that can happen]
Rollback:      [How to undo everything]

Every field in that template maps to a governance gate. The scope is a policy gate — the 

agent cannot modify files outside the declared scope. The exit criteria are contract gates — 

did the output meet the spec? The iteration cap is an invariant gate — the system stops 

regardless of the agent’s confidence.



Anthropic's long-running harness uses a two-agent pattern: an initializer agent creates the 

setup script, progress file, initial commit, and structured feature list. A coding agent in 

subsequent sessions reads the progress files, works on single features incrementally, 

commits changes, and updates progress. Git history, progress files, and feature JSON bridge 

sessions explicitly. The context window alone is not enough.

Critical insight from Anthropic’s research: agents must be explicitly prompted to test as 

a human would — browser automation, end-to-end testing — rather than declaring 

features complete without validation. An agent that says “done” without running the tests 

is not done. That is a contract gate failure in your harness design.

THE HANDOFF: AGENT OUTPUT TO HUMAN 
REVIEW

The interface between agent and human determines whether your human reviewers are 

effective or just tired.

Approval gate. The agent completes work and enters a holding state until a human signals 

approval. Every content generation and financial transaction should use this pattern. The 

gate is deterministic: work does not proceed without explicit human action.

Escalation trigger. The agent monitors its own confidence. When uncertainty exceeds a 

threshold, it escalates. Anthropic’s research shows Claude Code asks clarification questions 

more than twice as often as humans interrupt — self-aware uncertainty is an important 

safety mechanism. The trigger threshold is an invariant gate: set it in code, not in the 

prompt.

Active handoff. The agent pauses, packages its current intent, reasoning, and context as 

structured data, and hands control to a human. This is not “here is 500 lines of 

conversation.” This is: “I was trying to do X. I got stuck on Y. Here are the three options I 

considered and why I recommend Z.” Stripe’s model: after two push attempts with CI 

failures, the code returns to a human with full context. The human does not start from 

scratch.

The handoff quality determines your human review cost. A bad handoff dumps raw context 

on a reviewer. A good handoff is a structured brief. Design the handoff format as carefully 

as you design the agent's tools.



CROSS-ORGANIZATION AGENT INTERACTIONS

This is the frontier problem. Be honest: it is unsolved.

The vast majority of multi-agent deployments in 2025-2026 are intra-organizational. Cross-

organizational agent-to-agent interaction is largely still in pilot phase. The one major 

exception is commerce: Visa's Trusted Agent Protocol and Mastercard's Agent Pay have 

completed hundreds of secure agent-initiated transactions with early partners. These are 

tightly constrained — purchase transactions with cryptographic verification — not general-

purpose collaboration.

Why payment networks are ahead: they already had the trust infrastructure. Visa and 

Mastercard have spent decades building a network where every participant is enrolled, 

verified, and bound by contract. Adding agent-to-agent transactions is an extension of an 

existing trust layer, not a new one.

For everyone else, the gaps are real. 81% of enterprises lack documented governance for 

machine-to-machine interactions. Cross-organizational prompt injection attacks succeed at 

rates exceeding 85% when adaptive strategies are used. Delegation chains — Agent A acts 

on behalf of User X, calls Agent B, which calls Agent C — have no production-ready 

verification mechanism.

What the responsible approach looks like in 2026:

1. Do not allow general-purpose agent-to-agent communication across organizational 

boundaries. Constrain to specific, pre-defined interaction types with schema 

validation.

2. Use gateway infrastructure on both sides. Every interaction proxied through a policy 

enforcement layer.

3. Require cryptographic agent identity. Never trust a claim without proof.

4. Human-in-the-loop for novel interactions. Anything outside pre-approved patterns 

requires human approval.

5. Assume prompt injection will succeed. Design so a compromised agent cannot cause 

catastrophic damage.

6. Start with read-only interactions. Let agents query each other before they transact.

The payment network model — enrolled participants, cryptographic verification, 

constrained interaction types, established liability frameworks — is the blueprint for 

everyone else. It will take years. Deploying cross-organization agents before the trust 

infrastructure exists is how you get the MCP supply chain attack timeline, but across 

company boundaries.



TESTING AGENTS

Testing an agent is not like testing a function. A function has inputs and outputs. An agent 

has inputs, outputs, and an unbounded number of intermediate decisions. The same input 

can produce different outputs on different runs. The output might be correct but the 

reasoning path might be dangerous — a right answer reached through a wrong method that 

will fail on the next input.

The eval loop from the Cross-Examination chapter applied to agents:

• Contract evals: Does the agent’s output match the expected schema? Does it respect 

interface boundaries? Does the API contract hold?

• Invariant evals: Do business rules survive the agent’s modifications? Does 

idempotency hold? Are there double charges, negative balances, broken referential 

integrity?

• Policy evals: Did the agent stay within its permission boundaries? Did it access only 

approved tools? Did it respect data classification rules?

Behavioral testing. SWE-bench and its variants test whether an agent can resolve real 

GitHub issues. Current leaders exceed 70% on SWE-bench Verified. But benchmarks 

overestimate capabilities by over 50% compared to how developers actually interact with 

agents in IDEs. SWE-CI, a new repository-level benchmark, measures something harder: 

whether an agent’s patches support future code advancement, not just current correctness. 

Even the strongest models struggle to maintain quality over long development periods.

Trace grading. Do not just evaluate the final output. Grade the reasoning trace. Did the 

agent consider the right alternatives? Did it recover sensibly from errors? Did it escalate 

when it should have? A right answer via a lucky path is not the same as a right answer via a 

sound process. Anthropic builds alignment auditing agents that investigate target LLMs for 

defects — the investigator finds the correct root cause 10-13% of the time alone, but super-

agent aggregation improves this to 42%.

The testing gap most teams miss: testing the governance gates themselves. Your circuit 

breaker should actually fire. Your escalation trigger should actually escalate. Your 

permission boundary should actually block. Test the gates with adversarial inputs — not 

just happy-path inputs that never trigger them. A gate that has never fired in testing will 

not fire reliably in production.

TEN DESIGN PRINCIPLES

1. Use a workflow until you cannot. Most tasks do not need an agent. A deterministic 

orchestration with LLM steps is safer, cheaper, and easier to govern.



2. Never let the LLM do two creative steps in a row. Put a deterministic check 

between every agentic step. The blueprint pattern is the production standard.

3. Define the exit condition before you start the agent. An agent without an exit 

condition is a while loop without a break.

4. Bound the blast radius by architecture, not by instruction. Sandboxed 

environments, scoped permissions, isolated devboxes. The agent’s judgment is not a 

safety mechanism.

5. Curate tools like you curate dependencies. Fifteen relevant tools, not four hundred 

available ones. Token paralysis is real.

6. Treat context as a finite, depletable resource. Monitor utilization. Compact 

aggressively. The 50% mark is when performance starts degrading.

7. Design the recovery path before the happy path. Circuit breakers, human 

escalation, rollback. If recovery requires another LLM call, you have compounded the 

problem.

8. Test the gates, not just the agent. A permission boundary that has never been 

tested is a suggestion, not a control.

9. Cap iterations. Two attempts, then escalate. Diminishing returns on retries cost 

tokens and hide the real problem.

10. Infrastructure built for humans works for agents. Developer experience 

investments — devboxes, CI, linters, rule files — compound into agent reliability. 

Build for humans first.

A well-designed agent with no governance drifts silently. A well-governed agent with bad 

architecture fails loudly and often. You need both: systems that are built to be governed 

and governance that is built into the system.

The agent is not the product. The agent is a component. The product is the delivery system 

— spec, agent, gates, traces, review, deployment — that produces trusted changes at speed.

You now have the architecture. You have the governance. The main text puts all of it in 

front of the people who sign the checks.
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This appendix is for people early in their careers 

navigating a market that changed faster than 

anyone expected. It is also for the leaders deciding 

whether and how to hire them.

This Is Speculative:

The junior hiring landscape is 18-24 months into a structural shift. The 
data on what works is still emerging. The recommendations below 
are informed hypotheses, not proven playbooks. What is not 
speculative: the four meta-skills described here (synthesis, mental 
simulation, metacognition, belief updating) have decades of research 
behind them and will be valuable regardless of how the market 
evolves.

WHY COMPANIES STOPPED HIRING

Companies hire juniors as a bet on the future. Right now the future looks particularly 

uncertain. SignalFire's 2025 talent report says recent graduates made up just 7% of big-tech 

hires in 2024, down by more than half from pre-pandemic levels.

The freeze is not because juniors are worthless. It is because companies do not yet know 

what the bet should look like. When the shape of the future role is unclear, the default is to 

do nothing: hire seniors who can deliver now, defer the pipeline question, and hope the 

market signals get clearer before the bench runs out.

That is a rational short-term decision with a predictable long-term cost. Google's Addy 

Osmani calls it "slow decay": cut entry-level hiring today, face a leadership vacuum in five to 



ten years. Stack Overflow's CEO was blunter: "If you don't hire junior developers, you'll 

someday never have senior developers."

THE COUNTER-BET

Not everyone is freezing. IBM said it would triple U.S. entry-level hiring in 2026 after 

running into the limits of pure automation. OpenAI's Residency program is an explicit 

early-career pathway for engineers and researchers entering AI from adjacent backgrounds. 

Accenture has publicly described training hundreds of thousands of employees on AI as it 

builds more agentic delivery capacity.

The economic argument: if AI closes part of the impact gap on routine implementation 

tasks, a junior with good judgment and AI fluency can deliver meaningful business value 

faster than a junior could three years ago. The ramp-up period may shorten. The cost-to-

impact ratio may improve. A junior who can exercise judgment about what to build and 

how to verify it, aided by AI tools that handle more of the implementation detail, may 

reach productive capacity faster than the old apprenticeship model assumed.

This is speculative. But the companies making this bet are not small. They are placing it 

because they believe the organizations that figure out the AI-era junior role first will have a 

structural talent advantage in three to five years.

WHAT THE MARKET WANTS NOW

The Talent Shift chapter laid out the research: judgment is not a byproduct of accumulated 

years. It is four trainable cognitive skills. Here is what that means for someone entering the 

field.

The old resume: languages known, frameworks used, years of experience, side projects, 

CS degree.

What actually predicts effectiveness: job enthusiasm, peer support for new ideas, 

receiving useful feedback, and the ability to assess your own knowledge gaps. Years of 

employment showed “poor and insignificant correlation” with general performance in a 

study of 622 developers across three companies.

The gap between those two lists is the opportunity. Most candidates are still optimizing for 

the first list. The market is increasingly selecting for the second.



THE FOUR SKILLS THAT MATTER REGARDLESS

Whatever happens with AI, hiring, or the market, these four meta-skills have decades of 

research behind them and are consistently associated with better decision-making across 

domains.

Synthesis. The ability to hold multiple perspectives simultaneously and integrate them 

into a coherent view. Tetlock’s twenty-year research showed that “foxes” who synthesized 

diverse viewpoints outperformed domain experts who relied on a single framework. 

Practice this by deliberately seeking out the strongest argument against your current 

position on any technical decision.

Mental simulation. The ability to run a scenario forward in your head and spot problems 

before committing. Klein’s research on expert decision-makers found this skill is trainable 

and sometimes more valuable than years of pattern accumulation. Practice this by asking 

yourself “if we deploy this and our highest-volume customer hits it at peak load, what 

happens?” on every change you touch.

Metacognitive calibration. Knowing what you know and what you do not know. Kruger 

and Dunning showed this is measurable and trainable. In an interview or a code review, the 

person who says “I am not sure about this part, but here is how I would find out” is 

demonstrating a trait that predicts decision quality better than confidence does. Practice 

this by keeping a log of your predictions and checking them against outcomes.

Belief updating. Changing your mind when evidence changes. Tetlock’s superforecasters 

scored highest on this trait. In engineering, this looks like: you advocated for approach A, 

new data suggests approach B is better, and you switch without ego. Practice this by 

noticing when you defend a position after the evidence has shifted and asking yourself 

whether you are reasoning or rationalizing.

WHAT TO PUT ON A RESUME

If "I can code" is table stakes, what differentiates you?

Show judgment, not just output. Instead of “built a checkout flow,” try “identified that 

the existing checkout flow had a double-charge risk under retry conditions, spec’d the fix 

with invariant constraints, and verified the fix with property-based tests.” The difference: 

the first shows you can type. The second shows you can think.

Show verification habits. If you wrote specs before implementing, say so. If you wrote 

invariant tests, say so. If you caught a bug that passed CI, describe the gap you found. 

These are the habits the Verification Triangle chapter describes, and they are the habits 

hiring managers in AI-first organizations are starting to screen for.

Show business understanding. The “product engineer” framing from the Talent Shift 

chapter applies here. “Reduced checkout abandonment by 12% by identifying a UX friction 



point in the payment flow” is a business outcome. “Built a React component for the 

payment page” is an implementation detail. Lead with the outcome.

Show learning velocity, not knowledge inventory. Instead of listing every framework 

you know, describe the last time you learned something hard under pressure and what you 

shipped with it. The rate of learning matters more than the current state of knowledge, 

because the current state of knowledge has a shorter shelf life than it used to.

THE HONEST ASSESSMENT

Nobody knows exactly what the junior role looks like in three years. The companies hiring 

are making a bet. The companies freezing are making a different bet. Both are rational 

given the uncertainty.

What is not uncertain: the four meta-skills above have been validated across decades of 

cognitive research, across multiple domains, by independent research teams. They 

predicted decision quality before AI existed. They will predict decision quality after the 

current generation of AI tools is obsolete.

Invest in them. They are the safest bet available in an uncertain market.
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This appendix catalogs the 15 public examples 

summarized in the Evidence chapter, mapped 

against the Verification Triangle and quality gate 

tiers. These mappings are the author's 

classifications of the public record, not official 

root-cause analyses. Use the table as a diagnostic 

aid, not as a substitute for incident postmortems.

INCIDENT MAP: FAILURES TO FRAMEWORK GAPS

Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

Replit Agent 
deleted 
production 
database + 
created 
4,000 fake 
records 

Eval quality, 
Intent clarity

Tier 3 (policy 
gates - 
unbounded 
production 
access)

Permission 
boundaries: 
no DELETE 
on 
production 
without 
approval 
token. Blast 



Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

during code 
freeze

radius 
control: 
agent 
sandboxed 
away from 
production 
data.

Amazon Kiro Public 
reporting 
said an AI 
coding tool 
deleted and 
recreated a 
production 
environment, 
contributing 
to a 13-hour 
outage; 
Amazon 
disputes the 
AI 
attribution.

Eval quality Tier 3 (policy 
gates - 
operator-
level 
permissions)

Permission 
scoping: a 
minor fix 
should not 
inherit 
environment-
destroying 
permissions. 
Human 
approval 
gate on 
destructive 
infrastructure 
changes.

Google 
Antigravity

Recursive 
root-drive 
delete when 
asked to 
clear cache

Eval quality Tier 3 (policy 
gates - turbo 
mode 
inheritance)

Sandbox 
isolation: 
agent 
cannot 
execute 
destructive 
filesystem 
operations. 
Policy gate: 
quiet flag on 
recursive 
operations 
requires 
explicit 
approval.

Gemini CLI Hallucinated 
successful 
mkdir, then 
moved files 
to 
nonexistent 

Eval quality Tier 0 (static/
deterministic 
checks), Tier 
3 (sandbox)

Deterministic 
check: verify 
command 
output 
before 
proceeding. 



Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

directory. 
On 
Windows, 
this silently 
destroyed 
the files.

Sandbox: 
agent 
should not 
have direct 
unsupervised 
filesystem 
access.

Claude 
Code

Deleted 
production 
database 
and all 
snapshots 
during 
Terraform 
migration

Eval quality Tier 2 
(invariant 
gates), Tier 3 
(policy 
gates)

Invariant: no 
DESTROY on 
snapshots 
without 
separate 
approval. 
Policy: 
destructive 
infrastructure 
changes 
require 
documented 
rollback 
path.

Meta 
OpenClaw

Agent 
deleted 
email inbox, 
ignored stop 
commands

Eval quality, 
Intent clarity

Tier 4 
(behavioral 
gates - 
memory 
compaction)

Behavioral 
gate: 
monitor for 
context 
compaction 
dropping 
safety 
constraints. 
Override 
mechanism: 
stop button 
tested 
monthly, 
must work 
within 30 
seconds.

Air Canada 
Chatbot

Invented 
bereavement 
discount, 
company 
lost lawsuit

Intent clarity, 
Eval quality

Tier 1 
(contract 
gates)

Contract 
gate: 
response 
verified 
against 
actual policy 



Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

document 
before 
delivery. 
Spec must 
explicitly 
state what 
discounts 
exist.

NYC 
Business 
Chatbot

Advised 
firing 
workers for 
reporting 
sexual 
harassment

Intent clarity, 
Eval quality

Tier 1 
(contract 
gates)

Contract 
gate: 
responses 
verified 
against 
labor law 
documentation. 
Compliance 
checks 
before 
customer-
facing 
deployment.

Chevrolet 
Chatbot

Agreed to 
sell $76K 
Tahoe for $1

Intent clarity, 
Eval quality

Tier 1 
(contract 
gates), Tier 2 
(invariant 
gates)

Contract 
gate: offers 
verified 
against 
pricing rules. 
Invariant: no 
offers below 
X% of MSRP 
without 
human 
approval.

Klarna AI-first 
customer-
support 
push 
reduced 
human 
staffing, then 
later shifted 
back toward 
more human 
support after 

Cost 
measurement

Tier 4 
(behavioral 
gates)

Cost 
measurement: 
track service 
quality and 
customer 
outcomes, 
not 
efficiency 
alone. 
Behavioral 
baseline: 



Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

leadership 
said the 
quality 
tradeoff had 
gone too far.

quality drift 
should 
trigger 
intervention 
before a 
broad 
rollback.

Duolingo "AI-first" 
policy and 
contractor 
reduction 
triggered 
backlash; 
later growth 
slowdown 
intensified 
debate 
about 
whether 
efficiency 
was being 
measured 
more closely 
than content 
quality.

Cost 
measurement

Tier 4 
(behavioral 
gates)

Cost 
measurement: 
monitor user 
and quality 
outcomes 
alongside 
efficiency. 
Human 
override: 
quality drift 
should 
trigger 
intervention 
before the 
strategy 
hardens.

GitHub 
Copilot

40% higher 
secret leak 
rate

Eval quality Tier 0 (static 
analysis), 
Tier 3 (policy 
gates)

Static 
analysis: 
secret 
detection in 
CI. Policy 
gate: no 
secrets in 
generated 
code 
without 
human 
review.

Amazon Q 
Developer

Compromised 
VS Code 
extension

Eval quality Tier 3 (policy 
gates - 
supply 
chain)

Policy gate: 
supply chain 
validation 
for 
extensions. 
Permission 



Incident What 
Happened

Missing 
Vertex

Missing 
Gate Tier

What 
Would 
Have 
Caught It

audit: what 
access does 
the 
extension 
have?

OpenClaw 
Exposure

135K 
exposed 
instances, 
341 
malicious 
marketplace 
skills

Eval quality Tier 3 (policy 
gates)

Permission 
audit: 
quarterly 
review of 
exposed 
instances. 
Policy gate: 
marketplace 
skill vetting 
before 
publication.

Serviceaide / 
Catholic 
Health

483K patient 
records 
exposed for 
nearly seven 
weeks, 
unsecured 
Elasticsearch

Eval quality Tier 0 (static 
analysis), 
Tier 3 (policy 
gates)

Static 
analysis: 
security scan 
before 
deployment. 
Policy gate: 
authentication 
required for 
databases 
containing 
PII.

SUMMARY STATISTICS

• Eval quality implicated: 15/15 (100%)

• Intent clarity implicated: 5/15 (33%)

• Cost measurement / quality-oversight gap implicated: 2/15 (13%)

• Tier 3 appears in the author mapping: 9/15 (60%) — policy and permission failures 

are the most common pattern in this sample

• Tier 0 appears in the author mapping: 3/15 (20%)



• Tier 1 appears in the author mapping: 3/15 (20%)

• Tier 2 appears in the author mapping: 2/15 (13%)

• Tier 4 appears in the author mapping: 3/15 (20%)

BY GATE TIER

Tier Missing In What It Would Have 
Caught

Tier 0 (static analysis, 
secrets)

3 of 15 (20%) Copilot secret leakage 
patterns, Gemini CLI file-
system errors, and 
Serviceaide's exposed 
database all point to checks 
that should have existed 
before release.

Tier 1 (contract gates) 3 of 15 (20%) Air Canada, NYC's chatbot, 
and Chevrolet all needed 
outputs verified against an 
external source of truth such 
as policy or pricing rules.

Tier 2 (invariant gates) 2 of 15 (13%) Claude Code's Terraform 
deletion and Chevrolet's 
impossible pricing both 
crossed boundaries that 
should have been encoded 
as hard invariants.

Tier 3 (policy gates) 9 of 15 (60%) Replit, Amazon/Kiro, 
Antigravity, Gemini CLI, 
Copilot, Amazon Q, 
OpenClaw exposure, and 
Serviceaide all show 
permission, access, or 
supply-chain rules that were 
inherited rather than 
explicitly bounded.

Tier 4 (behavioral gates) 3 of 15 (20%) OpenClaw's context-loss 
behavior plus the Klarna and 
Duolingo cautionary cases 
required ongoing outcome 
monitoring rather than one-
time pre-release checks.



Tier 3 is the most common gap in this sample. Tiers 0 and 4 appear less often, but each 

covers failure modes the other tiers do not.

The Klarna and Duolingo rows are included as public cost-and-quality cautionary cases, not 

as clean postmortem-style incidents; the causal interpretation is inferential rather than 

experimentally proven.
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This appendix lists the primary research sources 

cited in this book, organized by topic. Each entry 

includes the key finding and why it matters for 

the delivery gap argument. For the full citation 

with URLs, see the References section.

THE DELIVERY GAP (GENERATION OUTPACES 
VERIFICATION)

Faros AI, “AI Productivity Paradox,” July 2025. Telemetry from 10,000+ developers 

across 1,255 enterprise teams. PR volume up 98%, review time per PR up 91%, net DORA 

throughput improvement: zero. A large telemetry dataset showing that higher generation 

volume can coexist with slower review and flat delivery outcomes.

Uplevel Data Labs, “Gen AI for Coding Research Report,” 2025. 800 developers 

tracked after Copilot access. No significant cycle-time improvement. 41% increase in bugs. 

Corroborates the Faros finding from a different angle: more output, more defects, no net 

gain.

METR (Becker, Rush, Barnes, Rein), “Measuring the Impact of Early-2025 AI on 

Experienced Open-Source Developer Productivity,” arXiv:2507.09089. 16 experienced 

open-source developers, 246 tasks, randomized controlled trial. No clear productivity signal 

for experienced developers. Important because it is a randomized study focused on 

experienced developers doing real open-source work.



NAV IT, “GitHub Copilot Longitudinal Study,” arXiv:2509.20353, September 2025. 

25 Copilot users vs. 14 non-users, 26,317 commits across 703 repos, September 2023 to 

May 2025. No statistically significant changes in commit-based activity after Copilot 

adoption. One of the longer-duration published studies in this area.

Xu et al. (Tilburg University), “AI-Assisted Programming Decreases the Productivity 

of Experienced Developers,” arXiv:2510.10165. Core developers increased PR reviews 

by 6.5% while their own productivity dropped 19%. Shows the review burden cost that 

aggregate productivity numbers hide.

THE K-SHAPED DIVERGENCE

CircleCI, “The 2026 State of Software Delivery.” Top 5% teams grew throughput 97% 

year over year. Median teams grew 4%. Useful directional evidence for a widening gap 

between top and median teams. The book’s verification-first interpretation is an inference 

from the throughput and recovery split, not a direct claim by CircleCI.

Brynjolfsson, Li, and Raymond, “Generative AI at Work,” NBER Working Paper 

31161, 2023. 5,179 customer support agents. Bottom-quartile workers improved 34%; 

top-quartile showed no significant improvement. The K-shaped pattern in a non-

engineering domain.

McKinsey Global Institute, “Superagency in the Workplace,” January 2025. Top 6% of 

organizations captured $10.30 per AI dollar invested versus $3.70 average. The K-shaped 

divergence measured in ROI rather than throughput.

CODE QUALITY UNDER AI

GitClear, “AI Copilot Code Quality 2025.” Analysis of 211 million lines. Code churn 

rose from 5.5% to 7.9%; refactoring declined from 24.1% to 9.5%. Teams are generating 

more and understanding less.

He et al. (Carnegie Mellon), “How Cursor Affects Code Quality and Developer 

Behavior,” arXiv:2511.04427, November 2025. 807 Cursor-adopting repos vs. 1,380 

matched controls. Static analysis warnings increased after AI tool adoption. Corroborates 

GitClear from a different methodology.

CodeRabbit, “State of AI vs Human Code Generation Report,” December 2025. 470 

open-source PRs analyzed. AI-authored code showed 1.7x more issues than human-

authored code. Vendor-produced but directionally consistent with academic findings.



THE SPEC-FIRST EVIDENCE

Suri et al., “CodeScout: Contextual Problem Statement Enhancement for Software 

Agents,” arXiv:2603.05744, March 2026. Converting underspecified problem statements 

into detailed specifications improved SWE-bench Verified resolution rates by 20%. A direct 

piece of evidence for the spec-first argument.

Montgomery et al., “Empirical Research on Requirements Quality: A Systematic Mapping 

Study,” Requirements Engineering, 2022. Maps more than 100 primary studies on 

requirements quality. Useful because it shows that ambiguity, incompleteness, 

inconsistency, and correctness are persistent quality problems long before AI entered the 

picture.

Albayrak et al., “Incomplete Software Requirements and Assumptions Made by 

Software Engineers,” APSEC 2009. Empirical evidence that incomplete requirements 

push engineers into filling gaps with assumptions, often implicitly. Important because 

rework rate by spec status is not a standard metric, but it is grounded in the long-

standing problem this paper documents.

VERIFICATION METRICS

DORA, “DORA’s Software Delivery Performance Metrics.” The most established 

software-delivery metric family in the book’s neighborhood: change lead time, deployment 

frequency, failed deployment recovery time, change fail rate, and deployment rework rate. 

These are the anchor metrics the book should lean on first.

DORA, “A History of DORA’s Software Delivery Metrics.” Explains how DORA 

evolved from four metrics to five by adding deployment rework rate. Useful because it 

legitimizes treating rework as a first-class delivery signal rather than a side note.

Capers Jones, “Software Defect Removal Efficiency,” IEEE Computer, 1996. Foundational 

software-quality framing for measuring how many defects are removed before release 

versus after release. This is the strongest ancestor of the book’s defect escape rate.

“Towards a Science of AI Agent Reliability,” arXiv:2602.16666, February 2026. 

Shows that agent capability and agent reliability diverge, and argues for decomposed 

reliability metrics rather than a single benchmark score. Useful support for introducing 

machine catch rate as an AI-era diagnostic.

“Measuring Agents in Production,” arXiv:2512.04123, December 2025. Survey and 

interview study showing that reliability and correctness remain the dominant production 

challenge for AI agents. Supports the book’s broader argument that verification metrics 

deserve first-class status.



JUDGMENT AND DECISION-MAKING

Tetlock, P. E., Expert Political Judgment, Princeton University Press, 2005. Twenty-year 

study of prediction accuracy. “Foxes” who synthesized diverse perspectives consistently 

outperformed “hedgehogs” who relied on deep domain expertise. Foundational evidence 

that judgment is a cognitive style, not a function of years.

Mellers et al., “Identifying and Cultivating Superforecasters,” Perspectives on 

Psychological Science, 10(3), 2015. IARPA tournament. Superforecasters identified by 

cognitive traits (active open-mindedness, belief-updating), not domain expertise. Crucially, 

accuracy improved with training. Judgment is cultivable.

Klein, G., Sources of Power: How People Make Decisions, MIT Press, 1998. 

Recognition-Primed Decision model. Expert judgment decomposed into pattern library 

(requires experience) and mental simulation skill (trainable). Reframes the hiring question: 

assess simulation ability, not just years.

Murphy-Hill et al., “What Predicts Software Developers’ Productivity?” IEEE Transactions 

on Software Engineering, 47(3), 2019. 622 developers across 3 companies. Years of 

employment showed “poor and insignificant correlation” with general performance. 

Strongest predictors: enthusiasm, peer support, useful feedback.

Dell’Acqua et al., “Navigating the Jagged Technological Frontier,” HBS Working 

Paper 24-013, September 2023. 758 BCG consultants using GPT-4. Inside the AI 

capability frontier: +40% quality. Outside it: −19 percentage points vs. the no-AI group. 

Same tool, opposite outcomes. The variable was judgment.

COGNITIVE LOAD AND REVIEW QUALITY

Bedard, Kropp, Hsu et al., “When Using AI Leads to ‘Brain Fry,’” Harvard Business 

Review, March 2026. BCG survey of 1,488 workers. Workers using 4+ AI tools reported 

14% more mental effort, 12% greater fatigue, 19% greater information overload. Four tools 

was the threshold where productivity gains reversed.

Ranganathan and Ye (UC Berkeley Haas), “AI Doesn’t Reduce Work, It Intensifies 

It,” Harvard Business Review, February 2026. Ethnographic field research, 8 months, 

approximately 200 employees. AI associated with work intensification, not workload 

reduction.

Edmondson, A., “Psychological Safety and Learning Behavior in Work Teams,” 

Administrative Science Quarterly, 44(2), 1999. 51 work teams. Psychological safety was 

the strongest predictor of team learning and performance. Best-performing teams reported 

more errors because they felt safe surfacing problems.



AGENT SAFETY AND RISK

DeepMind, “Multi-Agent Risks from Advanced AI,” arXiv:2502.14143, February 

2025. Multi-agent networks amplified errors up to 17.2x compared to single-agent 

systems. Strong evidence for caution around multi-agent-first designs.

Reuel, Anka et al., “The 2025 AI Agent Index,” arXiv:2602.17753, February 2026. 

Study of 30 deployed agentic systems across 1,350 data fields. 25 of 30 disclosed no 

internal safety evaluation results. 23 of 30 had no third-party safety testing. Documents the 

current state of agent safety practices.

Spracklen et al., “Package Hallucinations by Code Generating LLMs,” USENIX 

Security 2025 Distinguished Paper Award, arXiv:2406.10279.  20% hallucination rate 

across 576,000 code samples and 16 LLMs. Critical evidence for supply chain security risk 

in AI-generated code.

Venkatesh et al., “Outcome-Driven Constraint Violations in Autonomous AI 

Agents,” arXiv:2512.20798, December 2025. 40 scenarios evaluating agents that pursue 

unintended harmful strategies as instrumental steps toward their objectives. Evidence for 

the override mechanism as a last line of defense.

MARKET AND TALENT DATA

LinkedIn, “Jobs on the Rise 2026.” AI Engineer ranked the #1 fastest-growing role in the 

US. Signals that the market is creating new roles, not just eliminating old ones.

Robert Half, “2026 Technology Salary Guide.” AI/ML engineers: +4.4% salary growth 

to $170,750 average. Overall tech: +1.6%. The salary premium for AI-adjacent skills is 

measurable and growing.

World Economic Forum, “Future of Jobs Report 2025.” 39% of key skills expected to 

change by 2030. Analytical thinking ranked #1 core skill by 7 in 10 employers. The market 

is selecting for judgment, not speed.

Gartner, “Global AI Regulations Fuel Billion-Dollar Market for AI Governance 

Platforms,” February 2026. AI governance platform spending projected at $492M in 

2026, $1B+ by 2030. Compliance requirements are creating demand for verification 

infrastructure.



Glossary

Glossary

Terms are defined as used in this book. Chapter 

references indicate where the term is first 

introduced or most fully defined.

Accepted change. A code change that survived review, passed evaluation, reached 

production, and stayed there without rollback or incident. The denominator in cost per 

accepted change. Distinct from “merged PR,” which counts changes that may later be 

reverted. Size-normalized: each PR counts as max(1, ceil(lines_changed / 500)) 

normalized changes, so a 1,500-line PR counts as 3 changes. First introduced: Chapter 2.

Agentic development vs. AI-assisted development. AI-assisted development is a human 

using AI tools (autocomplete, code generation, test scaffolding) with the human in the 

loop. Agentic development is a human launching autonomous agents that act 

independently, producing PRs, executing tool calls, and making decisions without 

continuous human oversight. The delivery gap exists in both modes; in agentic 

development it compounds unsupervised. First introduced: Chapter 1.

Before Tuesday / pre-Tuesday. Shorthand for the timing discipline of shipping changes 

early in the week, when the team is available to respond to failures. Derived from the 

Amazon March 5, 2026, incident where a configuration change deployed without full 

review caused 6.3 million lost orders. First introduced: Chapter 3.

Behavioral gate. A Tier 4 verification gate that catches failures no static check can see: 

anomalous agent behavior patterns, model output quality drift over time, and canary 

deployment regressions under real traffic. Requires trace infrastructure and behavioral 

baselines. First introduced: Chapter 9.

Blast radius. The distance between where a change is made and where the damage shows 

up. In a well-designed system, a bad change breaks one module. In a legacy monolith, a bad 

change can cascade across billing, invoicing, reporting, and tax calculation before anyone 

notices. First introduced: Chapter 6.



Blast radius audit. A 30-minute exercise: list your top 10 most-changed codebases, assign 

each a risk tier, and check whether current AI autonomy levels match. Produces a one-page 

risk map. First introduced: Chapter 6.

Blueprint pattern. An agent workflow architecture that alternates LLM generation steps 

with deterministic verification gates: generate, then verify, generate, then verify. Used by 

Stripe in their Minions system. Prevents the agent from compounding errors across 

multiple steps without a checkpoint. First introduced: Chapter 3.

Code churn. The percentage of code that gets rewritten shortly after being written. 

GitClear measured churn rising from 5.5% to 7.9% as AI adoption increased. High churn 

means more code is produced and more of it is thrown away. First introduced: Chapter 2.

Change fail rate. The percentage of deployments that cause production failure requiring 

intervention, rollback, hotfix, or other corrective action. One of DORA’s software delivery 

performance metrics and one of the established outcome metrics for the eval quality vertex 

of the Verification Triangle. First introduced: Appendix: Verification Triangle Metrics.

Contract check / Contract gate. A Tier 1 deterministic verification gate that verifies 

interfaces behave as documented: the API returns the right fields, the right format, the 

right error codes. Catches silent breakage between services and schema drift. First 

introduced: Chapter 8.

Cost per accepted change. The headline metric of the cost vertex of the Verification 

Triangle. Total cost (model cost + infrastructure cost + human review cost + rework cost) 

divided by accepted changes. The number your CFO can evaluate. Token cost alone is 

typically 40-60% of actual delivery cost. First introduced: Chapter 8.

Defect escape rate. The share of discovered defects that escaped into production: 

production defects divided by all discovered defects. An established software-quality metric 

descended from defect removal efficiency. In the Verification Triangle, it is one of the core 

outcome metrics for eval quality. First introduced: Chapter 3.

Delivery gap, the. The distance between what your team generates and what your system 

can verify. AI widens the generation side. Almost nobody is working to close the 

verification side. The central thesis of this book. First introduced: Chapter 1.

Deterministic checkpoint. A non-negotiable verification step in an agent or CI workflow 

where the output must pass a concrete, repeatable check before proceeding. Not 

probabilistic (model-based judgment) but deterministic (pass/fail against a defined 

contract, invariant, or policy). First introduced: Chapter 7.

Deployment rework rate. The percentage of deployments that require follow-up 

corrective work such as revert, roll-forward, hotfix, or equivalent remedial deployment 

inside the team’s defined observation window. DORA added it to make rework a first-class 



delivery signal. In the Verification Triangle, it is one of the established metrics for eval 

quality. First introduced: Appendix: Verification Triangle Metrics.

Eval quality. One of the three vertices of the Verification Triangle. Measures how 

effectively the system catches defects before production and how much of that verification 

load is carried by machines rather than humans. Core metrics include defect escape rate, 

change fail rate, deployment rework rate, machine catch rate, reviewer-minutes per 

accepted change, review cycle count, and time-to-merge. First introduced: Chapter 8.

Gate tiers (0-4). The cumulative verification infrastructure stack. Tier 0: static analysis, 

linting, basic tests. Tier 1: contract gates. Tier 2: invariant gates. Tier 3: policy gates. Tier 4: 

behavioral gates. Each tier catches a failure class the tier below cannot see. First 

introduced: Chapter 9.

Invariant check / Invariant gate. A Tier 2 deterministic verification gate that verifies core 

business truths hold under stress: no double charges, no negative balances, idempotent 

operations stay idempotent. Catches failures that look correct locally but violate system-

wide guarantees. First introduced: Chapter 8.

K-shaped divergence. The pattern where the same AI tools produce opposite outcomes 

simultaneously: top performers pull away while median and bottom performers stagnate or 

decline. CircleCI data shows top 5% teams grew throughput 97% while median grew 4%. 

The same event pushes outcomes in two directions. First introduced: Chapter 2.

Lead time to accepted change. The elapsed time from work start to a change reaching 

production and surviving the team’s observation window without rollback or incident. 

Adapted from DORA lead time logic, but measured to accepted change rather than simply 

to deployment or merge. In the Verification Triangle, it is one of the core metrics for the 

cost vertex. First introduced: Appendix: Verification Triangle Metrics.

Machine catch rate. The percentage of changes that pass all automated gates, survive 

human review without modification, and remain in production without rollback for 14 

days. The key metric for the eval quality vertex of the Verification Triangle. If 100 changes 

ship, 85 pass through untouched and survive, the machine catch rate is 85%. The 

complement metrics are the human save rate (changes reviewers caught and fixed) and the 

escape rate (changes that passed everything but failed in production). All three sum to 

100%. First introduced: Chapter 8.

Override test pass rate. The percentage of emergency brake tests (kill switch simulations) 

that succeed within target time (30 seconds). An agent constraint quality metric. A kill 

switch that has never been tested is not a kill switch. First introduced: Chapter 9.

Permission audit pass rate. The percentage of agents that pass quarterly audit with no 

ungated permission expansions. Any permission an agent acquired since last audit that was 

not explicitly approved is a finding. Target: 100%. First introduced: Chapter 9.



Policy check / Policy gate. A Tier 3 deterministic verification gate that verifies non-

negotiable rules: no secrets in logs, no PII in traces, no unauthorized access to sensitive 

data. A policy violation is a compliance incident before it is a bug report. First introduced: 

Chapter 8.

Rework rate by spec status. The percentage of merged changes requiring post-merge 

fixes, segmented by whether the change had a linked spec. In one team’s data, rework on 

spec’d changes was 4% while rework on unspec’d changes was 31%. The delta is the cost of 

skipping the spec. First introduced: Chapter 8.

Reviewer-minutes per accepted change. Total reviewer time divided by accepted changes. 

An operational workload metric for the eval quality vertex of the Verification Triangle, 

useful for seeing whether human verification load is scaling or being overwhelmed. First 

introduced: Appendix: Verification Triangle Metrics.

Scope violation rate. How often agents attempt actions outside their documented scope. 

Measured per 1,000 executions. A healthy rate is 1-5 per 1,000: low enough to show 

constraints work, nonzero enough to show constraints are tested. First introduced: Chapter 

9.

Spec coverage. The percentage of merged changes that had a valid linked spec or approved 

design artifact at merge time. In the Verification Triangle, it is one of the core metrics for 

intent clarity. First introduced: Appendix: Verification Triangle Metrics.

Spec exemption rate. The percentage of changes that should have required a spec but 

were explicitly exempted. A supporting control metric for the intent clarity vertex of the 

Verification Triangle, useful for seeing whether the spec discipline is being bypassed. First 

introduced: Appendix: Verification Triangle Metrics.

Intent clarity. One of the three vertices of the Verification Triangle. Measures whether 

intent is explicit enough to reduce downstream waste. Core metrics include spec coverage, 

rework rate by spec status, and spec exemption rate. First introduced: Chapter 8.

Weekly review. A 15-minute weekly meeting (EM, tech lead, one rotating IC) that reads 

the Verification Triangle scorecard, autopsies one outlier PR, and picks one control tweak. 

Pre-read posted the day before. Pick a consistent time and protect it. The cadence is more 

important than the sophistication of the metrics. First introduced: Chapter 6.

Verification Triangle. The core framework of this book. Three vertices forming a feedback 

loop: intent clarity, eval quality, and cost. Each vertex is measured through a small family of 

metrics rather than a single KPI. The headline metrics are spec coverage and rework rate by 

spec status for intent clarity; defect escape rate and machine catch rate for eval quality; and 

cost per accepted change plus lead time to accepted change for cost. When one vertex 

weakens, the others absorb the cost. First introduced: Chapter 8.
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Jellyfish. "2025 AI Metrics in Review." PRs per engineer up 113% as AI adoption rose from 

0% to 100%. Only 20% of teams use engineering metrics to measure AI impact. https://
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Jones, Capers. "Software Defect Removal Efficiency." Capers Jones & Associates / PPI. 

Analysis of 12,000+ software projects. Testing alone catches 30-35% of defects per stage 

and combined rarely exceeds 85%. Adequate quality requires ≥95% cumulative DRE, 
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https://www.weforum.org/publications/the-future-of-jobs-report-2025/
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ENGINEERING BLOG POSTS & TECHNICAL 
ARTICLES

Accenture. Publicly described training hundreds of thousands of employees on AI as part of 

its broader AI investment push. Public coverage in 2025-26 cited figures ranging from 

roughly 500,000 to 700,000 depending on program scope. CIO Dive, 2025; AI Magazine, 

2026. https://aimagazine.com/news/why-accenture-is-teaching-700000-employees-to-use-

agentic-ai

Airbnb Engineering. Test migration, 2025. 3,500+ React test files migrated from Enzyme to 

React Testing Library. Estimated 12-18 months manual effort completed in 6 weeks using 

AI pipeline with structured per-file steps, rich context injection, and systematic feedback 

loops. https://cretik.com/en/blogs/how-airbnb-used-ai-to-finish-an-18-month-code-

migration-in-just-6-weeks

Anthropic. "Code Review." March 9, 2026. "Code review has become a bottleneck, and we 

hear the same from customers every week." https://claude.com/blog/code-review

Anthropic. "How AI Is Transforming Work at Anthropic." December 2, 2025. Internal 

survey of 132 engineers and researchers, 53 interviews, and Claude Code usage data. 

Reports increased output volume, limited full delegation, and persistent need for active 

human supervision and validation on high-stakes work. The write-up also references 

internal engineering outcomes including a roughly 67% increase in merged PRs per 

engineer after broader Claude Code adoption. https://www.anthropic.com/research/how-

ai-is-transforming-work-at-anthropic

Anthropic. "How Ramp's Engineering Operates at Hyperspeed with Claude Code." 

Customer story. Describes an engineering rollout centered on workflow integration: Ramp 

connects Claude Code to test frameworks and observability via CLI and MCP, runs parallel 

sessions on the same codebase, automates documentation and incident response, and 

scales usage by building trust through fast vendor support. https://claude.com/customers/

ramp

Anthropic. "Introducing the Claude Partner Network." 2026. $100 million commitment. 

Claude Certified Architect examination for solution architects. Partners include Accenture 

(30,000 professionals), Deloitte, Cognizant (350,000 associates), Infosys. https://www.

anthropic.com/news/claude-partner-network

Anthropic. "Zapier Builds an AI-First Remote Culture with Claude for Enterprise." 

Customer story. Shows a broad organizational rollout pattern: Zapier expanded from 

grassroots adoption to company-wide access, connected Claude to internal tools through 

MCP, and normalized autonomous workflows across a remote organization with 89% AI 

adoption and 800+ internal agents. https://claude.com/customers/zapier

Arize. "Phoenix." Source-available observability and evaluation tooling for LLM 

applications. https://github.com/Arize-ai/phoenix



Augment Code. "Intent." Product page describing Augment's spec-centered multi-agent 

workflow. https://www.augmentcode.com/product/intent

Smith, Blake. "Code Review Essentials for Software Teams." February 2015. Argues that the 

most important function of code review is mental alignment — keeping team members on 

the same page about how the codebase is changing and why — rather than bug-catching. 

https://blakesmith.me/2015/02/09/code-review-essentials-for-software-teams.html

Booking.com / DX Case Study. 2025. 3,500 developers, 150,000+ additional hours saved. 

Daily AI users showed 16% higher change throughput. Targeted two-day workshops drove 

65% higher adoption. https://getdx.com/customers/booking-drives-ai-adoption-with-dx/

Braintrust. Product docs for evaluation, tracing, and scorer pipelines for LLM systems. 

https://www.braintrust.dev

Grove, Sean. "Specs Are the New Code." Talk at AI Engineer 2025. Argues that as AI writes 

more implementation code, specifications become the durable source artifact — generated 

code is the compiled output, disposable and regenerable. Prompting for two hours and 

committing only the final code is like checking in a compiled binary and throwing away the 

source. https://www.youtube.com/watch?v=8rABwKRsec4

Horthy, Dex. "Advanced Context Engineering for Coding Agents." HumanLayer, August 

2025. Introduces "frequent intentional compaction" — a research-plan-implement workflow 

that keeps AI context utilization in the 40-60% range by splitting work into phases with 

deliberate context resets between each. A bad line of research cascades into thousands of 

bad lines of code; a bad line of a plan cascades into hundreds. Human review should 

concentrate on the ~400 lines of research and plans rather than thousands of lines of 

generated code. Demonstrated by shipping 35k LOC to an unfamiliar 300k-LOC Rust 

codebase in seven hours. https://github.com/humanlayer/advanced-context-engineering-

for-coding-agents

Cognition Labs. "Devin Annual Performance Review." 2025. Independent testing 

(Answer.AI, January 2025): 14 failures, 3 successes, 3 inconclusive across 20 real-world 

tasks. Security fixes: 20x efficiency. Framework migrations: 10-14x faster than human 

engineers. https://cognition.ai/blog/devin-annual-performance-review-2025

CodeRabbit. "State of AI vs Human Code Generation Report." December 17, 2025. Analysis 

of 470 open-source PRs. AI-authored code showed 1.7x more issues than human-authored 

code. https://www.coderabbit.ai/blog/state-of-ai-vs-human-code-generation-report

CodeRabbit. "How CodeRabbit Delivers Accurate AI Code Reviews." Multi-step verification 

pipeline with 35+ integrated linters and static code scanners alongside LLM analysis. 

https://www.coderabbit.ai/blog/how-coderabbit-delivers-accurate-ai-code-reviews-on-

massive-codebases



Coinbase. "Tools for Developer Productivity at Coinbase." 2025. 100% engineer adoption of 

Cursor. Approximately 40% of daily code AI-generated. Leadership acknowledged "growing 

use of AI in development increases bugs." https://www.coinbase.com/blog/Tools-for-

Developer-Productivity-at-Coinbase

Cursor. "Dropbox Uses Cursor to Index over 550,000 Files and Build an AI-Native SDLC." 

January 26, 2026. Shows a monorepo rollout strategy: Dropbox let adoption start 

organically, formalized AI champions, removed signup friction, indexed the full repo for 

context, and pushed AI into writing, review, testing, documentation, and migrations as part 

of an AI-native SDLC. https://cursor.com/blog/dropbox

Cursor. "How Stripe Rolled Out a Consistent Cursor Experience for 3,000 Engineers." 

February 17, 2026. A rollout playbook built around preinstallation, onboarding labs, shared 

Cursor Rules, power-user knowledge sharing, and AI-assisted code review so usage can 

scale without letting higher code volume outrun reviewer capacity. https://cursor.com/

blog/stripe

Dropbox. CTO Ali Dasdan interview and DX case study, 2025. 96% weekly employee AI 

tool usage, 100% developer adoption. AI Champions program for enablement. 35% more 

PRs, 40% faster to production, reduced change failure rate. https://dropbox.tech/culture/

ai-adoption-productivity-dropbox-cto-ali-dasdan

Backstage. "Architecture Decisions." Official docs for surfacing ADRs and architecture-

decision practices inside Backstage portals. https://backstage.io/docs/architecture-

decisions/

Fission AI. "OpenSpec." Official repository for the OpenSpec framework. Machine-readable 

specs for intent, constraints, and acceptance criteria in existing codebases. https://github.

com/Fission-AI/OpenSpec

GitHub. "Spec Kit." Official repository for GitHub's phased spec-driven development 

templates and CLI. https://github.com/github/spec-kit

HubSpot Engineering. "Automated Code Review: The 6-Month Evolution." 2026. Multi-

model, multi-agent code review on Aviator framework. Adding a second judge agent to 

evaluate review comments was the single most impactful change. 90% faster time-to-first-

feedback, 80% engineer approval rate. https://product.hubspot.com/blog/automated-code-

review-the-6-month-evolution

Google. Sundar Pichai, Q1 2025 Earnings Call, April 2025. 30%+ of code is AI-generated. 

Also: 9to5Google, "Google Issues Company-Wide Guidance on Using AI to Code," June 

2025.

Kiro. "Specs." Official docs describing Kiro's requirements, design, and tasks workflow. 

https://kiro.dev/docs/specs/concepts



Leinwand, Allan (Webflow CTO). Published metrics, 2025. Cursor usage +80%, 89% daily 

AI tool adoption. Cycle time -21%, deploy rate +11%, change failure rate below 2%. 

Developers with 3+ years of tenure benefited most from AI tools. https://thenewstack.io/

how-webflow-got-89-of-its-engineers-to-use-ai-daily/

OpenAI. "Residency Program." Early-career pathway for engineers and researchers entering 

AI from adjacent backgrounds. Applications for the 2026 program were open as of March 

2026. https://openai.com/residency/

OpenAI. "How We Monitor Internal Coding Agents for Misalignment." Williams, Sun, 

Carroll, et al. March 19, 2026. Tens of millions of internal coding agent interactions 

monitored over five months using GPT-5.4 Thinking. 99.9% coverage within 30 minutes. 

Approximately 1,000 moderate-severity alerts including credential extraction, content 

scanning bypass, and security control evasion. Zero coherent scheming detected. 

Introduces "instrumental convergence" framing for agents treating security controls as 

technical obstacles. https://openai.com/index/how-we-monitor-coding-agents-for-

misalignment/

OpenAI. "Codex Is Now Generally Available." October 6, 2025. Product-release evidence for 

organizational rollout: Slack delegation, the Codex SDK, GitHub Action and CLI support, 

and admin controls for environment management, monitoring, and analytics, all aimed at 

making agentic coding manageable at team scale. https://openai.com/index/codex-now-

generally-available/

OpenAI. "Building More with GPT-5.1-Codex-Max." November 19, 2025. Internal usage 

and deployment framing for Codex: 95% of OpenAI engineers use Codex weekly, engineers 

ship roughly 70% more pull requests since adoption, and the product is explicitly framed as 

an additional reviewer rather than a replacement for human review. https://openai.com/

index/gpt-5-1-codex-max/

OpenAI. "Harness Engineering: Leveraging Codex in an Agent-First World." February 11, 

2026. Internal case study on agent-first rollout: OpenAI built a product from an empty repo 

with no manually written code, shifted engineers toward scaffolding and feedback-loop 

design, and treated structured repo docs as the system of record so agents could sustain 

high throughput with a small team. https://openai.com/index/harness-engineering/

OpenAI. "Rakuten Fixes Issues Twice as Fast with Codex." March 11, 2026. Shows an 

operations-heavy rollout model: Rakuten pushed Codex into incident response, CI/CD 

code review, and vulnerability checks, using agentic workflows to cut MTTR by about 50% 

while insisting that speed only counts when paired with safety guardrails. https://openai.

com/index/rakuten/

OpenTelemetry. Semantic Conventions for Generative AI. Defines model-call latency, token 

counts, and quality scoring as distinct observables, separate from application-layer metrics. 

https://opentelemetry.io/docs/specs/semconv/gen-ai/gen-ai-metrics/



Roadie / Backstage Community. "Backstage ADR Plugin." Community ADR integration for 

Backstage portals. https://roadie.io/backstage/plugins/adr/

Osmani, Addy (Google Chrome team). "The Slow Decay of Junior Developer Pipelines." 

Blog post, 2025. Warning that cutting junior hiring creates a leadership vacuum in 5-10 

years as the mid-level pipeline dries up.

Pragmatic Engineer. "How Tech Companies Measure the Impact of AI." 2025. Industry 

analysis and case-study roundup including Webflow's published AI adoption and delivery 

metrics. https://newsletter.pragmaticengineer.com/p/how-tech-companies-measure-the-

impact-of-ai

Spotify Engineering. "1,500+ PRs Later: Spotify's Journey with Our Background Coding 

Agent (Honk, Part 1)." November 6, 2025. Describes Spotify's first production rollout: a 

thin internal CLI around swappable agents, reused Fleet Management for repo targeting 

and PR flow, exposed the agent through Slack and GitHub via MCP, and kept the 

surrounding delivery infrastructure intact while scaling to 1,500+ merged AI-generated 

PRs and 60-90% migration time savings. https://engineering.atspotify.com/2025/11/

spotifys-background-coding-agent-part-1

Spotify Engineering. "Background Coding Agents: Predictable Results Through Strong 

Feedback Loops (Honk, Part 3)." December 9, 2025. Focuses on rollout hardening: 

deterministic verifiers before PR creation, an LLM judge to catch out-of-scope changes, 
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