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Introduction MVPDays Online

Introduction

MVPDays Online

The purpose of this book is to showcase the fantastic expertise of our guest speakers of
MVPDays Online. They have so much passion, expertise, and expert knowledge that it only
seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea;
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way” | mean, what is the point in
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of.

We often get asked the question “Who should attend MVPDays”?

Anyone that has an interest in technology is eager to learn and wants to meet other like-minded
individuals. This Roadshow is not just for Microsoft MVP’s it is for anyone in the IT Community.

Make sure you check out the MVPDays website at www.mvpdays.com. You never know maybe
the roadshow will be coming to a city near you.

The goal of this particular book is to show you how to survive a Ransomware Attack using Azure
Site Recovery. Each chapter is broken down into a unique tip, and we hope you find some
immense value in what we have written.
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Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and
https://github.com/dkawula/Surviving-a-Ransomware-Attack-Using-Azure-Site-Recovery

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like
articles and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1

Setting up your Azure
Subscription from Scratch

As we know, there are lots of features in Microsoft Azure, to use those features, you need to
create a Microsoft Azure account, it’s straightforward to create, also you will get $200 credits at
the first month.

If you are a newcomer on Microsoft Azure, no worry, | am going to show you how to create
Azure free account with $200 credit today, follow the steps as below.

1. Go to https://www.azure.com and then click Free account.

Your vision. Your cloud

wathin il
Welcome back. We'd like to help you get started with Azure. | MIINNIE

Go to the Azure portal

Deploy your first soluti

Try these short

=
Launch a Linux virtual machine Launch a Windows virtual machine Store and transfer data and apps

Deploy a Linux virtual machine using CLL ET, Nodejs, Java, PP, Access blob, table, and queue storage.

<P

Add cognitive intelligence to your
app

Build intelligent alqorithms into apps,

17
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2. On the free account page, click Start free.

; Microsoft Azure (% Q  Myaccount  Free account

Overview Solutions  Products v Documentation Pricing ~ Training ~ Marketplace v Partners v Support Blog  More

Create your Azure free account today

Get started with 12 months of free services

Signin

3. If you have an account with Microsoft already (e.g., office 365, outlookf.com .... ), enter
your email address and then click Next. If you don’t have Microsoft account, please click

Crete one.

a2 sonintoyour st % |4 v

< © @ O hessosimirosstoninecon » o * = 2

B Microsoft

Sign in

4. |If your email address is used with more than on account from Microsoft, you need to

select which account do you want to use.

18
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B® Microsoft

It looks like this email is used with more than one
account from Microsoft. Which one do you want to
use?

Woaork or school account
Created by your |T department

csun@triconelite.com

Personal account

g Created by you
csun@triconelite.com

Tired of seeing this? Rename your personal Microsoft
account.

Back

5. Enter your password and then click Sign in

B® Microsoft

csun@triconelite.com

Enter password

D Keep me signed in

Forgot my password

19
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6. On the About you page, enter your personal information and then click Next.

ookcom  Sign out

Azure free account sign up
Start with a $250 credit for 30 days, and keep going for free

1 About you ~

Country/Region @

‘ Canada R ‘

First name

|

Last name

|

Email address @

‘ csun@triconelite.com ‘

Phone

‘ (778) ¢ ‘

By proceeding you ack ledge the privacy statement and subscription agresment

2 lIdentity verification by card v
3 Agreement v

7. On the Identity verification by card page, you need to enter your credit card information
and then click Next. Don’t worry, Microsoft won’t charge you until you upgrade your free

20
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account to pay as you go or others account type.
Identity verification by card ~
Why is credit card information necessary for a free account?
+ To keep out spam and bots

« To verify your identity

You won't be charged unless you upgrade.

VISA

Card number
E |

Expiration date cw o

‘ & B

Name on card

‘ 1 Sun ‘

Address line 1

[ |

Address line 2

City

Province Postal Code

. = ‘ ‘ I : ‘

Next

8. Onthe Agreement page, select | agree to the subscription agreement, offer details, and

privacy statement and | would like information, tips, and offers from Microsoft or
selected partners about Azure, including Azure Newsletter, Pricing updates, and other

21
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Microsoft products and services, and then click Sign up.

Azure free account sign up
Start with a $250 credit for 30 days, and keep going for free

1 Identity verification by card

2 Agreement

| agree to the subscription agreement, offer details, and privacy statement

| would like information, tips, and offers from Microsoft or selected partners about Azure, including Azure
Mewsletter, Pricing updates, and other Microsoft products and services.

9. Congratulation! You’re ready to start with Azure and get $250 create for free. You need
to click Go to the portal and enjoy Azure features there.

B Microsoft Azure

olutio

You're ready to start with Azure

Join the demo to see Azure in action
Taarnfouiats N Register for a live demo or watch on demand

Azure techn

+ Building a virtual machine.
Select a time or watch on demand

+ Creating a web app.

« Deploying a SQL database. ® 11/8/2018 0900 AM PST (Change time zone)

« Customizing your DevOps dashboard. O 1171572018 09:00 AM PST
O 11/29/2018 05:00 AM PST

Watch on demand

Or, please tell us a little about yourself to register for the
demo.

First name

Last name

10. That’s it you have now successfully setup your first Azure Tenant and have access to the
Azure Portal.
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How do you want to start?

Setup you

23
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Chapter 2

Building a Hyper-V Nested VM
with Multiple Public IP
Addresses in Azure

In this chapter, we are going to show you how to build a Hyper-V nested VM with multiple public
IP addresses. In this lab configuration, you only need to pay Microsoft for one Hyper-V host
(VM) with storage and public IP addresses. After it is configured, you can install a firewall, create
VMs, a load balancer, configure customer routing, port forwarding and so on. These scenarios
can be used to build up real-world labs for Test, Development, or even proof of concepts.

Building a Windows Server 2016 Virtual Machine

1. Logon to your Microsoft Azure Account and select Create a resource.

Microsoft Azure £ Search resources, services, |

.Ijashboard | - Mewdashboard T Upload J Download 7 Edit ¢ Share 7 Full screen

T~ Create a resource

All services All resources
Al subscriptions Azure getting started made easy!

F FAVORITES

O Refresh = Launch an app of yof

B,.. on Azure in a few qul

% Dachboard

&® GDMCA-AZUREDC1 Virtual machine

24
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2. Onthe New page, select Windows Server 2016 VM

Microsoft Azure

Create a resource
All services
FAVORITES

| Dashboard
All resources

&#| Resource groups

G App Services

% Function Apps

2 Search re:
Home » New

New 0o =

Azure Marketplace Seeall  Popular ,

Get started Windows Server 2016 VM

Quickstart tutorial
Recently created

Compute Ubuntu Server 18.04 VM

. Learn more
Networking

3. Onthe Create a virtual machine page, click Basics and select your Azure Subscription to
pay for this virtual machine.

Microsoft Azure

|~ Create a resource
All services
FAVORITES
Dashboard
S8 Al resources

&# Resource groups

& 2pp seniices

¥ Function Apps

= sOL databases

O Search resources, services, and docs

Home > New > Create a virtual machine
Create a virtual machine

Basics Disks Networking Management Guest config Tags Review + create
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your cwn customized image,
Complete the Basics tab then Review + create to provision a virtual machine with default parameters cr review each tab for full
customization,

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS
Select the subscription to manage deployed resaurces and costs, Use resource groups like folders to organize and manage 51V
resources.

* Subscription @ Wicroscft Azure Spansorship ke

4. Select Create new under the Resource group and enter resource group name, | will
recommend it as your virtual machine name, because it will easy to maintain your
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resources, and then click OK.

Microsoft Azure B Search resources, services, and docs

Home > New > Create a virtual machine
Create a resource Create a virtual machine
All services

% FAVORITES Basics Disks MNetworking Management Guestconfig Tags Review + create

B¥ Dashboard

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized image.
Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Crezte VM from Azure Marketplace

£8 Al resources.
W Resource groups

PROJECT DETAILS

& 4pp Services

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage all your

% Function Apps resources.
W sl databases s

Subscription @ Microsoft Azure Sponsorship v
&¥ Azure Cosmos DB

* Resource group @ caryandangus ~
8 virtual machines Create new
& Load balancers
INSTANCE DETAILS

A resource group is a container that holds related

[ storage accounts X
resources for an Azure solution.

* Virtual machine name @
9 Virtual networks i L
* Region @ v

* Name -

& Azure Active Directory

Availability options @ ‘ GEMCALARHV v
& Monitor
@ advisor Himinge 0 v
o]
W security Center
"5 0 i

©) Cost Management + Billing
@)

5. Virtual Machine Name: Enter Virtual Machine Name as your resource group name.
Region: Select Region for the virtual machine. For my case, | am using West US 2.
Availability options: keep the default setting
Image: select Windows Server 2016 Datacenter
Size: click change size and select the Dv3 and Ev3 VM sizes. Because we need to enable
nested virtualization.

Username: Enter login user name
Password: Enter login password
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Confirm password: Reenter login password

Microsoft Azure

|- Create a resource
Al services

% FAVORITES

¥ Dashboard

£ All resources

) Resource groups

& App services

¥ Function Apps

= saL datab

& Azure Cosmos DB

8 virtual machines

& Load balancers

B8 storage accounts

Virtual networks.

& Azure Active Directory

& wonitor

. Advisor

) cost Management + 8illing

& Help + support

R Search resources, services, and docs

Home > Mew > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Guestconfig Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized image.
Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your

resources.

* Subscription @ Microsoft Azure Sponsarship hd

* Resource group @ (New) GDMCALABHY1 ~

Create new

INSTANCE DETAILS

* Virtual machine name @ GDMCALABHV1

* Region @ West US 2 b
Availability options @ No infrastructure redundancy required v
* Image @ Windows Server 2016 Datacenter ~

Browse sll images and disks
*sze @ | standard D165 v3
16vepus, 64 GB memory

Change size
ADMINISTRATOR ACCOUNT

* Usemame @

* Password @

* Confirm password @

Public inbound ports: Select Allow selected ports.

Select inbound ports: Select RDP (3389)

Already have a Windows license: Select Yes if you have a license already.
Confirmation: select | confirm | have an eligible Windows license with Software

Assurance or Windows Server subscription to apply for this Azure Hybrid Benefit.
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INEOUND PORT RULES

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular network
access on the Networking tab.

* Public inbound ports @ " None (@) Allow selected ports

* Selectinbound ports RDP

~
These ports will be exposed to the internet. Use the Advanced controls to limit
inbound traffic to known IP addresses. You can also update inbound traffic rules
later.

SAVE MONEY

Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more

* Already have a Windows license? @

N Li] ~

* Confirmation

| confirm | have an eligible Windows license with Software Assurance or Windows Server
subscription to apply this Azure Hybrid Benefit.

Review Azure hybrid benefit compliance

6. On the Create a Virtual Machine page, click Disks.

Microsoft Azure P Search resources, services, and dacs
Home » New » Create a virtual machine
Create a resource Create a virtual machine
All sex
J FAVORITES Basics | Disks | Networking Management Guestconfig Tags Review + create

¥ Dashboard

Azure VMs have one operating system disk and & temporary disk for short-term storage. You can attach additional data disks. The size of
the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Il resources.
) Resource groups DISK OPTIONS
A . - ktype @ Premium $5D -
& App services
%> Function Apps DATA DISKS
% SQL databases You can add and configure additional data disks for your virtual machine or attach existing disks. This VM slso comes with a temporary
disk.
S N RN SIZE (G16) DSk TYPE HOST CACHING
Create and aftach a new disk  Attach an existing disk
Virtual networks ~ ADVANCED

OS disk type: Select Premium SSD
DATA DISKS: Select Create and attach a new disk (this storage space is for your nested
VMs)
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DISK OPTIONS

* 05 disk type @ [ Premium S5D v
DATA DISKS

You can add and configure additional data disks fer your virtual machine or attach existing disks. This VM alsc comes with a temporary
disk,

LUN NAME SIZE (GIB) DISKTYPE HOST CACHING

Create and attach a new disk Attach an existing disk

~ ADVANCED

7. Onthe Create a new disk page, settings as follow and then click OK.
Disk type: Select Premium SSD
Name: keep the default name
Size(GiB): 4095
Source type: None
Create a new disk O X

Create a new disk to store applications and data on your VM, Disk pricing varies based on factors
including disk size, storage type, and number of transactions. Learn more about Azure Managed

Diisks

* Disk type @ :_P.l_'emium .SSD A
* Name  GDMCALABHV1_DataDisk 0

* Siza (GiB) @ 4085

* Source type @ Mone (empty disk) i

ESTIMATED PERFORMANCE @
IOPS Timit 7500

Throughput limit (MB/s) 250
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8. On the Create a virtual machine page, click Networking.

Microsoft Azure S Search resources, services, and docs

Home > New > Create a virtual machine

Create a resource Create a virtual machine

All services.
- FAVORITES Basics Disks | Networking | Management Guestconfig  Tags  Review = create
B8l Dashboard Configure a new or existing virtual network for your VM as well as how your VM will be accessed on the virtus! network. Lear more

£2 Al resources
NETWORK INTERFACE

§s) Resource groups When creating a virtual machine, a network interface will be created for you.

App Services -
& app * Virtual network @ (new) GDMCALABHY 1 -vnet A
% Function Apps Create new

% squ databases b L] ~

& Azure Cosmos DB PublicIP @ {nevi) GDMCALABHV 1 ip v

Create new

Virtual machines

& Load balancers Network security group (®) gasic () Advanced
B8 storage accounts * Public inbound poris @ (") None (@) Allow selected ports
Virtual networks
irtual networks = =
& Azure Active Directory
These ports wi osed to the internet. Us:

P
cnown IP addresses. You

& Monitor

& Advisor

A inbound traffic
Iater,

W security Center - -
. ¥ Accelerated nefworking @ ®on Oof

) Cost Management + Billing

& Help + support

Virtual network: Select vnet if you have existing vnet if not, you can keep the default
settings.

Subnet: Select subnet name if you have an existing subnet; if not, you can keep the
default settings.

Public IP: click Create new
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Microsoft Azure £ Search resources, services, and docs

Home > New > Create a virtual machine
|- create a resource Create a virtual machine

All services
* FAVORITES Basics Disks Networking Management Guestconfig Tags Review + create
B8 Dashboard Configure a new or existing virtual network for your UM as well a5 how your Vi will be accessed on the virtual network Learn mare

22 Al resources
NETWORK INTERFACE

%) Resource groups When creating a virtual machine, a network interface will be created for you.

& pp services * Virtual network GDMCA-VNet! -
¥ Function Apps Create new

= sqL databases * Subnet @ GDMCA-VNet1-Server v
& Azure Cosmos DB Public 1P @ (new) GDMCALABHV1-ip ~
B virtual machines. Create new

& Load balancers Network security group (®) Basic () Advanced

S storage nts. * Public inbound ports @ () Mone  (®) Allow selected ports

(iHlnstione * Select inbound ports ROP ~

@ Azure Active Directory

& Monitor

@ Advisor

These ports will be expased to the intemet. Use the Advanced controls to limit
inbound traffic to knewn IP addresses. You can also update inbound traffic rules

Iater

Secl Cel =\ ~
@ security Center Accelerated networking @ ®)on () Off

@ Cost Management + Billing

& Help + support

9. On the Create Public IP address page, the settings are as follows
Name: Enter the Public IP address name.
SKU: Basic
Assignment: Static
10. To complete Networking settings as follow:
Network security group: Basic
Public inbound ports: Allow selected ports
Select inbound ports: RDP
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Accelerated networking: On

Home > Mew » Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Guestconfig Tags Review + create
Configure a new or existing virtual network for your VM as well as how your VM will be accessed on the virtual network, Learn more

MNETWORK INTERFACE

When creating a virtual machine, a netwark interface will be created for you.

* Virtual network @ GDMCA-VNet1 o
Create new

* Subnet @ | GDMCA-VNet1-Server ~

Public IP @ (new) GDMCALABHY1-PubliciP1 b

Create new

Advanced

Network security group (@) Basic

* Public inbound ports @ (_J None Allow selected ports

* Select inbound ports RDP ~

These ports will be exposed to the intemet. Use the Advanced controls to fimit
[l inbound traffic to known IP addresses, You can slso update inbound traffic rules
Iater.

®on ()osf

elerated ne

1. Onthe Create a virtual machine page, click Management and keep the settings as
default.

Microsoft Azure £ Search resources, services, and docs

Home > New > Create a virtual machine

Create a resource Create a virtual machine
All services
AT Basics Disks Networking | Management | Guest config Tags Review + create
—_—
Baciicn] Configure monitofing and management options for.your VM,
Il resources.
MONITORING
&# Resource groups (®on ()oH
App Services ~ -
& app Oon @ ox
¥ Function Apps
- * Diagnestics storage account @ (new) 1diagad0 -
A sQL databases P
& Azure Cosmos DB
IDENTITY
B89 virtual machines System assigned managed identity @ on (@) of
& Load balancers
AUTO-SHUTDOWN
torage accounts .
Enable auto-shutdown @ Oon @ oi
Virtual networks ) i
& Azure Active Directory BACKUP
@ Monitor Enable backup @ Oon @ o

& Advicor
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11. On the Create a virtual machine page, click Guest config and keep the settings as default.

Microsoft Azure
Create a resource
All services

J FAVORITES

B Dashboard

All resources.

) Resource groups

&8 App services

¥ Function Apps
= SOl databases
& Azure Cosmos DB
B8 virtual machines

& Load balancers

B Search resourtes, services, and docs

Home > New > Create a virtual machine

Create a virtual machine

Basics Disks Networking Manageme uest config | Tags  Review + create
e W

Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init

EXTENSIONS

Extensions provide configuration and

Extensions @ Select an extensio

CLOUD INIT

Cloud init is a widely used approach to customize a Linux VM as it boats for the first time. You can use cloud-init to install packages and

wite files or to configure users and security. Learn more

o The selected image does not support cloud init.

12. On the Create a virtual machine page, click Tags and keep the settings as default.

Microsoft Azure

Create a resource
All services
FAVORITES
Dashboard

All resources

Resource groups

‘ App Services

¥ Function Apps

= SQL databases

P Search resources, services, and aocs

Home > New > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Guest config | Tags | Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to multiple
resources and resource groups. Learn more

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.
Kev VALUE RESOURCE TYPE

All resources to be created ~
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34

Microsoft Azure

Create a resource
All services
FAVORITES
Dashboard
All resources
&#/ Resource groups
at App Services
¥: Function Apps
T sQL databases
AF Azure Cosmos DB
Virtual machines
Load balancers
B8 storage accounts
Virtual networks
& Azure Active Directory
G‘ Monitor

& Advisor

53 Cost Management + Billing

@

a4 Help + support

Home > MNew > Create a virtual machine

Create a virtual machine

Validation passed
P

Basics  Disks

PRODUCT DETAILS

Standard D16s v3

by Microsoft

Terms of use | Privacy policy

TERMS

Management  Guestconfig Tags | Review + create

Subscription credits apply @
0.9338 CAD/hr

Pricing for other VM sizes

13. On the Create a virtual machine page, click Review + create and make sure Validation
passed and then click Create.

R Search resources, services, and docs

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated wiith the Marketplace offeringis) fisted above; (b}
authorize Microsoft to bill my current payment methad for the fees associzted with the offering(s), with the same billing frequency as
my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of

the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for third-party offerings. See the

Azure Marketplace Terms for additional details.

BASICS
Subscription

Resource group

Virtual machine name
Region

Av

ilability options
Username

Public inbound parts
DISKS

08 disk type

Use managed disks
Data disks

NETWORKING

irtual network

Subnet

Create Previous

Microsoft Azure Spansorship

(new) GDMCALABHV1
GDMCALABHV1

West US 2

ho infrastructure redundancy required
cary

RDP

Premium 55D
Yes
1

GDMCA-¥Net1
GDMCA-VNet1-Server
[new) GDMCAL ARHV1-PuklicIP1

wnload a template for automation
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Creating Multiple Internal and External IP’s for the Lab

1.

On the Microsoft Azure portal page, select Virtual machines.

Microsoft Azure

Create a resouree
All s

FAVORITES
Dashboard

All resources

Resource groups

& App senvices

% Function Apps

# sqL datab:

4 Azure Cosmos DB

8 virtual machines

& Load balancers

B Storage accounts
Virtual networks

& Azure Active Di

@ Monitor

@ advisor

@ Security Center

@ cost Management +

& Help + support

Dashboard
Al

& Resour

& ropse

% runction apps

Dashboard v

All resources

Ll AGATLABHV1
"_’ GDMCA-AZUREDC1
@ Externan

B agatiabhvisto

) AGATLABHVI-nsg

P GDMCA-AZUREDCT-nsg
GDMCA-GW

GDMCA-VnetitoCaryHQ

>

Cary-HQ
GDMCA-VNet1

gdmca-azuredci622

GDMCA-GWIP

carysun

% Service Health

Fome » Virtual machines
Virtual machines
+ add O Resenation:

Subscriptions:

-

Exte

G Gomca-azuREDCY

@ comcaas

+ New dashboard

£ Search resources, services, and docs

7 Upload L Download (7 Edit £)Share 7 Fullscreen [0 Clone [ Delete
9 : q carysun
Azure getting started made easy! i
B et Launch an app of your choi
R ——— on Azure in a few quick steps
Vitiial ifgchine Create DevOps Project
virtual machine Running
Network interface
Quickstarts + tutorials AGATLABHVA
Network security gr...
Network security gr...
Windows Virtual Machines 2
Virtual network gat... Provision Windews Server, SQL Server, SharePaint VMs
Connection
Running =

[ Linux Virtual Machines &2
2" Provision Ubuntu, Red Hat, CentOS, SUSE, Core0S Vivis

Local netwark gate...
Virtual network
Network interface - &

App Service 3
Create Web Apps using |

Public P address €7, Java, Nogejs, Python, PH?.

Storage account

Functions &2
Process events wiih a serverless code architecture

SQL Database 2
Managed reiational SQL Database 25 3 Service

Allocations | [

e sTaTus RESOURCE GROUP tocaTion

Virtual machine AG Westus2
Run Extemalt westus2
Running GDMCA-AZUREDCT west

Virtual machine Running GDMCALABHY1 WestUs2
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i Acoess control AN

* e

= o

8 ssay

2 Eaersons

il set

& cony

onity

propeies

= it GERCALAE:

Hetwerking

Virtusl machines @ & % @ GDMCALABHV1 - Networking

+naa O semnations Mo € e aitacn rawc

# s

K Diagncse wd sove probiaes

B el

= £ o

GONICA-AZUREDICY

8 comcaLazvt Setins
Nerws

nenwering iy

m
O seewty
o 100
Btensons
ss001

B Cortimns delery reves)

5. On the Network Interface page,

Home > Virtual machines > GDMCALABHV1 - Networking > gamealabhvi24e
m gdmcalabhv1248

«

=> Move

@ Delete

roup (thangd)
B oveview i

B Activity log

n
West US 2

i Access control (1AM) silbscription change

# Tags Microsoft Azure Sponsorship
Subscription 1D
Settings b07efb00-8fcc-4ceb-bOcs-244dfeT7520f

e

@ Network security group

& 1P configurations

BE ONS servers Tags (char

Click hers

Properties

& Locks

%3 Automation script

Support + troubleshooting
Effective security rules

¢ Effective routes

& New support reguest
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On the GDMCALABHV1page, select

Networking.

amie COMCALABHV
Virtual machines « # % ) GDMCALABHVI
+ 00 O resenavons * More

@ cusniow

B ertiing g

K Disgnoss and subve problens

“ comect B Crestrt Wswop @capue B oo D nefesh

o e

" Continuous seivery Previswl

SPU {awerane) o

Merusork (rotal =

,,,,,,,,,,,,,, n

On the GDMCALABHV1-Networking page, select Network Interface: gdmcalabhv1238.

o Datach natwor itetace

opoleay @

Brvats B 11008 Accelerted nesunting: Ensbled

INDOUND FORT RULTS &

B -5 (aached 0 natwori intsrface: gomealaonv124)

i inborne port e

RoP s T Ay Any 5 Alon
AlloninetinBound oy any VitualMetmork Vetusietwork
Bllonsurelosilalsacerinbaurd sy iy AansclondBalncee  Any & Al

select IP configurations.

idress

10.

18

Virtual network/subnet
GDMC /GDMCA-VNet1 -Server

Public IP address
52.191.184.189 (GDMCALABHV1-BubliciP1)

A to
GDMCALABHV1



Chapter 2 Building a Hyper-V Nested VM with Multiple Public IP Addresses in Azure

6. On the IP configurations page, select ipconfigl.

‘es > GDMCALABHVI - Networking > gdmealabhv1248 - IP configurations

hv1248 - IP configurations

«

B overview

W Activity log

il Access control (AM)

# T

Settings * Subne (GDMCA-VNet! Server (10.10.10/24)

% 1P configurations

ipconigl 1Pud Primary. 101018 (Dynamic) 52191184189 (GDMCALABHVI-PubliclPT)

& Locks

K3 Automation script
Support + troubleshooting
* Effective securiy rules
© Effective routes

& New support request

7. Change assignment setting from Dynamic to Static, and then click Save.

Home > Virtual machines > GDMCALABHV1 - Networking > gdmcalabhv1248 - IP configurations > ipconfigl

ipconfigl o X

gdmealabhyi248

H save X Discard

Public IP address settings

* |P address
>

GDMCALABHW1-PubliclP1 (52.191.184.189)

Private IP address settings

Wirtual network/subnet

GDMCA-VNetl/GDMCA-VNet1-Server

Assignment
Dynamic Static

* [P address

| 100018

onfigurations page, click Add.

onv1248 - 1 configurations

« g FHee X

1P forwarding settings

* Susmet GDMCA et Server (10.1010724) ~

ipconfigh e primary 101018 statc) 52191104189 (GOMCALABHVI-Publicl)

9. Onthe Add IP configuration page, settings as follow and then click OK.
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Name: ipconfig2

Private IP address Allocation: Static
IP address: 10.10.1.9

Public IP address: Enable

IP address: click configure required settings
Home > Virtual machines > GDMCALABHV1 - Networking » gdmcalabhv1248 - IP configurations > Add IP configuration

Add IP configuration 0o x

gdmeslabhy1248

* Name

‘ ipconfig2 / |

(i} Primary IP configuration already exists

Private IP address settings

Allocation
Dynamic Static

* |P address

10:10.1.9 v

Public IP address

Enabed

* IP address

Configure required settings

10. Choose public IP address: Create new
Name: Enter name for Public IP

SKU: Basic
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Assignment: Static and then click OK

'es > GDMCALABHV1 - Networking > gdmealabhv1248 - P configur

figuration X X Create public IP address [ X

[+] croste v -

0] pimary P contguaton aeady exis

O
°
Private IP address settings
Alocation °
* 1P address AGATLABHY1-PubliclP e
[Fero1s
°
°
>
Configure required settings
°
°

[ [
Choose public IP address: Create new

Name: Enter name for Public IP
SKU: Basic
Assignment: Static and then click OK

Vitual machines > GDMCALABHV1 - Networking > gdme:

Add IP configuration | X Create public IP address [0 X

WestUs 2

0] imary P coniguration sy exits

Private IP address settings
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11. On the Add IP configuration page, click OK.

Home > Virtual machines > GDMCALABHV1 - Networking > gdmcalabhv1248 - IP configurations > Add IP configuration

Add IP configuration o X

gdmcalabhy 1248

* Name

‘ ipconfigd -z |

o Primary IP configuration already exists

Private IP address settings

Allocation

static

* |P address

10,10.1.8

Public IP address

Disabled JE=ELIES

#* IP-address

| GDMCALABHV1-PubliclP2 (New)
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uity grovp

onfigurations steps If you need more public IP addresses.

gmealsbh1248 - P config

vt Primary 52191184169 (GDMCALABHVI-PublicP)
v Secondary 101019 Sttic) 1377.183.49 (GOMCALABHVI-PubiclP2)
vt Secondary 1090110 Stati) 13.66.168.42 (GOMCALABHVI-PubiicP)
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Enable Hyper-V in the LAB Virtual Machine

1. Start Azure virtual machine and log in.

2. Open Disk Management to partition and format for your new 4TB storage space. (Use
ReFS + 64 KB Block Size.)

& Disk Management — m} =
File Action View Help
e | mlEm =0 O
Volume I Layout ‘ Type I File System Status I Capacity I Free Spa... | % Free
= System Simple Basic NTFS Healthy (5. 350 MB 291 MB 83 %
| == Temporary Storag... Simple Basic NTFS Healthy (P... 128.00 GB 11839GE 92%
== Windows (C:) Simple Basic NTFS Healthy (B... 126.66 GB 110.70GB 87%
i
A
== Disk 1 |
Basic Temporary Storage (D)
128,00 GB 128.00 GB NTFS
Cnline Healthy (Page File, Primary Partition}
= Disk 2 e ————————————————]
Basic L - |
4094.38 GB 1 4054.88 GB
Cnline “Unallocated
v
B Unallocated Primary partition
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3. On the Server Manager Dashboard, click Add roles and feature.

L

s Server Manager

# Fie nd Storage Services >

WHATS NEW

LEARN MORE

d Storage
Services

Manageabilty
Events
Performance

BPA results

| 7 Manage

ROLES AND SERVER GROUPS
® psit | Senvers

1 R 1 [l Wi Aservers 1
@ wvansgessiy @ wansgessiy
Events Events
B s |
Pertormance Pertormance
oA rests apA rests

4. Onthe Before you begin page, click Next.

F;'-‘ Add Roles and Features Wizard

Before you begin

DESTINATION SERVER
GOMCALABHV1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing doecuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remave Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The mest current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Mext.

[C] Skip this page by default
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5. Onthe Select installation type, select Role-based or feature-based installation and then

click Next.

F'; Add Roles and Features Wizard

= O X

DESTINATIOM SERVER
GDMCALASHV1

Select installation type

Selact the installation type. You can install roles and features on a running physical computer or virtual

Before You B g 5 A
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

(! Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment,

Instal
6. On the Select destination server page, click Next.
2 Add Roles and Features Wizard — [m] *
2 * . = i DESTINATION SERVER
Select destination server coMgALAEHY:
Select a server or a virtual hard disk on which to install roles and features,
Select a server from the server pool
! Select a virtual hard disk
Seryer Roles Server Pool
Featuras
Filter: ‘ |
MName 1P Address Cperating System
GDMCALABHV1 10.10.1.8 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers fram which data collection is still incomplete are not shown.
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7. On the Select server roles page, select Hyper-V, click Add Features and then click Next.

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Instaliation Type Roles

[] Active Directory Certificate Services
[1 Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DNS Server
Fax Server
File and Storage Services (1 of 12 installed)
Host Guardian Service
Yp
MultiPoint Services
Network Controller
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
Web Server (1IS)

Migration

Default Stores

Confirmation

O0O0O0000&ROmO000n

e [m] X

DESTINATION SERVER
GDMCALABHV

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

On the Select features page, click Next.

E';. Add Roles and Features Wizard

Select features
Before You Begin Select one or mare features to install on the selected server,

Installation T Features

| [W] .NET Framewaork 4.6 Features (2 of 7 installed)
_ 1 [[] Background Intelligent Transfer Service (BITS)
| BitLocker Drive Encryption (Installed)
Hyper-v [] BitLocker Network Unlock
[] BranchCache

Virtual
S [] Client for NFS
Migration [ Containers
W [[] Data Center Bridging
Default Stores [ Direct Piay
Confirmation | Enhanced Storage (installed)

[] Failover Clustering

[ Group Policy Management

[T] Host Guardian Hyper-V Support

[ 170 Quality of Service

] 1IS Hostable Web Core

[] Internet Printing Client

[1 IP Address Management (IPAM) Server
[ iSNS Server service

[ NET Framework 3.5 Feature: 2

DESTINATION SERVER
GDMCALASHV1

Description

-NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install
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9. On the Hyper-V page, click Next.

[z Add Roles and Features Wizard — m| x

DESTIMATION SERVER

Hyper-V coucaLasvt

ST Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines,
Before You Begin 5 ¥ - 3 =
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software.

Instaliation T

Server 5
Things fo note:

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches,

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines.

Default Stores

Confirmation

Maore information about Hyper-V

10. On the Create Virtual Switches page, don’t select any interface and click Next.

[z Add Roles and Features Wizard T (] =
- 1| . DESTINATION SERVER
Create Virtual Switches SOMCALASH

Before You Begin Wirtual machines require virtual switches to communicate with other computers. After you install this
' role, you can create virtual machines and attach them to a virtual switch.
Installation Type
One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Server Selection

L can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Name Description
[ Ethernet2 Microsoft Hyper-V Network Adapter
Migration [] Ethernet3 Mellanox ConnectX-3 Virtual Function Ethernet Adapter

Default Stores

Canfirmation (1 We recommend that you reserve one network adapter for remote access to this server. To reserve a

network adapter, do not select it for use with a virtual switch,

Install
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11. One the Virtual Migration page, click Next.

[z Add Roles and Features Wizard — O x
. . - g DESTINATION SERVER
Virtual Machine Migration coMCaLAHY:

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations, If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You B

Installation Ty

[ Allow this server to send and receive live migrations of virtual machines

Authentication protocol
Select the proto
& Use Credential Security Suppart Provider {CredSSP)

This protacol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform a five migration, you must be logged on to the source server.

Use Kerberos

This protocol is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.

you want to use to authenticate five migrations.

j, [f this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

Instal

12

space and then click Next.

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Before You Bagin

Installation Ty

Default location for virtual hard disk files:
FA\WHDS\Virtual Hard Disks

Default location for virtual machine configuration files:

ff= Add Roles and Features Wizard =3 O *
DESTINATION SERVER
Default Stores GOMCALAZHV1

[FAVHDS | [ Browse..

On the Default Stores page, you can change the default location to your new 4TB storage
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13. On the Confirm installation selections page, select Restart the destination server
automatically if required and then click install.

[z Add Roles and Features Wizard = [m] x
. . g g . DESTINATION SERVER
Confirm installation selections COMCALAZHV!

o . = B
Befors You Begin To install the following roles, role services, or features on selected server, click install.

Installation Type Restart the destination server automatically if required

Optional features {such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-V
Remote Server Administration Tools
Role Administration Toals
Hyper-V Management Tools
Hyper-\ Module for Windows PowerShell
Hyper-V GUI Management Tools

Export configuration settings
Specify an alternate source path

14. Login to Azure Virtual machine after it restarted.

15. On the installation progress page, click Close.

- [m] *

DESTINATIOM SERVER

Installation progress GoMCaLABvT

View installation progress

o Feature installation

Installation succeeded on GDMCALABHVT,

Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-V Management Tools
Hyper-V Madule for Windows PowerShell
Hyper-V GUI Management Tools

) You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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Configuring NAT Networking with one Public IP Address

To configure NAT Networking, we need to create an Internal Virtual Switch for nested guest VMs.
In general, there are two options for networking with nested virtual machines, MAC Address
Spoofing, and NAT networking. Unfortunately, MAC Address Spoofing is not possible in a public
cloud environment. So, If you are using an Azure virtual machine network interface as your
Hyper-V external virtual switch and have assigned it to nested guest VMS, the guest VMs won't
be able to access the Internet. At this point, we have no choice, but to use NAT networking.

The steps below show how to configure a NetNat Virtual Switch with a single Public IP Address.

1. We can create an internal virtual switch and create NAT rules via Powershell cmdlet as
follow:

NNew-VMSwitch -Name "NATNetwork" -SwitchType Internal
Get-NetAdapter

New-NetIPAddress -IPAddress 192.168.100.1 -PrefixLength 24 -
InterfaceIndex 14

New-NetNat -Name "NATNetwork" -InternalIPInterfaceAddressPrefix
192.168.100.0/24
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