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1. What is Cyber Crime?

Cyber crime is a crime committed when someone uses a computer or a network to commit illegal
activities. This can involve hacking into computer systems, stealing money from bank accounts,
or taking sensitive information from companies, groups, or individuals. These crimes often aim
to harm the victim's reputation, cause physical or mental distress, or lead to financial losses.
Cyber crimes can target individuals or groups, with the intention of causing direct or indirect
damage.

Cyber crimes often occur through modern communication networks like internet chat rooms,
emails, forums, and mobile phones. These crimes can pose serious threats to a nation's security
and financial stability. In the 21st century, cyber crimes have gained a lot of attention, especially
issues like hacking, copyright infringement, child pornography, and child grooming.
Additionally, there are significant privacy concerns when confidential information is intercepted
or disclosed, whether legally or illegally.

1.1 Cyber Attack

A cyber attack is when someone tries to harm or gain unauthorized access to computer systems,
networks, or personal devices. These attackers, often known as hackers, aim to change, reveal,
destroy, disable, or steal information, or use an asset without permission.

1.2 Cyber Warfare

Cyber crimes that cross international borders and involve the interests of at least one nation state
are sometimes referred to as cyber warfare. The international legal system is working to hold
perpetrators accountable for their actions through criminal courts.


https://bit.ly/2GegqDS

2. The Emergence of Cyber Crime

Cyber crime is rapidly increasing and has surpassed illegal drug trafficking as a major source of
criminal revenue. For instance, in 2015, UK consumers lost 1.7 billion pounds to cyber crime.
This is a serious issue. The National Crime Agency believes that organized crime groups are
exploiting the opportunities presented by the internet, especially with the growth of eCommerce
and online banking.

2.1 The Three Primary Types of Cyber Attacks

Financial institutions invest heavily in protecting themselves against cyber attacks, but as seen in
the movie *Live Free or Die Hard*, even the most sophisticated technology can sometimes be
breached by elite hackers. These underground hackers have developed various cyber weapons
that allow them to bypass encryption and infiltrate bank systems to steal funds. The average loss
from a cyber heist is reportedly $1.3 million, compared to just $6,000 to $8,000 from a physical
bank robbery involving a weapon.

Now, let's examine the three main types of cyber attacks and how you can protect yourself
against them.


https://bit.ly/33csAWZ
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