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A Complete Guide to Securely Deploying, Operating, and Scaling Self-Hosted AI Agents
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.




Introduction: The Production Mindset


The first time I watched an OpenClaw agent autonomously execute shell commands, send Slack messages, and answer questions across WhatsApp and Telegram simultaneously, I felt something between awe and dread. Awe because it worked. Dread because I had not yet thought through what would happen if someone else figured out how to talk to it.




OpenClaw is an open-source AI agent project hosted on GitHub at https://github.com/openclaw/openclaw, distributed as the openclaw npm package. As of mid-2026 it has accumulated well over 100,000 stars, making it one of the fastest-growing repositories on the platform. That kind of adoption brings attention from well-meaning users, curious researchers, and yes, attackers. The default configuration that makes onboarding delightful is deliberately permissive. It assumes you are the only person talking to your agent, you trust everything it touches, and you will remember to tighten things up before putting it in front of the internet. That assumption holds for a weekend project. It does not hold for a production service handling real conversations, real data, and real consequences.




This book is about crossing that line. About taking an OpenClaw instance from “it works on my machine” to “it works reliably, securely, and observably in production.” It covers the full lifecycle: choosing hardware, installing, configuring, connecting channels and LLMs, containerizing for deployment, hardening against threats, monitoring performance, managing secrets, backing up state, updating safely, and recovering from failures.




The audience is broad by necessity. OpenClaw runs on everything from a $5 VPS to a Kubernetes cluster with custom operators. Some readers will be sysadmins who have never touched an AI model. Others will be ML engineers who need to understand networking and container orchestration. This book meets both audiences where they are, building from fundamentals to advanced operations without skipping the parts that matter for production readiness.




Here is how to use this book:





	
Chapters 1 through 3 build your mental model. You will understand OpenClaw’s architecture, what it actually does when a message arrives, and how every piece of configuration connects to the whole. This is not optional reading if you want to debug production issues later.



	
Chapters 4 through 6 cover integration: authentication, channels, and LLM providers. These are where most real-world deployments spend their time tuning.



	
Chapters 7 through 8 handle deployment infrastructure: containers, Kubernetes, networking, and TLS. This is where development environments diverge from production reality.



	
Chapters 9 through 10 address security and observability. These are the chapters that separate a hobby project from a production service. Read them carefully.



	
Chapters 11 through 12 cover operations: backups, updates, performance tuning, compliance, and the day-to-day discipline of running OpenClaw reliably.








Every chapter includes concrete configuration examples, real commands you can run, and references to official documentation for deeper dives. The code snippets assume a Linux or macOS host with Node.js 24 installed. Windows users should follow along using WSL2, which provides a compatible environment.




One important caveat: OpenClaw moves fast. New features, configuration keys, and security findings appear regularly. The information in this book reflects the state of OpenClaw as of mid-2026, anchored to specific versions where possible. When you encounter something that does not match, check docs.openclaw.ai for the latest reference, and remember that the principles in this book (least privilege, defense in depth, observability) apply regardless of version.




Let us begin.







Chapter 1: What Is OpenClaw? Architecture and Design Philosophy
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

The Self-Hosted AI Agent Landscape
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Three-Layer Architecture: Gateway, Channels, LLM
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


The Pi Agent Core and the Conversation Loop
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Canvas: The Visual Workspace
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Multi-Agent Support and Per-Agent Configuration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Trust Boundaries and Threat Model Overview
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 2: System Requirements and Installation
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Hardware Specifications by Use Case
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Operating System Support
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Node.js Version Requirements
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Installation via npm
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


The Onboard Wizard and Daemon Installation
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Verifying the Installation
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Troubleshooting Common Install Failures
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 3: Configuration Deep Dive
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

The Configuration File Format and Discovery Rules
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Editing Configuration: Four Methods
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Gateway Settings: Host, Port, Auth Mode, Trusted Proxy
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Agent Configuration: Defaults, Per-Agent Profiles, Skill Allowlists
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Channel Configuration Overview
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Tools and Exec Policy Configuration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Session Management and Memory Injection
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Environment Variable Overrides and Dotenv Integration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 4: Authentication, Authorization, and Secrets Management
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

LLM Provider Authentication: API Keys, OAuth Flows, and Token Refresh
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Auth Profiles and Multi-Account Management
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Gateway Connection Authentication: API Key, Trusted-Proxy, and Tailscale
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Secret Reference Providers: Environment Variables, Files, and External Systems
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Credential Resolution at Startup and Rotation Procedures
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Production Secrets Management Best Practices
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 5: Channel Integration and Multi-Channel Operations
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

WhatsApp Setup: QR Login and Linked Devices
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Telegram Bot Creation and Token Configuration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Discord Bot Setup with OAuth2 Application Tokens
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Slack Workspace Integration and App Configuration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Signal, iMessage, Matrix, and Other Channels
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Per-Channel Routing, Mention Gating, and Group Policy
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Multi-Agent Channel Assignment
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 6: LLM Integration: Cloud Providers and Local Models
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Supported Cloud Providers: OpenAI, Anthropic, Google, OpenRouter, and Others
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Provider Configuration with Auth Profiles and Failover Chains
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


LiteLLM Integration for Unified Multi-Provider Routing
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Local Model Setup with Ollama, LM Studio, and vLLM
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Hardware Requirements for Local Inference
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Model Selection Trade-Offs: Quality vs Cost vs Latency vs Privacy
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 7: Docker and Kubernetes Deployment
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Pre-built Images and GitHub Container Registry (GHCR)
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Docker Compose Production Template with Annotations
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Volume Mounts, Resource Limits, and Logging Configuration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Custom Dockerfile for Air-Gapped or Hardened Environments
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Kubernetes Core Resources: Deployment, Service, ConfigMap, Secret
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Persistent Volumes for State and Workspace
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


The OpenClaw Operator for Automated Lifecycle Management
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Health Checks, Rolling Updates, and Pod Disruption Budgets
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Ingress Configuration with TLS Termination
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 8: Networking, TLS, and Reverse Proxy Setup
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Default Port Exposure and Firewall Hardening
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Reverse Proxy Architecture: Nginx, Caddy, and Traefik
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


TLS Certificate Management with Let’s Encrypt and Certbot
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


WebSocket Upgrade Support for Real-Time Channels
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Trusted Proxy Authentication Mode
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Tailscale Integration for Secure Remote Access
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Kubernetes Ingress with TLS Termination
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 9: Security Hardening and Threat Mitigation
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Threat Model for Self-Hosted AI Agents
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Exec Tool Security Policies: Sandbox vs Gateway, Allowlist Enforcement
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Filesystem Permissions on State, Config, and Credentials Directories
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Tool Policy Configuration: Allow/Deny Lists and Approval Workflows
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Prompt Injection Defense Strategies
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Docker Container Hardening
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Network-Level Controls: Bind to Localhost, Disable Control UI When Unnecessary
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Audit Findings and the Security Audit System
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Incident Response Procedures
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 10: Monitoring, Logging, and Observability
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Built-in Logging Configuration and Log Levels
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


The Prometheus Metrics Plugin for Gateway Diagnostics
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Grafana Dashboard Setup and Example Queries
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


OpenTelemetry Integration for Traces and Structured Logs
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Alerting Strategies: When to Page, What to Monitor
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 11: Backups, Updates, and Disaster Recovery
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

What State Lives Where: Config, Workspace, Memory, Sessions, Credentials
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


The openclaw backup Command and What It Captures
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Automated Backup Strategies with Cron and Cloud Storage
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Update Procedures: Rolling Updates, Version Pinning, and Rollback Strategies
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Migration Between Machines or Environments
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Disaster Recovery Runbook: Complete Restore Sequence
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Chapter 12: Performance Tuning, Compliance, and Operational Best Practices
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.

Concurrency Tuning: Max Concurrent Skills and Session Limits
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


LLM Call Optimization: Caching, Batching, and Prompt Compression
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Resource Management for Multi-Agent Deployments
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Privacy Considerations: Data Residency, PII Handling, and GDPR Implications
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Compliance Frameworks: SOC 2, HIPAA, and FedRAMP Considerations
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Change Management and Configuration Versioning (GitOps)
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Incident Response Procedures
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Documentation and Runbook Maintenance
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.


Building an OpenClaw Operations Culture
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.





Conclusion: The Production Mindset, Revisited
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/runningopenclawinproduction.
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