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Executive Summary 

Catalyst 

Cybersecurity often depends on the choices made by individuals. Most of these 

individuals are conscientious when it comes to preserving the confidentiality, integrity, 

and availability of corporate systems and customer data. However, if we consider how 

passwords and account credentials are used and managed, we can easily see 

weaknesses in our cybersecurity defences.  

Password management tools have entered the mainstream, with more than 70 apps 

competing for user attention in the Google Play Store alone. There’s also a good 

selection of products targeting teams, businesses, and enterprises. However, these 

products need to adapt and evolve to win new business, protect against new 

cybersecurity threats, and support the move toward a “password-less” enterprise. 

Market view 

Key findings from an industry survey of IT decision-makers and enterprise employees 

reveals that password management practices are out of date, overly reliant on manual 

processes, and highly dependent on employees “doing the right thing”. If the alarm bell 

isn’t ringing, it should be. Cybersecurity training and awareness programs are useful, 

but to keep the business safe and secure, employees across all roles and at all levels 

require tools and applications to help alleviate the burden and risks associated with 

workplace passwords, credentials, logins, and access codes.  

Key messages 

• Passwords are for more than just the web. Desktop applications, mobile apps, IT 

infrastructure, and building facilities require credentials and passcodes.  

• Password management tools complement single sign-on (SSO) initiatives and 

privileged access management (PAM) solutions.  

• Expect to pay between $20 and $80 per user per year. The pricing differential 

reflects the functionality on offer, delivery model, and extent of enterprise 

capabilities.  

• Multifactor authentication, password sharing, login automation, and form filling are 

examples of functionality afforded by more advanced tools.  



 

Password Management Tools for Businesses and Insitutions 2 

• Account creation, user onboarding, and software deployment are vital 

considerations for any enterprise-wide software deployment initiative.  

• Eliminate passwords wherever possible. If users already log into a computer, 

terminal, or device, don’t ask them to log in again if you can help it.  

• Organisations deploying Windows 10 can use Windows Hello to increase login 

convenience with biometrics and replace passwords with multifactor authentication.  

• While far from ideal, IT and operational business requirements often necessitate the 

sharing of logins, account details, and passwords.  

• When considering software-as-a-service (SaaS) and cloud-based products, 

businesses and institutions should look for relevant vendor certifications, 

accreditations, and reporting standards.  

• Organisations must consider password management in terms of security controls 

covering people and processes, as well as technology.  

Recommendations 

Recommendations for businesses and institutions 

Adopting any trusted password manager is almost always going to be better than not 

choosing one at all. Research studies reveal that over 80% of major data breaches can 

be traced back to a single compromised identity, so password management needs to be 

top of the cybersecurity agenda. Evaluate products originating in the consumer market 

and consider the benefits of offering password management tools to employees to 

extend for personal use. It could make practical sense to deploy more than one product 

in larger organisations. 

Automating the password change process requires action from the application and 

website property owner, so consider if there’s anything you can do to help customers, 

citizens, and partners better manage their passwords.  

If moving business and productivity workloads to the cloud, add strong authentication 

to enhance the security of employee user IDs and passwords. Password managers 

present an obvious target for hackers and cybercriminals, so consider which multifactor 

authentication mechanisms are likely to work best for staff and employees. 

Security should be at the heart of any modern digital workplace strategy, so there’s a 

need to consider password management tools alongside device, operating system, 

browser, and application management strategies. Microsoft and Google are introducing 
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customers to their password-less plans, so IT and security teams should consider the 

relevance of these initiatives as part of any password management-related project. 

Do employees use their equipment to access business applications and data? Do 

employees access personal websites and services using their business-issued 

smartphones and computers? If the answer to either question is yes, think carefully 

about password segregation. If employees use their browsers to remember logins and 

passwords, consider how many of these are likely to be for work and how many are 

personal. Consider managing these differently. 

Recommendations for vendors 

When considering SaaS and cloud-based solutions, enterprises look for vendors they 

can trust. Consider relevant certifications, accreditations, and reporting standards, such 

as SOC 2 for trust, ISO 27001 for information security management, ISO 22301 for 

business continuity, PCI DSS for payment security, and ISO 27018 for protection of 

personally identifiable information.  

The FIDO Alliance is a significant industry association from the perspective of password 

management, so consider how best to support and promote a password-less future 

while addressing the immediate needs of the market. An organisation must consider 

password management in terms of security controls covering people and processes, as 

well as technology.  

Many enterprises are moving business and productivity workloads to the cloud, so it’s a 

time of great upheaval for IT and security teams. This situation means that new 

business will flow to vendors that can provide customers with a smooth deployment 

and ongoing service experience, so channel partners play an important role here too. 

Vendors should consider their route-to-market carefully. Self-service will adequately 

facilitate proof-of-concept and pilot projects, but complexity will rear its head sooner or 

later, and services will be required. Be ready. 

Scoping the Market 

The business value of better password management 

Usernames and passwords are the primary means by which IT systems are secured and 

protected, but they are also the most targeted surface for cyber attacks. For corporate 

IT to remain secure, business leaders and IT professionals need to reduce the risks 
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associated with passwords, and this means investing in password management tools, 

user education, and practical policies.  

Password management tools offer a more secure and convenient way of coping with 

password overload and the risks associated with weak, stolen, or shared credentials. 

Using any trusted password manager is almost always better than not using one at all, 

but costs need to balance risks. 

A growing number of consumers and business users are making use of free and paid-

for password management tools. These tools often complement existing SSO 

capabilities and provide a useful way of tracking personal account credentials and other 

sensitive pieces of information. At the other end of the spectrum, IT departments are 

investing in privileged access management (PAM) products to enhance operational 

efficiency while maintaining the highest levels of IT security. Some of the offerings 

assessed in this Market Radar offer PAM capabilities, and almost all add value to 

existing SSO solutions and enterprise identity infrastructure. 

Most of the products assessed in this report are priced based on the number of users 

or seats, and range between $20 and $80 per year. The pricing differential reflects the 

range of functionality on offer, delivery model, and the extent of enterprise capabilities. 

With over 80% of significant data breaches traced back to a single compromised 

identity, it’s hard to imagine any well-informed CFO baulking at the business case. 

However, IT and security teams should consider how password management products 

can pay for themselves, such as in reduced calls to the help desk, slicker business 

processes, fewer security incidents, and a more productive workforce. Moreover, if your 

organisation has an outward-facing website, consider ways in which it could become 

password-less. 

Password management: What capabilities do you need? 

The products presented in this Market Radar can all manage website passwords and 

credentials, but it is important to consider employee roles and occupations within the 

business and the nature of their needs. For example, the workstyles and requirements 

of executive officers, professionals, and associate professionals are likely to be different 

from those of administration and customer service staff. Also, different computing 

platforms (desktop, mobile, terminal, kiosk) require consideration. 

Password management tools tend to be associated with web browsers, websites, and 

the management of online credentials. However, traditional line-of-business 
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applications and bespoke IT systems often require passwords and passcodes, as do 

terminal-based logins, such as Windows RDP, SSH, and Telnet sessions. If you work for 

an established organisation or large enterprise, you’re likely to have a diverse 

computing environment, therefore reflect this in the capabilities of the password 

management solution and its usefulness across the organisation.  

If legacy technologies or older computer systems don’t integrate with Active Directory or 

SSO solutions, then it’s up to users to manage their passwords. Password managers can 

also be relevant in the physical worlds. Consider building access codes and premises 

security controls. Remembering one four-digit combination might be easy enough, but 

what about a dozen or more?  

IT teams aren’t the only employees that need to share passwords, credentials, and 

access codes. Today’s social media platforms were not developed with multiuser 

business accounts in mind, so sharing the company Twitter, Facebook, or Instagram 

login is a common occurrence across marketing teams and within digital agencies. 

Likewise, specialist or niche applications tend to be shared among individuals (just as 

friends and families might share a Netflix or Spotify account), so consider if this use 

case would be better managed through securely shared credentials. 

Organisations that operate within regulated industries are required to keep detailed 

audit logs and records. Keeping track of who has (and who had) access to corporate 

systems is something that IT departments have managed for decades, but the uptake of 

commercial online services and SaaS applications are often way ahead of any SSO 

implementation or configuration. Password managers can help regain control of 

company accounts and lead to a better experience for users and IT. 

Like many other enterprise software segments, the password management tools 

market offers a broad range of products catering for almost every imaginable 

requirement. Also, if something is missing, the APIs and command line interfaces 

provided by some of the products assessed in this report offer IT, developers, and 

system integrators with opportunities to fill the feature gap. 

Tools that support operations vs dictate process 

There’s a saying: “Man shapes the tool; thereafter the tool shapes man.” We’ve seen this 

repeatedly happen, particularly with information technology tools. An IT vendor might 

develop a useful application that companies adopt, and before you know it, other 

businesses are changing their processes to fit the way the application works. This 
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change isn’t always a negative thing (best practices and industry standards often 

develop this way), but it’s important to recognise the market origin of certain password 

management products.  

Several offerings have developed through the consumer channel, while others 

originated in the operations segment of the IT management market. This landscape is 

reflected in bottom-up and top-down approaches to password management, especially 

where personal password management and password sharing are concerned. There’s 

overlap in the centre ground of course, but larger organisations may find that 

implementing two or three different password management products is a more natural 

and more successful approach than confining the business to a single corporate 

standard. 

IT security technologies are developing at pace, so it’s probably worth adopting a 

tactical, rather than strategic, approach to password management tools. Having said 

that, if the “password-less enterprise” figures in your IT strategy, then a strategic 

relationship with your password management vendor makes good sense. 

Reduce the complexity of the digital workplace 

Password management tools are ostensibly there to help staff and employees do their 

job more securely and productively. Desktop apps, mobile apps, and browser 

extensions help users shoulder the cognitive burden that is associated with the modern 

digital workplace. In their purest form, password managers can be used to remember 

web login credentials and passwords. However, as always, there’s plenty of additional 

functionality on offer for those that require it.  

Multifactor authentication, password sharing, login automation, and form filling are just 

a few examples of the kind of functionality afforded by some of today’s password 

management tools. However, each product has a different way of delivering these 

capabilities, and there’s no standardised language or approach either. This could be a 

recipe for confusion, especially if employees have been using their favoured solution, so 

it’s worth canvassing the workforce for insights and opinion. 

Staff IT training budgets seem to be a thing of the past, but it’s worth considering the 

extent of the learning curve where IT security solutions are concerned. Depending on 

the product, password managers can be very interactive pieces of software, and can, 

therefore, require tailored user training, even within the IT department. YouTube videos 
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help, but they aren’t a replacement for formal training and relevant cybersecurity 

education focused on changing behaviour.  

Minimise deployment and administration overhead 

As with all software purchases, organisations must do their due diligence when 

selecting a password management tool. However, adopting any trusted password 

manager is almost always going to be better than not choosing one at all. Each day that 

goes by without some form of business oversight relating to the passwords used by 

employees presents a significant risk to the business.  

Personal password management tools are becoming mainstream consumer products, 

so thought should be given to business- and job-related password import options from 

these offerings. Some products presented in this Market Radar enable side-by-side use 

of personal and business accounts, while others require organisations to consider if 

managing private passwords is something they want to do at all. Workplace privacy and 

data protection legislation are hot topics, so think about segregating passwords in 

situations where corporate devices are authorised for personal use. 

Account creation, user onboarding, and software deployment are essential 

considerations for any enterprise-wide initiative, and the last couple of years has seen 

plenty of progress in this area as vendors upscale their offerings to address enterprise 

requirements. This has resulted in some cloud-only products offering on-premises 

components to enable Active Directory integration while extending support for cloud-

based directory services, SAML 2.0 authentication and authorisation, and System for 

Cross-domain Identity Management (SCIM). 

Trust is the central tenet of any password management product, which means using a 

combination of cryptography standards, approaches, and techniques. Vendors 

generally do an excellent job of hiding this complexity in their products, but it invariably 

comes to the surface during the onboarding process when users are asked to create 

passwords and passphrases before they can use the password management tool. This 

can be circumvented to some degree when the solution is integrated with enterprise 

authentication systems, but this can then inhibit the privacy aspects that were 

discussed earlier because a secure password “vault” requires a private digital key. 

Reduce the user-visible password surface area 

The general advice from security experts is to eliminate passwords wherever possible. 

So, if users already login to a Windows PC, don’t ask them to log in again if you can help 
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it. Companies such as Microsoft and Google are developing password-less 

environments for the enterprise, and it’s good to see that password management tool 

vendors are already embracing these. 

Organisations deploying Windows 10 PCs can use Windows Hello for Business to 

increase login convenience with biometrics and replace passwords with strong 

multifactor authentication (MFA). Microsoft Authenticator (and Google Authenticator) 

enable users to authenticate with a mobile device, receiving a push notification to verify 

their identity with a biometric or PIN. Moreover, using security keys, such as those from 

Yubico, replaces passwords using MFA. As password management products are 

examined, consider how these elements are supported and integrated as part of the 

solution. 

Using two-factor (or multifactor) authentication and security keys to access a password 

management system undoubtedly strengthens the overall security of the solution, but it 

can present a barrier to user adoption if not done well. Again, staff education and 

training are essential for successful implementation. This aspect of password manager 

capability generally requires organisations to adopt modern operating systems, modern 

devices, and modern web browsers, so making it part of any desktop refresh program 

or operating system upgrade initiative makes good sense. 

Monitor, audit, and review password-related threats 

Password managers promise to improve the security posture of organisations by 

reducing the number of weak, reused, or compromised passwords. Using various 

algorithms, password managers can compute the strength of a password and prompt 

the user to change it (automatically generating and storing a random password) if 

required. Automating the password change process is something the W3C’s Web 

Application Security Working Group has been working on since 2016, but a standard has 

yet to emerge. In the meantime, some products offer PAM-like scripts and mechanisms 

to accomplish this task. 

Most of the products presented in this report offer a dashboard of some kind, flagging 

“at risk” credentials to users and system administrators. Increasingly, password 

management products can also flag leaked or stolen passwords found on the dark web, 

alerting users and system administrators when logins and accounts have been 

compromised. 



 

Password Management Tools for Businesses and Insitutions 9 

The sharing of logins, account details, and passwords is not ideal, but it is often 

necessary for IT and business operational reasons. This is when monitoring, auditing, 

and reporting capabilities matter most. Judging by the products assessed in this Market 

Radar, capabilities vary considerably, although most address key requirements (who, 

what, where, and when) where administrator actions are concerned. Products offering 

PAM capabilities tend to provide more reporting and auditing capabilities and integrate 

with security information and event management (SIEM) tools. 

Do your due diligence 

Organisations adopting password management products need to do their due diligence, 

especially if operating in regulated industries or where strict security protocols are in 

place. It’s the customer, not the vendor, that has responsibility for ensuring it is 

complying with any applicable laws and regulations. When considering SaaS and cloud-

based solutions, businesses and institutions should look for relevant vendor 

certifications, accreditations, and reporting standards, such as SOC 2 for trust, ISO 

27001 for information security management, ISO 22301 for business continuity, PCI DSS 

for payment security, and ISO 27018 for protection of personally identifiable 

information. 

On-premises password management products have been around for well over a decade 

and represent some of the most mature products in this segment of the software 

market. They’re generally easy to install and quick to configure, but the additional 

ongoing effort is required to protect these systems from targeted attacks and system 

vulnerabilities by securing and hardening the server environment. 

Organisations are understandably wary of “black box” IT solutions, especially when 

relating to information security management, so it’s worth considering the merits and 

transparency of open source products/projects. Proprietary or open source, IT security 

teams should reference cybersecurity and infrastructure security resources (e.g. 

www.us-cert.gov, nvd.nist.gov, www.kb.cert.org) to understand the nature of 

vulnerabilities that affect passwords more generally.  

Enterprise software vendors are more likely to share security reviews and software 

audits (usually under NDA) with partners and customers, but IT professionals will also 

consider how OS and browser vulnerabilities might impact the use of password 

managers. 
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Vendor go-to-market strategies 

The products profiled in this Market Radar present a broad snapshot of the password 

management tools marketplace. There are on-premises offerings from well-established 

enterprise IT product vendors, cloud-based services from “consumer-first” product 

companies, and new open source solutions from small startups.  

How these vendors take their products to market also differs. Enterprises that are 

comfortable with SaaS can confidently explore what the cloud-based password 

management market has to offer. Likewise, organisations requiring, or favouring, on-

premises products also have plenty of choices. Some vendors provide multi-year 

licensing deals, and perpetual licenses are available from others. Organisations 

requiring a “managed account” can have this need met, and firms looking for bespoke 

capabilities also have options. 

Professional services are available from some of the more prominent vendors, but 

there are plenty of opportunities for cybersecurity consultancies to participate in the 

market. If your organisation is serious about password management, consider the 

password-less initiatives being driven by the likes of Google and Microsoft, and how 

these fit with vendor product roadmaps.  

The FIDO Alliance is an influential industry association from the perspective of the 

world’s over-reliance on passwords, and it is worth noting that Dashlane, Keeper 

Security, and LastPass (LogMeIn) are associate-level members. The FIDO Alliance is 

working to change the nature of authentication with open standards that are more 

secure than passwords, more straightforward for consumers to use, and more practical 

for service providers to deploy and manage. 

Market Landscape 

Market origin and dynamics 

The password management tools market has been around for well over a decade 

(Siber Systems, the vendor behind RoboForm, was founded in 1995). A natural 

progression from automated form filling and IT automation products, password 

management tools have developed along with two main approaches. The first of these 

is the centralised database, such as ManageEngine Password Manager Pro.  
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The second approach is that of the standalone application, using encryption 

mechanisms and a “master password” to protect a database of passwords held on the 

device, significantly more convenient than perhaps a spreadsheet stored on a 

computer. Use of multiple devices introduced the need for passwords everywhere, so 

sync technology, using the cloud as a sync hub, was added to the mix. Passwords are 

encrypted/decrypted on the user’s device with the hashed version (PBKDF2, bcrypt, 

scrypt) stored in the cloud (private, public, or managed). Data is encrypted in transit and 

at rest. 

2014 and 2015 saw a flurry of activity in the password management tools market, with a 

slew of new offerings for individuals. This activity continued at a pace and resulted in 

products targeting families, teams, and businesses. 2017 and 2018 witnessed more 

password management products targeting the enterprise, with the kinds of features 

and capabilities discussed earlier. 

1Password, Dashlane, Keeper, and LastPass are among the most popular products used 

by individuals and businesses, while ManageEngine Password Manager Pro, Pleasant 

Password Server, and RoboForm have long served the commercial market and IT pros. 

Bitwarden, Bluink, Passbolt, Passwork, and TeamPassword offer alternative approaches, 

including open source projects. 

Password management market trends 

There’s no shortage of password management products for the individual, with more 

than 70 apps available in this category in the Google Play Store. Of the vendors 

presented in this Market Radar, Keeper Security wins the popular vote with more than 

10 million downloads of Keeper Password Manager & Security Vault. LastPass Password 

Manager comes next with more than 5 million installs, followed by 1Password and 

Dashlane with about 1 million installs each. However, it’s worth noting that Bitwarden 

has the highest rating on the Google Play Store. 

We’ve already said that password managers have been around for well over a decade, 

but the enterprise solutions market started to take shape in 2017 and 2018. 

Developments in browser extension technology, password authenticators, security keys, 

and other forms of two-factor and multifactor authentication have boosted interest and 

action.  

Cisco’s 2018 acquisition of Duo Security, a provider of multifactor authentication 

delivered through the cloud, provided another piece of the jigsaw puzzle. Google’s entry 
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to the security key market around the same time drew even more attention to the 

subject of password management and secure authentication. 

Acquisitions in the password management market have been surprisingly few. LogMeIn 

acquired LastPass in 2015 for $10m, and Jungle Disc acquired TeamPassword in 2018. 

Dashlane acquired passOmatic in 2014, and LastPass acquired Xmarks way back in 

2010. Of the 12 vendors featured in this Market Radar, 11 are private companies, and 

only one of them can be said to be headquartered in Silicon Valley. Canada is home to 

three of the products assessed, and two are in the EU. 

Future developments 

A password-less future is still some way off, so vendors participating in the password 

management tools market have a significant window of opportunity. Password 

management products don’t command a high price, but everyone who uses a computer 

or mobile device probably needs the kind of functionality on offer. So it’s a volume 

game, and with well over 1 billion seats up for grabs, the market could be worth well 

over $30bn by 2020. That said, companies such as Amazon, Apple, and Google may 

enter the market in a grab for closer consumer ties, while Microsoft could offer a 

product to consumers and businesses as part of Office 365.  

From an enterprise perspective, password management sits between two fundamental 

identity and access management software categories: SSO and PAM. Vendors 

participating in these markets might find additional value in the broader password 

management market. Conversely, there’s also an opportunity for business to flow in the 

opposite direction, especially among small and midsize companies.  

As is evident in the consumer market, password management sits comfortably 

alongside computer security and management software – a domain domain familiar to 

ManageEngine. Password management can also be necessary for collaboration, which 

is a market that LogMeIn knows well. Other adjacent markets include web browsers, 

secure communications (Dashlane already offers a VPN service to individuals), and 

digital workplace services. Vendors such as VMware will almost certainly be watching 

this market closely. 

Vendor landscape 

The password management tools landscape consists of startups, established enterprise 

vendors, and companies that are extending their products to address consumer and 

business requirements. LastPass Enterprise and ManageEngine Password Manager Pro 
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are developed by enterprise vendors that have a broad portfolio of products and 

solutions. The remaining vendors presented in this Market Radar have between 10 and 

150 employees.  

Geographically, the vendors presented in this report tend to be headquartered in North 

America, although only one vendor (LastPass, a private subsidiary of LogMeIn) is located 

in the Bay Area.  

Revenue figures for the password management market can only be estimated because 

most of the vendors examined in this report are private companies. Estimated revenue 

figures obtained from Owler, the community-based competitive insights platform, 

suggest that 1Password, Dashlane, Keeper Security, LastPass, and Siber Systems shared 

annual revenue of approximately $90m in 2018. 

Figure 1 illustrates the relative strengths and weaknesses of 12 competing offerings. All 

products selected for this report offer acceptable deployment and administration 

capabilities, so there’s no reason for not deploying a suitable product.  

No single vendor stands out head and shoulders above the rest. However, the leading 

products are 1Password Business, Dashlane Business, Keeper for Business, LastPass 

Enterprise, ManageEngine Password Manager Pro, Pleasant Password Server, and 

RoboForm for Business. 

Figure 1: Password Management Tools  
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The open source products from Bitwarden and Passbolt both show strong potential and 

demonstrate what can be accomplished by small teams. Bluink deserves mention for its 

mobile-first approach to password management, especially the geofencing capabilities 

of Bluink Enterprise. Finally, kudos to Passwork and TeamPassword for developing easy-

to-use password management solutions that address the specific needs of startups and 

digital marketing agencies. 
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1Password Business 

Product summary 

Using the concept of “digital vaults”, 1Password is an intuitive password manager well 

suited to non-technical users. The items that can be contained within each vault reflect 

the “everyday” nature of the product. 1Password is well positioned to support small and 

midsize organisations in North America and Europe, and the company has recognised 

the needs of larger organisations by providing a dedicated account manager and 

engineer for 1Password Enterprise customers. Password management is just one 

aspect of cybersecurity, so a partner program would help the company expand its 

market reach and accelerate growth in what is becoming a highly competitive sector. 

Key messages 

• 1Password Business encourages staff to adopt strong passwords and better 

cybersecurity habits. Versions are also available for individuals, families, and teams.  

• 1Password is more than a password manager: it helps business users remember, 

track, and share the information they need to live and work in the digital age.  

• Integration with cloud-based identity providers enables organisations to embrace 

modern secure authentication. Less straightforward is Active Directory integration.  

• Watchtower is a useful feature that alerts users to password breaches and other 

security problems, helping organisations to remain safe and secure.  

Why put 1Password Business on your radar? 

While 1Password Teams is well suited to groups of up to 20 or so users within the 

enterprise, 1Password Business extends administration and management controls by 

adding fine-grained permissions, custom groups and roles, device restrictions, and a 

managed travel mode.  

Integrations with cloud-based identity providers, such as Microsoft Azure Active 

Directory and Okta, streamline provisioning and de-provisioning, and the 1Password 

command line interface can be used to accommodate specific business workflows. 

Organisations with complicated password sharing requirements should examine the 

suitability of 1Password and its vault-based approach. 
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Highlights 

1Password protects passwords, logins, and other information through the combination 

of a “master password” and a locally generated “secret key”. Users have their unique 

secret key (a mix of 34 numbers and letters), and 1Password does a reasonable job of 

educating users about its role and how it protects their account.  

A PDF is generated for each user when they sign-up to 1Password. The document lists 

the 1Password sign-in address, the user’s email address, and their secret key. Users are 

advised to print the document, add details relating to their master password, then store 

it in a secure place. 

1Password Business includes free family accounts for everyone in the organisation, 

encouraging good practice when it comes to personal password management. 

1Password does an excellent job of handling multiple accounts, making it easy for 

employees to separate personal information from business information while still being 

able to see everything on all devices. 

An extra layer of security to protect super-sensitive information 

If a device is lost or stolen, the information contained within it could be compromised 

by a weak, reused, or compromised master password. 1Password helps mitigate this 

issue by requiring a master password of 10 or more characters, and it can assist users 

by generating a random master password comprised of three or more words separated 

by a hyphen, space, full-stop, comma, or underscore.  

1Password also offers two-factor authentication for additional account protection. 

Users can turn this on (and off) via their 1Password account profile. Alternatively, 

system administrators can enable multi-factor authentication for the entire organisation 

using products from Duo Security (doing so will automatically disable the user-

controlled, two-factor authentication setting). 

Watchtower is a relatively new product feature. Continually updated, it informs users 

about password breaches and other security problems on the websites they have saved 

in 1Password. If any items require action, users will see an alert banner while using 

Watchtower. Items that appear under Compromised Logins, Vulnerable Passwords or 

Expiring will show an alert banner throughout 1Password. Reused and weak passwords 

are also flagged for attention. 
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Deployment considerations for businesses and large enterprises 

Administrators can automate the provisioning and de-provisioning of 1Password user 

accounts using the 1Password SCIM (System for Cross-domain Identity Management) 

bridge. Support documentation provides IT professionals with setup details using 

Docker or Kubernetes. Connections to Azure Active Directory and Okta are actively 

supported, whereas integration with Active Directory requires bespoke configuration 

that leans on the 1Password command line interface.  

There is no administrator web interface for creating accounts using a CSV or similar 

data file, but organisations can use a “secret sign-up link” to initiate the account sign-up 

process. 1Password provides administrators with active management of the sign-up 

process, including the ability to resend invites and the requirement to confirm access. 

The product supports the use of multiple email domains, which are added to the 

Allowed Domains list by an administrator. 

When account activation is complete, users are signed into 1Password.com. 

Organisations that have standardised on Chrome and Firefox browsers (or those 

moving to the new Microsoft Chrome-based Edge browser) are encouraged to install 

1Password X because this enables full functionality of 1Password within the browser. 

1Password X runs in a sandboxed background page provided by the WebExtensions 

API, not in the untrusted web environment. Scripts running on web pages visited by 

users have no way of interacting with the sandbox. 1Password X assumes that users 

trust their web browser and other browser extensions. It stores the secret key in local 

storage and is not meant to be used on a public computer. As part of due diligence, IT 

decision-makers and enterprise security professionals should consult the 1Password 

Security Design white paper. 

Minimising administrative overhead 

The 1Password web-based admin interface is logically laid out and easy to navigate. The 

Dashboard view provides account summary information and links to reporting features. 

Administrators can generate reports detailing who has access to what and when they 

accessed it. Reports can also be created for individual team members or vaults, or the 

entire organisation. It would be useful if these reports could be exported in PDF or Excel 

format. 

The Vaults view shows when it was created and how many items it contains. Drilling 

down into each vault presents a useful “Activity” feed. This view also lists which groups, 
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individuals, and apps have access to a vault. Administrators can set granular vault 

permissions and client settings for each group.  

1Password can be used to store a wide range of preconfigured item types, with 18 

templates available out-of-the-box, most of which are linked to everyday use. These 

templates can be edited (fields and sections can be added/removed), duplicated, or 

hidden. 

Background 

Founded in 2005 by Dave Teare and Roustem Karimov, AgileBits introduced 1Password 

to the market in 2006. The company introduced 1Password Teams in 2015, followed by 

1Password Business in 2018. A private company, the vendor is now better known as 

1Password. 

Current position 

1Password Enterprise takes the features of 1Password Business and augments it with a 

dedicated account manager, tailor-made setup training, and an onboard engineer. New 

features the currently being tested include the ability to create custom templates for 

vault items and the ability to share a copy of an individual item with a team member.  

Password management products initially developed for individuals, such as 1Password, 

are now starting to compete with products that were designed for businesses from the 

get-go. However, these products have much catching up to do, and it will not be easy for 

them to dislodge the incumbents. 

Datasheet 

1Password Business 

Product name 1Password Business Product classification Password management 

Version number 1Password 7 Release date 2018 

Industries covered All Geographies covered North America, Europe 

Relevant company sizes Small and midsize 
companies, enterprises. 

Licensing options Per-user, monthly, or 
annually 

URL 1Password.com Routes to market Direct 

Company headquarters Toronto, Canada Number of employees >100 
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Bitwarden 

Product summary 

Bitwarden has a low profile compared to other products in the market, but this lack of 

visibility has nothing to do with its capabilities or suitability for use within large 

organisations. With channel investment and marketing, Bitwarden’s impressive feature 

set, excellent user experience, and flexible deployment options could make it a strong 

contender for enterprise-wide rollouts and product consolidation exercises. 

Key messages 

• Bitwarden is an open source software solution. The codebase is hosted on GitHub 

where anyone can review, audit, and contribute to it.  

• On-premises hosting using Docker enables organisations to exercise complete 

control over their Bitwarden deployment and password data.  

• Bitwarden apps are available on Windows, macOS, Android, and iOS, plus browser 

extensions for Chrome, Firefox, Edge, Safari, Opera, Vivaldi, Brave, and Tor Browser.  

• Bitwarden does not offer password policies, and while enterprise directory sync is a 

supported feature, integration with single sign-on and Windows Hello is not.  

Why put Bitwarden on your radar? 

The proliferation of online services, business websites, mobile apps, and connected 

devices is increasing employee use of passwords and the burden that goes with it. This 

password overload issue comes with a series of security issues, but these can be 

addressed with suitable tools and appropriate policy controls.  

Bitwarden does not yet offer the latter, but its reporting features ensure there is no lack 

of visibility where it matters. Partnerships with Duo Security and DigitalOcean will 

enhance the appeal of this product to large enterprises, especially for two-factor 

authentication mechanisms and on-premises deployment options. An affordable 

product, Bitwarden is also suitable for use by individuals, families, and teams. 

Highlights 

Bitwarden is a password management product designed for individuals, families, teams, 

and organisations. An open source product, the Bitwarden codebase is hosted on 

GitHub where anyone can review, audit, and contribute to it. Password management 
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functionality can be accessed through desktop applications (Linux, Windows, macOS), 

web browser extensions (Google Chrome, Mozilla Firefox, Microsoft Edge, Apple Safari, 

Opera, Vivaldi, Brave, and the Tor Browser), and mobile apps for Android and iOS 

devices.  

Of interest to IT teams and managed service providers, Bitwarden also offers a 

command line interface that can be used to perform scripted and interactive tasks on 

Windows, macOS, and Linux distributions. This is a useful addition and enables the 

management of password vaults, user sessions, general configuration, and data 

import/export. Bitwarden can also import data from more than 40 different sources, 

including other password manager applications. This positions the product as a useful 

consolidation platform, especially when self-hosting is preferred over cloud. 

Choice of deployment options and password data segmentation 

The password management market offers an array of cloud-based services, but many 

organisations still want the option of an on-premises solution. Bitwarden can be 

deployed using the company’s cloud service, but it is also available for on-premises 

hosting using Docker Linux containers, which means that it can be hosted on Linux, 

Windows, and macOS servers. Also, Bitwarden recently announced a partnership with 

cloud infrastructure provider DigitalOcean to make self-hosted Bitwarden installations 

available as a pre-configured one-click application on the DigitalOcean Marketplace. 

Bitwarden recognises four distinct user types: owners that have the highest access and 

can manage all aspects of the organisation; admins who can access and manage all 

items, collections, and users; managers, who are able to access and manage assigned 

collections in the organisation; and regular users, who have access to assigned 

collections only. Using the Bitwarden Directory Connector, IT can sync users and groups 

with LDAP directory servers, such as Microsoft Active Directory or Okta. Collections 

enable owners, administrators, and managers to group items that are being shared 

from an organisation’s vault. Larger organisations are likely to have many collections to 

help manage risk. 

Reporting, auditing, and automating 

Bitwarden does not offer password policy control, but it does provide a set of handy 

reports. These reports highlight exposed passwords (uncovered in known data 

breaches), reused passwords, weak passwords, unsecured websites (those using HTTP), 

and inactive two-factor authentication (2FA).  
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2FA is fast becoming an essential security setting and should be used where available to 

help secure user accounts. Bitwarden has partnered with Duo Security (now part of 

Cisco) to bring two-factor authentication (SMS, phone call, U2F security keys, and mobile 

app push notifications) to control Bitwarden account logins at the organisational level. 

This is an essential step on the road to password-less logins and provides crucial added 

protection for password vaults. 

In November 2018, Bitwarden announced that it had completed a thorough security 

audit and cryptographic analysis with the help of German security firm Cure53. No 

significant issues were identified during the check, but the publication of the security 

assessment report upholds Bitwarden’s ethos of being open and transparent to 

customers, with these reports only usually available under NDA. 

Bitwarden provides a RESTful API for managing and automating password management 

tasks and activities at enterprise scale. Organisations can use the API to control aspects 

such as members, collections, groups, and event logs. Managed service providers will 

also be interested in this capability. 

Background 

As with so many modern applications, Bitwarden started as the personal project of Kyle 

Spearrin, the founder of 8bit Solutions. The product was initially released in August 

2016 and is now used by more than 2,000 companies and 500,000 consumers. 

Bitwarden is licensed under the GNU Affero General Public License v3.0. 

Current position 

At the time of writing, the Bitwarden Password Manager Android app had close to 

200,000 installs according to Bitwarden, and an excellent 4.7 rating (max. 5.0) based on 

approximately 5,000 reviews. We assume that most reviews are from individuals with 

personal accounts. Nevertheless, users rate Bitwarden higher than competing offerings 

from Keeper Security, LastPass, Dashlane, and 1Password.  

Bitwarden is in use across the world, with 50% of customers based in Europe (especially 

Germany, France, and the United Kingdom) and 25% in the United States. The company 

is investing its efforts in software engineering and customer support, especially 

enterprise, and has no immediate plans to grow its sales and marketing function, 

relying instead on the web-based self-service model that has benefited similar offerings 

in this market. A profitable business, Bitwarden is not VC-funded. 
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Bitwarden appears to be flying “under the radar” of competitors and the general 

commercial market. This might be due in part to the open source nature of the 

“project”, but it suits the company for the moment as it continues the build-out phase of 

the product. As a password management tool, Bitwarden is attractive to small and 

midsize companies and provides valuable and affordable cybersecurity protections to 

these organisations as well as individuals, families, and teams. 

Datasheet 

Bitwarden by 8bit Solutions 

Product name Bitwarden Product classification Password management 

Version number April 2019 Release date August 2016 

Industries covered All Geographies covered Available in multiple 
languages 

Relevant company sizes All Licensing options GPL v3. Per user/month 

URL www.bitwarden.com Routes to market Direct. 

Company headquarters Jacksonville, FLA, US Number of employees <10 
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Bluink Enterprise 

Product summary 

Bluink Ltd is a Canadian company specialising in identity and access management. Its 

secure password management solution, Bluink Enterprise, adopts a mobile-first 

strategy to help organisations strengthen their passwords and cybersecurity defences. 

Bluink can help organisations get on the path toward a password-less IT environment 

while reducing the time, effort, and expense that is associated with password resets, 

credential sharing, and the use of multifactor authentication. 

Key messages 

• Bluink Enterprise is a comprehensive identity and access management platform that 

enables organisations to adopt strong passwords without burdening the employee.  

• A smartphone-based solution, Bluink Enterprise provides a range of multifactor 

authentication (MFA) and single sign-on (SSO) capabilities.  

• Centralised password sharing ensures strong company oversight and governance, 

but employees may want (or need) to share passwords in an ad hoc manner.  

• The combination of Bluink mobile app and Bluetooth Bluink Key works very well. A 

browser extension or desktop app might provide extra convenience for some users.  

Why put Bluink Enterprise on your radar? 

Bluink Enterprise is a multifactor authentication and single sign-on solution for 

organisations requiring the highest levels of password management, authorisation, and 

access control. The product takes advantage of the ubiquity of the modern smartphone, 

using employees’ devices as an authenticator to log into almost any kind of system. 

Organisations using Bluink Enterprise can adopt stronger authentication methods and 

share login credentials across the enterprise in a way that is convenient for business 

and IT users.  

Bluink Enterprise uses an enterprise server (deployed as Docker containers) to manage 

users, groups, application logins, and geofences. The server is installed on-premises or 

as a private cloud service, and all corporate logins can be configured and managed by 

the IT administrator. Synchronisation with an LDAP-compliant directory can facilitate 

employee onboarding and reduce system administration. App deployment and 

configuration can be accelerated using Microsoft Intune. 
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Highlights 

Bluink Enterprise consists of Bluink Key Enterprise and an optional component called 

Bluink Identity. Bluink Key Enterprise provides authentication and sign-on to systems 

using passwords, one-time passwords (OTPs) and FIDO U2F (Universal 2nd Factor). 

Bluink Identity offers secure authentication and SSO to systems that support federation 

protocols. Both parts of the product are managed using the web-based Bluink 

Enterprise Management Console.  

Smartphones are the key to a password-less future 

Bluink Enterprise uses the employee’s smartphone in combination with the Bluink Key 

Enterprise app (Android and iOS) to provide login credentials (and authentication if 

required) for computers, IT systems, websites, and business applications. The Bluink 

Key Enterprise app securely holds account names, passwords, secrets, and keys, and 

displays the appropriate credential when the user requires it. The app receives 

credentials and policy updates periodically from the Bluink Enterprise server, but 

cellular connectivity or network access is not necessary for regular operation.  

Personal credentials and passwords can be entered locally using the app or imported 

from a CSV file. These are not stored on the Bluink enterprise server. This ensures 

employee privacy and eliminates any central database for attackers to target. All login 

credentials (personal and enterprise) are protected by the smartphone’s operating 

system and lock-screen password using native authentication methods, such as a 

fingerprint reader.  

For added convenience, the Bluink Key Enterprise app is typically used with a 

proprietary Bluink Key USB dongle. Login credentials are securely transmitted to the 

computer fitted with the dongle with a single tap of the smartphone screen, using the 

app as a secondary keyboard and mouse. To log in to a website, the user places the 

cursor in the username field and then taps the appropriate icon to execute the login 

script. A browser would usually prompt the user to store these credentials for future 

use, so thought needs to be given how best to manage and configure the user 

environment. 

Bluink Key USB dongles do not require any software installation, and they even function 

in a pre-OS environment. IT ops teams can use this functionality to enter boot 

passwords and perform automated logins on Windows, macOS, and Linux computers 

without consciously knowing the password. 
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Centralised management and control of business credentials 

Bluink’s innovative approach to credential management enhances the value and utility 

of the product in many computing environments, including thin client computers, 

terminals, and kiosks. Bluink dongles are FIDO U2F-certified and can support OTP when 

used in conjunction with the Bluink Key app, and provide a more comprehensive 

authentication solution compared to a password-only approach.  

Bluink Enterprise can streamline the costly and time-consuming enterprise password 

reset process by automatically sending new passwords to the employee’s smartphone. 

When Bluink Enterprise has a connector to a target system, such as Active Directory, the 

user’s password can also be reset on the target system in the same operation.  

Bluink Identity is an optional add-on that enables the smartphone to be used as a 

secure authenticator for applications that support industry-standard federation 

protocols (SAML and OpenID Connect). Bluink Identity eliminates passwords with these 

systems while providing strong Public Key authentication. 

Administration and reporting features determine enterprise 

readiness 

Bluink Enterprise maintains a full audit trail of all user and system logins, allowing for 

easy management of system logins, complete with time stamp, application, and location 

from where the login occurred. Failed logins from outside of a geofenced area are 

tracked, and audit trail logs can be exported to third-party analytics tools such as 

Splunk. 

The Bluink Enterprise Dashboard enables administrators to drill down on users, groups, 

credentials, and geofences. Graphical activity reports for users and logins present useful 

information. These reports cannot be readily printed or exported, but when location-

based data is enabled, they provide essential information, including where the 

credential was accessed. 

Password formation rules can be defined along with geofencing and re-authentication 

policies. Re-authentication policies require the phone’s biometric authentication feature 

(face or finger) to be invoked before executing a login. Password change periods can be 

configured by administrators, with very short periods defined (hours). Because the 

update occurs between the server and the smartphone automatically, the password 

change is transparent to the end user. 
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Background 

Founded in 2010, Bluink Ltd specialises in identity and access management and 

customer identity verification. The company has a presence in North America and 

supports global users from its Canadian headquarters. The company is led by Steve 

Borza (CEO) and Larry Hamid (CTO). 

Current position 

Bluink Enterprise and apps are available in English and French. Bluink Enterprise 

solutions are sold on a per-user, per month basis, with initial server installation and 

support sold as an annual subscription fee (N users x $50 for the first year). 

Bluink is currently developing an app that could make photo ID cards a thing of the 

past. The company is working with the Ontario government to establish a platform that 

would store electronic versions of driving licenses, health cards, and other government-

issued ID on a citizen’s smartphone. 

Datasheet 

Bluink Enterprise by Bluink 

Product name Bluink Enterprise Product classification Identity and access 
management; password 
management 

Version number v4.2.1 (April 2019) Release date September 2017 

Industries covered All Geographies covered Localised in English and 
French. 

Relevant company sizes Mid-sized companies and 
enterprises. 

Licensing options Per user per month 

URL www.bluinc.ca Routes to market VAR channel and direct 

Company headquarters Ottawa, Ontario, Canada Number of employees <25 
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Dashlane Business 

Product summary 

Dashlane has earned a strong reputation for simplifying password management, 

especially in the consumer market, where technical knowledge cannot be assumed. For 

this reason, individual users of Dashlane are likely to champion the product for 

business use, especially if they’ve used the password-sharing features. Dashlane now 

needs to focus on core enterprise IT requirements, such as audit and reporting, to win 

over CIOs and security teams. 

Key messages 

• Dashlane Business is an extension of the vendor’s well-regarded, consumer-oriented 

password management and digital wallet solution.  

• Dashlane’s “zero-knowledge” architecture ensures it has no access to any user data 

on its servers. Master passwords are used to grant access and cypher data locally.  

• SAML provisioning and Active Directory integration are available, but other business 

features, such as auditing and reporting, are less well developed.  

• Dashlane provides dark web monitoring for leaked or stolen personal information. It 

also alerts users when compromised, reused, or weak passwords are detected.  

Why put Dashlane Business on your radar? 

Dashlane Business provides organisations with a secure way to ensure that staff and 

employees have strong passwords across all their accounts. As with SSO, a user gains 

access to all their login credentials with one master password. However, unlike SSO, a 

password manager works with all user accounts, including cloud and SaaS applications, 

offline applications, and legacy applications that cannot be configured to work with SSO. 

A subscription-based service, Dashlane Business is compatible with Windows and 

macOS desktops, and smartphones and tablets running Android or Apple iOS. Active 

Directory and SAML integration can accelerate product deployment and adoption and 

reduce admin overhead. Enterprises and larger organisations should assess the 

suitability of Dashlane’s lightweight auditing and reporting features and consider how 

data segmentation is managed using the Dashlane Business Spaces feature. 
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Highlights 

Dashlane Business is a cloud-based password management solution designed for small 

and midsize organisations. The product is administered via a web-based console, with 

desktop users typically interacting with Dashlane via a browser extension and a desktop 

application. Mobile apps are available for Android and Apple iOS devices. These client-

side applications perform encryption/decryption processes, synchronising with the 

Dashlane Business server. No unencrypted password data is ever stored on these 

servers, and SSL protects all communications.  

Dashlane Business introduced Spaces, which separate passwords, credentials, and 

other items into two logical realms: those needed at work and those used elsewhere. 

Each Dashlane Business user will see three Spaces: Personal Space, Business Space, All 

Spaces. Users can move items they have access to between Spaces for their 

convenience. However, transferring a password into the Business Space does not make 

that password available to anyone else. This may feel counterintuitive to new users, but 

it ensures passwords are only shared when purposefully done so. 

A zero-knowledge architecture ensures password privacy and 

security  

Dashlane’s patented security model makes use of AES-256 encryption and PBKDF2 

(Password-Based Key Derivation Function 2) to encrypt all data and information stored 

within Dashlane. This data is stored locally and on Dashlane servers for synchronisation 

purposes. The product never saves the user’s master password on any of Dashlane’s 

servers (Amazon Web Services servers). 

Dashlane requires users to have a minimum eight-character master password with a 

mix of uppercase letters, lowercase letters, and a number. When a user logs into 

Dashlane for the first time on a new device, they are prompted to enter a one-time 

password sent by email. During the initial connection, a User Device Key is generated 

and sent to Dashlane’s servers to establish a trusted authentication link. To access a 

user’s data, an attacker would need to possess the user’s master password and have 

access to their email. 

Directory integration accelerates deployment and adoption 

The Dashlane Business Admin Console gives admins a way to manage employee 

onboarding and enforce strong password policies. Using the console, admins can invite 

and revoke users individually or perform a bulk import by using a file of email 
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addresses. For larger organisations, Dashlane Business integrates with Active Directory 

(using PowerShell scripts) and the SAML 2.0 protocol. 

When a user is added to Active Directory, they will be invited to create a new Dashlane 

Business account. Existing Dashlane users will join the organisation’s account 

automatically. User provisioning is handled in conjunction with the organisation’s 

Identity Provider, such as Azure Active Directory, Okta or Centrify, using the SAML 

integration. 

The admin console contains five tabs that help admins manage Dashlane Business and 

monitor the password health (Security Score) of their organisation, i.e. the Business 

Space. The Activity Log summarises all recent admin activity, such as inviting or revoking 

users, adding or deleting Sharing Groups, and so on. There is no facility to filter, search, 

or export this information. 

Secure password sharing with groups and individuals 

Sharing credentials with co-workers is a useful feature of Dashlane Business. The 

product enables employees to securely share credentials for social media accounts, 

business services, IT infrastructure components, contacts, and more. Dashlane keeps 

shared credentials and other items in sync across multiple computers, smartphones, 

and tablets.  

Passwords and other items can be shared with individuals and groups. Dashlane users 

granted limited rights can only use shared items. They cannot edit, share, or revoke 

access to a shared item. Dashlane users given full rights have joint ownership of shared 

items. They can use, view, edit, share and revoke access to these items. This includes 

revoking access to the person who shared the item in the first place. 

Additional layers of security and account protection 

The Dashlane app automatically stores an encrypted synchronised copy of the user’s 

data on the computer or smartphone, with synchronisation taking place every five 

minutes or when the user edits the data. On Windows 10 computers, users can unlock 

Dashlane using Windows Hello. Users are warned that this feature should only be 

enabled if they are confident that their equipment is safe from unauthorised access. For 

security reasons, users are prompted to log in with their master password every 14 

days. Users can enable an additional layer of security by configuring two-factor 

authentication (2FA) using an authenticator app, such as Google Authenticator), and 

Universal 2nd Factor security keys, such as a Yubikey. 
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Background 

Dashlane was co-founded in 2009 by Bernard Liautaud (former CEO of Business 

Objects), Jean Guillou (lead software architect), Guillaume Maron (VP of engineering) 

and Alexis Fogel (now at stonly.com). Emmanuel Schalit is the CEO. Headquartered in 

New York, with offices in Paris and Lisbon, Dashlane has raised more than $100m in 

venture funding. In 2014 Dashlane acquired passOmatic, a web-based automatic 

password changer. 

Current position 

Dashlane reports that more than 10,000 businesses rely on Dashlane Business for their 

password management needs and that it has more than 10 million users worldwide. 

Dashlane Business is a subscription service costing $4 per user/month (billed annually). 

Dashlane offers a compelling user experience on desktop computers and mobile 

devices, but it faces stiff competition from products that are more attuned to the 

expectations and requirements of enterprise IT managers and CIOs. 

Datasheet 

Dashlane Business by Dashlane 

Product name Dashlane Business Product classification Password management 

Version number April 2019 Release date September 2017 

Industries covered All Geographies covered Localised in 11 languages, 
including Japanese, Chinese, 
and Korean. 

Relevant company sizes Small and midsize 
businesses 

Licensing options Subscription, per user per 
month. 

URL www.dashlane.com Routes to market Direct 

Company headquarters New York, NY, US Number of employees ~150 
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Keeper Enterprise 

Product summary 

Keeper Security’s password management and cybersecurity offerings can boost the 

digital defences of individuals, families, businesses, and enterprises. The password 

management market has plenty of headroom for today’s competing vendors, but 

Keeper Security is investing in new security add-ons that enhance and distinguish its 

products. Keeper has become a well-established cybersecurity platform that 

encompasses password security and management, secure file storage, encrypted 

messaging, advanced reporting, and dark web monitoring. 

Key messages 

• Keeper Enterprise is a password management and cybersecurity platform. All 

information handled by Keeper is only accessible by the end user.  

• Using two-factor authentication adds an extra layer of protection, and this can be 

enforced for specific roles within the organisation.  

• Keeper AD Bridge enables organisations using Microsoft Active Directory to 

integrate Keeper password management software with existing enterprise IT 

infrastructure.  

• Keeper is not a fully fledged privileged access management (PAM) solution, but it 

provides advanced event reporting, logging, and auditing capabilities that integrate 

with leading security information and event management products.  

Why put Keeper Enterprise on your radar? 

Keeper was designed to scale for any sized business. Features such as role-based 

permissions, team sharing, departmental auditing, and delegated administration 

support business growth and digital transformation initiatives. Keeper Security is a zero-

knowledge security provider, which means that only the user can encrypt/decrypt data.  

The company has several OEM relationships and partnerships with security technology 

providers, including RSA, Duo, and Yubico. It also collaborates with a range of channel 

partners, bringing password management and digital vault capabilities to global 

businesses of all sizes in all industries. 
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Highlights 

Because Keeper Enterprise is a zero-knowledge password management solution, all 

encryption and decryption processes take place on the user’s computer or mobile 

device. In-transit data is encrypted using transport layer security (TLS) and data at rest is 

encrypted using AES-256. The plain text version of the data is never available to Keeper 

Security employees or any third party. This means that if Keeper were to be hacked, 

attackers could only access the worthless ciphertext. 

Enterprise password management provisioning and user 

onboarding 

The best way to evaluate Keeper Enterprise is via a 14-day trial account. This enables up 

to 10 users to explore the product’s features and functions. The web-based Admin 

Keeper Console is uncluttered and well laid out, and it offers some thoughtful touches, 

such as ready access to well-structured documentation and the ability to schedule a 30-

minute demo. 

User provisioning is often a pivotal aspect of any enterprise offering and tends to set 

the mood of those evaluating a new product. Keeper Enterprise offers five different 

provisioning methods: Active Directory or LDAP Sync, single sign-on (SAML 2.0), SCIM 

(System for Cross-Domain Identity Management), email auto-provisioning, and 

command line provisioning.  

Organisations using Active Directory need to deploy Keeper Bridge software on 

premises. Organisations using SAML 2.0 are required to implement Keeper SSO 

Connect either on-premises or on the cloud. SCIM automatically provisions users and 

teams through Azure Active Directory, Okta, and G Suite via a SCIM connection. 

For user onboarding, administrators can use the Keeper web-based admin console to 

send custom email invitations to new users, directing them to activate their Keeper 

account. Installing the Keeper Browser Extension is usually the first action the user 

needs to do. Users will be asked to provide a master password or, more likely, use an 

enterprise SSO login.  

Using two-factor authentication adds an extra layer of protection. This can be enforced 

for specific roles within the organisation, such as IT admins. 2FA methods include SMS, 

Google, and Microsoft Authenticator, Apple Watch or Android Wear, RSA SecurID, and 

Duo Security. 
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Keeper works on smartphones, tablets, and computers, and supports Chrome, Safari, 

Firefox, Edge, Opera, and IE browsers. Native app installation is available from the 

Keeper website and iTunes, Google Play, and Microsoft Store. The Keeper web vault and 

browser extension will be enough for most users, but the desktop apps (Windows, 

macOS, Linux) have extra capabilities, such as being able to autofill native apps, import 

existing passwords, and provide offline access. 

Encouraging good password management behaviours 

Keeper Enterprise provides users with a personal security audit, highlighting password 

strength and the date last changed (based on first use with Keeper). Any reused or weak 

passwords are also flagged. Administrators are presented with an overall Security Audit 

Score for the organisation. This is further broken down by password strength, unique 

passwords, master password strength, and two-factor authentication use. A detailed 

report by user can be exported if required. 

With password sharing, Keeper Enterprise balances security and convenience. Under 

the hood, each user has a 2048-bit RSA key pair that is used for sharing password 

records. Shared information is encrypted with the recipient's public key. Passwords and 

logins or other records (files and photos as Keeper calls them) can be shared by users 

quickly and securely. An invite is sent to other Keeper users, and they confirm their 

acceptance. All parties receive visible notifications. This should prevent users from 

reverting to the use of email and other insecure channels. The ability to share files 

offers an alternative to tools such as Dropbox. 

If a set of passwords needs to be shared for business purposes, such as by a team of 

marketers or a group of social media professionals at a digital agency, a shared folder 

containing the relevant logins/passwords is a more effective mechanism. Shared folders 

can contain nested folders to help organise and structure information.  

Sharing beyond the enterprise domain is supported. Keeper sends an email invitation to 

join Keeper (using a free account). If the external user already has a Keeper account, 

they will receive a visible alert via their vault. Changes made to shared folders appear 

almost immediately. This is another factor to consider when evaluating password 

management products because impatient users will quickly fall back to less secure 

methods if the tool is preventing them from getting work done. 
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Background 

Keeper Security is a privately held company. It was co-founded in 2011 by CEO Darren 

Guccione and CTO Craig Lurey who were partners at Apollo Solutions, a software 

company for the computer reseller industry which was acquired by CNET in 2000, and 

at JiWire (now Ninth Decimal), a creator of WiFi technology applications and hotspot 

advertising software. 

Current position 

Keeper Security has built a compelling password manager for individuals, families, 

businesses, and enterprises. Keeper is a cloud-based product, so there will be concerns 

over security, privacy, and availability. While potential customers should perform their 

due diligence, the company has a long list of certifications, including SOC2, ISO 27001, 

TRUSTe, and PCI DSS.  

Keeper Enterprise is priced at $45 per user per year. Optional add-ons include Secure 

File Storage, KeeperChat, Advanced Reporting & Alerts, and Dedicated Service and 

Support. The company offers a 14-day free business trial for up to 10 users — several 

mobile operators preload Keeper on their subscribers’ mobile phones and tablets to 

protect against cyber theft. Keeper also works with leading OEMs to enhance device 

security and mobile productivity. 

Datasheet 

Keeper Enterprise by Keeper Security 

Product name Keeper Enterprise Product classification Password management 

Version number April 2019 Release date 2016 

Industries covered All Geographies covered All 

Relevant company sizes All Licensing options Annual recurring subscription; 
per seat. 

URL www.keepersecurity.com Routes to market Direct and channel partner 
sales 

Company headquarters Chicago, IL, US Number of employees > 100 
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LastPass Enterprise 

Product summary 

LogMeIn offers a range of cloud-based products that address a set of everyday business 

needs, including identity and access management. A recent Ovum study suggests that 

only 24% of enterprises have a password management product in place. This presents a 

huge market opportunity for LogMeIn and its LastPass password management product. 

However, LastPass is not alone in the market, so LogMeIn needs to think carefully about 

product differentiation. One option might be some form of integration with LogMeIn 

Central, a remote access and automation product designed for IT teams and managed 

service providers.  

Key messages 

• LastPass encourages best practice and eliminates bad habits.  

• With the help of autofill, a password generator, and a security challenge, users are 

encouraged to improve their password security.  

• LastPass balances convenience with security by managing the use of shared logins, 

and policies enable admins to configure the system to meet specific needs.  

• A cloud-based solution, LastPass Enterprise leans more toward web logins and 

business users than IT infrastructure logins and IT departments.  

Why put LastPass Enterprise on your radar? 

Organisations use LastPass to bring password management under control, primarily 

where employees use apps and web services that don’t support single sign-on or where 

specific logins are shared within a team or with external parties. LastPass helps the IT 

department protect and secure the organisation by enforcing password policies and 

encouraging best practices. Looking ahead, the vendor has seen demand from 

customers for a broader secure access solution, signalling a possible shift toward a 

more general “identity management as a service” strategy. 

Highlights 

LastPass is a mature password management solution. The product caters for 

individuals, families, teams, and businesses, with each LastPass plan offering 

capabilities that are commensurate with the user base. LastPass Enterprise provides 
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organisations with password management and integrates with various identity 

providers, enabling employees to store, create, share securely, and access login 

credentials for online applications, websites, and desktop applications.  

Functionality can be accessed via the LastPass website, browser extensions, desktop 

applications, and via Android and iOS apps. Users familiar with the password 

management features of browsers such as Google Chrome will find LastPass relatively 

easy to grasp, especially when using the browser extension. Importing existing login 

credentials requires the installation of the binary version of LastPass for Chrome, so IT 

departments need to plan their rollout of LastPass carefully. 

Policies, audits, and reports protect vulnerable IT entry points 

Organisations have an increasing number of digital entry points, and these must be 

protected by passwords that are difficult to guess by humans and computers. LastPass 

provides organisations with administrative oversight of all passwords being used by 

employees within the organisation and provides controlled shared access to passwords 

and logins that teams require to get work done. 

LastPass Enterprise supports federated login with Active Directory and integrates with 

other identity providers. This facilitates enterprise-wide provisioning and single sign-on 

for users. Additional multifactor authentication options add an extra layer of security, 

ensuring that passwords stored within the organisation’s vault remain protected at all 

times.  

The LastPass administration console provides ready access to system configuration 

options including policies, directory integrations, federated login (ADFS) settings, and 

software deployment. Automated email notifications inviting users to activate their 

LastPass account are also controlled through the console. This is particularly useful for 

large distributed organisations that might otherwise struggle to reach their employees 

through the initial email invitation or other corporate communication routes. 

The business benefits of password management tools can only be determined through 

measuring and monitoring. Using a combination of policies, audits, and reports, 

organisations can balance security with convenience, and by adjusting LastPass settings 

over time, security can be improved. LastPass supports integration with PasswordPing, 

a service that monitors the dark web for breached accounts, proactively alerting users 

via email if one of the email addresses in their vault is found in PasswordPing’s 

database. This feature needs to be present in password management products. 
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Encouraging employees to make good security decisions 

Cybersecurity depends on the choices made by the end users that are going to be 

involved in security decisions for the foreseeable future. It is, therefore, vital that 

employees, contractors, and agencies understand the ramifications of their security 

choices. LastPass seeks to gamify this with its Security Challenge feature, where users 

are taken through a step-by-step process to improve their passwords, changing weak 

passwords, compromised, reused, or old. LastPass can automatically change the 

passwords on many popular websites, making it easier for employees to improve their 

security score and personal cybersecurity posture. Other LastPass features that 

safeguard user passwords include a username generator, password generator, 

password strength meter, and the LastPass Authenticator. 

The ability to share passwords might be secondary to most users, but it could be a 

primary requirement of others, such as the marketing department or employees 

managing social media. LastPass uses shared folders to share logins. These are easy to 

set up and assign users to, although assigning groups of users would be useful in some 

situations. Once set up, sites and secure notes can be moved into shared folders, 

providing authorised users with access when the details have been 

synchronised/downloaded to their security vault (this can sometimes take a while). The 

LastPass mobile apps on Android and iOS provide ready access to passwords, logins, 

and form profiles. An integrated browser in the Android and iOS apps enhances the 

mobile experience, and where permitted, the app can autofill in other apps.  

Background 

Founded in 2003, LogMeIn provides unified communications and collaboration, identity, 

and access management, and customer engagement and support solutions. The 

company is headquartered in Boston, Massachusetts, with additional locations in North 

America, South America, Europe, Asia, and Australia. LogMeIn acquired LastPass 

(founded in 2008) in 2015. The company generated revenues of $1.2bn in the fiscal year 

ending December 31, 2018. 

Current position 

LogMeIn has a growing portfolio of cloud-based connectivity services that allow users to 

work remotely, secure online or cloud-based services, support and manage remote 

computers, and collaborate with others. The company reports more than 2 million 

paying customers and millions more free customers worldwide. Acquiring new 
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customers and increasing sales to existing customers is part of the company’s growth 

strategy, but it’s also on the lookout for strategic acquisitions that can enhance and 

complement its current offerings. 

The password management market offers plenty of headroom for competing products, 

but vendors must continue to focus on the usability of their offerings to maintain the 

loyalty of their customers. LastPass presents non-technical users with a bit of a learning 

curve, and we think the documentation provided for IT teams and system 

administrators could be better organised. Also, we’re seeing competing products 

present a more graphical style of admin dashboard and providing reports relating to 

GDPR and ISO/IEC 27001. Meeting these and other IT management requirements will 

become more critical as expectations increase and the market consolidates. 

Datasheet 

LastPass Enterprise by LogMeIn 

Product name LastPass Enterprise Product classification Password management 

Version number April 2019 Release date 2010 

Industries covered All Geographies covered All 

Relevant company sizes All Licensing options Per user/per month; site 
licensing 

URL www.lastpass.com Routes to market Direct 

Company headquarters Boston, MA, US Number of employees >2,500 
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ManageEngine Password Manager Pro 

Product summary 

Zoho Corporation is helping customers tackle the password management challenge 

with two products: Zoho Vault and ManageEngine Password Manager Pro. The former is 

a SaaS offering aimed at individuals, smaller businesses, and teams, while the latter is 

for enterprises that want to install and manage a password management service and 

need PAM capabilities. Both offerings could borrow from each other, but the important 

thing is that Zoho has the broader market well covered. 

Key messages 

• ManageEngine Password Manager Pro provides a centralised password vault for a 

variety of IT-managed, password policy-controlled, resources, and personal logins.  

• Password Manager Pro can automatically discover IT resources and help secure all 

privileged logins, randomising passwords after that at set intervals.  

• Password Manager Pro’s dashboard provides administrators with the real-time 

password-related information they need to keep the business safe and secure.  

• Integration with third-party data breach monitoring services would provide 

additional benefit to enterprises and help employees better protect their passwords.  

Why put Password Manager Pro on your radar? 

Large enterprises are embracing the service and deployment models of cloud 

computing at strategic and tactical levels. However, when it comes to managing 

traditional on-premises IT infrastructure, many IT departments still lean toward 

products and solutions that they deploy, manage, and control. If this sounds like your 

organisation, then take a closer look at Password Manager Pro. It’s easy to install and 

can be deployed on-premises or via the cloud using AWS or Microsoft Azure. 

Password Manager Pro addresses the immediate need for general-purpose password 

management, and it also tackles the more challenging requirements associated with 

privileged access management (PAM). This aspect is particularly relevant to 

organisations that feel exposed to cybersecurity attacks and want to harden their IT 

infrastructure and operational technology (OT). 
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Highlights 

Using ManageEngine Password Manager Pro, IT teams can control, manage, and audit 

the entire lifecycle of privileged login accounts and their access. Business users and IT 

professionals can also use the product to manage personal logins and other sensitive 

data, such as banking details, credit card numbers, and contact addresses. These 

“secrets”, which are protected by a separate encryption key, cannot be accessed by 

anyone else and cannot be shared. This is a different model to other password 

managers that have developed in the consumer market. If need be (for workplace 

privacy perhaps), organisations can elect to disable the personal password feature 

entirely. 

Password Manager Pro is offered as a single, installable server product for Linux and 

Windows, and it’s also available via AWS and Microsoft Azure marketplaces. Product 

functionality spans privileged login management, remote access management, 

privileged session management, and general password management. Password 

Manager Pro can be introduced to address any of these areas, but its real value and 

utility come from using all its functionality, making it a more strategic investment. 

Comprehensive enterprise password management 

By default, Password Manager Pro has five predefined roles that come with a specific 

set of permissions. This segregation of duty means that no single individual has 

complete reign over the system unless, that is, the Administrator role is made a Super 

Administrator. Irrespective of the role, personal passwords remain under the control of 

the individual. Users can import personal account details from a CSV/TSV file, but there 

is no option to import from other password managers. 

Users of the system can be added manually or imported from Microsoft Active 

Directory. The product also provides the option to auto-synchronise a specific group or 

OU of an AD domain to ensure that the user database is always up to date. Integration 

with AD/Azure AD means that users can log in to Password Manager Pro using their 

corporate identity, putting organisations on the path toward a password-less digital 

workspace when used in conjunction with Windows Hello. 

Other authentication options include LDAP, SAML single sign-on, RADIUS, smart card, 

and various two-factor authentication systems including Duo Security, Okta Verify, RSA 

SecurID, YubiKey, and Google/Microsoft Authenticator. One-time passwords can also be 

sent via email. 
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Browser extensions for Chrome, Firefox, and Internet Explorer enhance the password 

management and autologin process. These browser extensions support the same set of 

login and authentication mechanisms as the web console, and users can be 

automatically logged in to the extension when logged into the web console.  

Unlike consumer products that users might already be familiar with, the Password 

Manager Pro mobile apps (Android and iOS) take a little bit of getting used to and offer 

a different level of functionality. However, IT professionals will find the apps useful as 

they go about their daily activities. 

Securing enterprise endpoints, resources, and sessions 

Password Manager Pro can automatically discover endpoints within the IT environment 

and enumerate the privileged accounts associated with them. Doing so helps to secure 

all privileged logins by randomising the passwords of the accounts upon discovery and 

after that at set intervals.  

As well as logins to servers, routers, switches, and other IT infrastructure components, 

Password Manager Pro can be used to manage access to RDP, VNC, SSH, and SQL 

sessions. These sessions can also be recorded, archived, and played back to support 

forensic audits.  

Once in use, a password management system, especially one addressing PAM 

requirements, becomes a critical IT service. Password Manager Pro can be configured in 

a high-availability configuration to provide resilience, with a second instance acting as a 

standby. The product also provides multiple export options for secure offline access 

and safekeeping of password information. 

Password Manager Pro’s dashboard provides administrators with the password-related 

information they need to keep the business safe and secure. The product’s auditing and 

reporting features are extensive, granular, and easy to use. PCI DSS, ISO/IEC 27001, 

NERC-CIP and GDPR compliance reports are included. Reports can be exported to PDF, 

emailed, or printed. 

Background 

Launched in 2002, ManageEngine is now the IT management division of Zoho, an Indian 

company founded in 1996. Zoho is headquartered in Pleasanton, California, with offices 

in North America, Europe, and Asia. ManageEngine offers a broad range of products 

and solutions to meet the needs of enterprise IT teams and managed service providers. 
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Current position 

Password Manager Pro is used by more than 450,000 IT admins and end users, 

according to ManageEngine. Available in three distinct editions, Password Manager Pro 

Standard Edition offers the lowest cost of entry, with a subscription cost of $595 per 

annum for two administrators and unrestricted resources, such as logins and 

passwords, and users. The list price for Enterprise Edition starts at $3,995 for ten 

administrators. A Managed Service Provider edition is also available, enabling login 

credentials to be securely shared between MSP administrators and their customers. It’s 

worth noting that product pricing (subscription or perpetual) is based on the number of 

administrators, not the number of end users.  

ManageEngine needs to keep an eye on the growing number of password management 

vendors targeting the enterprise market. CSOs and business owners know that weak 

employee passwords, leaked logins, and shared “company accounts” present a 

significant threat to cybersecurity. All end-user passwords need to be better managed 

and protected, not just those used by IT the department. 

Datasheet 

ManageEngine Password Manager Pro by Zoho Corporation 

Product name ManageEngine Password 
Manager Pro 

Product classification Privileged access 
management; password 
management 

Version number 10.0 Release date April 2007 

Industries covered All Geographies covered All 

Relevant company sizes Enterprise Licensing options Annual subscription or 
perpetual license 

URL www.manageengine.com Routes to market Direct to the customer and via 
channel 

Company headquarters Pleasanton, CA, US; 
Chennai, Tamil Nadu, India 

Number of employees ~ 7,000 
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Passbolt 

Product summary 

Passbolt SA is a Luxembourg-based company with an easy-to-use, easy-to-deploy, open 

source password management solution for teams. The company is still in startup mode, 

but Passbolt is functioning as a commercial service with a clear product roadmap. 

Several new features and components are scheduled for delivery. Achieving these 

milestones will undoubtedly shape the future of the company and its product. 

Passbolt’s use of OpenPGP has attracted the interest and attention of security-

conscious organisations within the European region.  

Key messages 

• Passbolt is an open source password manager designed primarily for teams. The 

product can be integrated with mail and other tools using the product API.  

• Built around OpenPGP, Passbolt adds an extra layer of security to password 

management. This can be used for other public/private key encryption purposes.  

• Passbolt is an open source product distributed under AGPL. It can be hosted on 

premises for the management of passwords and logins used across the 

organisation.  

• Several features, including mobile apps, folders, secure files and notes, access 

control lists (ACLs), and external password sharing are scheduled for release in 

2019.  

Why put Passbolt on your radar? 

Organisations already familiar with PGP/OpenPGP will recognise the additional benefits 

provided by using both symmetric and asymmetric keys to encrypt data being 

transferred across networks. By using OpenPGP, Passbolt adds an extra layer of 

security to password management, preventing anyone who only has the public key 

from being able to decrypt data. Being open source, Passbolt provides a tested and 

audited codebase which is extensible through an open API. 

Passbolt is a browser-centric product, although mobile apps are on the product 

roadmap for the third quarter of 2019. The ability to store files and notes is also 

scheduled for later this year along with audit logs and auto-save passwords. Security-

conscious organisations with experience of open source projects and OpenPGP should 
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take a closer look at Passbolt, especially if an easy-to-deploy, on-premises, team-based, 

extensible password management solution is required. 

Highlights 

Passbolt is an open source password manager. When deployed by an organisation, 

Passbolt enables employees to log in to websites quickly, easily, and safely without 

having to know the site’s password or other login details consciously. Using Passbolt, 

employees can store, search, and filter passwords; import and export passwords; and 

share and manage ownership of passwords securely with colleagues and groups across 

the organisation. 

Password management functionality is accessed through a desktop browser and the 

Passbolt browser extension (Google Chrome and Mozilla Firefox). Passbolt servers 

never have access to any passwords in clear text, because all passwords are encrypted 

on the client side using the Passbolt browser extension that uses OpenPGP (a 

combination of strong public-key and symmetric cryptography). The private key used to 

decrypt passwords is itself encrypted using the user’s master password. Users must 

take ownership of their private key, so education is a fundamental aspect of the 

solution. 

On the client side, Passbolt uses OpenPGP as a foundation for all its cryptographic 

functionalities. On the server side, Passbolt uses GNU Privacy Guard (GnuPG) as part of 

the OpenPGP standard to perform Public Key validation and to support the gpgAuth 

authentication protocol. Passbolt uses SSL to encrypt all communication between the 

server and the browser. 

Passbolt is easy to configure and easy to use 

There are many password management products to choose from on the market, each 

presenting a different style of user interface and set of features. Some of the products 

being targeted to businesses and institutions were initially developed for individuals, 

with functionality added later for teams and groups. This is not the case with Passbolt, 

which was designed from day one with teams in mind. This becomes clear when you 

explore the user interface as an administrator or regular user. 

As an administrator, there are only four options to choose from in the main Passbolt 

web user interface: Passwords, Users, Administration, and Help. Non-administrator 

users don’t see the “administration” option. The Help section provides a series of 

categorised articles including how to configure the LDAP directory sync plugin (also 
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called the LDAP Connector). Available in the Business/Enterprise editions of Passbolt, 

the connector supports OpenLDAP and Active Directory. Users can also be added one at 

a time by entering their first name, last name, and email address. There’s no batch 

option. 

Groups can be created manually or by using the LDAP connector. People are assigned 

to groups as either a member or a group manager. Once created, password owners can 

easily share passwords with these groups and with individual users. Shared logins 

become immediately visible in the Passbolt web user interface and usable via the 

browser extension. Users can import their passwords from a KeePass KDBX or CSV file, 

although a Chrome Passwords list might be more useful. 

Keeping passwords secure by preventing phishing attacks  

For added security and to prevent phishing attacks, a user-generated token (a colour 

and three letters) is used to avoid malicious web pages from mimicking Passbolt and 

stealing passwords. Also, Passbolt makes use of multifactor authentication to protect 

user accounts and passwords.  

Its Time-based One Time Password (TOTP) feature is offered by default for all users. 

Users can elect to enable this feature via their profile page. Doing so means the user will 

be prompted for a verification code (using Google Authentication or similar) when 

logging in to Passbolt from a new device. Other multifactor authentication features are 

available to business and enterprise customers using out-of-the-box integrations with 

products from Yubico and Duo Security. 

Flexible hosting options to control all business passwords  

There are many advantages to using a cloud-hosted password management solution, 

most of which revolve around the speed of deployment and ongoing cost of ownership. 

However, many organisations still choose to run critical applications and services in 

house, especially those linked to user identity and authentication. There are plenty of 

situations and business use cases where internet connectivity cannot be guaranteed or 

even provided, so the option of an installable product is valuable when SaaS and cloud-

hosted solutions are not viable or practical. 

Passbolt will be available as a cloud-hosted service in the second quarter of 2019. 

However, the software can also be self-hosted using a variety of Linux servers deployed 

using Docker. The minimum hardware requirements for a Passbolt server are modest (1 

Core, 2GB RAM, 50GB storage) using one of the major Linux distributions, such as 
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Debian, Ubuntu, or Centos. Organisations that want to use the free Community Edition 

of Passbolt can install the product via the DigitalOcean Marketplace. 

Background 

Founded in 2016 by Kevin Muller, Cédric Alfonsi, and Rémy Bertot, Passbolt is a private 

company based in Luxembourg. Passbolt is part of the Luxembourg national startup 

incubator program and is financially supported by the Digital Tech Fund led by Expon 

Capital, as well as the Luxembourg government. The company has received VC funding 

totalling €632,000. 

Current position 

Passbolt has developed steadily into a viable password management solution for 

organisations and teams. Many new capabilities are scheduled throughout 2019, 

including a desktop application which will be available in Q4 2019. Mobile apps for 

Android and iOS are expected in Q4 2019. 

The Business plan costs €99 per month for up to 50 users and offers the full range of 

product functionality. The Enterprise plan is tailor-made (and priced) and 

accommodates unlimited users, multiple instances, on-premises management, certified 

server key signature, four-hour SLA email support, phone support, and a private Slack 

channel. 

Upcoming features (audit and reporting features) will help Passbolt compete in the 

market where it is facing stiff competition from a variety of vendors and other open 

source offerings. However, Passbolt has already implemented features not found in 

other password management solutions, and these undoubtedly enhance system 

security and guard against phishing attacks. 

Datasheet 

Passbolt 

Product name Passbolt Product classification Password manager 

Version number April 2019 Release date March 2016 

Industries covered All Geographies covered Localised in English 

Relevant company sizes All Licensing options Subscription service 

URL www.passbolt.com Routes to market Online and direct sales 

Company headquarters Luxembourg Number of employees <10 
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Passwork 

Product summary 

Passwork is a part of Aii Corporation, a private investment firm based in Finland. With 

access to a team of experienced advisers and local access to markets in Scandinavia and 

Russia, Passwork has plenty of opportunities to make a name for itself in the region. 

The Passwork affiliate program provides an attractive revenue opportunity for service 

providers and hosting companies. 

Key messages 

• Passwork is a password manager for teams. Available as a cloud service or on-

premises product, Passwork is evolving rapidly to become a viable business solution.  

• Passwork is a browser-centric product that uses the “vault” metaphor to manage 

and share passwords securely. Every user can create (and share) multiple vaults.  

• Passwork presents a folder-based, easy to navigate, drag-and-drop user interface, 

and a security dashboard provides users with an analysis of their passwords.  

• The Passwork Auto Logon browser extension helps users to log in to websites, but it 

doesn’t yet capture new login credentials. Mobile apps are still in their early stages.  

Why put Passwork on your radar? 

Passwork is a password manager designed for team-based organisations. It uses private 

vaults and organisation vaults to maintain privacy, security, and integrity in a manner 

well suited to businesses and teams that have a flat hierarchical structure. Passwork 

simplifies business password management and gives organisations a choice of where 

data is stored (in the cloud or on-premises). 

Passwork uses well-known and well-understood cryptography functions to keep 

passwords safe and secure, and the easy-to-use administration interface means that 

business users and team members can control who has access to sensitive login 

information and can track when this is used.  

Passwork is a new product, and while there’s still plenty of development ahead, it ticks 

most of the boxes. The vendor has looked at the password management market and 

has given us something new. 
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Highlights 

Passwork is delivered through the browser using a modern web user interface. The 

product is localised in English, Russian, German, Finnish, and Swedish, and accessed via 

the “passwork.me” URL. The sign-up process for a Passwork account is somewhat 

unusual, in that users are asked to provide an email address and password, then a 

master password. Asking users for two passwords could lead to confusion. Other 

vendors tend to use a master password’ (or passphrase) and a secret key, using the 

combination to encrypt data and keep passwords safe and secure.  

Trust is an essential part of keeping passwords safe and secure 

As is the case with the secret key approach, the user’s Passwork master password is 

never sent to the server. All encryption/decryption takes place on the client device. 

Passwork, therefore, does not know the passwords stored on its servers. Passwork 

users can save a copy of the master password locally (within the browser’s user data 

area) to streamline the login process and make it more like the familiar username and 

password combination users expect with IT solutions.  

As with other password management systems, users must realise that Passwork is 

unable to recover any account where the master password has been lost or forgotten. 

This is an issue that nearly all password managers have, and the way that it is mitigated 

is often considered a differentiating feature. 

Cryptography is a difficult topic to explain to non-technical users, even when analogies 

are used. This can result in some users, especially senior managers, not trusting a 

cloud-based password manager. Also, there might be circumstances where staff do not 

have internet access as part of their working environment. In these situations, an on-

premises solution has an appeal.  

Passwork servers are hosted in a private data centre in Finland, but organisations can 

choose to deploy Passwork in their datacenters or perhaps that of a managed service 

provider. Passwork is supported on Windows Server 2016 and Linux (Ubuntu, Debian, 

and CentOS) using Docker. A self-hosted deployment of Passwork is required for 

Windows Active Directory integration. 

Flawless password sharing within a business environment  

Sharing passwords with family and friends can be achieved very informally by using 

many of the password management products on the market today. However, password 
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sharing within a business environment requires participants to understand the 

consequences of their actions.  

The process of sharing passwords and login information can be confusing. The user 

interface must be simple enough for occasional users to use, yet powerful enough for 

users that rely on it every day.  

Vaults are the primary construct used by Passwork. Users have their vault in which 

private passwords and logins are stored, and can create additional vaults and then 

invite teammates to access them. Vaults remain invisible to other users until some form 

of access is granted to them. Passwords can be organised in (nested) vaults using 

folders with inherited access rights. 

Passwords stored within vaults (and folders) have three primary properties: name, 

login, and password. Most entries will also have an associated URL, and these can have 

multiple logins + password combinations. Entries can also be colour coded, tagged, or 

have a note associated with them. File attachments (Max 100 KB) are also supported. 

A standard vault is created for general organisational use, but counter-intuitively, users 

still need to be invited to it. The fact that any user can create a password vault is likely to 

be useful for large, devolved organisations, and where self-managed teams are 

prevalent, but it could also lead to password sprawl and governance/compliance issues 

because there is no concept of a “super administrator”. However, organisations not 

using a password manager at all are likely to be in a far more precarious situation, so it’s 

worth considering what the company goal is during any evaluation.  

Groups are not a feature of Passwork, but a team management interface makes it easy 

to see at a glance who has access to what. Vault owners can control access rights by 

assigning various privileges. Passwords can also be shared individually, although this is 

like emailing someone a file attachment rather than sending them a link to a shared 

document. Once a password has been shared in this manner, it is no longer under the 

control of the original owner. 

Background 

Passwork (Passwork Oy) was Founded in 2014 and is based in Helsinki, Finland. 

Passwork is part of Aii Corporation, a business incubator and private investment firm 

with offices in Finland, Russia, US, and Canada. 
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Current position 

Depending on how you look at it, Passwork is in the early stages of becoming a 

competitive vendor in the password management space, or it’s in the late stages of 

being a disruptive startup. Aspects of the product still need development, especially the 

browser extension and mobile applications. However, the core application works well, 

and it delivers the kind of functionality that many organisations lack. 

Passwork is nominally priced at €1.50 per month, billed annually, for the cloud service. 

Perpetual pricing of the on-premises version starts at €90 for up to five users, but the 

realistic entry point for businesses is €490 for up to 20 users, climbing to €1,990 for 100 

users. Business customers get customer support, data import and export features, 

Active Directory support, and free annual updates. 

Datasheet 

Passwork 

Product name Passwork Product classification Password management 

Version number April 2019 Release date 2015 

Industries covered All Geographies covered Localised in English, German, 
and Russian 

Relevant company sizes Small and midsize companies Licensing options SaaS and perpetual licensing 

URL www.passwork.me Routes to market Direct and via affiliates 

Company headquarters Helsinki, Finland Number of employees <25 
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Pleasant Password Server 

Product summary 

Pleasant Password Server is a mature and highly capable solution, but it’s also one of 

those “best-kept secret” products. This means that partners and resellers are more 

likely to be the ones driving product adoption, especially in large enterprise accounts. As 

the password management market consolidates, and organisations look toward 

password-less solutions, the capabilities of Pleasant Universal SSO could become a 

significant product differentiator. 

Key messages 

• Pleasant Password Server adds business and enterprise features to the popular 

KeePass open source password manager used by millions of individuals worldwide.  

• Organisations can quickly and easily install the Windows-based Pleasant Password 

Server in a location of their choice (datacenter, private cloud, or public cloud).  

• Pleasant Password Server can be enhanced using Pleasant Universal SSO, an add-on 

module that eliminates the need for direct access to account passwords.  

• Users already familiar with KeePass can easily switch to Pleasant Password Server. 

Users familiar with other password managers may expect a browser extension.  

Why put Pleasant Password Server on your radar? 

Pleasant Password Server is a password management system compatible with KeePass, 

the popular open-source personal password manager. An installable Windows product, 

Pleasant Password Server provides organisations with secure storage and retrieval of 

multiuser passwords from a central server database. Usually deployed as a virtual 

server, this password management solution provides businesses and institutions with 

centralised control over user access to passwords and other credentials stored in the 

system. 

Organisations considering Pleasant Password Server should also evaluate Pleasant 

Universal SSO, which is currently in beta. This add-on module eliminates the need for 

any employee to ever have direct access to login credentials, which means that malware 

and keyloggers cannot steal passwords. 
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Highlights 

Pleasant Password Server is marketed as a “locally hosted password management” 

solution. However, this Microsoft Windows application can just as easily be deployed on 

public cloud IaaS platforms. Installing Password Server is a quick and easy non-technical 

process.  

The distribution package installs SQLite and IIS Express so that organisations can 

evaluate the product with the minimum of effort. The online documentation provides 

advanced configuration details, including changing the server port number, setting up 

certificates, and using a different database.  

Balancing business security and user convenience 

Pleasant Password Server can be accessed via a web browser and by using Windows 

and macOS desktop applications. Mobile apps are also available for Android, iOS, and 

Windows Mobile. Users familiar with KeePass will feel immediately at home using 

Pleasant Password Server, and the only significant change is the data storage location. 

IT departments can distribute browser links and perform software installations using 

their configuration management tools, or users can download applications via links 

presented on the web server. The desktop applications offer a folder-based, tree view of 

credentials. Folders can be nested as required and frequently used credentials added to 

a favourites folder.  

IT products designed for use by business users need to balance security against 

convenience. Getting this balance right is essential for any password management 

solution, so care must be taken with the initial setup and the user onboarding 

experience.  

Context-sensitive actions enable users to retrieve credentials and passwords, and 

perform other operations, such as editing, moving, deleting, and duplicating entries. 

Users can easily share access to credentials (and folders containing credentials), 

restricting access to read-only and setting an expiry date if required. Using the web 

interface, employees can search for credentials or navigate the folder hierarchy. Tags, 

notes, attachments, and custom fields can also be associated with credentials. 

Reducing system administration overheads 

Pleasant Password Server is a sophisticated password management solution, but it’s not 

a complex product to install, administer, or manage. Documentation is generally well-
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structured and comprehensive. Configuration of the system does not require significant 

IT expertise, but larger organisations with exacting requirements should consider 

working with a Pleasant Solutions partner. 

The product is offered in three editions: Community, Enterprise, and Enterprise+. The 

Community edition provides full business password management functionality and is 

suitable for evaluations, pilots, and small teams within larger companies. The Enterprise 

edition enables directory integration (Microsoft Active Directory and LDAP) for users 

and groups, audit logging, database backup/restore, email notifications, custom client 

configurations, and scalable licensing. 

Pleasant Password Server Enterprise+ edition provides additional features that are 

typically required by larger organisations, such as SAML 2.0 single sign-on, approval 

requests, IP range restrictions, password rotation, and elevated security privileges. 

However, smaller companies can also benefit from features that handle various user 

password reset scenarios. 

Logging and reporting features are mandatory 

Pleasant Password Server has a variety of logs that provide detailed information for 

auditing events, analysing error details, redirecting logs, and tracking changes. The audit 

log keeps a record of how Pleasant Password Server is accessed. Any user can be 

granted permission to view this log. The server log maintains a record of server events 

that are typically used for support purposes. Pleasant Password Server can also be 

configured to log events to a Syslog Server. The product produces detailed exportable 

reports relating to password strength, age, and user access. 

Background 

Pleasant Solutions is a software development company headquartered in Edmonton, 

Canada, with satellite offices throughout North America. Pleasant Solutions is a privately 

held company Founded in 2007. Its CEO is Thomas Stachura. The company has two 

subsidiaries: BridgeGateData, a provider of verification and identity middleware to 

telcos, and Trusted Health Services, a provider of secure file management services to 

the health sector. 

Current position 

Pleasant Password Server is designed for organisations of all sizes. The product is quick 

and easy to set up. It can be installed on Azure as well as many other hosting platforms 
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and can use Azure user directories to provide single sign-on. As a password manager, 

Pleasant Password Server offers plenty of capability without being overly complicated to 

use or manage. Users have a choice of client interfaces, albeit no browser extension to 

help capture login credentials. 

Two complementary products are offered alongside Pleasant Password Server: Pleasant 

Reset Server and Pleasant Universal SSO. Available as a standalone product or an add-

on, Pleasant Reset Server enables fast and secure Active Directory, or LDAP, password 

resets over the network. Pleasant Universal SSO extends the functionality of Pleasant 

Password Server into privileged access management (PAM) territory by supporting SSO 

for RDP, MSSQL, and SSH sessions. Passwords and credentials are centrally controlled, 

but never viewable or accessed through any employee devices using this component. 

Prices for Pleasant Password Server consist of a one-time payment based on the 

number of users required. One year of customer support (and version upgrades) is 

included with every new purchase. Multiyear service plans can also be purchased. The 

product is very competitively priced compared to other business password 

management solutions. 

Datasheet 

Pleasant Password Server by Pleasant Solutions 

Product name Pleasant Password Server Product classification Password management 

Version number v7.9.21 (May 2019) Release date 2012 

Industries covered All Geographies covered North America, Europe, 
Oceana 

Relevant company sizes Companies of all sizes. Licensing options Perpetual license, per seat  

URL www.pleasantsolutions.com Routes to market Direct and via resellers 

Company headquarters Edmonton, Alberta, Canada Number of employees 75+ 
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RoboForm for Business 

Product summary 

Siber Systems’ RoboForm Password Manager entered the market in 2000 as a 

consumer product. Siber Systems, therefore, knows a thing or two about what users like 

and what they don’t and also understands what it takes to run a robust, reliable, 

independent service while keeping up with market changes. RoboForm for Business 

builds on this strong foundation and adds functionality to meet the needs of IT system 

administrators, security operations centre (SOC) teams, and business users.  

Key messages 

• RoboForm for Business is a password management solution that helps mitigate 

cybersecurity threats while increasing the productivity of employees and teams.  

• RoboForm eliminates weak, reused, forgotten, and vulnerable passwords. It can also 

reduce the costs associated with password resets and user downtime.  

• RoboForm enforces password policies and provides managers with oversight of 

employee password security. Active Directory integration speeds up product rollout.  

• Product terminology may complicate features for some users. Browser extensions 

and mobile apps provide good functionally. Desktop apps are useful for power 

users.  

Why put RoboForm for Business on your radar? 

RoboForm for Business builds on the strengths and popularity of RoboForm 

Everywhere, the vendor’s password solution for individuals. Integration with Active 

Directory ensures effective employee onboarding, and centralised management and 

reporting provide business oversight of password-related cybersecurity threats. The 

ability to share and audit policy-controlled web/application logins securely within a 

group of managed users puts the business back in control of corporate passwords.  

RoboForm is primarily a cloud-based subscription service, although enterprises and 

large organisations can host RoboForm servers. RoboForm also offers a single-tenancy 

(colocation) hosting option. All RoboForm data items are packed into a single file and 

encrypted. All encryption/decryption operations take place on the user’s device, not on 

the RoboForm server. 
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Highlights 

RoboForm for Business protects business passwords, user logins, and other 

information such as identities, bookmarks, and notes on computers and mobile devices 

using a master password and data encryption techniques (AES-256, BPKDF2, SHA-256). 

Master passwords must be a minimum of eight characters long and contain at least 

four non-numerical characters. System administrators can enforce additional password 

policies for all users or specific groups of users.  

Consumer and business editions of RoboForm work slightly differently when it comes to 

deciding about where account data is kept. In the consumer version, users decide this 

at the time of account creation. This setting can be changed later if required. Using 

RoboForm for Business, admins decide if data will be kept on local devices only or 

synced between the device and server. Admins can choose to keep data local for certain 

groups while allowing other users to sync with the server for more securely and 

productively use. 

RoboForm client devices include Windows, macOS, and Linux computers, and iOS and 

Android mobile devices. These client devices periodically connect to the RoboForm 

server to synchronise data (logins, bookmarks, identities, contacts, and safenotes) and 

make use of Group Sharing features. Server syncing also facilitates policy enforcement, 

auditing, and reporting. 

Employee onboarding, policy configuration, and reporting 

Setting up a RoboForm for Business account is straightforward, and most organisations 

will start their evaluation and due diligence using a 14-day trial account for up to 30 

users. After providing relevant sign-up information, the RoboForm for Business 

Quickstart wizard guides organisations through the basics of adding users, creating 

groups, and adding logins, bookmarks, identities, contacts, and text notes. 

Users can be added to RoboForm individually, in batch mode, or by using the RoboForm 

AD Connector, which syncs Active Directory users and groups to RoboForm. The facility 

to synchronise with Azure Active Directory and other LDAP services is on the roadmap. 

Users can log on to RoboForm using their domain account, and SAML support is on the 

roadmap. Using AD Connector, admins can use rules to control which accounts are 

synced, and when these are created, deleted, and disabled.  

RoboForm policies are used to determine settings, such as master password 

complexity, master password rotation period, auto-log-off time, file creation types, and 
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sharing. Policies also determine 2FA settings, device enrollment, and device access. 

Policies can be applied to the company or to specific groups of users, which is useful for 

managing different types of business user. 

The reports provided by RoboForm for Business are somewhat basic compared to some 

competing products, and there’s no dashboard view as such. However, system 

administrators are presented with enough information at the user, group, and company 

levels to have proper oversight of password safety. 

Browser extensions, desktop applications, and mobile apps 

The term “files”, when using RoboForm, is used to denote one of the five RoboForm 

Data Objects: Logins, for web or native applications; Bookmarks for website links; 

Identities for form-filling; Contacts also for form filling; and Safenotes to store text data, 

such as Wi-Fi passwords, building access codes, product activation codes, and for other 

non-digital assets. 

As part of the onboarding process, users receive an email inviting them to log in to their 

RoboForm account and to install RoboForm Enterprise (localised in various languages) 

on their Windows, macOS, Android, or iOS device. For Windows users, the process 

installs the RoboForm desktop application and extensions for installed browsers 

(Windows Internet Explorer, Microsoft Edge, Mozilla Firefox, Google Chrome, and 

Opera).  

Once installed, the RoboForm desktop application can be used to import existing logins 

and bookmarks from installed browsers and data from other password managers, 

including 1Password, Dashlane, LastPass, and Keeper. With a little bit of training, power 

users are likely to find the desktop application useful, because it can be used to log in to 

native Windows applications and fill forms. 

Boosting business productivity with secure sharing 

The RoboForm sharing and sending features enables users to securely share RoboForm 

data (items or folders) with others. Sharing and sending uses Public-Private Key 

Encryption which replaces the otherwise risky practice of emailing sensitive data or 

using post-it notes. If a recipient does not have a RoboForm account, they will receive an 

email with instructions on how to create one.  

Sending RoboForm data is like sending an email (once it’s been sent it can’t be revoked 

or “unsent”. Sharing RoboForm data is like sharing a Google Doc (updates are available, 

and access can be withdrawn). A Shared Folder containing multiple RoboForm items is 
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like a shared folder in Google Drive. Adding a login to a group makes the login 

accessible to all members of that group. 

Background 

Siber Systems is a privately held company headquartered in Fairfax, Virginia. Founded in 

1995, Siber Systems released RoboForm, its first consumer product, in 2000. Customers 

range from individual users and small businesses to government agencies and Fortune 

500 companies. The company also offers a file backup, sync, and share product called 

GoodSync. 

Current position 

Siber Systems has been in business for more than two decades and provides 

companies and individuals with password management software and file backup, sync, 

and share software. Somewhat surprisingly, the company doesn’t bundle or combine 

these offerings despite them being closely aligned with personal productivity and 

information security management. According to Siber Systems, RoboForm is used by 

more than 6 million users and 10,000 businesses around the world.  

RoboForm for Business starts at $3.35 per user per month, billed annually on a pay-as-

you-go (no contract) basis. SOC1, SOC2, HIPPA, and GDPR audited, RoboForm has server 

presence in the US (VA and DC) and Europe (Amsterdam). Siber Systems operates a 

reseller program that provides product discounts, sales tools, and dedicated personnel 

to support sales and marketing efforts. 

Datasheet 

RoboForm for Business by Siber Systems 

Product name RoboForm for Business Product classification Password management 

Version number RoboForm v8,5,8 Release date 2009 

Industries covered All Geographies covered All 

Relevant company sizes All Licensing options Pay-as-you-go; per user, per 
year 

URL www.roboform.com Routes to market Direct and resellers 

Company headquarters Fairfax, VA, US Number of employees <100 
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TeamPassword 

Product summary 

Cybersecurity starts with long, complex passwords, which means that password 

management products such as TeamPassword are required by every organisation large 

and small. TeamPassword has a clear purpose and is well suited to use by digital 

agencies and staff that need to share login credentials. Easy to setup and configure, 

TeamPassword does not require technical expertise or software installs, so this will 

appeal to smaller firms or teams within larger organisations.  

Key messages 

• TeamPassword is particularly suited to digital agencies and teams that need access 

to shared login credentials to access communal services and single-user websites.  

• Logins with long, complex passwords can be easily managed using TeamPassword 

groups, enabling one-click sharing with colleagues and teams.  

• An activity log shows admins when logins are accessed, added, edited, or removed. 

Reports highlighting exposed, reused, or weak passwords would be useful.  

• Users can log into TeamPassword using a linked Google identity via Google Sign-In. 

Two-step verification using an authenticator app adds an extra layer of protection.  

Why put TeamPassword on your radar? 

When it comes to sharing login credentials for social media sites, IT systems, and 

“communal” business services, privileged access management products might be 

considered. However, the cost and complexity of these offerings make them 

unattractive to smaller organisations and non-technical teams within the enterprise. In 

such cases, TeamPassword is a viable alternative worth considering.  

TeamPassword is a productivity tool first and a security enhancement second. This isn’t 

a bad thing, because many security products fail to gain user acceptance because they 

get in the way of getting work done. Compared to competing products, TeamPassword 

may not offer all the features sought by enterprises, but the product could play a role as 

an interim solution or where there are teams that use many shared logins, such as the 

marketing department. Google G Suite users should evaluate TeamPassword because it 

integrates with Google Sign-in, which means one less password to remember. 
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Highlights 

If you work for a digital agency or the corporate comms team of a large organisation, 

you’ll know that login credentials often need to be shared to post on social media sites. 

Likewise, if you work in IT, service- and system-level passwords need to be managed 

and used in a variety of different ways to keep operations running smoothly. 

Sophisticated privileged access management products can be implemented to address 

these and other use cases, but their cost and complexity often prevent their 

implementation. Many existing password management tools can be used to share login 

credentials, but few such applications have been designed from the beginning with 

teams in mind.  

Introducing order to chaos 

Modern password manager tools have the facility to share login credentials and tighten 

cybersecurity, but the rollout of products generally requires significant thought and 

planning. TeamPassword is designed for rapid deployment, easy access, and simple 

administration, making it well suited to non-technical environments, especially those 

with an immediate and central need to share login credentials, such as digital agencies 

and social media consultancy firms. 

IT and developer teams are also likely to find TeamPassword useful, especially in 

situations where individuals use personal password manager tools over which the 

company has no control. Consider what happens when people change roles, delegate 

administration, leave a project or leave the company? TeamPassword is well placed to 

bring order and management to these situations. 

For organisations using Google G Suite, system administrators have the option to 

activate Google Sign-in so that users can sign in to TeamPassword with their Google 

Account. Moreover, two-factor authentication, using an authenticator app such as 

Google Authenticator, is also available for an added layer of security. This configuration 

starts to reduce the password burden on employees, brings password management 

under control, and improves the cybersecurity posture of the business. 

TeamPassword does not provide an option to export login details, but logins stored in 

LastPass can be imported. Extending this feature to accommodate other password 

managers would enhance the product and could position TeamPassword as a useful 

password consolidation solution.  
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Encouraging cybersecurity best practice with complex passwords 

TeamPassword enables users to store shared and non-shared passwords in the system, 

and to access these via their web browser or mobile device. The product comes into its 

own when logins need to be shared among colleagues and teams, using groups to 

organise this information and make it visible. Users can see at a glance who is a 

member of a group and the shared logins that each group has access. By using 

TeamPassword as a centralised hub and web launch point, passwords can be changed 

every day if need be, enhancing the security of all shared logins. Adding the ability to 

automate this process would increase the cybersecurity capabilities of this product. 

Browser extensions are available for Google Chrome, Mozilla Firefox, and Apple Safari. 

TeamPassword apps are available for Android and iOS devices in their respective app 

stores. The apps are easy to use, and data is synchronised quickly between the device 

and the web service. TeamPassword is designed for online use, so its utility is limited 

when there is no internet connection.  

Adding a login to TeamPassword is quick and easy to do using the browser extension, 

mobile app, or TeamPassword website. An indication of password strength is given to 

users when they enter an existing password and can choose to use a long computer-

generated password of 12, 16, 20, 24, 28, or 32 characters, with the option of including 

symbols and digits for added complexity.  

Background 

Initially released in 2012, TeamPassword started life as an alternative to LastPass (a 

password manager designed initially for individuals) for digital agencies. TeamPassword 

was acquired in 2018 by Jungle Disk, a provider of cybersecurity solutions for small 

businesses. Jungle Disk has been in business since 2006 (acquired by Rackspace in 

2008) when it created one of the first products to leverage Amazon’s S3 storage service. 

The team moved to San Antonio, Texas, in 2010, before assuming its current form as an 

independent company in 2016.  

Current position 

Jungle Disk is a private company servicing more than 25,000 customers worldwide, with 

data centres in the US and Europe. The company is focused on keeping critical 

information safe, and its products are geared to servicing the needs of small 

businesses. TeamPassword is the latest addition to the Jungle Disk portfolio, where it 

complements the company’s modest range of cybersecurity products. 
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TeamPassword is available in four pricing plans, ranging from $15 per month (up to five 

people) to $100 per month (up to 50 people). Larger plans are available by contacting 

Jungle Disk. TeamPassword is also available through the G Suite Marketplace, where it 

competes with products such as Zoho Vault, TeamsID, and Gpass. 

Being a relatively small company itself, Jungle Disk understands the needs of small 

businesses and teams. By offering these customers a cost-effective cybersecurity suite, 

Jungle Disk is targeting a huge market that is underserved by the bigger vendors. 

However, TeamPassword is up against some stiff competition, with vendors such as 

Keeper Security, LastPass, Dashlane, and 1Password targeting teams as well as 

individuals and enterprises. 

Basic password management features are fast becoming commoditised, so Jungle Disk 

will need to consider adding more proactive cybersecurity features to TeamPassword to 

increase its appeal and business value, even if the product is eventually bundled as part 

of the vendor’s cybersecurity suite.  

Datasheet 

TeamPassword by Jungle Disk 

Product name TeamPassword Product classification Password management 

Version number April 2019 Release date October 2012 

Industries covered Well suited to digital agencies Geographies covered Service available globally in 
English 

Relevant company sizes Small business Licensing options Tier-based pricing based on 
the number of users. 

URL www.jungledisk.com Routes to market Direct to customer and G Suite 
Marketplace. 

Company headquarters San Antonio, TX, US Number of employees <50 



 

 

 

R N E 2 4 7 . C O M  

All reasonable efforts have been made to ensure that the information presented 

in this eBook was correct as at the date of first publication (June 2019). The 

author does not, and cannot, accept any liability for any errors, omissions, or 

other inaccuracies. Readers should independantly verify all facts and figures, as 

no liability can be accepted in this regard. Readers also assume full risk and 

responsibility for their use of the information presented in this publication. 
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