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Running Multiple Kernels on One Bare-Metal Server


This book provides a complete technical guide to running multiple independent Linux kernel instances concurrently on a single physical server. It covers the fundamental concepts of kernel architecture and boot processes, explains every practical approach from virtualization to bare-metal partitioning, and delivers production-ready configurations for CPU isolation, memory management, device assignment, networking, storage, security, observability, and lifecycle operations. If you need to understand how multiple Linux kernels share one machine, what each approach can and cannot do, and how to deploy them reliably in production, this book takes you from first principles through full implementation.







Introduction: The Multikernel Problem


Why You Want Multiple Kernels


A single physical server is a finite collection of resources: CPU cores, memory channels, storage controllers, network interfaces, PCIe slots, power rails, and cooling capacity. Running one Linux kernel on that hardware means the kernel owns everything. It schedules all processes, manages all memory, handles all interrupts, and controls every device. That works perfectly well for most deployments. A web server runs Nginx and a database. A container host runs Docker or containerd with dozens of isolated workloads. Nothing is wrong with that model.




But some problems do not fit neatly into a single-kernel world.




Consider a high-frequency trading firm running latency-sensitive strategy code on the same box as market-data ingestion, risk calculation, and order routing. Each component has different performance requirements and failure characteristics. If the risk engine panics, you do not want the entire server to go down. You want that component isolated behind its own kernel boundary so a crash there does not affect the trading logic.




Consider a cloud provider running thousands of customer workloads on shared hardware. A container escape or kernel vulnerability in one tenant could compromise every other tenant on the same host. Running each customer workload in its own virtual machine with its own kernel adds an extra trust boundary between tenants.




Consider a research cluster where different experiments require different kernel versions, different filesystem configurations, or incompatible kernel modules. You cannot easily run two kernels side by side on the same hardware without some form of partitioning.




These scenarios share a common theme: you need multiple independent execution environments that do not share the same kernel trust boundary. That is what “multikernel” means in practice. Multiple Linux kernel instances, each with its own process space, memory management, device drivers, and system call interface, all running on the same physical machine at the same time.




The requirement for multiple kernels is not new. It predates modern cloud computing by decades. The reasons have evolved: early systems used multiple kernels for fault isolation in safety-critical applications like avionics and telecommunications. Modern systems use them for multi-tenancy, workload diversity, security boundaries, and performance isolation. The underlying goal remains the same: compartmentalize risk and behavior by keeping different workloads behind separate kernel walls.





What Multikernel Actually Means


The phrase “running multiple kernels on one server” can mean several different things depending on context. Before we proceed further, it is essential to define precisely what we are talking about and what we are not.




True simultaneous multi-kernel execution means two or more Linux kernel instances that:





	
Run concurrently in time, each executing independently without waiting for the other



	
Each maintain their own complete kernel state: process tables, memory management structures, interrupt handlers, device drivers



	
Each have independent control over a subset of physical hardware resources (CPUs, memory, devices)



	
Can crash or reboot independently without affecting the others








This is distinct from several related but different concepts.




Containers are not multiple kernels. A container shares the host kernel and achieves isolation through Linux namespaces and cgroups. The processes inside a container make system calls into the same kernel that runs the host operating system. If that kernel panics, every container on the host goes down simultaneously. Containers provide process-level isolation, not kernel-level isolation. They are excellent for many use cases but they do not give you multiple kernels.




kexec is not simultaneous multi-kernel either. The kexec mechanism loads a second kernel into memory and transfers execution to it directly, bypassing firmware reboot. This is incredibly useful for fast kernel transitions and crash dumping. But at any given moment, only one kernel is executing. kexec provides sequential kernel execution, not concurrent execution.




Virtual machines with hardware-assisted virtualization are the production-standard way to achieve true simultaneous multi-kernel execution on a single physical server. KVM (Kernel-based Virtual Machine), Xen, and ESXi all run multiple guest kernels concurrently by using CPU virtualization extensions to trap privileged instructions and emulate hardware devices. Each guest kernel believes it is running on dedicated hardware when in fact it shares the physical machine with other guests through the hypervisor’s mediation.




There are also niche approaches: partitioning hypervisors like Jailhouse that statically divide hardware into isolated cells, each running its own guest; microVM monitors like Firecracker that create minimal virtual machines with near-container startup times; and theoretical bare-metal multi-kernel systems from academic research that have not reached production maturity.




This book covers all of these approaches because understanding the full landscape is necessary for making informed architectural decisions. But we will always be explicit about what each approach provides and does not provide. When a technique gives you sequential rather than simultaneous kernel execution, we will say so clearly. When containers are presented as “lightweight VMs,” we will explain why that analogy breaks down at the kernel boundary.





The Landscape of Approaches


Running multiple Linux kernels on one physical server involves choosing among several distinct architectural approaches. Each has different trade-offs in terms of isolation strength, performance overhead, complexity, and production readiness.




KVM with QEMU is by far the most widely deployed approach. It turns a standard Linux kernel into a hypervisor through loadable kernel modules that leverage Intel VT-x or AMD-V hardware virtualization extensions. Guest kernels run as unmodified binaries on emulated or semi-virtualized hardware. KVM integrates deeply with the Linux ecosystem: the same tools used for storage, networking, and security on a bare-metal server work inside guests. The overhead is typically 3 to 5 percent for CPU-bound workloads when using virtio devices. Virtually every major cloud provider uses KVM as its primary hypervisor.




Xen is another production-grade hypervisor with a different architectural philosophy. It runs directly on hardware as a true Type-1 hypervisor with a minimal footprint of about 1 MB, smaller than most modern Linux kernels. Xen provides both full virtualization through hardware extensions and paravirtualization where guests are modified to make hypercalls instead of privileged instructions. Xen’s smaller trusted computing base has historically made it attractive for security-sensitive deployments, though KVM has closed much of that gap over the years.




ESXi from VMware is a proprietary Type-1 hypervisor that dominates enterprise virtualization in many organizations. It provides excellent management tools and broad hardware support but comes with licensing costs and vendor lock-in considerations. For Linux-centric environments, KVM is typically preferred unless ESXi-specific features are required.




Jailhouse takes a fundamentally different approach: static partitioning without emulation. It divides physical resources into cells at boot time and assigns each cell dedicated CPUs, memory regions, and PCI devices. There is no device emulation, no overcommitment of resources, and no VM scheduling overhead. Each cell runs its guest with bare-metal performance. The trade-off is flexibility: you cannot dynamically migrate resources between cells or run more guests than your hardware can statically partition. Jailhouse targets real-time and safety-critical applications where deterministic latency matters more than resource utilization.




Firecracker and other microVM monitors represent a middle ground between containers and traditional VMs. Firecracker uses KVM but strips away all unnecessary device emulation, exposing only five minimal devices to each guest. The result is a virtual machine that boots in under 125 milliseconds with less than 5 MiB of memory overhead per instance. AWS Lambda runs on Firecracker microVMs, handling over 15 trillion invocations monthly as of 2026. MicroVMs provide full kernel isolation like traditional VMs but approach container-level efficiency for simple workloads.




True bare-metal multi-kernel without any hypervisor layer remains largely experimental. Academic projects have demonstrated systems where multiple kernels share hardware through carefully coordinated memory mapping and device assignment, but these approaches require substantial kernel modifications and have not achieved production readiness. The fundamental challenge is that Linux expects to be the sole owner of system resources: it programs interrupt controllers directly, manages physical memory without asking permission, and assumes exclusive access to buses and devices. Running two unmodified Linux kernels side by side on the same hardware without some form of mediation layer is not currently practical.




This book treats KVM-based virtualization as the primary practical approach for production multi-kernel deployments while also covering kexec for sequential kernel transitions, Jailhouse for static partitioning use cases, and microVMs for lightweight isolation requirements. We will always distinguish between what is experimentally supported versus what runs in production at scale.





How to Use This Book


This book is organized as a progression from fundamentals through implementation to production operations. You do not need to read it linearly, but the chapters build on each other conceptually.




The Introduction establishes terminology and clarifies what “multikernel” means in this context. Chapter 1 covers Linux kernel fundamentals: how a single kernel claims hardware resources, the boot sequence from firmware to userspace, CPU topology, NUMA architecture, and memory management. This foundation is necessary for understanding why running multiple kernels on one machine is non-trivial.




Chapter 2 dives into the boot process in depth: UEFI firmware, bootloaders like GRUB and systemd-boot, kernel command-line parameters, initramfs construction, and the handoff to userspace. Understanding boot mechanics is essential for configuring systems where multiple kernels need to coexist or share boot infrastructure.




Chapter 3 provides the critical conceptual framework that distinguishes between different multi-kernel approaches: Type-1 hypervisors, KVM architecture, containers versus VMs, microVMs, and true bare-metal partitioning concepts. Read this chapter carefully if you are trying to decide which architectural approach fits your requirements.




Chapter 4 covers kexec and kernel-to-kernel transitions. While kexec does not provide simultaneous multi-kernel execution, it is an important technology for understanding kernel loading mechanisms, crash dumping with kdump, and fast reboot scenarios that complement multi-kernel strategies.




Chapters 5 through 8 form the core practical implementation section. Chapter 5 provides a complete deployment guide for running multiple Linux kernels using KVM: setup, configuration, CPU pinning, NUMA-aware placement, memory management, and a full working example with two isolated kernel instances. Chapter 6 covers device assignment and I/O isolation in depth: VFIO, PCI passthrough, SR-IOV virtual functions, network interface separation, storage partitioning, and specialized hardware like GPUs and accelerators. Chapter 7 addresses networking between kernel instances: internal virtual networks, external connectivity, performance optimization with vhost-net and macvtap, and communication patterns. Chapter 8 provides comprehensive resource isolation strategies: CPU affinity and cpusets, NUMA policies, memory reservation, interrupt routing, I/O scheduling, and the limitations of each technique.




Chapter 9 delivers a rigorous security analysis: attack surfaces in multi-kernel architectures, VM escape vulnerabilities including recent CVEs like Januscape (CVE-2026-53359), Secure Boot considerations with multiple kernels, DMA protection through IOMMU, secrets management across kernel instances, and an honest assessment of how multi-kernel isolation compares to virtual machine security guarantees.




Chapter 10 covers observability and operations: metrics collection with Prometheus and node_exporter, centralized logging across kernel instances, crash diagnostics with kdump integration, performance profiling methodology, health checks, and alerting design for production multi-kernel deployments.




Chapter 11 addresses performance engineering: boot time analysis, virtualization overhead quantification, cache effects and NUMA locality, I/O performance comparison between virtio and passthrough devices, benchmarking methodology, and practical techniques for identifying and eliminating bottlenecks.




Chapter 12 focuses on production operations and lifecycle management: kernel upgrade strategies with rolling updates and blue-green patterns, configuration management at scale using Ansible or similar tools, disaster recovery architecture, maintenance procedures, and decommissioning plans.




Chapter 13 is a symptom-based troubleshooting guide organized by failure modes: boot failures, device assignment issues, networking problems, performance degradation, kernel panics, and resource exhaustion. Each section provides concrete diagnostic steps and recovery procedures.




Chapter 14 compares multi-kernel Linux with alternative architectures: multiple physical servers, different hypervisors (KVM versus Xen versus ESXi), containers versus VMs, microVMs, unikernels, and hardware partitioning. A decision matrix helps you select the right architecture based on your specific requirements.




Chapter 15 provides a complete project plan that takes you from requirements gathering and hardware assessment through architecture selection, lab validation, kernel preparation, deployment, verification, production rollout, monitoring, maintenance, upgrades, and eventual decommissioning. This chapter is designed as a practical checklist for real-world implementation projects.




Throughout the book we use a consistent example environment: a dual-socket server with Intel Xeon or AMD EPYC processors, 128 GiB RAM, multiple network interfaces, and NVMe storage. The host system uses hostname multikernel-host. Guest kernels are named alpha and beta with predictable IP addresses and directory structures. This consistency makes it easier to follow the practical examples from start to finish.




Every configuration file, command sequence, and script in this book is designed to be complete and reproducible rather than illustrative pseudocode. When a step requires hardware-specific parameters, we explicitly note which values depend on your particular system and how to determine them. Warnings accompany any operation that could disrupt running systems or require rebooting production infrastructure.




The references section at the end of this book contains full citations for all sources used during research and writing, including kernel documentation, vendor guides, research papers, and technical articles. All URLs are provided as clickable links so you can verify claims and explore topics in more depth.








Chapter 1: Linux Kernel Fundamentals


To understand how multiple Linux kernels might coexist on one physical server, you first need to understand how a single Linux kernel behaves when it boots. The Linux kernel is designed with a fundamental assumption: it is the sole owner of all system resources. It does not ask permission before programming interrupt controllers, mapping physical memory, or claiming PCI devices. This design decision gives Linux excellent performance and simplicity on dedicated hardware but makes running multiple unmodified kernels side by side inherently difficult.




This chapter establishes the foundational concepts required to understand multi-kernel systems: how Linux claims hardware resources during boot, the initialization sequence from firmware through userspace, CPU topology and NUMA architecture, memory management fundamentals, and device ownership models. These topics form the technical vocabulary for the rest of this book.




The Kernel as Resource Monopolist


When a Linux kernel boots on bare metal, it performs an aggressive resource claim across every subsystem in the machine. Understanding this behavior is essential because running multiple kernels requires either dividing those resources or mediating access to them through a hypervisor layer.




CPU ownership begins immediately during early boot. The bootstrap processor (BSP) initializes itself and then brings online all application processors (APs) it discovers through ACPI tables or firmware-provided topology information. By default, the kernel scheduler sees every CPU core as available for general-purpose scheduling. The kernel does not distinguish between “my CPUs” and “other kernels’ CPUs” because it assumes there are no other kernels.




The isolcpus kernel parameter provides a limited escape hatch: you can tell the scheduler to avoid certain CPUs, leaving them available for dedicated workloads. But the kernel still owns those CPUs in the sense that it controls their power states, manages interrupt routing to them, and can schedule tasks on them if explicitly directed to do so. True CPU ownership by another kernel requires hardware virtualization extensions or a partitioning hypervisor sitting below Linux.




Memory ownership is even more monopolistic. During early initialization, the kernel scans physical memory through ACPI SRAT (System Resource Affinity Table) entries or firmware-provided memory maps. It builds internal data structures that track every page of RAM: which pages are free, which are reserved for hardware, which belong to NUMA node 0 versus NUMA node 1. The kernel’s direct mapping creates a one-to-one virtual address correspondence with all physical memory, giving kernel code immediate access to any byte in the machine.




You can limit how much memory a kernel sees using the mem= command-line parameter, which tells the kernel to ignore everything beyond a specified address. But again, this is self-imposed limitation rather than enforced isolation. The kernel still believes it owns all the hardware; you are simply asking it to pretend some of that hardware does not exist.




Device ownership follows the same pattern. During PCI bus enumeration, the kernel walks every bus and slot, reading configuration registers from each device it discovers. It matches vendor and device IDs against its built-in driver database, binds appropriate drivers, programs device registers, sets up DMA mappings through the IOMMU if available, and routes interrupts through the interrupt controller. A single NIC becomes eth0 or enp3s0. An NVMe controller becomes nvme0n1. The kernel assumes exclusive access to every device it discovers.




The VFIO (Virtual Function I/O) framework provides a mechanism for unbinding devices from their normal drivers and exposing them to userspace applications, typically virtual machines. But VFIO operates within the context of a single kernel: that kernel still manages the IOMMU groups, handles bus-level arbitration, and controls power management for every device on the system.




Interrupt handling is another area of total ownership. The kernel programs the local APIC (Advanced Programmable Interrupt Controller) on each CPU core and the I/O APIC or x2APIC that routes external interrupts to specific cores. It installs interrupt service routines (ISRs) for every hardware interrupt it manages and uses softirq and tasklet mechanisms to defer processing of time-critical work. The kernel assumes it is the only entity responding to interrupts because, on bare metal, it is.




This monopolistic design explains why running two unmodified Linux kernels on the same hardware without mediation is impractical. Both kernels would try to program the same interrupt controllers with conflicting configurations. Both would map the same physical memory into their direct mappings. Both would enumerate and claim the same PCI devices. The result would be immediate system instability at best, complete lockup at worst.




Virtualization solves this problem by interposing a hypervisor layer between the hardware and each guest kernel. The hypervisor presents each guest with an emulated or virtualized view of hardware that appears exclusive but is actually shared. When Guest Kernel A programs its APIC, it is programming virtual registers in memory that the hypervisor interprets and translates into appropriate actions on real hardware. When Guest Kernel B does the same on its own virtual APIC, there is no conflict because the hypervisor maintains separate state for each guest.





Boot and Initialization Sequence


The Linux boot process is a carefully choreographed sequence of handoffs between firmware, bootloader, kernel, initramfs, and userspace init system. Each stage has specific responsibilities and makes assumptions about the hardware environment it inherits from the previous stage. Understanding this sequence is critical for multi-kernel deployments because you may need to customize one or more stages to support multiple kernel instances.




Power-on self-test (POST) begins when electricity reaches the motherboard. The firmware, whether legacy BIOS or modern UEFI, initializes core components: CPU caches, memory controllers, chipset registers, and basic I/O interfaces. On UEFI systems, this process is significantly faster than traditional BIOS because UEFI firmware can load drivers from disk and initialize hardware in parallel rather than sequentially scanning every possible address range.




UEFI firmware then searches for a bootable device by examining the GUID Partition Table (GPT) on each attached storage device looking for an EFI System Partition (ESP). The ESP is a FAT32-formatted partition with a specific partition type GUID that identifies it to UEFI as containing boot loaders. Within the ESP, UEFI looks for .efi executables in directories following the path convention EFI/OS-identifier/loader.efi.




The bootloader takes control next. GRUB2 is the most common Linux bootloader on UEFI systems, though systemd-boot provides a simpler alternative for straightforward configurations. The bootloader’s job is to locate the kernel image and initramfs on disk, load them into memory at appropriate addresses, construct a command-line string with boot parameters, and transfer execution to the kernel entry point.




GRUB2 reads its configuration from /boot/grub/grub.cfg, which is typically auto-generated by distribution scripts based on settings in /etc/default/grub. Each menu entry specifies a kernel path, initramfs path, root filesystem location, and command-line parameters. When you select an entry at boot time, GRUB loads the specified files into memory and jumps to the kernel’s startup code.




The kernel decompression phase begins as soon as execution reaches the kernel entry point. Modern Linux kernels are distributed as compressed bzImage files that must be decompressed before they can run. The compressed image contains a small bootstrap stub in uncompressed form that copies itself to high memory, decompresses the main kernel body, and transfers control to the real kernel initialization code.




Early kernel initialization covers several critical tasks performed before most subsystems are operational: setting up page tables for virtual memory, initializing the scheduler data structures, scanning hardware through ACPI tables or device trees, building the physical memory map, initializing interrupt controllers, and starting secondary CPUs on SMP systems.




Device enumeration follows as the kernel walks PCI buses, reads configuration registers from each device, matches drivers based on vendor and device IDs, and binds appropriate driver modules. The sysfs filesystem at /sys provides a runtime view of this enumeration: you can examine /sys/bus/pci/devices to see every PCI device the kernel has discovered, or /sys/class/net to see network interfaces that have been initialized.




The initramfs (initial RAM filesystem) phase bridges the gap between early kernel initialization and mounting the real root filesystem. The initramfs is a compressed cpio archive loaded into memory by the bootloader alongside the kernel. It contains essential drivers, utilities, and an init script that performs tasks like loading additional kernel modules for storage controllers, activating LVM volumes, decrypting LUKS-encrypted disks, or assembling RAID arrays.




The initramfs init script (typically /init inside the initramfs) runs as PID 1 within the temporary filesystem. Once it has prepared the real root filesystem and mounted it at /root, it switches to that filesystem using pivot_root or chroot and execs the real init system: systemd on most modern distributions.




Systemd begins its initialization by parsing unit files that describe services, mounts, targets, timers, and other system components. It starts units in dependency order: mounting filesystems before starting services that need them, bringing up networking before starting network-dependent services, activating swap before memory-intensive workloads begin. The multi-user.target represents a fully booted system with all standard services running but without graphical login managers.




Throughout this entire sequence, each stage assumes it is booting the only operating system on the machine. The firmware does not know about other kernels that might be loaded elsewhere in memory. The bootloader loads one kernel at a time and transfers control to it exclusively. The kernel initializes hardware assuming no other software is competing for device access.




For multi-kernel deployments using virtualization, this boot sequence runs twice: once for the host kernel and once (or many times) for each guest kernel inside its virtual machine. The guest’s boot sequence is similar but operates on virtualized hardware provided by QEMU or another emulator rather than physical devices. The guest bootloader loads a guest kernel image from a virtual disk, the guest kernel initializes virtual CPUs and virtual memory, and the guest initramfs mounts the guest root filesystem from the same virtual disk.





Hardware Discovery and Enumeration


How Linux discovers and claims hardware during boot directly affects how that hardware can be shared or partitioned between multiple kernels. The kernel uses several mechanisms to learn about system topology, each with different implications for multi-kernel deployment.




ACPI (Advanced Configuration and Power Interface) is the primary mechanism on x86 systems for firmware to communicate hardware information to the operating system. ACPI tables are fixed data structures placed in memory by firmware during POST that describe CPU topology, memory layout, power management capabilities, interrupt routing, and device presence. The kernel reads these tables during early initialization to build its internal view of the machine.




The MADT (Multiple APIC Description Table) tells the kernel about CPUs and interrupt controllers: how many logical processors exist, which local APIC belongs to each one, and how the I/O APIC routes external interrupts. The SRAT (System Resource Affinity Table) maps memory ranges to NUMA nodes, telling the kernel which physical RAM is locally accessible from which CPU socket. The RSDT/XSDT (Root System Description Table) provides pointers to all other ACPI tables in the system.




ACPI-based discovery means the kernel’s view of hardware is determined by firmware at boot time and cannot be easily modified without rebooting. In a virtualized environment, the hypervisor presents its own ACPI tables to each guest describing the virtual hardware that guest should see: four vCPUs instead of sixty-four physical cores, 16 GiB of RAM instead of 128 GiB, a virtio network device instead of a physical NIC.




PCI enumeration is another critical discovery mechanism. The kernel walks every PCI bus starting from the root complex, reading configuration space from each function it encounters. Configuration space contains vendor ID, device ID, class code, BAR (Base Address Register) values that indicate where the device’s registers and memory-mapped I/O regions reside in address space, interrupt pin assignments, and capability structures describing advanced features like MSI-X interrupts or SR-IOV support.




The kernel stores PCI enumeration results in /sys/bus/pci/devices with one directory per device named by its bus address (for example, 0000:03:00.0 for bus 03, device 00, function 00). Each device directory contains files exposing configuration space values, driver binding information, and power management state.




For multi-kernel deployments, PCI enumeration matters because each kernel will try to claim every device it discovers. Virtualization solves this through device assignment: the hypervisor presents only selected virtual or passed-through devices to each guest while hiding others. A PCI passthrough configuration using VFIO binds a physical device to the vfio-pci driver on the host (preventing the normal driver from using it) and then exposes that device directly to a specific guest through IOMMU-mediated DMA remapping.




The sysfs filesystem provides runtime access to hardware discovery information but is not itself a discovery mechanism. It is a representation of what the kernel has already learned about hardware during boot. For multi-kernel monitoring and management, examining /sys on both host and guests reveals how each kernel perceives the available hardware.




Device trees serve a similar role to ACPI on ARM systems: they provide a firmware-generated description of hardware topology that the kernel reads during boot. The device tree is stored as a flattened blob (DTB) passed to the kernel by the bootloader or hypervisor. On ARM servers and embedded platforms, understanding device tree configuration is essential for multi-kernel deployments because it controls how each guest perceives available CPUs, memory regions, and devices.





CPU Topology and NUMA Architecture


Modern server hardware does not present a uniform view of computing resources to the operating system. CPU cores are organized into sockets, each socket contains multiple cores with shared caches, and each core may support simultaneous multithreading (SMT) that exposes two logical processors per physical execution unit. Memory is attached to specific sockets through memory controllers, creating non-uniform access latency depending on which CPU accesses which RAM.




This topology matters enormously for multi-kernel deployments because resource placement directly affects performance. A guest kernel running on CPUs from NUMA node 0 while its memory is allocated from NUMA node 1 will experience significantly higher memory access latency than a guest whose CPUs and memory reside on the same node. Poor NUMA alignment can degrade performance by 20 to 40 percent for memory-intensive workloads.




NUMA (Non-Uniform Memory Access) describes systems where memory access time depends on the physical location of both the accessing CPU and the accessed memory. On a dual-socket server with Intel Xeon or AMD EPYC processors, each socket has its own integrated memory controller that provides fast local access to RAM modules plugged into slots associated with that socket. Accessing remote memory across the interconnect (Intel UPI or AMD Infinity Fabric) incurs additional latency and consumes bandwidth on the inter-socket link.




The kernel discovers NUMA topology from ACPI SRAT tables during boot and builds internal data structures tracking which CPUs belong to which nodes, which memory ranges are local to each node, and the relative access distances between nodes. The numactl utility provides userspace access to this information: running numactl —hardware displays the complete NUMA topology including CPU masks, memory sizes, and distance matrices for each node.




For example, on a dual-socket system with 64 GiB RAM per socket, numactl might report:





	
Node 0: CPUs 0-15, 31-47, 63-79 (64 GiB local memory)



	
Node 1: CPUs 16-30, 48-62, 80-95 (64 GiB local memory)



	
Distance from node 0 to node 0: 10 (local access)



	
Distance from node 0 to node 1: 21 (remote access)








The distance values are abstract metrics where a higher number indicates greater latency and lower bandwidth. Local access (distance 10) might complete in 70 nanoseconds while remote access (distance 21) takes 150 nanoseconds or more depending on the specific hardware platform.




For multi-kernel deployments, NUMA-aware resource allocation is critical. When configuring a KVM guest with dedicated CPUs, you should assign all vCPUs from a single NUMA node and allocate all guest memory from that same node’s local RAM. Libvirt provides XML configuration elements for specifying NUMA policy: the  section can bind guest memory to specific nodes using mode=“strict” to enforce allocation only from designated nodes, while the  section with vcpupin elements pins each virtual CPU to a specific physical core.




CPU topology also includes cache hierarchy considerations. Modern processors organize caches into levels: L1 instruction and data caches are private to each logical processor, L2 cache is typically private to each physical core (shared between SMT siblings), and L3 cache is shared among all cores on a socket. Running multiple kernels with CPUs interleaved across sockets means their working sets compete for the same L3 cache lines, causing cache thrashing that degrades performance for latency-sensitive workloads.




Disabling SMT (simultaneous multithreading) using the nosmt kernel parameter or BIOS settings eliminates sharing between logical processors on the same physical core. This reduces total available processing capacity but improves isolation and predictability because each vCPU maps to a dedicated execution unit without contention from its SMT sibling. For security-sensitive multi-tenant deployments, disabling SMT also mitigates certain side-channel attacks that exploit shared microarchitectural state between threads.




The lscpu command provides a convenient view of CPU topology including NUMA nodes, socket count, core counts per socket, thread counts, and cache hierarchy. Running this command on your host system is an essential first step in planning multi-kernel resource allocation because it reveals the actual physical layout that your virtualization configuration must work with.





Memory Management Fundamentals


Linux memory management is another area where the kernel assumes total ownership of system resources. Understanding how Linux manages physical and virtual memory is important for multi-kernel deployments because memory is typically the most constrained resource when running multiple kernel instances on one server.




Physical memory is divided into pages, typically 4 KiB each on x86 systems (though huge pages of 2 MiB or 1 GiB are available for specific use cases). The kernel maintains page frames as its fundamental unit of allocation: every process’s anonymous memory, every file cached in the page cache, every kernel data structure resides in one or more page frames.




The kernel’s direct mapping creates a contiguous virtual address range that maps one-to-one with all physical memory. On x86-64 systems, this mapping typically occupies addresses from 0xffff888000000000 upward, with each physical page appearing at a fixed offset in the direct mapping. Kernel code can access any physical address through this mapping without needing to set up additional page table entries.




For multi-kernel deployments running on virtualized hardware, the concept of guest physical versus host physical memory is important. A KVM guest kernel sees its own direct mapping of “physical” memory that is actually backed by pages allocated from the host’s page allocator. The hypervisor maintains a second level of translation (the EPT or nested page tables on Intel systems, NPT on AMD) that maps guest physical addresses to real host physical addresses. This two-level translation adds overhead but provides isolation: one guest cannot directly access another guest’s memory because the hypervisor enforces separate address spaces at the hardware level.




Memory zones in Linux classify pages based on their DMA accessibility and physical location. The DMA zone contains low-address memory accessible by legacy devices limited to 24-bit addressing. The DMA32 zone covers addresses up to 4 GiB for devices with 32-bit DMA capability. The Normal zone includes the bulk of system memory on 64-bit systems. The HighMem zone (on 32-bit kernels) contains memory above the kernel’s direct mapping limit. Understanding zones matters when configuring devices for passthrough because some legacy devices cannot DMA to high addresses and require memory from specific zones.




The crashkernel= boot parameter reserves a portion of physical memory for kdump, the kernel crash dumping mechanism. This reserved region is excluded from normal allocation so that when the primary kernel panics, kexec can boot a small capture kernel into that memory space to dump the crashed kernel’s contents before rebooting. For multi-kernel deployments, configuring crashkernel appropriately on both host and guests ensures you can diagnose crashes in any kernel instance without losing diagnostic data.




Memory ballooning is a technique used by hypervisors to reclaim guest memory when the host experiences pressure. A balloon driver inside the guest allocates pages and holds them without releasing them to the guest’s page allocator, effectively reducing available guest memory while those pages remain physically allocated. The hypervisor can then remap those pages for use by other guests or the host. Ballooning provides flexibility but adds overhead and can cause performance degradation if overused because it forces guests to evict cached data from their page caches.




For production multi-kernel deployments, static memory allocation is generally preferred over ballooning for latency-sensitive workloads. Assigning each guest a fixed amount of memory ensures predictable behavior without the risk of unexpected reclamation when the host experiences temporary pressure. Huge pages can further improve performance by reducing TLB (Translation Lookaside Buffer) misses and page table overhead for memory-intensive guests.








Chapter 2: The Boot Process in Depth


The boot process is where firmware, bootloader, kernel, and userspace interact to bring a system from powered-off state to operational readiness. For multi-kernel deployments, understanding every stage of this process is critical because you may need to customize how kernels are loaded, what parameters they receive, which hardware they see, and how they initialize their userspace environments.




This chapter provides detailed coverage of UEFI firmware and the EFI environment, bootloader configuration with GRUB2 and systemd-boot, kernel command-line parameters that control resource allocation and isolation, initramfs construction for customized boot environments, and the handoff from kernel to userspace init system. Each section includes practical configuration examples applicable to multi-kernel scenarios.




Firmware and the EFI Environment


Modern servers use UEFI (Unified Extensible Firmware Interface) firmware rather than legacy BIOS. UEFI provides a richer environment for boot management: it understands filesystems directly, supports graphical interfaces, enables Secure Boot signature verification, and allows multiple boot loaders to coexist through NVRAM-based boot entries.




When you power on a UEFI system, the firmware performs hardware initialization significantly faster than traditional BIOS because it can load modular drivers from disk rather than having all device support built into firmware ROM. After POST completes, UEFI searches for bootable devices by scanning GPT-partitioned disks for EFI System Partitions (ESP).




The ESP is a FAT32-formatted partition with partition type GUID C12A7328-F81F-11D2-BA4B-00A0C93EC93B. UEFI firmware recognizes this GUID and knows to look for EFI executables within it. The ESP typically resides at the beginning of the boot disk with a size between 100 MiB and 512 MiB depending on how many boot loaders and kernel images you plan to store there.




Within the ESP, boot loaders follow a directory convention: EFI/OS-identifier/loader.efi. For example, Ubuntu installs its GRUB EFI executable at EFI/ubuntu/grubx64.efi while systemd-boot places its binary at EFI/systemd/systemd-bootx64.efi. UEFI firmware maintains NVRAM boot entries that map human-readable labels to specific ESP paths. Running efibootmgr on a running Linux system displays these entries:



1 BootCurrent: 0001
2 Timeout: 1 seconds
3 BootOrder: 0001,0002,0003
4 Boot0001* ubuntu    HD(1,GPT,...)/File(EFI\ubuntu\grubx64.efi)
5 Boot0002* systemd   HD(1,GPT,...)/File(EFI\systemd\systemd-bootx64.efi)
6 Boot0003* UEFI OS   HD(1,GPT,...)/File(EFI\BOOT\BOOTX64.EFI)





For multi-kernel deployments using virtualization, the host system’s firmware boots only the host kernel through its normal boot process. Guest kernels inside virtual machines boot through emulated firmware provided by QEMU: typically OVMF for UEFI guests or SeaBIOS for legacy BIOS compatibility. OVMF is an open-source UEFI implementation based on EDK II that provides full UEFI support including Secure Boot for KVM guests.




UEFI variables stored in NVRAM control boot behavior including the boot order, timeout before automatic boot, and Secure Boot policy state. On Linux hosts, the efibootmgr utility manages these variables: you can add entries with -c, delete them with -b and -B, change boot order with -o, and modify timeouts with -t. Understanding efibootmgr is important for recovery scenarios where you need to manually configure which kernel boots when normal bootloader configuration is corrupted.




Secure Boot adds cryptographic verification to the boot chain: UEFI firmware verifies that each stage (bootloader, kernel) is signed by a key in its trusted database before executing it. This prevents unauthorized code from running during boot but complicates multi-kernel deployments where you might want to load custom-built kernels or out-of-tree modules. Managing Secure Boot with multiple kernels requires either enrolling your own signing keys in the MOK (Machine Owner Key) database or using distribution-provided signing infrastructure like Canonical’s shim on Ubuntu systems.




The ESP is shared across all boot loaders on a system but kernel images and initramfs files typically reside on /boot which may or may not be the same partition as the ESP. On many distributions, /boot is a separate ext4 partition while the ESP contains only EFI executables and bootloader configuration. This separation means you can store multiple kernel versions in /boot without filling the small FAT32-formatted ESP.





Bootloaders: GRUB, systemd-boot, and Others


The bootloader’s responsibility is straightforward in principle: find the kernel image and initramfs on disk, load them into memory at specified addresses, construct a command-line string with boot parameters, and transfer execution to the kernel entry point. In practice, bootloaders must handle multiple kernel versions, provide user selection at boot time, support encrypted filesystems, chain-load other operating systems, and integrate with distribution package management for automatic updates.




GRUB2 (Grand Unified Bootloader version 2) is the most widely deployed Linux bootloader on UEFI systems. It provides a powerful scripting language for boot configuration, supports multiple filesystem types including ext4, btrfs, and LVM, handles encrypted volumes through integrated passphrase prompts, and integrates with distribution tools that automatically generate boot entries when new kernels are installed.




GRUB2’s main configuration file is /boot/grub/grub.cfg which should never be edited directly because distribution scripts overwrite it during kernel updates. Instead, you modify settings in /etc/default/grub and run update-grub (Debian/Ubuntu) or grub2-mkconfig -o /boot/grub/grub.cfg (RHEL/Fedora) to regenerate the configuration. The GRUB_CMDLINE_LINUX variable in /etc/default/grub specifies kernel parameters that appear on every boot entry, while GRUB_CMDLINE_LINUX_DEFAULT applies only to normal boot entries and not recovery mode.




A typical /etc/default/grub for a multi-kernel host might include:



1 GRUB_TIMEOUT=5
2 GRUB_DISTRIBUTOR="Multikernel Host"
3 GRUB_CMDLINE_LINUX_DEFAULT="quiet splash"
4 GRUB_CMDLINE_LINUX="intel_iommu=on iommu=pt crashkernel=auto"
5 GRUB_DISABLE_RECOVERY="true"





The intel_iommu=on parameter enables Intel VT-d IOMMU support required for PCI passthrough. The iommu=pt parameter puts the IOMMU in passthrough mode for non-VFIO devices, improving performance by avoiding unnecessary address translation. The crashkernel=auto parameter reserves memory automatically based on system size for kdump crash dumping.




systemd-boot provides a simpler alternative to GRUB2 for UEFI-only systems with straightforward boot requirements. It reads configuration files from the ESP at /loader/entries/ with one file per boot entry following the Boot Loader Specification. Each entry file specifies a title, Linux kernel path, initrd path, and options line containing kernel parameters.




A systemd-boot entry for a multi-kernel host looks like:



1 title Multikernel Host Kernel 6.8
2 linux /vmlinuz-6.8.0-multikernel
3 initrd /initramfs-6.8.0-multikernel.img
4 options intel_iommu=on iommu=pt crashkernel=auto quiet





systemd-boot’s simplicity makes it attractive for environments where you want minimal bootloader complexity and full control over boot entries. However, it lacks GRUB2’s advanced features like filesystem encryption support, chain-loading flexibility, and automatic kernel detection scripts. Most multi-kernel deployments use GRUB2 on the host because distribution package management tools are optimized around it.




For KVM guests, the bootloader situation differs. When you install a guest operating system through virt-install or similar tools, the installation process configures a bootloader inside the guest’s virtual disk just like on physical hardware. The guest sees emulated storage devices provided by QEMU and installs GRUB2 or systemd-boot to its own ESP or MBR depending on whether it uses UEFI or BIOS firmware.




You can also boot KVM guests without an internal bootloader by specifying kernel and initramfs paths directly in the libvirt XML configuration using  and  elements within the  section. This approach is useful for testing kernels, deploying minimal systems, or implementing PXE-like network boot scenarios where the guest root filesystem resides on NFS or iSCSI storage.





Kernel Command-Line Parameters


Kernel command-line parameters are the primary mechanism for controlling kernel behavior at boot time without recompiling. They affect everything from CPU isolation and memory limits to device exclusion and security policies. For multi-kernel deployments, selecting appropriate parameters is essential for ensuring each kernel instance behaves correctly within its allocated resources.




The kernel parses command-line arguments during early initialization using macros like __setup(), early_param(), core_param(), and module_param() that register handlers for specific parameter names. Parameters are case-sensitive but hyphens and underscores are interchangeable: isolcpus and isol-cpus are equivalent. The kernel stops parsing at a double-dash marker (—) and passes remaining arguments to the init process.




For multi-kernel deployments on virtualized hardware, several categories of parameters are particularly important.




CPU isolation parameters control which CPUs the scheduler uses for general-purpose work:





	
isolcpus=cpulist removes specified CPUs from the scheduler’s default domain, preventing normal task scheduling on those cores. Modern kernels support modifiers like isolcpus=managed_irq,7 to also isolate managed interrupts from CPU 7.



	
nohz_full=cpulist enables full dynticks mode on specified CPUs, stopping periodic timer interrupts when only one task runs on the core. This reduces latency jitter for real-time workloads but requires that exactly one process occupies each isolated CPU at any time.



	
rcu_nocbs=cpulist offloads RCU (Read-Copy-Update) callback processing from specified CPUs to housekeeping CPUs, reducing interrupt-like overhead on latency-sensitive cores.








Memory control parameters limit or reserve physical memory:





	
mem=size restricts the kernel’s visible memory to the specified amount (for example, mem=8G limits to 8 GiB). This is useful for testing or creating intentionally constrained environments but does not provide true isolation from other kernels in a virtualized environment.



	
crashkernel=size reserves memory at boot time for kdump crash dumping. The auto value lets the kernel calculate appropriate reservation based on total system memory. For systems with more than 64 GiB RAM, explicit ranges like crashkernel=2G-4G:1G ensure adequate space regardless of total size.








CPU limiting parameters control how many processors the kernel uses:





	
maxcpus=N limits the number of CPUs brought online at boot to N. Additional CPUs remain offline but can be onlined later through /sys/devices/system/cpu/cpuN/online if hotplug is supported.



	
nr_cpus=N sets the maximum number of CPUs the kernel will support regardless of what hardware is present. CPUs beyond this limit cannot be onlined even through hotplug.








IOMMU and virtualization parameters enable hardware features needed for multi-kernel isolation:





	
intel_iommu=on enables Intel VT-d IOMMU support for DMA remapping and device isolation.



	
amd_iommu=on enables AMD-Vi IOMMU support on AMD platforms.



	
iommu=pt puts the IOMMU in passthrough mode for devices not managed by VFIO, reducing overhead while maintaining protection for passed-through devices.








Interrupt routing parameters control which CPUs handle hardware interrupts:





	
irqaffinity=cpulist restricts interrupt handling to specified CPUs, keeping interrupts off isolated cores. For example, irqaffinity=0-3 routes all interrupts to CPUs 0 through 3.








Secure Boot and security parameters affect trust chain behavior:





	
lockdown=integrity or lockdown=confidentiality enables kernel lockdown mode that restricts operations like loading unsigned modules or reading /proc/kcore even by root users. This strengthens security but reduces flexibility for custom kernel configurations.








The complete list of kernel parameters is documented in the Linux kernel documentation at Documentation/admin-guide/kernel-parameters.txt and online at docs.kernel.org. For multi-kernel deployments, review this documentation carefully when selecting parameters because some options have subtle interactions: for example, nohz_full requires that isolated CPUs run only a single task, and rcu_nocbs must match the cpulist used with nohz_full to avoid RCU stalls.





Initramfs Construction and Role


The initramfs (initial RAM filesystem) is a compressed cpio archive loaded into memory by the bootloader alongside the kernel. It provides a minimal temporary root filesystem that runs before the real root filesystem is mounted, allowing the system to load essential drivers, activate storage subsystems, decrypt encrypted volumes, and perform other boot-time tasks that require userspace programs.




The initramfs concept solves a fundamental chicken-and-egg problem: the kernel needs certain drivers to mount the root filesystem (for example, NVMe drivers for NVMe disks, LVM tools for logical volumes, cryptsetup for encrypted volumes), but those drivers might be compiled as loadable modules that reside on the root filesystem itself. The initramfs contains these essential modules and utilities so they are available before the real root is accessible.




Inside the initramfs, an init script (typically /init) runs as PID 1 within the temporary environment. This script performs tasks like:





	
Loading kernel modules required for storage access (nvme, dm-mod, dm-crypt, ext4)



	
Activating LVM volume groups and logical volumes



	
Prompting for LUKS passphrase if root is encrypted



	
Assembling mdadm RAID arrays



	
Mounting the real root filesystem at /root



	
Switching to the real root using pivot_root or chroot



	
Executing the real init system (systemd) as PID 1 on the actual root








Distribution tools automate initramfs generation based on detected hardware and configured storage. On Debian and Ubuntu systems, update-initramfs -u rebuilds the initramfs for the currently running kernel using configuration from /etc/initramfs-tools/. On RHEL and Fedora systems, dracut performs the same function reading configuration from /etc/dracut.conf and /etc/dracut.conf.d/.




For multi-kernel deployments, customizing initramfs content is sometimes necessary. If you configure a KVM guest with specific virtual hardware (for example, virtio-scsi instead of virtio-blk for disk access), the guest’s initramfs must include the appropriate drivers. Distribution installers typically detect available hardware and include relevant modules automatically, but custom kernel builds or unusual hardware configurations may require manual initramfs customization.




To examine an existing initramfs contents, use lsinitramfs (Debian/Ubuntu) or dracut —force —add-drivers “module-name” /boot/initramfs-custom.img (RHEL/Fedora). To rebuild an initramfs with additional modules on Ubuntu:



1 echo "modules=(virtio_scsi nvme)" >> /etc/initramfs-tools/modules
2 update-initramfs -u -k all





On RHEL-based systems, create a configuration drop-in file:



1 echo "add_drivers+=(\"virtio_scsi\" \"nvme\")" > /etc/dracut.conf.d/multikernel.conf
2 dracut --force





For KVM guests booted with kernel and initramfs specified directly in libvirt XML (rather than booting from a virtual disk with an internal bootloader), the host must provide both files. This approach is common for deployment scenarios where you want to test different kernels without modifying guest disk images or for stateless configurations where the root filesystem mounts over the network.





The Handoff to Userspace


Once the kernel has initialized its subsystems and mounted the real root filesystem (either directly if all necessary drivers are built-in, or through initramfs assistance), it transitions control to userspace by executing the init program as PID 1. This handoff marks the end of kernel boot and the beginning of userspace initialization.




The kernel determines which init program to execute by checking several sources in order:





	
The rdinit= command-line parameter if specified (typically points to /init inside initramfs)



	
The CONFIG_DEFAULT_INIT configuration value compiled into the kernel



	
A hardcoded list of candidate paths: /sbin/init, /etc/init, /bin/init, /bin/sh








On modern distributions using systemd, /sbin/init is a symlink to /lib/systemd/systemd. When the kernel execs this binary as PID 1, systemd begins its initialization sequence by parsing unit files that describe system components and their dependencies.




Systemd’s boot process follows a dependency graph: units declare what they require (Requires=), want (Wants=), or must start after (After=), and systemd resolves these relationships to determine startup order. The default target is typically graphical.target for desktop systems or multi-user.target for servers, which pulls in all necessary services including networking, logging, storage management, and SSH.




For multi-kernel deployments, the userspace initialization phase inside each KVM guest proceeds identically to a bare-metal boot: systemd starts, services activate in dependency order, and the guest reaches operational state. The virtualization layer is transparent to most userspace processes because QEMU presents emulated hardware that behaves like real devices from the guest’s perspective.




The virtio driver suite provides semi-virtualized device drivers optimized for virtualized environments. Instead of emulating legacy hardware (like IDE controllers or e1000 network cards) with high overhead, virtio uses a shared memory ring buffer between host and guest for efficient data transfer. Guests using virtio devices experience significantly better I/O performance than those using fully emulated legacy hardware.




The qemu-guest-agent daemon running inside guests provides additional integration with the hypervisor: it enables graceful shutdown commands from the host, reports filesystem freeze/thaw status for consistent snapshots, provides guest IP address information to monitoring tools, and supports clipboard sharing in graphical environments. Installing qemu-guest-agent is recommended for production multi-kernel deployments because it improves manageability and reliability of guest lifecycle operations.




Boot time measurement helps identify bottlenecks in the initialization sequence. The systemd-analyze command breaks down boot time by phase:



1 systemd-analyze         # Total boot time
2 systemd-analyze blame   # Time per service, sorted descending
3 systemd-analyze critical-chain  # Dependency chain to finish





For multi-kernel deployments, comparing boot times between host and guests reveals whether virtualization overhead or misconfigured services are slowing guest initialization. Guests with properly configured virtio devices and minimal unnecessary services typically boot within 10 to 20 seconds on modern hardware.
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