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Introduction MVPDays Online

Introduction

MVPDays Online

The purpose of this book is to showcase the fantastic expertise of our guest speakers of
MVPDays Online. They have so much passion, expertise, and expert knowledge that it only
seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea;
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way” | mean, what is the point in
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of.

We often get asked the question, “Who should attend MVPDays”?

Anyone that has an interest in technology is eager to learn and wants to meet other like-minded
individuals. This Roadshow is not just for Microsoft MVP’s it is for anyone in the IT Community.

Make sure you check out the MVPDays website at www.mvpdays.com. You never know maybe
the roadshow will be coming to a city near you.

The goal of this particular book is to help the Modern IT Pro troubleshoot common problems
with Windows Server, Azure, Veeam Backups, Azure Stack HCI, Hyper-V, and much more.
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Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like
articles and video recordings on our blog http://www.checkyourlogs.net
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Troubleshooting

Windows Server Issues

This book is dedicated to all of those IT Pro’s out there that have to troubleshoot Windows
Server environments on a daily basis. We know this can be a tedious task, and sometimes our
best friend, “Google” just doesn’t have all the answers. We have dug into the vaults to find
these solutions to problems you might have seen or will see. Everything you will read about
comes from actual troubleshooting cases from our team.
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The Case of the Mysterious Reboot

This case was from a ticket that we had back in May of 2017. The customer had complained
that servers were randomly rebooting. Below are our case notes we had from this issue.

Case Notes

1. The App Server had a scheduled task to reboot every 2nd Thursday at 1:00 AM Note:

You have since disabled this scheduled task, and it hasn't been in effect since
04/20/2017

2. Windows updates are coming down via a Cloud Patching Solution on 05/06/2017 --> The

updates were installed on 05/04/2017, and it looks like A Cloud Patching Solution
Rebooted the system on 05/06/2017 at 5:17 AM
(I kept the name of the Cloud Patching Solution anonymous for privacy reasons)

Troubleshooting

We can see it was NT Authority\System that shut down the system due to operating system
upgrades (Patches).

17
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File Action Media Clipboard View Help

#O@OO NIk MBS N

le Action View Help
| 2

E Event Viewer (Local) System Number
[ |§ Custom Views
4 :i Windows Logs

“¥  Filtered: Log: System; Source: ; Event ID: 1074, Number of events: 21

Application Level Dete and Tirfle Source EventD TaskC.. [n Open'Saved Log::
Security (i) Infarmation 2017-04-1712:12:223 PM User32 1074 None Create Custom View..,
% Setup @ Information 2017-04-17 4:46:40 PM User32 1074 Neone Import Custom View...
System (i) Information 2017-04-17 446:40 PM  User32 1074 MNone =
. Bl onuaided tvents (@ Information 2017-04-20 10000 AM  User32 1074 None S
=] Applications and Services Lo 60 Information 2017-05-0) None El ¥ Filter Current Log...
[124 Subscriptions it Clear Filter
Event 1074, User32 x .
Prop
General | Details m Find...
= = — fed SaveFiltered Log File A...
[The nroces< CAWinds ing\T il ller.exe has initiated the restart of computer
on behalf of user NT AUTHORITY\SYSTEM far the following reason: Operating System: Aftach a Task To this L.,
Upgrade [Planned) .
Reason Code: 0x20020003 T Save Filter to Custom ...
Shutdown Type: restart View 4
Comment: —
@) Refresh
H Hep »
Event Properties
Log Name: System & Attach Task To This Ev...

Event ID 1074 can be used to trace the planned shutdown events.

So, it appears that in my opinion, the Cloud Patching Solution Policy has applied to this server,
and that is the cause of the expected reboots.

Also, the System Time isn't a direct Correlation to uptime in Windows.

Inside of Windows, you can type in a CMD Prompt:
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s - Virtual Machine Connection
File Action Media Clipboard View Help

@&} @@ O uik |k

& Event Viewer
Filg .. 3
o1 ] CAWindows\system32\cmd.exe
- icrosoft Windows [Uersion 6.3.76881
=3 (c> 2813 Microsoft Corporation. All rights reserved.
=
| b sUsershdave . kavwulaXzysteminfo
ost MWame: -Pﬁi
H Microsoft Windows Server 2012 R2 Standard KC
05 Uersion: 6.3.7688 M-A Build 7684 +
0% Manufacturer: Microsoft Corporation e
08 Configuration: Memher Server
05 Build Type: Multiprocessor Free e
Registered Ouner: Windows User e
Registered Organization:
AR252-68128-82568-AN308 ne
{3 s 2016-89-28, 11:54:42 AN e
: 2017-85-86,. 5:18:21 AN
Microsoft Corporation —
Uirtual Machine
wb4—hased PC
1 Processords? Installed.
[B1]1: Intelb4d Family & Model &3 Stepping 2 Genuinelnt
el ™2488 Mh=
105 UVersion: American Megatrends Inc. B98606 . 2812-85-23
C:xWindows rt of cor
C:sWindowsssystemd2 Systerm

| | Upgrate [FidTiieEay
Reason Code: Ox30020003
Shutdown Type: restart

Mrrmencnt

Now, if we check Hyper-V Manager, it is lying to us.

Virtual Machines

Mame - State CPU Usage Assigned Memory Uptime Status

E 012R2Ref Running 3% 036 MB 25112323
D12R2Ref2 Off

= PPO1 Running 3% 16324 MB 00:29:37

? uild Test01 Running 0% 4036 ME 06:16:14

| uildTest02 Running 0% 2042 MB 13.04:40:17

:! cm Running ld 16384 MB 213:33.40
m Running 0% 12288 MB 2.13:35:23

DT Running 0% 12384 MB 4.09:25:48

Z D702 Running 0% 12384 MB 4.08:51:22

3 DSHO Running 0% 4096 MB 3.00:51:12

fin10Ref Cff
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Based on this it appears that this box has only been up and running for a grand total of 29
minutes. This is not the case | would trust the System Info. If the VM is Live Migrated around
the Hyper-V Cluster, it will reset this counter in Hyper-V.

On Node A, you can see that | have some of my build VM's that aren't part of the cluster on the
same storage, and they are showing 3,4,5 + days of uptime.

Recommendation: | would recommend that you remove these servers from the Cloud Patching
Solution, and we manually patch them for the time being. This will tell us quite clearly what the
issue is.

FYI --> When a system shuts down unexpectedly. It throws an event ID of 1076 in the System
Log. What we looked for in 1076 is if there is a BugCheck String. This indicates that the
unexpected shutdown was due to something like a Blue Screen.
B Event Viewer

File Action View Help

= 2@ BF

: —'F Custom Views I’
| 1, Windows Logs

“F  Filtered: Log: System; Source: ; Event ID: 1076. Mumber of events: 5

£=] Application Level Date and Tirfte Source Event D Task C...
ﬂ Security /1. Warning 2017-01-30 8:46:27 AM Useri2 1076 Meone
i setup A Warni 017-02-089:29:19 AM  User32 1076 None
EZI System i 2017-02-09 1:52:07 PM User32 1076 Mone

5] Forwarded Events
S Applications and Services Logs

2017-02-17 7:24:08 AM User32 1076 Mone
2017-04-13.9:34:00 AM 1076

Subscriptions

Event 1076, User32 x

General | Details

The reason supplied by user for the last unexpected shutdown of this
computer is: Other (Unplanned)

Reasen Code: Oxal00000

Problem ID:

Bugcheck String:

Comment:
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