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Chapter 1: Introduction

In today's rapidly evolving digital landscape, cloud infrastructure forms the

backbone of modern applications, driving innovation and enabling

unprecedented scalability. However, harnessing the full potential of cloud

platforms like Microsoft Azure requires more than just deploying resources;

it demands a strategic, Well-Architected approach. This book, "Mastering

Azure for Web Applications: A Well-Architected Approach to Cloud

Excellence," serves as a comprehensive guide to transforming and

enhancing your Azure footprint, ensuring it is secure, efficient, reliable, and

sustainable.

The journey outlined within these pages is inspired by the Microsoft Azure

Well-Architected Framework, a set of guiding tenets designed to help cloud

architects build and operate secure, high-performing, resilient, and efficient

infrastructure for their applications. Specifically, this guide focuses on the



"Web Application" deployed in Azure environment, detailing a series of

strategic remediations and enhancements that address identified risks and

unlock significant operational and financial benefits.

Our exploration begins by establishing a robust foundation through a

refactored Azure organizational structure, moving from a potentially

monolithic setup to a more secure and manageable hierarchy using

Management Groups, Subscriptions, and Resource Groups. This structure will

encompass dedicated environments for production, development, UAT, and

audit/logging. This fundamental shift not only standardizes the infrastructure

but also lays the groundwork for improved security and governance.

Subsequent chapters delve into critical aspects of network architecture,

demonstrating how to optimize Azure Blob Storage access for improved

latency and reduced costs, and how to implement stringent Network Security

Group (NSG) best practices. We then transition to the vital domain of secrets

management, advocating for the secure storage and retrieval of sensitive

credentials using Azure Key Vault, coupled with clear naming conventions.

The security narrative extends to CI/CD pipelines, where we explore the

adoption of Microsoft Entra Workload Identity Federation (similar to OIDC)

for key-less authentication, a modern approach that significantly reduces the

risk associated with static credentials.

A significant portion of this guide is dedicated to advanced cost optimization

strategies. We will examine how long-term commitments like Azure

Reservations and Azure Savings Plans for compute, leveraging the cost-

effectiveness of Azure Spot Virtual Machines, and intelligent scheduling of

non-production resources can lead to substantial financial savings.

Furthermore, we will explore techniques for rightsizing virtual machines,

implementing effective auto-scaling with Azure VM Scale Sets, and utilizing

Azure Cost Management + Billing tools for proactive cost governance.



The book also provides an in-depth look at continuous security hardening

and monitoring. This includes establishing robust alerting mechanisms with

tools like Azure Monitor integrated with solutions like PagerDuty/OpsGenie,

automating patch management using Azure Update Management,

conducting regular Azure RBAC permission reviews, implementing Azure

Web Application Firewall (WAF), ensuring comprehensive encryption, and

securing Azure Kubernetes Service (AKS) API access.

Operational excellence and reliability are central themes, addressed through

the development and rehearsal of incident response plans, architectural

separation of web and application tiers for independent scaling, and defining

and meeting critical RPO/RTO objectives with appropriate backup (Azure

Backup) and disaster recovery strategies (Azure Site Recovery). We will also

discuss the importance of regular DR testing and chaos engineering

principles using tools like Azure Chaos Studio.

Finally, we embrace the growing imperative of sustainability in cloud

operations. This chapter outlines how to track and reduce carbon emissions

using tools like the Emissions Impact Dashboard for Azure, strategically

select Azure regions with lower carbon intensity, implement data lifecycle

management for energy efficiency, and optimize compute resources using

Azure's ARM-based VMs and proactive scaling.

This book is more than just a technical manual; it is a roadmap for "Web

Application" to achieve a more secure, cost-efficient, high-performing, and

resilient Azure environment. It emphasizes the importance of continuous

improvement, strong governance, and the unwavering adherence to Well-

Architected Principles. Ultimately, by investing in these practices and

empowering the R&D staff with the knowledge of new tools and processes,

"Web Application" will foster a culture of cloud excellence, ensuring long-

term success and innovation on Microsoft Azure.



Chapter 2: Designing Your New Azure Environment: Management

Groups, Subscriptions, and Resource Groups

This phase focuses on establishing a secure and well-organized Azure

environment using Management Groups, Subscriptions, and Resource

Groups. This is analogous to designing an AWS Organization with OUs and

Accounts.

2.1 The Multi-Layered Strategy: Benefits and Structure

Recommendation: Implement a hierarchical Azure structure using

Management Groups, Subscriptions, and Resource Groups to separate

workload components of different risk values (e.g., production, development,

security/audit resources). Hosting environments within a single subscription

without proper segmentation can allow all resources, including logs and

backups, to be compromised from a single entry point and requires

additional management overhead to define permissions via Azure Role-

Based Access Control (RBAC). This refactored structure will standardize the

environment for all applications.

Why it's important: A well-defined Azure hierarchy provides:

● Security Isolation: Limits the blast radius if one subscription or

resource group is compromised. Different Azure Policies and RBAC roles

can be applied at different scopes (Management Group, Subscription,

Resource Group).

● Simplified Billing & Cost Allocation: Costs are inherently segregated

by subscription and can be further broken down by resource groups and

tags, making it easier to track spending for different environments or

projects using Azure Cost Management + Billing.

● Granular Governance: Tailor policies (Azure Policy) and configurations

to the specific needs of each environment (dev vs. prod) by applying

them at the appropriate scope.



● Scalability: Easier to manage growth and add new projects or teams

with their own isolated subscriptions or resource groups.

● Business Agility: Development teams can innovate faster in sandboxed

subscriptions or resource groups without impacting production.

Example Structure (Conceptual Diagram Description):

● Root Management Group (Tenant Root Group): The container for all

your Management Groups and Subscriptions. Your Microsoft Entra ID

(formerly Azure AD) tenant is associated here.

○ Platform Management Group:

■ Connectivity Subscription: Hosts shared network resources like

Azure Virtual WAN, Hub VNet, ExpressRoute circuits, VPN

Gateways, Azure Firewall, DNS.

■ Identity Subscription: (Often managed within Microsoft Entra

ID itself, but if dedicated resources like AD Domain Controllers are

needed, they could reside here).

■ Management Subscription: Hosts shared management tools

like Azure Monitor Log Analytics workspaces, Azure Automation

accounts, Azure Key Vault (for central management secrets).

○ Landing Zones Management Group: For application workloads.

■ Production Management Group:

■ WebApp Production Subscription: Hosts all production

workloads for WebApp applications. This is the most critical

subscription and will have the strictest Azure Policy, RBAC

controls, and change management.

■ Non-Production Management Group:

■ WebApp Development Subscription: For developer

experimentation, feature development, and sandboxing. Fewer

restrictions than production.

■ WebApp Testing/UAT Subscription: For formal testing



cycles, user acceptance testing, and staging before production

deployment. This environment should closely mirror production.

Daily database refreshes for sandbox and QA1 will target

databases in these subscriptions post-migration.

○ (Optional) Sandbox Management Group:

■ Individual Developer Subscriptions: For sandboxed

environments for individual developers, with strict spending limits

(Azure Budgets) and Azure Policies.

○ (Optional) Decommissioned Management Group: For

subscriptions that are pending decommissioning.

2.2 Defining Subscription and Resource Group Roles

● Platform Subscriptions (Connectivity, Identity, Management):

○ Purpose: Host shared infrastructure services that are consumed by

multiple workloads.

○ Restrictions: Highly controlled environments. Workload resources

should not be deployed here.

○ Access: Restricted to central IT/Cloud Platform teams.

● Production Subscription(s):

○ Purpose: Hosts live, customer-facing WebApp applications and their

supporting infrastructure within dedicated Resource Groups.

○ Restrictions: Strict change control, highest level of monitoring and

alerting, tightest Azure Policy and RBAC settings.

○ Access: Limited to essential operations personnel and automated

deployment pipelines (e.g., Service Principals or Managed Identities

with least privilege RBAC roles).

● Non-Production Subscription(s) (Dev, UAT/QA):

○ Purpose: Development, testing, staging. Allows for safe

experimentation and validation. Resources are organized within

Resource Groups per application or environment.



○ Restrictions: More relaxed than production but still governed by

security best practices and Azure Policy. Cost controls (Azure Budgets)

are important here.

○ Access: Developers may have broader permissions (e.g., Contributor

on specific Resource Groups) in Dev subscriptions compared to UAT

or Prod.

● Audit/Logging (Centralized in Management Subscription):

○ Purpose: Centralized, immutable storage for logs (Azure Monitor

Logs/Log Analytics, Azure Storage for diagnostic logs) and security

tooling outputs (Microsoft Defender for Cloud).

○ Restrictions: Log data should be written by services from other

subscriptions but should be difficult or impossible to alter or delete by

regular users. Consider Azure Storage immutability policies for critical

logs.

○ Access: Read-only access for security and audit personnel. Write

access for services configured to send logs here (often via Diagnostic

Settings).

2.3 Example: Setting up Management Groups, Subscriptions, and

Resource Groups

Using Azure Portal (from an account with appropriate permissions,

typically Owner on the Tenant Root Group or a higher-level

Management Group):

1. Create Management Groups:

○ Navigate to "Management groups" in the Azure portal.

○ Click "+ Create".

○ Provide a Management group ID (e.g., mg-platform, mg-

landingzones, mg-prod, mg-nonprod).

○ Provide a Display name.

○ You can create nested Management Groups (e.g., mg-prod under



mg-landingzones).

2. Create Subscriptions (if needed):

○ Subscription creation typically happens through your Azure

enrollment (e.g., Enterprise Agreement, Pay-As-You-Go).

○ Once a subscription exists, you can move it under a Management

Group.

3. Move Subscriptions into Management Groups:

○ In "Management groups", select the Management Group.

○ Click "+ Add subscription". Select existing subscriptions to move

them.

4. Create Resource Groups (within a Subscription):

○ Navigate to "Resource groups" in the Azure portal.

○ Select the target Subscription.

○ Click "+ Create".

○ Choose the Subscription.

○ Provide a Resource group name (e.g., rg-webapp-prod-compute, rg-

webapp-dev-database).

○ Select a Region.

○ Add tags if desired. Click "Review + create", then "Create".

Using Azure CLI (with appropriate permissions):

# 1. Create Management Groups

# (Get your Tenant Root Group ID first: az account management-group

show --name <TenantID> --query id -o tsv)

az account management-group create --name "mg-platform" --display-name

"Platform MG"

az account management-group create --name "mg-landingzones" --display-

name "Landing Zones MG"

az account management-group create --name "mg-prod" --display-name

"Production MG" --parent "mg-landingzones"



az account management-group create --name "mg-nonprod" --display-name

"Non-Production MG" --parent "mg-landingzones"

# 2. Move an existing Subscription to a Management Group

# (Get Subscription ID: az account list --query

"[?name=='YourSubscriptionName'].id" -o tsv)

# Example: Moving 'MyProdSubscription' (ID: xxxxxxxx-xxxx-xxxx-xxxx-

xxxxxxxxxxxx) to 'mg-prod'

az account management-group subscription add --name "mg-prod" --

subscription "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx"

# 3. Create a Resource Group

az group create --name "rg-webapp-prod-compute" --location

"australiaeast" --subscription "MyProdSubscriptionNameOrID" --tags

Environment=Production AppName=WebApp

This hierarchical structure enables secure best practice architectures and the

most efficient way to apply Azure policies, RBAC, and cost management

options across all systems.
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