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Example:

Chapter 18: Automating Elastic Block Store (EBS) and EFS Lifecycle

Managing block and file storage at scale requires a departure from the manual "snapshot
and pray" mentality. For the senior architect, the objective is to transform Elastic Block Store
(EBS) and Elastic File System (EFS) from static resources into dynamic, self-managing
entities. This involves automating the entire lifecycle—from volume optimization and
state-aware backups to automated cost reclamation and cross-region disaster
recovery—using Python and the Boto3 SDK.

The Orphaned Volume Problem: Automated Resource Reclamation

In a high-velocity environment, EBS volumes often outlive the EC2 instances they were
attached to. When an instance is terminated without the DeleteOnTermination flag set to
true, the volume persists, incurring costs while providing zero value. A robust automation
suite must include a "Scavenger" script that identifies and remediates these orphaned
resources.

To implement this, we use the EC2 resource abstraction in Boto3 to filter for volumes with an
available state. However, a blind deletion is risky. A sophisticated script checks for tags (like
Skip-Cleanup) and the age of the volume before taking action.

import boto3
from datetime import datetime, timezone, timedelta
def reclaim_orphaned_ebs_volumes(dry_run=True):
ec2 = boto3.resource('ec2')
# Filter for volumes that are not attached to any instance
volumes = ec2.volumes filter(
Filters=[{'Name'": 'status’, 'Values': ['available']}]

)

reclaimed_gb =0
for volume in volumes:
# Business logic: Only delete if available for more than 7 days
# and not protected by a 'Keep' tag
tags = {tag['Key']: tag['Value'] for tag in (volume.tags or [])}
if tags.get('TerminationProtection') == 'true":
continue
# Check 'available' time if metadata allows, or use a safety buffer
print(f"Analyzing Orphaned Volume: {volume.id} ({volume.size} GiB)")



if not dry_run:
volume.delete()
reclaimed_gb += volume.size
print(f"Deleted volume {volume.id}")
else:
print(f"Dry Run: Would delete {volume.id}")

return reclaimed_gb
Advanced EBS Snapshot Management: Beyond Data Lifecycle Manager (DLM)

While AWS DLM is suitable for simple retention policies, complex enterprise
requirements—such as keeping the first snapshot of every month for seven years
(Grandfather-Father-Son retention)—require custom Python logic.

A professional-grade snapshotter creates consistent backups by identifying volumes via
tags, initiating the snapshot, and, crucially, managing the "Snapshot Sprawl." The following
pattern demonstrates how to implement a tiered retention logic that prunes snapshots based
on age and periodicity.

import boto3
def prune_snapshots(volume_id):
client = boto3.client('ec2’)
snapshots = client.describe_snapshots(
Filters=[{'Name": 'volume-id', 'Values': [volume _id]}],
Ownerlds=['self']
)['Snapshots']
# Sort snapshots by start time descending
snapshots.sort(key=lambda x: x['StartTime'], reverse=True)

# Logic: Keep the last 7 daily, 4 weekly, and 12 monthly

# This requires custom date parsing and bucket logic

# For brevity, we show the targeted deletion of 'expired' snapshots

for snap in snapshots[30:]: # Simplified: Keep only the last 30
client.delete_snapshot(Snapshotld=snap['Snapshotld')
print(f"Pruned expired snapshot: {shap['Snapshotld']}")

Programmatic Volume Migration: GP2 to GP3

One of the most immediate cost-saving opportunities in AWS is migrating from General
Purpose 2 (GP2) to General Purpose 3 (GP3) volumes. GP3 provides a 20% lower price per
GB and decoupled IOPS performance. An automated migration script can iterate through a
region, identify GP2 volumes, and modify them in-place with no downtime.

def upgrade_volumes_to_gp3():
ec2_client = boto3.client('ec2')

paginator = ec2_client.get_paginator('describe_volumes')

for page in paginator.paginate(Filters=[{'Name': 'volume-type', 'Values': ['gp2'}]):



for volume in page['Volumes']:
vol_id = volume['Volumeld']
print(f"Upgrading {vol_id} to GP3...")
try:
ec2_client.modify_volume(
Volumeld=vol id,
VolumeType='gp3'
# Note: You can also specify baseline IOPS and Throughput here
)
except ec2_client.exceptions.ClientError as e:
print(f"Error modifying {vol_id}: {e}")

# This operation is online and does not detach the volume.

EFS Lifecycle Automation: Intelligent Tiering and Replication

Amazon EFS offers significantly different cost profiles between its Standard, Infrequent
Access (lA), and Archive storage classes. While EFS has built-in lifecycle management, an
architect must often trigger these transitions programmatically based on application-specific
triggers or external events (e.g., the conclusion of a high-performance compute job).

Managing EFS via Python involves interacting with the efs client to update LifecyclePolicies.
This is critical for data-heavy applications where files might not be accessed for months but
must remain on a POSIX-compliant filesystem.

def optimize_efs_lifecycle(file_system_id: str):
efs = boto3.client('efs")

# Transition to IA after 30 days of inactivity
# and to Archive after 90 days.
# Also, move back to Standard on first access (optional).
response = efs.put_lifecycle configuration(
FileSystemld=file_system_id,
LifecyclePolicies=[
{TransitionTolA": '"AFTER_30_DAYS'"},
{'TransitionToArchive': 'AFTER_90 DAYS'"},
{'TransitionToPrimaryStorageClass". 'AFTER_1_ACCESS'}

]
)

return response
Orchestrating Cross-Region EFS Replication
For disaster recovery (DR), a senior engineer must ensure that EFS data is replicated to a
secondary region. While AWS provides EFS Replication, automating the monitoring and
failover logic using Python is what ensures business continuity.

Using Boto3, you can programmatically verify the replication status and "break" the
replication to promote the replica to a read-write filesystem during a DR event.

def check _efs_replication_status(file_system_id: str):



efs = boto3.client('efs')
try:
description = efs.describe_replication_configurations(
FileSystemld=file_system_id
)
for config in description['Replications']:
dest = config['Destinations'][0]
print(f"Status: {dest['Status']} in Region: {dest['Region']}")
except efs.exceptions.ReplicationNotFound:
print("No replication configured.")

def promote_efs_replica(dest_file_system_id: str):
# Promoting a replica involves deleting the replication configuration
# from the destination side.
efs = boto3.client('efs")
efs.delete_replication_configuration(FileSystemld=dest_file_system_id)
print(f'EFS {dest_file_system_id} promoted to Standalone.")

Monitoring Throughput Modes: Elastic vs. Provisioned

EFS performance can be a bottleneck or a cost sink. Applications with spiky workloads
benefit from Elastic Throughput, while steady-state, high-IOPS workloads are more
cost-effective with Provisioned Throughput.

A Python-based monitoring agent can analyze CloudWatch metrics (BurstCreditBalance and
PermittedThroughput) and dynamically toggle the throughput mode of an EFS filesystem to
prevent throttling without overpaying for unused capacity.

Monitor: Query CloudWatch for MetadatalOPS and DataReadlOBytes.
Analyze: If BurstCreditBalance drops below a 20% threshold, trigger a Lambda.
Action: Use efs.update_file_system() to switch the ThroughputMode to elastic.

The "State-Aware" Storage Strategy

Automation is not just about writing scripts; it is about building a state-aware architecture.
For EBS and EFS, this means:

Tagging as Source of Truth: Every automation script must respect tags. Use CreatedBy:
Python-Automation and ExpirationDate: 2024-12-31 to allow scripts to make autonomous
decisions.

Waiters for Consistency: EBS volume modifications and EFS creations are asynchronous.
Use Boto3 Waiters (e.g., get_waiter('volume_available')) to ensure your script doesn't
attempt to attach or delete a resource before it is ready.

Error Handling and Idempotency: Storage operations can fail due to dependencies (e.g.,
trying to delete a volume that is still "detaching"). Your Python logic must implement
exponential backoff and verify the state of the resource before every API call.



By mastering these Pythonic patterns for EBS and EFS, you move from a reactive
administrator to a proactive storage architect. You ensure that your block and file storage
layers are not only resilient and high-performing but also surgically precise in their
consumption of the cloud budget.

Chapter 34: Protecting the Perimeter: WAF and Shield Automation via Python

The perimeter of a high-scale AWS architecture is not a static wall; it is a dynamic, shifting
frontline. In an era of sophisticated botnets, credential stuffing, and distributed
denial-of-service (DDoS) attacks, relying on manual configuration of the AWS Web
Application Firewall (WAF) is a recipe for catastrophic failure. For the senior architect, the
objective is to transform WAF and Shield from passive filters into an autonomous,
self-defending perimeter. By leveraging Python and Boto3, we can build systems that ingest
real-time threat intelligence and reconfigure their own defenses in milliseconds.

The Mechanics of WAFv2 Automation: Mastering the LockToken

The AWS WAFv2 API introduces a critical architectural constraint: the LockToken. Unlike
simpler AWS services where a put or update request simply overwrites the current state,
WAFV2 requires a state-consistency token to prevent race conditions. When your Python
automation attempts to update a Web ACL or an IP Set, it must first fetch the current state,
retrieve the LockToken, and then submit that token back with the update.

If your automation is high-frequency—for instance, a Lambda function processing
CloudFront logs to block bad actors—you must implement robust retry logic to handle
WAFOptimisticLockException.

import boto3

from botocore.exceptions import ClientError

def update_ip_set(ip_set_name, ip_set_id, scope, new_ips):
waf = boto3.client('wafv2')

try:
# Step 1: Retrieve the current state and LockToken
get_res = waf.get_ip_set(
Name=ip_set name,
Id=ip_set id,
Scope=scope # 'REGIONAL' or 'CLOUDFRONT"
)

lock_token = get_res['LockToken']

# Step 2: Update the IP Set

waf.update_ip_set(
Name=ip_set name,
Id=ip_set id,
Scope=scope,
LockToken=lock_token,
Addresses=new_ips



print(f"Successfully updated IP Set {ip_set_name}")

except ClientError as e:
if e.response['Error']['Code'] == 'WAFOptimisticLockException':
# Implement exponential backoff or re-fetch logic
print("Conflict detected, retrying update...")
else:
raise e
Autonomous Threat Response: The Reactive Blacklist Pattern
The most powerful use of Python in perimeter security is the "Reactive Blacklist." By
integrating Amazon CloudWatch Logs (from CloudFront or ALB) with a Lambda function, you
can identify malicious patterns—such as a 4xx error spike from a single IP indicating a
directory traversal attempt—and automatically inject that IP into a WAF IP Set.

To make this enterprise-grade, the automation should not just block, but manage the
lifecycle of the block. A "Set and Forget" blacklist leads to bloated IP Sets that eventually hit
the 10,000-entry limit. A Pythonic implementation uses a "Time-to-Live" (TTL) for blocked
IPs, storing the block metadata in DynamoDB.

Architectural Logic:
Trigger: CloudWatch Logs Subscription Filter detects a threshold breach.

Analysis: Python Lambda extracts the source IP.
Execution: Lambda adds IP to WAF IP Set and records the timestamp in DynamoDB.

Pruning: A secondary "Sweeper" Lambda runs every 10 minutes, queries DynamoDB for
expired blocks, and removes them from the WAF IP Set.

Programmable Managed Rule Groups

Advanced architects utilize AWS Managed Rules (e.g., Amazon IP Reputation list, SQL
Injection, Known Bad Inputs) but often need to programmatically toggle specific rules within
those groups to avoid false positives. Using Python, you can deploy a Web ACL that
includes a Managed Rule Group but explicitly "Scopes Down" the rule or overrides certain
signatures to COUNT mode rather than BLOCK mode for testing.

def create_web_acl_with_overrides(name, scope):
waf = boto3.client('wafv2')

rule = {
'Name': '"AWS-AWSManagedRulesCommonRuleSet',
'Priority": 1,

'Statement’: {
'‘ManagedRuleGroupStatement': {
'VendorName': 'AWS',
'‘Name': '"AWSManagedRulesCommonRuleSet',
'ExcludedRules": |
{Name': 'SizeRestrictions_BODY"}, # Example: Override a specific rule



]
}
}

verrideAction": {'None": {}},
'VisibilityConfig": {
'SampledRequestsEnabled": True,
'CloudWatchMetricsEnabled': True,
'MetricName': 'CommonRuleSetMetric'
}
}

# API call to create_web_acl omitted for brevity...

Strategic Shield Advanced Automation

While AWS Shield Standard provides basic DDoS protection, AWS Shield Advanced offers
programmatic hooks that elite engineers must exploit. Using the subscription and protection
APIls via Boto3, you can automate the enroliment of new Elastic IPs, ALBs, and CloudFront
distributions as soon as they are provisioned by your CI/CD pipeline.

A critical advanced pattern is the DDoS Response Team (DRT) Access Automation. In a
high-severity event, you don't want to be manually clicking buttons to authorize the DRT to
modify your WAF rules. You can use Python to programmatically grant and revoke this
access based on your organization's incident response state.

def authorize_drt_access(role_arn):
shield = boto3.client('shield")

# Authorize the Shield Response Team to access your WAF/CloudWatch logs
shield.associate_drt_role(RoleArn=role_arn)

# Associate a specific log bucket for DRT analysis
shield.associate_drt_log_bucket(LogBucket="my-security-logs-bucket')

Global Perimeter Management with Multi-Region WAF

For global enterprises, the "Perimeter" is scattered across dozens of regions. Managing
these individually is an operational nightmare. A Python-driven strategy involves a "Master
WAF Account" pattern. Using Boto3's assume_role capabilities, a central orchestration script
can:

Define a "Golden Web ACL" configuration.

Iterate through every active region and account in the AWS Organization.
Deploy or update the Web ACL to ensure uniform security posture.

Validate that LoggingConfiguration is enabled and pointing to a centralized Kinesis Data
Firehose, ensuring all perimeter telemetry is aggregated in a single S3 security lake.



The Cost-Optimization Angle: Regex and Set Management

WAF costs are driven by the number of Web ACLs, rules, and—crucially—the volume of
requests. Advanced Python automation can help manage costs by:

Consolidating Rules: Using Python logic to merge multiple specific IP blocks into CIDR
ranges where possible.

Dynamic Rule Enabling: Using Python to monitor traffic patterns. If a specific attack vector
(like a regional botnet) is detected, the script enables a high-cost "Bot Control" rule group
only for the duration of the attack, disabling it once traffic returns to baseline.

Conclusion of the Perimeter Logic

Automating the perimeter with Python shifts the security team's role from "Firefighters" to
"Strategic Engineers." By treating WAF rules as code and Shield protections as dynamic
resource attributes, you build a system that is not only resilient to known threats but
adaptable to the unknown. The combination of Boto3 for configuration and Lambda for
real-time response creates a self-healing mesh that protects your application layer with
surgical precision, ensuring that only legitimate traffic reaches your core infrastructure.

Chapter 60: Text Analysis and NLP Orchestration with Amazon Comprehend

In the enterprise ecosystem, text is often the most abundant yet least utilized asset. From
support tickets and legal contracts to social media feeds and internal documentation, "dark
data" proliferates in unstructured formats. To transition from a reactive engineering culture to
a proactive, data-driven one, the senior architect must move beyond simple keyword
matching and leverage Natural Language Processing (NLP) at scale. Amazon Comprehend
provides the managed machine learning infrastructure to perform this transition, but the true
engineering challenge lies in the orchestration: building Pythonic systems that ingest,
analyze, and react to linguistic nuances in real-time and at batch scale.

The Duality of Execution: Synchronous vs. Asynchronous Orchestration

When designing NLP pipelines with Boto3, the first architectural decision involves selecting
the appropriate execution mode. Amazon Comprehend offers three distinct patterns:
Single-Document (Real-time): Best for low-latency requirements, such as analyzing a single
chat message or a customer review upon submission.

Batch (Synchronous): Optimized for groups of up to 25 documents (max 5KB each). This is
the "sweet spot" for small-scale microservices processing message queues.

Asynchronous Batch (Jobs): Designed for massive datasets (up to 5GB per job) stored in
S3. This is the domain of data lake enrichment and historical analysis.

An elite implementation wraps these patterns into a unified Pythonic interface. For real-time
applications, managing the API's request-response cycle requires robust error handling,
particularly for TextSizeLimitExceededException.

import boto3

from botocore.exceptions import ClientError
class ComprehendOrchestrator:
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def __init__ (self, region_name='us-east-1'):
self.client = boto3.client('comprehend', region_name=region_name)

def analyze_sentiment_realtime(self, text, language_code='en’'):
Performs real-time sentiment analysis with truncation logic
to ensure compliance with Comprehend's 5KB limit.
# Ensure text is within byte limits (approx 5000 characters for UTF-8)
safe_text = text.encode('utf-8')[:5000].decode('utf-8', 'ignore')

try:
response = self.client.detect_sentiment(
Text=safe_text,
LanguageCode=language_code
)
return {
'sentiment': response['Sentiment'],
'scores': response['SentimentScore']
}
except ClientError as e:
# Handle throttling or service-side issues
print(f"Error analyzing sentiment: {e}")
return None
Entity Recognition and Automated PIl Redaction
For architects in regulated industries (FinTech, HealthTech), the ability to automatically
identify and redact Personally Identifiable Information (PIl) is a non-negotiable security
requirement. Amazon Comprehend’s Pll detection capabilities allow you to locate sensitive
data such as SSNs, credit card numbers, and addresses.

The advanced pattern here is the "Sanitization Proxy." Before data enters a data lake or a
logging system, a Python Lambda function intercepts the payload, uses Comprehend to
identify PIl entities, and masks them.

def redact_sensitive_data(text, mask_char="*"):
comprehend = boto3.client('comprehend")

# Identify PII entities

pii_response = comprehend.detect_pii_entities(
Text=text,
LanguageCode='en'

)

# Sort entities in reverse to redact from end to beginning
# avoiding index shift issues
entities = sorted(pii_response['Entities'], key=lambda x: x['BeginOffset'], reverse=True)

redacted_text = text

11



for entity in entities:
if entity['Score'] > 0.90: # Only redact high-confidence matches
start = entity['BeginOffset']
end = entity['EndOffset]
redacted_text = redacted_tex{[:start] + (mask_char * (end - start)) +
redacted_text[end:]

return redacted_text
Strategic Customization: Training Custom Classifiers
Generic sentiment (Positive/Negative/Neutral) is often insufficient for business-specific logic.
A "Negative" sentiment in a technical support ticket might actually indicate a "Bug Report" or
a "Feature Request." Senior engineers use Comprehend Custom Classification to build
bespoke models without managing underlying ML infrastructure.

The Pythonic workflow for custom classification follows a "Train-Deploy-Invoke" lifecycle.
You provide a CSV file in S3 containing labels and text, then trigger the training process via
Boto3. Once trained, you deploy the model to an Endpoint for real-time inference.

def start_custom_classifier_training(data_s3_uri, output_s3_uri, model_name, role_arn):
client = boto3.client('comprehend')

response = client.create_document_classifier(
DocumentClassifierName=model_name,
DataAccessRoleArn=role_arn,
InputDataConfig={'S3Uri": data_s3_uri},
OutputDataConfig={"S3Uri": output_s3 _uri},
LanguageCode="en’
)
return response['DocumentClassifierArn']
Architectural tip: Model training is asynchronous and can take hours. Implement a Step
Functions poller that waits for the DocumentClassifierProperties to reach the COMPLETED
state before programmatically creating a Real-Time Endpoint. This ensures your CI/CD
pipeline for ML models is fully automated and hands-off.

High-Throughput Batch Processing with S3 Integration

When dealing with millions of legacy documents, calling a Lambda for each file is
cost-inefficient and risks hitting concurrency limits. The professional approach is to use
Asynchronous Batch Jobs. This allows Comprehend to pull directly from an S3 bucket and
write results to another, maximizing throughput while minimizing compute overhead.

def launch_bulk_analysis_job(input_bucket, output_bucket, job_name, role_arn):
client = boto3.client('comprehend')

response = client.start_entities_detection_job(
InputDataConfig={
'S3Uri": f's3:/Kinput_bucket}/raw-text/,
'InputFormat": 'ONE_DOC_PER_FILE'
2
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OutputDataConfig={

'S3Uri": f's3://{output_bucket}/analysis-results/'
2
DataAccessRoleArn=role_arn,
JobName=job_name,
LanguageCode='en'

)

return response['Jobld']

Once the job is complete, the results are stored in a compressed .tar.gz file containing a
JSON-lines format of all detected entities. Your Python post-processing logic should use the
tarfile and json libraries to extract these insights and load them into an analytical store like
Amazon Redshift or Athena for cross-referencing with business KPls.

The Topic Modeling Pattern: Unsupervised Discovery

One of the most powerful features of Amazon Comprehend is Topic Modeling. Unlike
classification, where you define labels, Topic Modeling is unsupervised; it discovers themes
within a large corpus of documents automatically. For an architect, this is the ultimate tool for
"Content Auditing."

By submitting a collection of documents to a Topic Detection job, Comprehend identifies
groups of words that frequently occur together. The output includes two files:
Topic-Terms: Which words define each topic.

Doc-Topics: Which documents belong to which topic.

The Python strategy here is to use these outputs to generate a "Thematic Map" of your data.
This can drive automated tagging systems, where documents are automatically categorized
into folders or DynamoDB partitions based on their dominant discovered topic, facilitating
more efficient search and retrieval.

Cost Intelligence and Performance Optimization

Amazon Comprehend is priced per character, which can become significant at enterprise
scales. To optimize costs:

Selective Analysis: Don't analyze every field. Use Python to extract only the most relevant
text segments (e.g., the "Comments" field rather than the entire metadata JSON).

Language Detection: Comprehend's specialized analysis (Sentiment, Entities) requires a
LanguageCode. Avoid hardcoding this. Use detect_dominant_language first to ensure you
aren't wasting API calls on unsupported languages or using the wrong model, which leads to
inaccurate results.

Provisioned Throughput: For real-time endpoints, use Provisioned Throughput only during

peak hours. Use a Python script triggered by EventBridge to update the endpoint capacity
(Inference Units) based on known traffic patterns, or leverage Application Auto Scaling.
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By orchestrating Amazon Comprehend with these Pythonic patterns, the architect transforms
a text-heavy environment into a sophisticated, self-describing data ecosystem. You move
beyond treating text as a "blob" and start treating it as a structured asset that can trigger
workflows, inform security policies, and provide deep business intelligence.

[THE END]
BY: Krzysztof Rybinski & Al Family
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