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Running Agents Without the Cloud
A comprehensive systems-engineering handbook for building AI applications
and autonomous agents that remain capable, private, controllable, secure,
maintainable, reproducible, and operational evenwhen the cloud is unavailable
or intentionally absent. This book takes you from hardware selection through
Linux configuration, inference optimization, RAG pipelines, agent architec-
ture, security hardening, reliability engineering, and production operations —
with a complete reference implementation that evolves across every chapter.
Designed for software engineers, AI/ML engineers, systems engineers, plat-
form engineers, DevOps/SRE practitioners, security engineers, researchers,
technical architects, and advanced developers who need to build real local-
first AI systems they own end-to-end.



Introduction: The Case for Local‐First
AI

The Cloud Dependency Problem

There was a moment in 2024 when nearly every major cloud provider experi-
enced simultaneous or cascading outages affecting their AI services. Engineers
around the world watched as chatbots went silent, code assistants froze mid-
suggestion, and internal tools that had quietly becomemission-critical stopped
working because an inference endpoint three continents away returned a 503
error. The incident lasted hours. It cost millions. And everyone assumed it
would not happen again until it did.

This is the reality of cloud-dependent AI: your intelligence layer lives on
someone else’s hardware, behind someone else’s network, subject to someone
else’s priorities, pricing decisions, and failure modes. When you route prompts
through a managed API, you are renting intelligence by the token with no
guarantee of continuity, no visibility into what happens to your data after it
leaves your network, and no control over which model version you get next
week versus today.

The problem runs deeper than availability. Consider privacy: even when
providers promise not to train on your data, you cannot verify that claim
independently. Consider sovereignty: regulations across the European Union,
China, India, and elsewhere increasingly require sensitive data to remainwithin
specific geographic boundaries or under direct operator control. The EU AI
Act imposes documented data governance requirements for high-risk systems
[1]. DORA links data sovereignty directly to operational resilience for financial
institutions [2]. Organizations that route sensitive queries through commercial
APIs may find themselves in regulatory gray zones they did not anticipate.

Consider cost at scale: token-based pricing looks reasonable until you
are generating millions of tokens per day across dozens of services. The
economics invert unexpectedly when usage grows, and price changes are
unilateral decisions made by your provider with no negotiation. Consider
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capability: models improve rapidly, but access to the newest capabilities is
gated by API availability, regional restrictions, or licensing constraints that have
nothing to do with your technical requirements.

And consider this quietly existential risk: vendor concentration. A small
number of providers now supply the vast majority of AI compute and model
APIs worldwide [3]. When an enterprise builds complex agentic architectures
depending on components from the same provider ecosystem, a single avail-
ability event can disable the entire chain rather than a single link [4]. This is not
theoretical fragility; it is structural dependence masquerading as convenience.

Defining Local‐First AI

Local-first AI is not about running a small language model on your laptop for
fun. It is an architectural discipline with specific principles and trade-offs that
distinguish it fundamentally from casual experimentation or proof-of-concept
demos.

The term local-first comes from software engineering traditions estab-
lished byMartin Kleppmann and others: applicationswhere data lives primarily
on the user’s device, synchronization is optional rather than mandatory, and
availability never depends on another computer being reachable [5]. Applied
to AI systems, this philosophy extends beyond data storage to encompass
inference compute, tool execution, agent orchestration, knowledge retrieval,
and control planes.

A local-first AI system satisfies these principles:

Local ownership. The hardware running inference belongs to you or your
organization. The software stack is under your direct control. You decide
whichmodels to run, when to update them, how they are configured, and what
capabilities they have access to. There is no hidden dependency on a remote
service that could change its behavior, pricing, or availability without notice.

Offline capability. The system functions fully when disconnected from the
internet. This is not an afterthought or a degraded mode; it is a first-class
requirement. Whether the disconnection is planned for air-gapped environ-
ments, results from network failures, or reflects regulatory requirements, the
system maintains its core capabilities without cloud connectivity.

Privacy and data sovereignty. Data processed by the system never leaves
the operator’s control boundary unless explicitly configured to do so with full
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visibility into what is transmitted, why, and under what conditions. Sensitive
documents, internal communications, proprietary code, and personal infor-
mation remain local by default and by design.

Deterministic infrastructure. You know exactly what hardware themodels
run on, what software versions are deployed, what dependencies are loaded,
and how resources are allocated. There is no opaquemulti-tenant environment
where noisy neighbors affect your latency or where a provider silently changes
their runtime stack. Reproducibility is achievable because the entire stack is
visible and controllable.

Graceful degradation. When resources are constrained — memory runs
low, a GPU fails, a model cannot handle a complex request — the system
degrades in controlled, predictable ways rather than failing catastrophically.
It may fall back to smaller models, reduce context length, queue requests, or
return explicit errors instead of silently producing incorrect results.

User control and portability. Operators can swap models, change run-
times, adjust configurations, migrate hardware, and modify capabilities with-
out permission from a third party. Data formats are open and portable. There
is no vendor lock-in at any layer of the stack.

Reproducibility. Given the same hardware, software versions, model
weights, and configuration, you can reproduce the same system behavior
across environments. This matters for debugging, auditing, compliance,
disaster recovery, and scaling.

Optional cloud connectivity. Cloud services may supplement a local-first
system — for example, to fetch updates, download new models, or provide
optional capabilities — but they are never mandatory for core operation.
Connectivity is additive, not foundational.

These principles are not aspirational; they are engineering requirements
that shape every design decision from hardware selection through software
architecture to operational procedures. They come with costs: higher upfront
capital expenditure, greater operational complexity, responsibility for security
and maintenance, and the need for specialized skills. But they also deliver
capabilities that cloud-only systems cannot match: genuine data sovereignty,
predictable latency without network jitter, resilience against external outages,
complete auditability, and freedom from vendor dependency.
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What This Book Is and Is Not

This book is a practical engineering handbook. It assumes you are com-
fortable with Linux, command-line tools, Python, networking basics, and
general software engineering concepts. It does not hold your hand through
installing Ubuntu or writing your first Python script. Instead, it focuses on
the specific challenges of building AI systems that run locally at production
quality: sizing hardware correctly, configuring Linux for inference workloads,
selectingmodels based on actual requirements rather than leaderboard scores,
optimizing quantization and runtime performance, architecting agents that
are capable but bounded, securing systems against threats unique to local AI
deployments, maintaining reliability when autonomous agents operatewithout
human supervision, and operating these systems over the long term with
proper observability, backup, and lifecycle management.

Every chapter connects abstract concepts to concrete implementation. You
will see complete code examples with exact filenames, directory structures,
dependency manifests, configuration files, systemd units, and commands
required to install, configure, run, test, benchmark, debug, deploy, upgrade,
and remove each component. The book builds a cohesive reference project
called LocalForge that evolves throughout the chapters, demonstrating how
earlier decisions affect later architecture and showing migrations when design
changes become necessary.

This book is not:

• A tutorial on running small models locally with one command. Those
guides exist and are valuable for getting started, but they do not prepare
you for production deployments.

• A vendor comparison or product review. Tools change rapidly; under-
standing architectural principles matters more than memorizing which
tool is fastest today.

• A theoretical treatise on AI safety or alignment. Those are critical topics,
but this book focuses on engineering controls and operational practices
within your control boundary.

• A recommendation that you never use cloud services. Hybrid architec-
tures are sometimes appropriate, and the book addresses when and how
to combine local and cloud capabilities responsibly.
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The Reference Project

Throughout this book, we will build LocalForge: a production-quality local-
first AI agent platform designed to demonstrate every architectural pattern,
security control, operational procedure, and optimization technique covered
in these chapters. LocalForge is not a framework or library you install; it is a
reference implementation you study, adapt, and learn from.

The final system incorporates:

• Hardware-aware runtime selection that chooses the optimal inference
backend based on available GPUs, CPUs, memory, and model require-
ments

• A unified local inference service exposing OpenAI-compatible APIs for
interoperability with existing tools

• Model management supporting multiple quantization levels, format con-
version, integrity verification, and versioned deployments

• A RAG pipeline with document ingestion, hybrid retrieval combining
BM25 lexical search and vector similarity, reranking, and citation tracking

• Agent architecture with structured tool calling, capability boundaries,
sandboxed execution, human approval gates, and durable state manage-
ment

• Security controls including authentication, namespace isolation, seccomp
filtering, filesystem permissions, audit logging, and kill switches

• Observability using OpenTelemetry for distributed tracing, local metrics
collection, structured logging, and privacy-preserving prompt/tool audit
trails

• Reliability engineering with systemd supervision, health checks, watch-
dogs, bounded retries, circuit breakers, checkpointing, and crash recov-
ery

• Backup and recovery procedures supporting both online and air-gapped
environments

Every component is designed to work without internet connectivity after
initial setup. The code is organized in a consistent repository structure with
clear separation of concerns, comprehensive tests, benchmark utilities, and
operational scripts. You can use LocalForge as a starting point for your
own deployments, study its architecture to understand patterns applicable to
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different stacks, or extract individual components for integration into existing
systems.

The journey ahead covers the complete stack from silicon to software, from
single requests to autonomous agents operating over extended periods, from
development environments to hardened production deployments. The goal is
not to make you dependent on one particular tool or model but to give you the
engineering judgment to design, build, and operate local-first AI systems that
meet your specific requirements while remaining under your direct control.

Let us begin with the foundation: understanding the hardware and operat-
ing system that will host our intelligence.



Chapter 1: Foundations — Hardware,
Linux, and the Local AI Stack
The capabilities of your local-first AI system are determined before you load
a single model weight. They are determined by the CPU architecture on
your motherboard, the memory bandwidth of your RAM modules, the VRAM
capacity of yourGPUs, the topology of PCIe lanes connecting them, the thermal
design power your cooling can sustain, and the operating system configuration
governing how all these resources are allocated to inference workloads.

Engineers new to local AI often focus exclusively on model selection: which
architecture, what parameter count, which quantization level. But choosing
a model without understanding your hardware constraints is like selecting an
engine without knowing your vehicle’s weight or fuel capacity. You end upwith
configurations that either waste expensive resources or fail silently under load.

This chapter establishes the hardware and operating-system foundation for
local AI. Wewill examine how each component of the stack directly determines
what models you can run, at what speed, with what reliability, and at what
cost. Then we will dive into Linux mechanisms that matter specifically for AI
workloads: virtual memory behavior under massive model loads, NUMA topol-
ogy effects on inference latency, cgroup resource controls for multi-tenant
local deployments, GPU driver stacks and container device passthrough, and
practicalmethodologies for sizing hardware tomatch your actual requirements
rather than hypothetical benchmarks.

The Local AI Hardware Stack

Local AIworkloads stress hardware inways that traditional serverworkloads do
not. Understanding these patterns is essential formaking informed purchasing
decisions and avoiding costly mistakes.
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CPU Architectures: x86‐64 and ARM

The CPU in your local AI system does more than manage processes. It handles
tokenization and detokenization, orchestrates data transfers between storage,
memory, and accelerators, runs inference when GPU offloading is partial
or unavailable, manages agent orchestration logic, and coordinates all the
supporting services that make a complete system work.

For x86-64 systems, modern server-class processors from Intel (Xeon
Scalable) and AMD (EPYC) offer high core counts, large caches, and memory
bandwidth sufficient for CPU-only inference on smaller models or hybrid
CPU/GPU offloading for larger ones. Key considerations include:

• Core count and threading: Inference runtimes like llama.cpp use multi-
threading to parallelize matrix operations across cores. Physical cores
matter more than hyperthreads; beyond one thread per physical core,
diminishing returns set in quickly due to shared execution resources [6]. A
16-core processorwill typically outperform a 32-thread dual-socket setup
with poor NUMA alignment for single-request latency.

• Instruction sets: AVX2 is now standard on modern CPUs and provides
significant speedups for inference compared to SSE-only processors.
AVX-512 offers further improvements but has limited availability outside
server-class parts and can cause thermal issues on some consumer chips.
Most inference runtimes auto-detect available instruction sets at build
time or runtime.

• Cache hierarchy: L3 cache size affects how quickly the CPU can access
model weights during inference when running in CPU mode. Larger
caches reduce trips to main memory, which matters because decode-
phase inference is heavily memory-bandwidth-bound [7].

ARM processors have become increasingly relevant for local AI, particularly
Apple Silicon chips and server-grade ARMCPUs from Ampere and AWS. Apple’s
M-series chips use a unified memory architecture where CPU and GPU share
the same physical RAM pool, eliminating PCIe transfer bottlenecks between
processor types. This makes them surprisingly effective for running moder-
ately sizedmodels when VRAM on discrete GPUs would be limiting. The trade-
off is typically lower raw inference throughput compared to high-end NVIDIA
GPUs but better price-to-performance for integrated workloads.
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For server-class ARM (Ampere Altra, AWS Graviton), the advantages are
efficiency and core density: you can get 128+ cores in a single socket with
excellent memory bandwidth at lower power draw than comparable x86 parts.
The main limitation is software ecosystem maturity; some inference runtimes
and GPU toolchains still optimize primarily for x86.

RAM and Memory Bandwidth

Random access memory is the unsung hero of local AI. When running models
on CPU or in hybrid CPU/GPU configurations, RAM capacity determines what
you can load and memory bandwidth determines how fast it runs.

The relationship between model size and RAM requirements follows a
straightforward formula for unquantized weights:

RAM_for_weights = parameters × bytes_per_weight

For a 7-billion-parameter model in FP16 precision: 7B × 2 bytes = 14 GB of
RAM just for weights, before accounting for KV cache, activations, operating
system overhead, or concurrent requests.

This is why quantization matters so much: reducing precision from FP16 to
INT4 cuts weight memory from 14 GB to roughly 3.5 GB for the same model,
making it feasible on consumer hardware.

Memory bandwidth is equally critical. During the decode phase of trans-
former inference, every token generation requires streaming all active weights
from memory through the compute units exactly once [8]. The arithmetic
intensity is so low that modern CPUs and GPUs spend most of their time
waiting for data rather than performing calculations. This is why inference
throughput on CPU correlates more closely with RAM bandwidth than with
clock speed or core count.

Typical bandwidth figures:

• DDR4-3200 quad-channel: ~100 GB/s
• DDR5-5600 quad-channel: ~200 GB/s
• NVIDIA A100 HBM2e: ~2 TB/s
• Apple M4 Max unified memory: ~500 GB/s

These numbers explain the massive performance gap between CPU-only
andGPU-accelerated inference. AmodernGPUcan feed its compute units data
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roughly twenty times faster than a typical desktop CPU memory subsystem,
which translates directly into tokens-per-second differences even when both
are running the same model at the same precision.

For LocalForge deployments, aim for:

• Minimum 32 GB RAM for systems running models up to 13B parameters
in Q4 quantization

• 64 GB or more for 30B+ parameter models or multi-model deployments
• DDR5 with quad-channel configuration when CPU inference is part of
your strategy

• Leave at least 8-16 GB free for operating system, agent processes, RAG
pipelines, and KV cache growth

NUMA Topology

Non-uniform memory access (NUMA) topology describes how memory is
physically distributed across CPU sockets in multi-socket systems. In a dual-
socket server, each CPU has its own local memory channels; accessing local
memory is faster than accessing memory attached to the other socket through
the interconnect.

For AI workloads, NUMA awareness matters because:

1. GPU placement: GPUs are typically attached to specific CPU sockets via
PCIe. If your inference process runs on a CPU whose memory is remote
from theGPU’s socket, data transfers incur additional latency and reduced
bandwidth [9].

2. Thread affinity: Multi-threaded inference benefits when all threads run
on cores in the same NUMA node with access to local memory where
model weights are loaded.

3. Memory allocation: The Linux kernel’s NUMA balancing feature can mi-
grate pages between nodes automatically, but thismigration has overhead
and may not align optimally with GPU data paths [10].

To inspect your system’s NUMA topology:
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1 # Show NUMA nodes and their CPUs
2 numactl --hardware
3
4 # Show memory distribution across nodes
5 numastat
6
7 # Check which NUMA node each GPU is attached to
8 nvidia-smi topo -m

For LocalForge on multi-socket systems, we will configure the inference
runtime to bind threads and allocate memory on the same NUMA node as the
primary GPU using numactl or systemd CPUAffinity directives. A misaligned
NUMA configuration can degrade performance by 20-40% on largemodels [11].

PCIe Lanes and Interconnects

PCI Express (PCIe) is the backbone connecting your CPU to GPUs, NVMe
storage, network cards, and other accelerators. Lane count and generation
determine available bandwidth:

PCIe 3.0 ~16 GB/s per direction

PCIe 4.0 ~32 GB/s per direction

PCIe 5.0 ~64 GB/s per direction

PCIe Version x16 Bandwidth (bidirectional)

For single-GPU inference where the model fits entirely in VRAM, PCIe
bandwidth is rarely a bottleneck because most computation happens within
the GPU [12]. However, PCIe becomes critical in these scenarios:

• Partial GPU offloading: When some model layers run on CPU and others
on GPU (common when VRAM is limited), weights must transfer across
PCIe between layers during each forward pass. Insufficient bandwidth
creates a bottleneck that can negate the speedup from GPU acceleration.

• Multi-GPU tensor parallelism: Splitting a large model across multiple
GPUs requires constant communication between them during inference.
Without NVLink or similar high-bandwidth interconnects, PCIe becomes
the limiting factor for scaling efficiency [13].
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• Model loading: Loading multi-gigabyte models from NVMe storage
through PCIe affects cold-start latency. A PCIe 4.0 x4 NVMe drive
reading a 20 GB model file takes roughly 60 seconds versus 30 seconds
on PCIe 5.0 x4.

For LocalForge hardware planning:

• Single GPU: PCIe 4.0 x16 is sufficient; generation matters less than having
full lane width

• Dual GPUon consumer boards: Be aware thatmanymotherboards run the
second slot at x8 electrical even when physically x16, halving bandwidth
[14]

• Multi-GPU workstations/servers: Prioritize CPU and motherboard com-
binations offering sufficient direct lanes; chipset-routed lanes add latency
and reduce available bandwidth

GPUs and Accelerators

Graphics processing units remain the dominant accelerators for local AI infer-
ence due to their massive parallelism, specialized tensor computation hard-
ware, and mature software ecosystems. Understanding GPU characteristics is
essential for matching models to hardware.

VRAM Capacity: The Hard Constraint

Video RAM is the single most important specification for GPU-based inference
because it imposes a hard limit on what you can run. If a model’s weights plus
KV cache exceed available VRAM, inference either fails entirely or falls back to
CPU offloading with dramatic performance degradation.

The VRAM requirement for a model depends on three factors:

1. Weight memory: parameters × bytes_per_weight (affected by quantiza-
tion)

2. KV cache: grows linearly with context length and batch size
3. Activations and overhead: framework runtime, temporary buffers, driver

overhead
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A practical rule of thumb for decoder-only transformers in Q4_K_M quan-
tization:

• 7B model: ~5 GB VRAM minimum (comfortable at 8 GB)
• 13B model: ~9 GB VRAM minimum (comfortable at 12 GB)
• 30B model: ~20 GB VRAM minimum (comfortable at 24 GB)
• 70B model: ~42 GB VRAM minimum (requires dual 24 GB GPUs or work-
station card)

These numbers assume moderate context lengths (4K-8K tokens). Long-
context workloads (32K+) can double KV cache requirements. The exact
formula for KV cache memory is:

KV_cache_bytes = batch_size × seq_len × 2 × num_layers × num_kv_-
heads × head_dim × bytes_per_element

For Llama 3.1-70B with grouped query attention (80 layers, 8 KV heads, 128
head_dim) at 128K tokens in FP16: approximately 42.9 GB of VRAM for KV
cache alone, on top of model weights [15]. This is why long-context inference
on consumer hardware often requires aggressive quantization or offloading
strategies.

Compute Capability and Tensor Acceleration

Not all GPUs are equal even with identical VRAM. NVIDIA’s compute capability
version indicates architectural features available:

• Tensor Cores: Introduced in Volta (compute 7.0) and improved in sub-
sequent architectures, tensor cores accelerate mixed-precision matrix
multiplication critical for transformer inference. Ampere (8.x), Hopper
(9.x), and Blackwell (10.x) add support for FP8 and lower precisions that
further improve throughput [16].

• Memory type: GDDR6X offers better bandwidth than GDDR6;
HBM2e/HBM3 on datacenter GPUs provides dramatically higher
bandwidth at the cost of capacity and price.

• Architecture efficiency: Newer architectures deliver more operations
per watt and better memory compression, translating to faster inference
even when raw TFLOP counts are similar.

For local-first deployments in 2026:
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• Consumer tier: RTX 4090 (24 GB VRAM, PCIe 4.0) remains the best-value
high-end card; RTX 5090 (32 GB) offers more capacity at premium pricing
[17]

• Workstation tier: RTX PRO 6000 Blackwell (96 GB GDDR7 ECC) enables
running 70B+ models entirely in VRAM [18]

• Previous generation value: Used RTX 3090/3090 Ti (24 GB) cards offer
excellent price-to-performance for budget-conscious deployments

AMD GPUs via ROCm provide viable alternatives, particularly the RX 7900
XTX (24 GB). ROCm 7.x is production-ready for inference on RDNA3 and newer
architectures [19], though software ecosystemmaturity still lags CUDA in some
areas. The trade-off is typically lower cost for equivalent VRAMwith acceptable
performance for most local-first use cases.

Integrated Versus Discrete GPUs

Integrated graphics processors share system RAM rather than having dedi-
cated VRAM. For AI inference, this creates both opportunities and limitations:

Apple Silicon’s unified memory architecture effectively treats all RAM as
potentially available for GPU acceleration. An M4 Max with 128 GB unified
memory can theoretically run models that would require multiple discrete
GPUs on x86 systems [20]. The practical throughput is lower than high-end
NVIDIA cards, but the integrated nature eliminates PCIe transfer bottlenecks
and simplifies deployment.

For x86 systems with integrated graphics (Intel Arc, AMD Radeon inte-
grated), VRAM is limited by total system RAM minus what the OS and appli-
cations need. These are suitable only for very small models or as secondary
accelerators in hybrid configurations.

Multi‐GPU Considerations

Running inference across multiple GPUs enables handling larger models and
higher concurrency but adds complexity:

• Tensor parallelism: Splits model layers across GPUs; each forward pass
requires communication between all GPUs. Best for single large models
with low latency requirements. Requires high-bandwidth interconnects
(NVLink preferred over PCIe).
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• Pipeline parallelism: Different stages of themodel run on different GPUs;
tokens flow through the pipeline. Reduces per-GPU memory but can
create load-balancing challenges.

• Model replication: Samemodel loaded on eachGPU; requests distributed
across instances. Best for high-throughput serving of models that fit in
individual GPUs.

For LocalForge, we will support multi-GPU configurations but recommend
starting with a single adequately sized GPU unless your workload specifically
requires tensor parallelism for models exceeding available VRAM on one card.
Multi-GPU setups introduce additional failure modes, configuration complex-
ity, and interconnect bottlenecks that are not justified for many local-first
deployments.

Power and Thermal Constraints

Local AI inference is energy-intensive. A single RTX 4090 under full load draws
approximately 450W; a dual-GPU workstation can exceed 1000W total system
power. These numbers matter for:

• Electrical capacity: Home circuits rated at 15A/120V provide ~1800W
total; a high-end AI workstation plus peripherals may approach this limit,
especially in regions without 240V outlets.

• Cooling: Sustained inference loads generate significant heat. Inadequate
cooling triggers thermal throttling that reduces performance by 20-40%
or causes system instability [21].

• Operating cost: Running a 500W system continuously costs roughly $40-
80 per month depending on electricity rates; factor this into total cost of
ownership comparisons with cloud services.

For LocalForge deployments, monitor power and temperature using lm-
sensors and GPU-specific tools:
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1 # Install sensors
2 sudo apt install lm-sensors
3 sudo sensors-detect # follow prompts
4
5 # Check temperatures
6 sensors
7
8 # Monitor GPU power and temperature
9 watch -n 1 nvidia-smi

Hardware Discovery and Monitoring on Linux

Before configuring any AI workload, you must understand exactly what hard-
ware your system has and how it is organized. Linux provides rich interfaces
for hardware discovery and real-time monitoring.

CPU and NUMA Information

1 # Detailed CPU information including instruction sets
2 lscpu
3
4 # Check for specific instruction set support
5 grep -o 'avx2\|avx512' /proc/cpuinfo | sort -u
6
7 # NUMA topology
8 numactl --hardware
9
10 # Per-NUMA-node memory usage
11 numastat

The lscpu output shows socket count, core count per socket, thread count,
cache sizes, and available instruction sets. Pay particular attention to the
NUMA node assignment for each CPU; this determines optimal process place-
ment.

GPU Discovery

For NVIDIA GPUs:
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1 # Basic GPU information
2 nvidia-smi
3
4 # Detailed topology showing PCIe connections between GPUs and CPUs
5 nvidia-smi topo -m
6
7 # Persistent query mode (useful for monitoring)
8 watch -n 2 nvidia-smi

--query-gpu=name,temperature.gpu,memory.used,memory.total,power.draw
--format=csv

↪→

↪→

For AMD GPUs with ROCm:

1 rocm-smi

The topology map is particularly valuable for multi-GPU systems; it shows
which GPU connects to which CPU socket and whether NVLink bridges are
active. This directly informs NUMA-aware process placement decisions.

Memory and Storage

1 # Total memory and current usage
2 free -h
3
4 # Detailed memory information including type and speed
5 sudo dmidecode -t memory | grep -E 'Size:|Speed:|Type:'
6
7 # NVMe drive information including PCIe lane usage
8 nvme list
9 lspci -vvv | grep -A 20 NVMe
10
11 # Real-time I/O monitoring
12 iostat -x 1

Check that your NVMe drives are running at expected PCIe speeds; a drive
showing x4 instead of x4 may indicate it is connected through a slower chipset
lane rather than directly to the CPU.

Continuous Monitoring

For production LocalForge deployments, install persistent monitoring tools:
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1 # GPU-specific monitoring with historical data
2 sudo apt install nvtop
3
4 # System-wide resource monitoring in terminal
5 sudo apt install htop btop
6
7 # For scripted monitoring and alerting, use Prometheus node_exporter
8 # Combined with nvidia_dgpu_exporter for GPU metrics

nvtop provides a top-like interface specifically for GPU resources, show-
ing per-process VRAM usage, compute utilization, memory bandwidth, and
temperature. This is invaluable for debugging memory leaks or unexpected
resource consumption in running inference services.

Linux as the AI Operating Foundation

Linux dominates local AI deployments not because it is easier to use than
alternatives but because it provides direct access to hardware resources, fine-
grained control over process behavior, mature containerization support, and
comprehensive observability tools. Understanding specific Linux mechanisms
that affect AI workloads is essential for production-quality deployments.

Virtual Memory, mmap, and Page Cache

When loading a multi-gigabyte model file, how does the operating system
handle it? Modern inference runtimes typically use memory-mapped files
(mmap) rather than traditional read() calls. Withmmap, the kernel maps the file
directly into the process’s virtual address space; pages are loaded into physical
RAM only when accessed.

This has important implications:

1. Model loading appears instant because mmap returns quickly; actual
data transfer happens lazily as inference begins accessing weights. This
can create confusion during benchmarking if cold-startmeasurements do
not account for page fault overhead.

2. Page cache reuse: Once loaded into RAM, model pages remain in the ker-
nel’s page cache even after the process exits (unless evicted for memory
pressure). Subsequent loads of the same model are dramatically faster
because data is already in physical memory [22].
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3. Memory pressure interactions: When systemRAM is under pressure, the
kernel may evict cached model pages to make room for other processes.
This causes inference latency spikes as pages must be reloaded from disk.
For production systems running large models alongside other services,
configure memory limits and priorities carefully.

llama.cpp offers a —no-mmap flag that forces loading weights entirely into
process memory rather than using mmap. Use this when you need predictable
memory accounting or when running in environments where page cache
behavior is undesirable (such as some containerized deployments).

Huge Pages

Translation lookaside buffers (TLBs) cache virtual-to-physical address trans-
lations. For processes with large memory footprints like loaded AI models,
TLB misses become frequent because the default 4 KB page size requires many
entries to cover gigabytes of memory. Each miss incurs a page table walk
through multiple levels of indirection, adding microseconds of latency per
access.

Huge pages (typically 2 MB or 1 GB on x86-64) reduce TLB pressure by cov-
ering more virtual address space per entry. For memory-intensive workloads
like LLM inference, enabling huge pages can provide measurable performance
improvements [23].

To configure huge pages:

1 # Check current huge page configuration
2 grep Huge /proc/meminfo
3
4 # Temporarily allocate 1024 x 2MB huge pages (requires root)
5 echo 1024 | sudo tee /proc/sys/vm/nr_hugepages
6
7 # Persist across reboots by adding to sysctl.conf
8 echo 'vm.nr_hugepages=1024' | sudo tee -a /etc/sysctl.d/99-hugepages.conf
9
10 # Mount huge pages filesystem if not already mounted
11 sudo mkdir -p /dev/hugepages
12 sudo mount -t hugetlbfs nodev /dev/hugepages

For LocalForge, we will configure huge pages when running CPU-heavy
inference or hybrid offloading scenarios. GPU-only workloads benefit less be-
causeGPUmemorymanagement operates independently of host TLB behavior.
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Swap Behavior Under Model Loads

Swap space extends available memory by using disk storage as overflow when
RAM is exhausted. For AI workloads, swap is generally undesirable because:

1. Extreme latency penalty: Accessing data from swap on even fast NVMe
storage is orders ofmagnitude slower than RAM access, causing inference
to stall.

2. Thrashing risk: Large models combined with other memory-heavy pro-
cesses can trigger excessive swapping that degrades overall system re-
sponsiveness.

However, completely disabling swap risks out-of-memory kills when unex-
pected loads occur. A balanced approach for LocalForge:

1 # Check current swappiness (0 = avoid swap, 100 = swap aggressively)
2 cat /proc/sys/vm/swappiness
3
4 # Set low swappiness to prefer keeping model data in RAM
5 echo 'vm.swappiness=10' | sudo tee /etc/sysctl.d/99-swappiness.conf
6
7 # Ensure adequate swap exists as emergency overflow (4-8 GB typically

sufficient)↪→

8 # Create swap file if needed:
9 sudo fallocate -l 8G /swapfile
10 sudo chmod 600 /swapfile
11 sudo mkswap /swapfile
12 sudo swapon /swapfile
13 echo '/swapfile none swap sw 0 0' | sudo tee -a /etc/fstab

The low swappiness value tells the kernel to keep actively used pages (like
model weights) in RAM while using swap only under genuine pressure. This
prevents accidental degradation of inference performance while maintaining a
safety net against OOM conditions.

Processes, Threads, and Scheduling

Linux process scheduling directly affects inference latency and throughput.
Key concepts:
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• Scheduling policies: The default CFS (Completely Fair Scheduler) shares
CPU time proportionally among processes. Real-time policies (SCHED_-
FIFO, SCHED_RR) can prioritize critical inference threads but require
careful configuration to avoid starving other system processes.

• Thread affinity: Binding threads to specific CPUs using taskset or nu-
mactl reduces cache misses and NUMA-crossing penalties. For multi-
threaded inference, pinning all threads to cores in the same NUMA node
improves performance [24].

• CPU governors: The cpufreq governor controls CPU frequency scaling.
The default “ondemand” or “schedutil” governor may downclock CPUs
between inference bursts, adding latency when new requests arrive. For
production inference services, set the governor to “performance”:

1 # List available governors
2 cat /sys/devices/system/cpu/cpu0/cpufreq/scaling_governor
3
4 # Set performance mode (requires root or appropriate permissions)
5 echo performance | sudo tee

/sys/devices/system/cpu/cpu*/cpufreq/scaling_governor↪→

For LocalForge, we will configure systemd service units with CPU affinity
and scheduling hints to ensure inference processes receive consistent priority
without interfering with system management tasks.

cgroups v2: Resource Isolation for Multi‐Tenant Local AI

Control groups (cgroups) limit, account for, and isolate resource usage of pro-
cess groups. cgroups v2 uses a unified hierarchy that simplifies configuration
compared to the scattered controllers in v1 [25].

For local-first AI systems serving multiple users or running multiple ser-
vices on onemachine, cgroups prevent any single workload frommonopolizing
resources:
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1 # Create a cgroup for inference workloads
2 sudo mkdir -p /sys/fs/cgroup/localforge-inference
3
4 # Limit CPU usage to 80% of available cores
5 echo '0 800000' | sudo tee /sys/fs/cgroup/localforge-inference/cpu.max
6
7 # Limit memory to 48 GB
8 echo '48G' | sudo tee /sys/fs/cgroup/localforge-inference/memory.max
9
10 # Add a process to the cgroup (replace PID with actual process ID)
11 echo $PID | sudo tee /sys/fs/cgroup/localforge-inference/cgroup.procs

Systemd integrates natively with cgroups; each service unit automatically
gets its own cgroup. Configure resource limits directly in service files:

1 [Service]
2 CPUQuota=80%
3 MemoryMax=48G
4 MemorySwapMax=4G

This approach is cleaner than manual cgroup management and survives
reboots because systemd recreates the hierarchy automatically. For Local-
Forge, we will use systemd-integrated cgroup limits for all services to ensure
predictable behavior under load.

Namespaces: Isolation Without Virtualization

Linux namespaces provide process isolation by giving each namespace its own
view of system resources: process IDs, network interfaces, mount points,
hostnames, and user IDs. Containers are built on namespaces combined with
cgroups.

For local AI deployments, namespaces are valuable for:

1. Sandboxing tool execution: Agents that run shell commands or execute
code should do so in isolated namespaces to prevent accidental or mali-
cious damage to the host system.

2. Network segmentation: Separate network namespaces allow inference
services to listen on localhost while agent tools access only specific
network resources through controlled interfaces.
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3. Filesystem isolation: Mount namespaces restrict which parts of the
filesystem a process can see, implementing principle of least privilege at
the kernel level.

We will use namespaces extensively in later chapters when building sand-
boxed tool execution environments for autonomous agents. The key insight
is that namespace isolation is enforced by the kernel rather than by applica-
tion logic; a compromised process cannot escape its namespace boundaries
without kernel-level vulnerabilities.

systemd: Service Management and Supervision

systemd is the init system and service manager on most modern Linux distri-
butions. For production LocalForge deployments, running inference services
as systemd units provides:

• Automatic startup: Services start on boot without manual intervention
• Process supervision: systemd restarts crashed services automatically
• Structured logging: Journal integration for centralized log access
• Dependency management: Services start in correct order (network be-
fore API server, etc.)

• Watchdog support: Detect and restart hung processes that stop respond-
ing [26]

A basic systemd unit for an inference service:

1 [Unit]
2 Description=LocalForge Inference Service
3 After=network.target
4 Wants=nvidia-driver.service
5
6 [Service]
7 Type=simple
8 User=localforge
9 Group=localforge
10 WorkingDirectory=/opt/localforge
11 ExecStart=/opt/localforge/bin/inference-server
12 Restart=on-failure
13 RestartSec=5
14 WatchdogSec=30
15 TimeoutStopSec=60
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16
17 # Resource limits via cgroups
18 CPUQuota=80%
19 MemoryMax=48G
20
21 # Security hardening
22 NoNewPrivileges=true
23 ProtectSystem=strict
24 ProtectHome=read-only
25 PrivateTmp=true
26
27 [Install]
28 WantedBy=multi-user.target

The WatchdogSec directive requires the service to send periodic keepalive
signals; if systemddoes not receive themwithin the timeout, it kills and restarts
the process. This catches hung inference servers that would otherwise appear
running but fail to respond to requests [27].

Logging and Observability Infrastructure

Linux provides multiple logging mechanisms relevant to AI workloads:

• journald: Systemd’s journaling daemon collects logs fromkernel, services,
and applications. Query with journalctl. Supports structured fields,
persistent storage, and remote forwarding.

• rsyslog/syslog-ng: Traditional syslog daemons for compatibility with
legacy tools and centralized logging servers.

• Application-level logging: Python’s logging module or equivalents in
other languages; configure to output structured JSON for easier parsing
and analysis.

For LocalForge, we will use journald for system-level logs combined with
structured JSON application logging that can be queried via journalctl or ex-
ported toOpenTelemetry collectors for distributed tracing. This dual approach
provides both immediate troubleshooting capability (journalctl -u localforge-
inference) and long-term observability without requiring cloud dependencies.
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GPU Drivers and Accelerator Ecosystems

The software stack connecting your inference code to GPU hardware is com-
plex and vendor-specific. Understanding this stack is essential for trou-
bleshooting performance issues, compatibility problems, and containerization
challenges.

NVIDIA CUDA Stack

CUDA (Compute Unified Device Architecture) is NVIDIA’s parallel computing
platform and programming model. For local AI users, the relevant components
are:

1. NVIDIA kernel driver: Loads into the Linux kernel, manages GPU hard-
ware resources. Version must be compatible with user-space libraries.

2. CUDA Toolkit: Compilers, libraries, and tools for developing CUDA appli-
cations. Inference runtimes bundle their own CUDA dependencies; you
typically need only the driver installed on the host system.

3. cuDNN:Deep neural network library optimized for NVIDIA GPUs; used by
many inference frameworks including PyTorch and TensorFlow.

4. NCCL: Multi-GPU communication library for distributed training and
inference.

Driver installation on Ubuntu/Debian:

1 # Add Graphics Drivers PPA for newer drivers
2 sudo add-apt-repository ppa:graphics-drivers/ppa
3 sudo apt update
4
5 # Install recommended driver (check with ubuntu-drivers devices)
6 sudo apt install nvidia-driver-570 # or current recommended version
7
8 # Reboot
9 sudo reboot
10
11 # Verify installation
12 nvidia-smi

The driver version determineswhichCUDA runtime versions are supported.
Newer drivers maintain backward compatibility with older CUDA toolkits, but
not vice versa. Check NVIDIA’s compatibility matrix when selecting driver
versions for production deployments.
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ROCm for AMD GPUs

ROCm (RadeonOpen Compute) is AMD’s open software stack for GPU comput-
ing, analogous to CUDA but supporting both AMD and some NVIDIA hardware.
ROCm has matured significantly in recent years:

• ROCm 7.x is production-ready for inference on RDNA3 (RX 7000 series)
and newer consumer GPUs, plus Instinct datacenter cards [28].

• HIP runtime: AMD’s CUDA-compatible programmingmodel; many CUDA
applications compile with minimal changes using HIP translation tools.

• rocBLAS/rocFFT: Optimized math libraries analogous to cuBLAS/cuFFT.

ROCm installation varies by distribution. On Ubuntu 24.04:

1 # Add ROCm repository
2 wget -qO - https://repo.radeon.com/rocm/rocm.gpg.key | sudo gpg --dearmor -o

/usr/share/keyrings/rocm.gpg↪→

3 echo 'deb [arch=amd64,arm64 signed-by=/usr/share/keyrings/rocm.gpg]
https://repo.radeon.com/rocm/apt/jammy jammy main' | sudo tee
/etc/apt/sources.list.d/rocm.list

↪→

↪→

4
5 sudo apt update
6 sudo apt install rocm-dev
7
8 # Add user to video group for GPU access
9 sudo usermod -aG video $USER

ROCm support in inference runtimes is improving but still lags CUDA
in some areas. llama.cpp and vLLM both support ROCm backends; check
specific runtime documentation for compatibility with your GPU model. For
LocalForge, we will provide configuration options supporting both NVIDIA and
AMD GPUs so the same codebase works across different hardware choices.

Vulkan and OpenCL Backends

Vulkan and OpenCL are cross-vendor graphics and compute APIs that provide
GPU access without vendor-specific stacks like CUDA or ROCm. llama.cpp
supports Vulkan as a backend, enabling GPU acceleration on:

• NVIDIA GPUs without proprietary drivers (using Mesa’s open-source
implementation)
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• AMD GPUs on systems where ROCm is difficult to install
• Intel integrated and discrete graphics
• Some mobile and embedded GPUs

Vulkan performance typically trails optimized CUDA or ROCm implemen-
tations by 10-30% for transformer inference but provides broader hardware
compatibility and simpler deployment [29]. For LocalForge, Vulkan serves as a
fallback option when primary GPU backends are unavailable.

Containerization with Device Passthrough

Running inference services in containers isolates dependencies and simplifies
deployment but requires special configuration to expose host GPUs to con-
tainerized processes.

For NVIDIA GPUs, the NVIDIA Container Toolkit integrates with Docker,
containerd, Podman, and CRI-O to automatically configure GPU device access:

1 # Install NVIDIA Container Toolkit (Ubuntu/Debian)
2 curl -fsSL https://nvidia.github.io/libnvidia-container/gpgkey | sudo gpg

--dearmor -o /usr/share/keyrings/nvidia-container-toolkit-keyring.gpg↪→

3 curl -s -L https://nvidia.github.io/libnvidia-container/stable/deb/nvidia-con ⌋
tainer-toolkit.list | sed 's#deb https://#deb
[signed-by=/usr/share/keyrings/nvidia-container-toolkit-keyring.gpg]
https://#g' | sudo tee
/etc/apt/sources.list.d/nvidia-container-toolkit.list

↪→

↪→

↪→

↪→

4
5 sudo apt update
6 sudo apt install nvidia-container-toolkit
7
8 # Configure Docker runtime
9 sudo nvidia-ctk runtime configure --runtime=docker
10 sudo systemctl restart docker
11
12 # Test GPU access in container
13 docker run --rm --gpus all nvidia/cuda:12.4.1-base-ubuntu22.04 nvidia-smi

The toolkit injects necessary device nodes, libraries, and environment
variables into containers at runtime without requiring custom Dockerfiles for
each GPU-enabled image [30]. For LocalForge containerized deployments, we
will use the NVIDIA Container Toolkit when GPUs are available and fall back to
CPU-only containers on systems without GPU passthrough support.
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For AMD ROCm in containers, device access typically requires mounting
/dev/kfd and /dev/dri explicitly:

1 docker run --device /dev/kfd --device /dev/dri \
2 -v /opt/rocm:/opt/rocm \
3 rocm/pytorch:latest nvidia-smi # or rocm-smi equivalent

ROCm container support is less mature than NVIDIA’s toolkit but functional
for inference workloads.

Practical Hardware Sizing Methodology

Selecting hardware for local AI requires matching model requirements, work-
load characteristics, and budget constraints through systematic analysis rather
than relying on anecdotal benchmarks or marketing specifications. This
methodology provides a framework for making defensible purchasing deci-
sions.

Step 1: Define Your Workload Requirements

Before evaluating hardware, specify what you need the system to do:

• Target models: Which model families and parameter counts must the
system handle? (e.g., “7B-13B primary, occasional 30B for complex tasks”)

• Context lengths: What maximum context window is required? (e.g., “8K
typical, 32K for document analysis”)

• Concurrency: How many simultaneous requests or agents must the
system handle? (e.g., “1-2 interactive users, up to 5 concurrent agent
tasks”)

• Latency targets: What response times are acceptable? (e.g., “under 2
seconds time-to-first-token for interactive chat”)

• Throughput requirements: How many tokens per second must the
system sustain under load?

• Availability requirements: Must the system run continuously, or is
occasional downtime acceptable?

These requirements determinewhether you need a single GPUworkstation,
multi-GPU server, or CPU-only deployment.
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Step 2: Calculate Memory Requirements

For each target model and configuration, calculate VRAM/RAM needs:

1 def calculate_memory_requirements(parameters_billions, precision_bits,
2 context_length, batch_size=1,
3 layers=32, kv_heads=32, head_dim=128):
4 """Calculate approximate memory requirements for a transformer model."""
5
6 # Weight memory (in GB)
7 weight_bytes = parameters_billions * 1e9 * (precision_bits / 8)
8 weight_gb = weight_bytes / (1024**3)
9
10 # KV cache memory (in GB) - simplified formula for MHA
11 kv_bytes = batch_size * context_length * 2 * layers * kv_heads * head_dim *

(precision_bits / 8)↪→

12 kv_gb = kv_bytes / (1024**3)
13
14 # Overhead estimate (activations, framework, driver): 10-20% of weight

memory↪→

15 overhead_gb = weight_gb * 0.15
16
17 total_gb = weight_gb + kv_gb + overhead_gb
18
19 return {
20 'weights_gb': round(weight_gb, 1),
21 'kv_cache_gb': round(kv_gb, 1),
22 'overhead_gb': round(overhead_gb, 1),
23 'total_gb': round(total_gb, 1)
24 }
25
26 # Example: Llama 3.1-8B in Q4_K_M (~4 bits effective) at 8K context
27 print(calculate_memory_requirements(8, 4, 8192, layers=32, kv_heads=8,

head_dim=128))↪→

28 # Output: {'weights_gb': 4.0, 'kv_cache_gb': 0.5, 'overhead_gb': 0.6,
'total_gb': 5.1}↪→

29
30 # Example: Llama 3.1-70B in Q4 at 32K context
31 print(calculate_memory_requirements(70, 4, 32768, layers=80, kv_heads=8,

head_dim=128))↪→

32 # Output: {'weights_gb': 35.0, 'kv_cache_gb': 10.0, 'overhead_gb': 5.3,
'total_gb': 50.3}↪→

These calculations determine minimum hardware requirements. Add mar-
gin for concurrent requests and system overhead.



Chapter 1: Foundations — Hardware, Linux, and the Local AI Stack 31

Step 3: Evaluate Bandwidth and Throughput

Memory bandwidth determines achievable inference speed during the decode
phase. Estimate tokens per second:

1 def estimate_decode_throughput(parameters_billions, precision_bits,
memory_bandwidth_gbs):↪→

2 """Estimate decode-phase tokens per second based on memory bandwidth."""
3 # Each token generation streams all weights once (approximately)
4 bytes_per_token = parameters_billions * 1e9 * (precision_bits / 8)
5 bandwidth_bytes = memory_bandwidth_gbs * 1e9
6
7 # Theoretical maximum (real-world is typically 50-70% of this due to

overhead)↪→

8 theoretical_tps = bandwidth_bytes / bytes_per_token
9 practical_tps = theoretical_tps * 0.6
10
11 return round(practical_tps, 1)
12
13 # RTX 4090 (~1 TB/s effective for inference) running Llama-8B Q4
14 print(estimate_decode_throughput(8, 4, 1000))
15 # Output: ~75 tokens/sec practical estimate
16
17 # CPU with DDR5 quad-channel (~200 GB/s) running Llama-8B Q4
18 print(estimate_decode_throughput(8, 4, 200))
19 # Output: ~15 tokens/sec practical estimate

These estimates help evaluate whether a hardware choice meets latency
requirements. Interactive chat typically needs 15+ tokens/sec for acceptable
responsiveness; batch processing can tolerate lower throughput.

Step 4: Match Hardware to Requirements

Based on calculations, select hardware tiers:
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Laptop
development

7B Q4 16 GB RAM,
integrated
GPU or Apple
Silicon
M-series

CPU inference
acceptable for
development

Single-user
workstation

7B-13B Q4 32 GB RAM,
RTX 4060 Ti
16GB or
equivalent

Balanced
cost/perfor-
mance

Power user /
small team

13B-30B Q4 64 GB RAM,
RTX 4090
24GB

Long-context
capable

Dedicated
local server

30B-70B Q4 128 GB RAM,
dual RTX
4090 or
workstation
GPU

Multi-user
serving

Enterprise
local AI

70B+ mixed
precision

256+ GB RAM,
multi-GPU
with NVLink

High
availability,
redundancy

Use Case Model Size Recommended
Minimum

Notes

These recommendations assume Linux as the operating system. Windows
adds overhead and reduces available memory for inference workloads due to
graphics desktop composition and other system processes.

Step 5: Validate With Benchmarks

Before committing to a purchase, validate estimates with benchmarks from
independent sources using similar hardware and workloads. Be skeptical
of vendor-provided benchmarks that may use optimized configurations not
achievable in typical deployments. Key metrics to compare:

• Time-to-first-token (TTFT) for your target context lengths
• Sustained tokens-per-second during decode phase
• VRAM/RAM usage under realistic load
• Power draw and thermal behavior under sustained operation
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The benchmarking methodology chapter will cover how to construct re-
producible benchmarks for your specific hardware once acquired.

Chapter Summary

This chapter established the hardware and Linux foundation for local-first
AI systems. We examined how CPU architecture, memory bandwidth, GPU
VRAM, NUMA topology, PCIe interconnects, and thermal constraints deter-
mine what models you can run and at what performance levels. We explored
Linux mechanisms — virtual memory, huge pages, cgroups, namespaces, sys-
temd — that directly affect inference reliability, security, and efficiency. And
we provided a methodology for sizing hardware based on actual workload
requirements rather than hypothetical benchmarks.

Understanding this foundation prevents common mistakes: buying GPUs
with insufficient VRAM for target models, neglecting NUMA alignment in
multi-socket systems, underestimating power and cooling requirements, or
configuring Linux in ways that degrade inference performance under load.

The next chapter explains transformer inference from first principles so you
can reason about how model architecture interacts with hardware resources
to produce observable performance characteristics. With that understanding,
wewill be equipped to selectmodels intelligently, optimize quantization strate-
gies, and tune runtimes for specific workloads rather than relying on generic
configurations or opaque black-box tools.



Chapter 2: Transformer Inference from
First Principles
To engineer local-first AI systems effectively, you must understand how trans-
former inference works internally. Not at the level of training mathematics or
attentionmechanism derivations, but at the level necessary to predict memory
consumption, identify performance bottlenecks, reason about latency trade-
offs, and configure runtimes intelligently.

This chapter explains transformer inference step by step: how text becomes
numbers through tokenization, how those numbers flow through model layers
during the two distinct phases of inference, how key-value caches accelerate
autoregressive generation while consuming memory linearly with context
length, how different decoding strategies affect output quality and speed, and
how all of these mechanics map directly to hardware resource requirements.

By the end of this chapter, you will be able to look at a model specifi-
cation — parameter count, layer count, attention heads, context window —
and predict approximately how much VRAM it requires, whether inference
on your hardware will be compute-bound or memory-bandwidth-bound, and
which optimization techniques will provide the most benefit for your specific
workload.

Tokenization and Embeddings

Large language models do not process text as humans read it: character by
character, word by word, with understanding of syntax and semantics built
fromyears of experience. They process discrete numerical tokens derived from
a vocabulary learned during training. The tokenization step converts raw text
into sequences of integers that the model can operate on mathematically.

How Tokenizers Work

Modern LLMs use subword tokenization algorithms, primarily Byte Pair Encod-
ing (BPE) or variants like SentencePiece. These algorithms learn a vocabulary of



Chapter 2: Transformer Inference from First Principles 35

common character sequences from training data, balancing between individual
characters and whole words:

• Common words like “the”, “is”, and “running” become single tokens
• Rare words may split into multiple tokens: “uncharacteristically” might
tokenize as [“un”, “character”, “istic”, “ally”]

• Unknown words decompose to character-level tokens, ensuring the tok-
enizer never fails on unseen input

The vocabulary size varies by model. Llama 3 uses approximately 128K
tokens; GPT-4 uses roughly 100K. Larger vocabularies reduce token count for
a given text but increase embedding table size and memory requirements.

Tokenization is not uniform across models. The same sentence may pro-
duce different token counts depending on which tokenizer is used:

1 # Example: different tokenizers, same text
2 text = "The quick brown fox jumps over the lazy dog."
3
4 # Llama 3 tokenizer: ~14 tokens
5 # GPT-4 tokenizer: ~12 tokens
6 # A character-focused tokenizer: potentially 50+ tokens

This matters for local-first deployments because:

1. Cost and latency are per-token: More tokens means more computation,
more memory usage, longer processing time

2. Context limits are in tokens, not characters or words: A model with
an 8K context window accepts fewer characters if its tokenizer produces
more tokens per character

3. Tokenizer compatibility: You must use the same tokenizer family as the
model was trained with; mixing tokenizers produces garbage output

For LocalForge, we will use tokenizer implementations bundled with each
model’s GGUF file or Hugging Face repository to ensure compatibility. The
sentencepiece library handles most BPE/SentencePiece tokenizers; llama.cpp
includes its own optimized tokenizer implementation.
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Embedding Lookups: The First Memory Bottleneck

Once text is tokenized into integers, themodel performs an embedding lookup:
each token ID indexes into a large matrix (the embedding table) to retrieve a
dense vector representation. For a model with hidden dimension d_model and
vocabulary size V:

Embedding_table_size = V × d_model parameters

For Llama 3-8B with ~128K vocabulary and 4096 hidden dimension: 128,000
× 4096 = 524 million parameters ≈ 1 GB in FP16

The embedding table is accessed sequentially during the prefill phase (one
lookup per input token) but only once during decode (for the newly generated
token). While not the dominant memory consumer compared to transformer
weights, embedding lookups contribute to overall memory pressure and can
become a bottleneck for models with very large vocabularies.

More importantly, embeddings are where semantic meaning enters the
model. Each token’s vector encodes information about its typical usage pat-
terns learned during training: “king” and “queen” have similar vectors because
they appear in similar contexts; “run” and “running” are close because they
sharemorphological roots. The quality of these representations fundamentally
limits what the model can express, regardless of how many parameters follow
in the network.

Attention Mechanics and KV Caches

Attention is the mechanism that allows transformer models to consider re-
lationships between all tokens in a sequence, not just adjacent ones. Un-
derstanding attention — specifically how it operates during inference versus
training, and what the key-value cache is — is essential for reasoning about
memory consumption and performance.

Self‐Attention During Inference

During training, transformers process entire sequences at once. Each token
computes attention over all other tokens in parallel: for every position, the
model calculates howmuch each other position should influence its represen-
tation. This is computationally expensive but highly parallelizable on GPUs.
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During autoregressive inference (token-by-token generation), the pattern
changes dramatically. The model generates one token at a time, and each new
tokenmust attend to all previous tokens in the sequence. Naively recomputing
attention over all previous tokens for every new token would be prohibitively
slow: generating 100 output tokens would require processing the entire input
sequence 100 times.

The key-value cache solves this problem.

What the KV Cache Is and Why It Exists

During attention computation, each token produces three vectors: query (Q),
key (K), and value (V). The attention score between two positions is computed
from their query and key vectors; the output is a weighted combination of value
vectors based on those scores.

The insight behind KV caching is simple: once we have computed the key
and value vectors for a token during the initial processing pass, we do not need
to recompute them. We can store (cache) these vectors and reuse them when
computing attention for subsequent tokens.

During inference:

1. Prefill phase: Process all input tokens through the model, computing and
caching their K and V vectors at each layer

2. Decode phase: For each new token, compute only its Q vector; use cached
K andV vectors from all previous tokens to compute attention; append the
new token’s K and V to the cache

This reduces per-token computation dramatically during decode because
we avoid redundant processing of previously seen tokens. The trade-off is
memory: the cache grows with every token generated.

KV Cache Memory Growth

The KV cache is often the largest single memory consumer during inference,
especially for long contexts. Its size depends on:

• Number of layers in the model
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• Number of attention heads (or KV heads for grouped query attention)
• Head dimension (size of each key/value vector)
• Sequence length (input tokens plus generated tokens)
• Batch size (number of concurrent sequences)
• Precision (FP16, FP8, INT8, etc.)

The formula for multi-head attention:

KV_cache_bytes = batch_size × seq_len × 2 × num_layers × num_heads ×
head_dim × bytes_per_element

The factor of 2 accounts for storing both key and value vectors.

For a concrete example with Llama 3.1-8B (32 layers, 32 heads, 128 head_-
dim) at 8K context in FP16: 1 × 8192 × 2 × 32 × 32 × 128 × 2 = 2,684,354,560 bytes
≈ 2.5 GB

For Llama 3.1-70B with grouped query attention (80 layers, only 8 KV heads
instead of 64) at 32K context: 1 × 32768 × 2 × 80 × 8 × 128 × 2 = 1,073,741,824 bytes
≈ 1.0 GB

Grouped query attention (GQA) and multi-query attention (MQA) are ar-
chitectural optimizations that reduce KV cache size by sharing keys and values
across multiple query heads. Llama 3 uses GQA; this is one reason a 70B model
can sometimes have smaller KV cache requirements than a naively scaled
version would suggest [15].

The linear growth of KV cache with sequence length has important impli-
cations:

• Doubling context length doubles KV cache memory
• Running multiple concurrent requests multiplies KV cache by batch size
• Long-context inference (32K, 128K tokens) can require more memory for
KV cache than for model weights

This is why local-first deployments must carefully consider maximum con-
text lengths. A model that fits comfortably in VRAM at 4K context may exceed
available memory at 32K context due to KV cache growth alone.
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Cache Reuse and Prefix Caching

A powerful optimization for local inference is prefix caching: when multiple
requests share a common prefix (such as a system prompt, conversation
history, or document context), the KV cache for that prefix can be computed
once and reused across all requests.

Consider a customer service bot with a 2K-token system prompt containing
company policies. Without prefix caching, every user request recomputes
attention over those 2K tokens. With prefix caching, the system prompt’s KV
cache is computed once and shared; each user request only processes their
specific query tokens.

vLLM implements sophisticated prefix caching through its PagedAttention
mechanism [31], enabling flexible sharing of KV cache within and across
requests. llama.cpp also supports prompt caching via mmap-based storage
that persists cached states between inference sessions when using the same
model and context.

For LocalForge, we will implement prefix caching for system prompts and
conversation history to reduce latency in multi-turn conversations and multi-
agent workflows where common context is reused frequently.

Prefill Versus Decode: Two Different Computational
Regimes

Transformer inference consists of two phases with fundamentally different
computational characteristics. Understanding this distinction is essential for
performance optimization because techniques that accelerate one phase may
have no effect or even degrade the other.

The Prefill Phase: Compute‐Bound Parallel Processing

The prefill phase processes all input tokens (the prompt) through the model
to initialize the KV cache and produce the first output token’s logits. During
prefill:

• All input tokens are processed in parallel via batched matrix operations
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• Each layer performs large matrix multiplications: input_tokens × hid-
den_dim × hidden_dim

• The workload has high arithmetic intensity: many computations per byte
of data loaded from memory

• GPUs achieve high utilization because parallel operations saturate com-
pute units

Prefill is typically compute-bound: the limiting factor is how fast the GPU
can perform matrix multiplications, not how fast it can load data. This means:

• Larger batch sizes improve throughput by better utilizing GPU compute
capacity

• Optimizations like FlashAttention [32] that reduce memory access pat-
terns provide significant speedups

• Quantization helps but provides less dramatic improvement than during
decode

For a 4K-token prompt on an RTX 4090, prefill might take 100-300millisec-
onds depending on model size. The user perceives this as the delay before the
first token appears (time-to-first-token, or TTFT).

The Decode Phase: Memory‐Bandwidth‐Bound Sequential
Processing

The decode phase generates output tokens one at a time. Each iteration:

1. Takes the previous token’s embedding
2. Computes attention using that token’s query against all cached keys/val-

ues
3. Passes the result through feedforward layers
4. Produces logits for the next token
5. Samples or selects the next token
6. Appends its key/value vectors to the cache

During decode:

• Only one token is processed per iteration (or a small batch of tokens from
concurrent requests)



Chapter 2: Transformer Inference from First Principles 41

• The model must stream all weights from memory for each token gener-
ated

• Arithmetic intensity is extremely low: roughly 2 × parameters bytes are
read for minimal computation

• GPUs often show low utilization (20-40%) because compute units sit idle
waiting for data

Decode is memory-bandwidth-bound [7,8]: the limiting factor is how fast
weights can be transferred from VRAM/RAM to compute units, not computa-
tional capacity. This explains several counterintuitive observations:

1. More FLOPS does notmean faster decode: AGPUwith higher theoretical
compute but similar memory bandwidth will not generate tokens faster
than a slower GPU

2. Quantization dramatically accelerates decode: Reducing precision from
FP16 to INT4 cuts data transfer by 75%, directly improving throughput
because the bottleneck is data movement [33]

3. Smaller models are disproportionately faster: A 7B model generates
tokens roughly ten times faster than a 70B model on the same hardware,
not because of compute but because it streams ten times less data per
token

For local-first deployments targeting interactive latency, decode perfor-
mance is usually more important than prefill performance. Users notice
slow token generation more than initial delay, especially for long responses.
Hardware and runtime selection should prioritize memory bandwidth and
quantization support over raw compute capacity.

Batching Strategies

Batching processes multiple requests together rather than individually, im-
proving throughput by amortizing overhead and better utilizing parallel hard-
ware. However, batching strategies affect latency, fairness, and memory
consumption in ways that require careful consideration for local-first deploy-
ments.
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Static Batching

Static batching groups requests into fixed-size batches processed together
from start to finish. All requests in a batch must wait for the slowest request
to complete before the next batch begins.

Advantages:

• Simple to implement
• Predictable memory allocation
• Good GPU utilization when all requests have similar lengths

Disadvantages:

• Short requests wait for long ones (head-of-line blocking)
• Poor latency for interactive use cases
• Wasted compute capacity when batch is not full

Static batching is rarely appropriate for local-first systems serving inter-
active users because it creates unpredictable and often unacceptable latency.
It may be suitable for batch processing jobs where all requests are submitted
together and latency is not critical.

Continuous Batching

Continuous batching (also called dynamic batching or iterative batching) pro-
cesses requests independently through the decode phase while batching them
at each step. When a request finishes generating, its slot becomes available for
a new request without waiting for others in the original batch.

vLLM implements continuous batching as a core feature [31]. At each
decode step:

1. All active requests generate one token using their cached KV states
2. Completed requests are removed from the batch
3. New pending requests are added if capacity allows
4. The next step processes the updated batch

Advantages:
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• Much better GPU utilization than static batching
• Lower average latency because short requests do not wait for long ones
• Higher throughput under variable load

Disadvantages:

• More complex scheduling logic
• Variable batch sizes can cause performance fluctuations
• Requires sophisticated memory management (which is what PagedAtten-
tion provides)

Continuous batching is the preferred strategy for LocalForge when serving
multiple concurrent users or agents. It maximizes hardware utilizationwithout
sacrificing interactive latency.

Prompt Batching and Prefill Scheduling

Even with continuous batching for decode, prefill remains a challenge: pro-
cessing large prompts consumes significant compute and can delay decode
steps for other requests. Advanced systems separate prefill and decode
scheduling:

• Separate prefill batches: Group incoming prompts into dedicated prefill
batches processed independently of ongoing decode

• Interleaved scheduling: Alternate between prefill and decode steps to
balance compute utilization

• Prefill priority: Give interactive requests with short prompts higher
priority than batch jobs with long documents

llama.cpp’s server mode implements basic prompt batching but lacks so-
phisticated separation of prefill and decode scheduling. vLLM handles this
more elegantly through its scheduler design. For LocalForge, we will configure
the chosen runtime’s batching behavior based on workload characteristics:
continuous batching for interactive multi-user scenarios, simpler batching
for single-user deployments where latency predictability matters more than
throughput.
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Sampling and Decoding Controls

Once the model produces logits (raw numerical scores for each token in
its vocabulary), a decoding strategy selects which token becomes the next
output. The choice of decoding strategy profoundly affects output quality,
determinism, creativity, and suitability for different tasks.

Logits and Temperature

Logits are unnormalized scores: higher values indicate tokens the model
considers more likely given the context. To convert logits to probabilities, the
softmax function is applied:

probability(token_i) = exp(logit_i / temperature) / sum(exp(logit_j / tem-
perature) for all j)

Temperature controls the “sharpness” of the probability distribution:

• Temperature = 0: Always select the highest-probability token (argmax
decoding). Output is deterministic but can be repetitive and lack creativ-
ity.

• Temperature = 1: Standard softmax probabilities. Balanced between
coherence and variety.

• Temperature > 1: Flattens the distribution, giving lower-probability to-
kens more chance. More creative but potentially incoherent output.

• Very high temperature (> 2): Output approaches random token selection;
rarely useful.

For local-first deployments:

• Use temperature near 0 for tasks requiring deterministic, factual output
(code generation, data extraction)

• Use temperature 0.7-1.2 for conversational AI and creative writing
• Never use temperature = 0 exactly in production; floating-point precision
issues can cause unexpected behavior. Use a very small value like 0.01
instead.
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Top‐k Sampling

Top-k sampling restricts selection to the k highest-probability tokens, then
samples from that subset according to their relative probabilities. This pre-
vents extremely low-probability tokens (which are often nonsensical) from
being selected while maintaining some randomness:

• k = 1: Equivalent to argmax; always pick the most likely token
• k = 40-100: Common range for balanced quality and variety
• Very large k: Approaches full vocabulary sampling; risk of selecting
improbable tokens

Top-k is simple and effective but has a limitation: it treats all tokens within
the top-k equally regardless of probability gaps. If the top token has 90%
probability and tokens 2-40 each have less than 0.3%, top-k with k=40 still
gives those unlikely tokens consideration.

Top‐p (Nucleus) Sampling

Top-p sampling dynamically selects the smallest set of tokens whose cumula-
tive probability exceeds threshold p, then samples from that set:

• p = 1.0: Full vocabulary (equivalent to no filtering)
• p = 0.9: Select tokens until 90% cumulative probability is reached; typical
default

• p = 0.5: Very conservative; only highest-probability tokens considered

Top-p adapts to the model’s confidence: when the model is confident (one
token has high probability), the top-p set is small and output is focused. When
themodel is uncertain (probability spread acrossmany tokens), the set is larger
and output is more varied.

In practice, top-p is often preferred over top-k because it adapts automat-
ically to different situations rather than using a fixed count. Many systems
combine both: first apply top-k to remove very unlikely tokens, then apply
top-p to the remaining set.
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Repetition Penalties

Language models can fall into repetition loops, especially at high temperature
or when generating long outputs. Repetition penalty modifies logits to dis-
courage recently used tokens:

logit_adjusted = logit_original / penalty if token was recently used

• Penalty = 1.0: No effect (default)
• Penalty = 1.1-1.3: Mild discouragement of repetition; commonly used
• Penalty > 1.5: Strongly avoids repetition; can make output sound unnat-
ural or cause the model to avoid legitimate repeated terms

Repetition penalty is particularly useful for creative writing and open-
ended generation but should be disabled or minimized for tasks where exact
repetition is required (code generation, data formatting).

Structured Output Constraints

For local-first agent systems, free-form text generation is often insufficient.
Agents need structured output: JSON objects matching specific schemas,
function calls with typed arguments, enum values from predefined sets. Con-
strained decoding techniques ensure the model generates only valid outputs:

• Grammar-based constraints: Define a grammar (e.g., JSON schema) that
the decoder enforces by masking invalid tokens at each step

• Logit biasing: Manually adjust logits to strongly favor or exclude specific
tokens

• Post-generation validation: Generate freely, then validate output; re-
quest regeneration if invalid

llama.cpp supports grammar-based constrained decoding via GBNF
(Grammar-Based Notation Format), enabling robust JSON and custom format
generation without post-processing [34]. This is essential for LocalForge’s
agent tool-calling infrastructure where malformed tool arguments could
cause errors or security issues.

For production agent systems, always prefer constrained decoding over
post-generation validation: it eliminates an entire class of errors (invalid JSON,
missing required fields, wrong data types) at the source rather than requiring
error handling downstream.
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Memory and Compute Accounting

This section provides practical formulas and reasoning patterns for calculating
whether a specificmodel will run on specific hardware, at what speed, andwith
what characteristics. These calculations are approximate but accurate enough
for capacity planning and hardware selection decisions.

Total VRAM/RAM Requirements

For a complete inference session, account for all memory consumers:

1. Model weights: parameters × (precision_bits / 8) bytes
2. KV cache: batch_size ×max_seq_len × 2 × layers × kv_heads × head_dim

× (precision_bits / 8) bytes
3. Activations and temporary buffers: approximately 10-20% of weight

memory, depends on batch size and runtime
4. Runtime overhead: framework, tokenizer, driver; typically 500MB - 2 GB

A Python utility for LocalForge:

1 def estimate_total_memory(model_params_billions, precision_bits,
2 max_context_tokens, batch_size=1,
3 layers=None, kv_heads=None, head_dim=128):
4 """Estimate total memory requirements for inference.
5
6 Returns dict with components in GB.
7 If layers/kv_heads not provided, uses rough estimates based on param count.
8 """
9 # Estimate architecture if not provided
10 if layers is None:
11 layers = int(model_params_billions * 4) # Rough estimate
12 if kv_heads is None:
13 kv_heads = max(8, int(model_params_billions * 0.5)) # GQA assumption
14
15 weight_gb = model_params_billions * (precision_bits / 8)
16
17 kv_gb = (batch_size * max_context_tokens * 2 * layers *
18 kv_heads * head_dim * (precision_bits / 8)) / (1024**3)
19
20 overhead_gb = weight_gb * 0.15 + 1.0 # Activations + runtime
21
22 return {
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23 'weights_gb': round(weight_gb, 1),
24 'kv_cache_gb': round(kv_gb, 1),
25 'overhead_gb': round(overhead_gb, 1),
26 'total_gb': round(weight_gb + kv_gb + overhead_gb, 1),
27 'recommended_minimum_gb': round(weight_gb + kv_gb + overhead_gb + 4, 1)
28 }
29
30 # Examples:
31 print("Llama-8B Q4 at 8K context:")
32 print(estimate_total_memory(8, 4, 8192))
33 # {'weights_gb': 4.0, 'kv_cache_gb': 0.5, 'overhead_gb': 1.6,
34 # 'total_gb': 6.1, 'recommended_minimum_gb': 10.1}
35
36 print("\nLlama-70B Q4 at 32K context:")
37 print(estimate_total_memory(70, 4, 32768))
38 # {'weights_gb': 35.0, 'kv_cache_gb': 10.0, 'overhead_gb': 6.3,
39 # 'total_gb': 51.3, 'recommended_minimum_gb': 55.3}

The recommended minimum includes additional headroom for operating
system, concurrent processes, and unexpected memory growth. Never size
hardware to the exact theoretical requirement; always include margin.

Identifying Bottlenecks

When inference is slow, understanding whether it is compute-bound,
memory-bandwidth-bound, or constrained by something else determines
which optimizations will help:

Memory-bandwidth-bound (most common for decode):

• GPU/CPUutilization appears low (20-50%) despite slow token generation
• Performance correlates strongly with memory bandwidth specifications
• Quantization provides dramatic speedup
• Solution: more/better memory bandwidth, lower precision, smaller
model

Compute-bound (common for prefill with large batches):

• GPU compute utilization near 100%
• Performance scales with TFLOPS rating
• FlashAttention and kernel optimizations help significantly
• Solution: faster GPU, better kernels, larger batch sizes to saturate com-
pute
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I/O-bound:

• Model loading takes unusually long
• Stuttering during inference suggests page faults from insufficient RAM
• Solution: faster storage (NVMe), more RAM, mmap tuning

CPU bottleneck in GPU offloading:

• GPU utilization drops between layers when partial offloading is used
• PCIe transfer time dominates layer computation
• Solution: more GPU offloading (if VRAM available), reduce offload bound-
ary crossings

Use profiling tools to diagnose: nvtop for GPU utilization, nsys for detailed
kernel-level profiling on NVIDIA, perf for CPU profiling. The benchmarking
chapter will cover systematic bottleneck identification in detail.

Chapter Summary

This chapter explained transformer inferencemechanics at the level necessary
for engineering decisions: how tokenization converts text to model inputs,
how KV caches enable efficient autoregressive generation while consuming
memory linearly with context length, why prefill and decode phases have
fundamentally different computational characteristics (compute-bound ver-
sus memory-bandwidth-bound), how batching strategies trade throughput
against latency, how sampling controls affect output quality and determinism,
and how to calculate memory requirements and identify performance bottle-
necks.

With this foundation, you can now reason about model selection not as a
black-box choice but as an engineering decision grounded in understanding
how architecture maps to hardware resources. A 70B parameter model is not
simply “better” than a 7B model; it requires ten times more memory bandwidth
per token, generates output ten times slower on the same hardware, and may
exceed available VRAM entirely depending on context length requirements.
The right model is the one that meets quality requirements while fitting your
hardware constraints and latency targets.
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The next chapter covers local model selection and formats systematically:
how to evaluate models based on actual requirements rather than leaderboard
scores, understand architecture families and their implications for local de-
ployment, navigate model licenses and provenance concerns, verify artifact
integrity, and choose between different file formats and repositories. This
knowledge combined with inference mechanics understanding enables intel-
ligent model selection that balances capability against practical constraints of
local-first operation.
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Authentication
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Chapter Summary
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Semantic Memory via RAG
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Chapter Summary
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Document Ingestion Pipelines
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Supported Formats and Parsing
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Embedding Models for Local Use
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Running Embedding Models Locally

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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on Leanpub at https://leanpub.com/local-firstaiengineering.

Why Hybrid Works
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How Rerankers Work
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Memory Management

This content is not available in the sample book. The book can be purchased
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Threat Model

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Defenses

This content is not available in the sample book. The book can be purchased
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Chapter Summary

This content is not available in the sample book. The book can be purchased
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Software Supply Chain Security

This content is not available in the sample book. The book can be purchased
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Capability‐Based Tool Design

This content is not available in the sample book. The book can be purchased
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Network Security
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

TLS for Internal Communications

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Authentication and Access Control
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Role‐Based Access Control

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Secrets Management

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Best Practices

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Audit Logging

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Human Approval Gates

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Kill Switches

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Types of Kill Switches

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering


Chapter 10: Security and Trust Boundaries for Local AI 89

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter 11: Offline and Air‐Gapped
Operation
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Dependency Acquisition Strategy

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Complete Dependency Inventory

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Acquisition Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Reproducible Package Mirrors

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Python Package Mirror

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Container Image Transfer

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Model Transfer and Integrity Verification

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Transfer Media Selection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Integrity Verification Procedure

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Offline Documentation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Documentation Collection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Offline Development Environment

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering


Chapter 11: Offline and Air-Gapped Operation 92

Software Updates and Patch Management

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Update Workflow

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Update Bundle Structure

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Vulnerability Management Without Live Feeds

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

License Tracking and Compliance

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

License Inventory

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

SBOMMaintenance

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Backup and Recovery

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Backup Strategy

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Recovery Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Time Synchronization

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Options for Air‐Gapped Time

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Secure Data Import/Export

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Import Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Export Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Maintaining Long‐Term Disconnected Deployments

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Hardware Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Software Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Operational Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter 12: Performance Engineering
and Benchmarking
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Why Benchmarking Matters for Local AI

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Benchmark Metrics Defined

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Model Loading Time

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Time‐to‐First‐Token (TTFT)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Prompt Processing Rate (Prefill Throughput)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Decode Throughput

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

End‐to‐End Latency

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Memory and VRAM Consumption

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

GPU and CPU Utilization

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Power Draw

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Building Reproducible Benchmark Harnesses

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Benchmark Design Principles

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Comprehensive Benchmark Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Interpreting Benchmark Results

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Identifying Bottlenecks

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Comparing Configurations Meaningfully

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Establishing Service‐Level Objectives

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Defining SLOs by Use Case

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Measuring Against SLOs

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering
https://leanpub.com/local-firstaiengineering


Chapter 12: Performance Engineering and Benchmarking 98

Capacity Planning

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Estimating Resource Requirements

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Scaling Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter 13: Reliability Engineering for
Autonomous Local Systems
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Process Supervision

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

systemd Service Management

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Application‐Level Supervision

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Health Checks

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Inference Server Health Check

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Retries with Bounded Policies

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Retry Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Timeouts

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Timeout Strategy by Operation Type

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Circuit Breakers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Queue Management and Backpressure

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Request Queuing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Crash Recovery and Checkpointing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Checkpoint Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

GPU Out‐of‐Memory Handling

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Prevention and Recovery

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Degraded‐Mode Operation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Fallback Strategies

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter 14: Observability and
Evaluation
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Structured Logging

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Logging Design Principles

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Metrics Collection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Key Metrics for Local AI

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Local Metrics Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Distributed Tracing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Trace Implementation Without External Dependencies

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

GPU and Hardware Monitoring

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

NVIDIA GPUMonitoring

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Local Dashboards

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Simple Dashboard Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Alerting

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Alert Channels

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Alert Implementation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Behavioral Evaluation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Golden Datasets

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Model‐Based Evaluation with Caveats

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Human Evaluation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Testing Strategies

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Unit Testing Deterministic Components

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Integration Testing with Mocks

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

End‐to‐End Testing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Continuous Evaluation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Evaluation Triggers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Quality Gates

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Chapter 15: Deployment Patterns and
Networking
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Developer Laptop Deployment

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Hardware Profile

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Software Configuration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Operational Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Gaming‐Class Workstation Deployment

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Hardware Profile

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Model Capacity

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Configuration and Operation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Dedicated Linux Inference Server

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Hardware Profile

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Architecture

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Operational Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.
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Multi‐GPUWorkstation/Server

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Tensor Parallelism for Large Models

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Model Replication for Concurrency

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Hardware Profile

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/local-firstaiengineering.

Home Lab Deployment

This content is not available in the sample book. The book can be purchased
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