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1

From Kernel Internals to Production Optimization

This book teaches you how to understand, measure, diagnose, and optimize
the performance of production Linux systems. It is written for experienced
system administrators, SREs, DevOps engineers, performance engineers, and
software engineers who need to go beyond surface-level tuning and grasp
the kernel internals, hardware mechanics, and rigorous methodology that
underlie real performance engineering. You will learn what each subsystem
actually does, how those mechanisms affect latency and throughput, what
the major tools measure and how to interpret their output, how to design
valid benchmarks, and how to systematically improve performance in real
production environments. Every configuration example is complete and copy-
paste-ready, every tuning recommendation includes its trade-offs, and every
concept is built from first principles so you can reason about problems you
have never seen before.



Introduction: The Discipline of
Performance Engineering
A production web service is responding slowly. The operations team pulls up
dashboards and sees that CPUutilization is only at 40 percent, memory appears
available, disk I/O looks fine, and the network has no errors. The system is
not saturated. Everything should be working, but users are complaining about
latency.

This scenario happens in production environments constantly. Teams look
at their familiar metrics, see nothing alarming, and conclude that the problem
must be in the application code or that there is nothing to fix. Meanwhile the
issue persists because what is visible in standardmonitoring tools is not always
what matters.

The engineer who can find and fix this problem is not the one with the
longest list of sysctl parameters memorized. It is the one who understands
how Linuxmanages resources under the hood, how tomeasure what is actually
happening rather than what appears to be happening, and how to apply a
disciplined methodology to separate signal from noise.

Performance Is a System Property, Not a Configuration

Performance engineering begins with a single principle: performance is a
system property that emerges from the interaction of hardware, operating
system, and workload. No single setting makes a system fast. No sysctl
file contains a magic value that will solve latency problems. Tuning without
understanding is just guessing with extra steps.

Consider a database server with high tail latency. Changing the I/O sched-
uler might help or it might hurt, depending on the workload pattern. Disabling
transparent huge pages might eliminate latency spikes caused by memory
compaction or it might worsen performance by increasing TLB misses on a
memory-intensive workload. Raising TCP buffer sizes might improve through-
put on a high-bandwidth-delay-product link or it might cause bufferbloat and
increase latency on a congested path.
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Each configuration decision changes behavior. The only way to know if
the change helps is to understand what it changes, predict its effect on your
specific workload, and validate the result with measurement. That is the core
practice of performance engineering: model the system, predict the effect,
measure the outcome, iterate.

Modern Linux kernels are highly optimized by default. Many of the “tuning
guides” found online recommend changes that were important a decade ago
but are now either obsolete or harmful. A system running Linux 6.x with default
settings may outperform a tuned Linux 4.x system that has every parameter
froman outdated blog post applied. The goal is not to apply every known tuning
trick. It is to make deliberate changes that improve the specific metrics that
matter for the specific workload you are running.

The Linux kernel documentation, the source code itself, vendor documen-
tation, and high-quality research represent your primary sources of truth.
Community guides and blog posts can point you toward interesting ideas,
but you should always verify claims against authoritative sources and, more
importantly, against measured results on your actual hardware and workload.

Latency, Throughput, Utilization, Saturation, Availability

Performance problems are confusing partly because people use imprecise lan-
guage about what “performance” means. The termsmatter because optimizing
for one dimension often degrades another. You cannot maximize everything
at once. Trade-offs are inherent to the system, and understanding them is
essential.

Latency is the time it takes for a single operation to complete. When
a client sends a request and measures how long until the response arrives,
that is latency. Latency has distribution: most operations may complete in
5 milliseconds but a few may take 50 milliseconds or 500 milliseconds. In
production systems, tail latency (the p99, p99.9, or p99.99) often matters more
than average latency because it determines the experience of your slowest
users and the reliability of dependent systems.

Throughput is the rate at which operations complete over time: requests
per second, transactions per second, megabytes per second. Throughput
measures capacity: how much work the system can do. A system can have
high throughput with acceptable latency when it processesmany operations in
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parallel. It can also have high throughput with terrible latency when it batches
everything and delivers responses in bulk. The goal in production is typically
to maximize throughput while keeping latency below some threshold.

Utilization is the fraction of time a resource is busy: CPU time used versus
time available, disk bandwidth consumed versusmaximumbandwidth, network
capacity used versus link speed. Utilization tells you how much of a resource
you are consuming but not how close you are to its limit. A CPU at 80 percent
utilization may still have plenty of capacity if the work it is doing is short and
bursty, while a CPU at 30 percent utilization may be completely saturated if
the remaining capacity is fragmented across many tiny timeslices that never
accumulate into enough time to run a single operation.

This distinction is critical and frequently misunderstood. Brendan Gregg’s
“CPU Utilization is Wrong” talks and his USE (Utilization, Saturation, Errors)
methodology emphasize that utilization is an incomplete metric [1]. A resource
is saturated when demand exceeds supply. Saturation manifests as queues
forming, waiting occurring, and latency increasing. You can be highly utilized
without being saturated, and you can be saturated at surprisingly low utiliza-
tion levels.

For example, consider a CPU running many small tasks. If each task runs
for a few microseconds and then blocks for I/O, the CPU might only be at 30
percent utilization. Yet if those small tasks compete fiercely for the scheduler,
each one might wait many microseconds before getting its turn. The CPU is
not fully used but it is saturated from the perspective of any individual task:
demand for scheduling exceeds the supply of timely execution opportunities.

A storage device operating at 90 percent of its maximum IOPS may be
delivering low latency because the queue is short. But the moment load
increases slightly, the queue grows, latency spikes, and the system appears to
collapse even though utilization was “only” 90 percent. Saturation is always
closer than utilization suggests because utilization measures the past while
saturation describes the present condition of the queue.

Availability is the fraction of time the system is usable by its clients. A system
can have great performance metrics while being occasionally unavailable due
to crashes, planned maintenance, or resource exhaustion. Performance en-
gineering includes maintaining availability under load: preventing OOM kills,
avoiding soft lockups, managing backpressure so that subsystems degrade
gracefully instead of catastrophically failing.
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These four dimensions interact in complex ways. Increasing throughput
by adding more parallel workers may increase utilization but also increase
contention for shared resources, leading to higher tail latency. Reducing la-
tency by provisioning more resources increases cost. Improving availability by
running redundant instances may reduce per-instance utilization and increase
waste. Performance engineering is the practice of navigating these trade-offs
deliberately.

The Measurement Imperative

You cannot improve what you do not measure. This truism is obvious but
routinely violated in practice. Teams make configuration changes based on
opinion, copy settings from other environments, or follow generic guides
without measuring before and after. The result is a system that may be better
or worse than before with no way to tell.

Measurement for performance engineering is not just collecting metrics
and putting them on a dashboard. It is:

• Establishing baselines: measuring how the system performs under known
conditions so you can detect changes.

• Defining what you are measuring: selecting metrics that directly reflect
user experience and business value, not just system internals.

• Measuring under realistic conditions: running workloads that approxi-
mate production traffic, not synthetic tests that exercise thewrong paths.

• Isolating variables: changing one thing at a time so you can attribute
performance changes to specific causes.

• Repeating measurements: running tests multiple times to establish sta-
tistical significance and rule out noise.

• Validating changes: confirming that any tuning adjustment actually im-
proves the target metric before deploying it widely.

The most important rule: never make a performance-related change in
production without a way to roll it back quickly andmeasure whether it helped.
Even a well-understood change can have unintended effects in a specific
environment because production systems are complex and unique.

Instrumentation should be designed as a first-class concern of your infras-
tructure. The metrics you collect in normal operations should be sufficient
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to diagnose most performance problems without needing to deploy additional
tools during an incident. This means instrumenting not just high-level applica-
tion metrics but also relevant system metrics: CPU and memory pressure, I/O
latency, network conditions, and kernel-level events that indicate contention
or errors.

Observability tools that use eBPF are transforming production monitoring
by providing deep kernel visibility with minimal overhead. Traditional tools
like sar, vmstat, and iostat remain valuable for quick diagnostics and historical
comparison. The right approach combines both: steady-state monitoring with
lightweight agents plus the ability to drop deep into tracing and profiling tools
when something needs investigation.

Common Pitfalls and How to Avoid Them

Performance engineering has a well-established set of mistakes that experi-
enced engineers make when they are not careful. Understanding these pitfalls
helps you avoid them.

The first is optimizing for the wrongmetric. A system that processes 10,000
requests per second with a p50 latency of 2 milliseconds but a p99.9 latency of
30 secondsmay look great on a throughput dashboardwhile being unusable for
users who experience the tail. Always define which latency percentile matters
for your workload and optimize for that.

The second is trusting benchmarks that do not match production work-
loads. A storage benchmark running large sequential writes on an empty
filesystem tells you nothing about how the same storage will handle small ran-
dom writes from a database under sustained load. Benchmarks must exercise
the same code paths, data structures, and resource contention patterns as the
real workload to be useful.

The third is ignoring variance. A single measurement is a data point, not
evidence. Always run tests multiple times. If you cannot reproduce a result,
it is not real. If you can reproduce it only once in twenty attempts, you have
found an interesting anomaly that needs investigation but not a conclusion.

The fourth is confusing correlation with causation. CPU utilization went up
and latency increased, but they may both be effects of a third cause: increased
traffic volume, a runaway process, or a lock contention spike. Establishing
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causation requires controlled experiments where you change one variable at
a time.

The fifth is over-tuning. The Linux kernel includes sophisticated defaults
that work well for most workloads. Adding thirty custom sysctl parameters,
modifying scheduler settings, and tweaking every available knob increases the
attack surface for bugs and regressions while providing diminishing returns.
Start simple. Measure. Change one thing. Measure again. Stop when the
improvement becomes marginal relative to the complexity you are adding.

The sixth is assuming that what works on one system works on another.
Hardware differences, kernel version differences, distribution differences, and
workload differences allmatter. A tuning that improves performance on a bare-
metal server with NVMe storagemay degrade performance on a cloud VMwith
shared storage. Always validate in your environment.

The final and most dangerous pitfall is making changes without under-
standing why they work. When you copy a configuration from a blog post
or an issue tracker without understanding the mechanism, you are gambling.
When the systemmisbehaves, you will not knowwhich setting to revert, why it
misbehaved, orwhat the next step should be. Understanding is the only reliable
foundation for performance engineering.

The chapters ahead will build that understanding systematically. We will
start with the methodology you will use to approach performance problems,
then move through each major subsystem of the Linux kernel to understand
how it works and how its behavior affects performance. Along the way we will
cover the tools you need to measure, diagnose, and optimize, with complete
examples you can use in real environments. The goal is not to give you a
checklist of settings to apply. It is to give you the knowledge to figure out
what your system needs.



Chapter 1: The Performance
Engineering Methodology
Performance problems do not announce themselves with a clear diagnosis.
A service slows down, latency spikes, throughput drops, or errors increase.
The symptoms are visible but the cause is hidden somewhere in the complex
interaction of hardware, kernel, runtime, and application code.

Without a methodology, performance engineering becomes a sequence of
guesses: change a parameter, hope for improvement, repeat until something
works or the system breaks. This approach might solve individual problems
but it is fragile, slow, and does not build lasting capability. A systematic
methodology transforms performance engineering from trial and error into a
repeatable discipline.

Characterizing the Workload

The first step in any performance investigation is understanding the workload
you are dealing with. The workload determines everything: which resources
matter, what trade-offs are relevant, and how to interpret any measurement
you take.

A workload is not just “a lot of traffic.” It is a specific pattern of operations
with measurable characteristics:

• Access patterns: read versus write ratio, sequential versus random, the
size of individual operations, and the distribution of those operations over
time.

• Concurrency: how many requests arrive simultaneously, how many
threads or processes handle them, and how they share resources.

• Data locality: whether operations access recently used data that may be
cached or scattered data that requires fresh loads from slower storage.

• Temporal patterns: steady-state load, bursty traffic, periodic spikes, or
gradually increasing load over time.
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• Resource intensity: whether the workload is CPU-bound, memory-
bound, I/O-bound, or network-bound, or which combination.

• Criticality profiles: which operations are latency-sensitive, which can
tolerate delay, and what level of reliability is required.

Consider two different database workloads running on identical hardware.
Workload A executes mostly sequential range scans of large tables, reading
megabytes of data in order. Workload B executes thousands of small random
point queries with 8 kilobyte reads scattered across the entire dataset. The
first workload will likely be bandwidth-limited and benefit from sequential
read-ahead and large I/O operations. The second will be latency-limited and
constrained by random access times, cache hit rates, and the efficiency of
individual I/O operations. Tuning for one may actively harm the other.

Characterization is not a one-time exercise. Workloads evolve over time
as features are added, data grows, traffic patterns change, and new services
depend on existing ones. A system optimized for read-heavy traffic a year
ago may now be struggling under write-heavy load because of a change
in application behavior. Regular characterization keeps your understanding
current.

Start characterization by measuring what you can observe:

1 # Monitor overall system state every second for 60 seconds
2 sar -u 1 60 # CPU utilization by state
3 sar -r 1 60 # Memory and swap usage
4 sar -b 1 60 # I/O transfer rates and transactions
5 sar -n DEV 1 60 # Network device statistics
6 sar -n TCP,ETCP 1 60 # TCP and extended TCP statistics

Then go deeper based on what you see. High CPU utilization in “system”
state suggests kernel overhead. High “wa” (wait) time indicates I/O bottleneck.
High context switch rates in pidstat -w 1 suggest scheduling pressure. High
TCP retransmissions in the TCP statistics indicate network problems.

For application-level characterization, you need instrumentation inside the
application itself: request rates, operation types, latency percentiles, error
rates, and queue depths. This application data combined with system metrics
gives you the picture you need to formulate hypotheses about where the
bottleneck lies.



Chapter 1: The Performance Engineering Methodology 10

Defining Success: SLOs, SLIs, and Performance Targets

Before investigating a performance problem or planning optimization, you
must define what “good performance” means for your system. Without explicit
targets, you have no way to know when you have succeeded or when further
optimization is unnecessary.

Service Level Indicators (SLIs) are the measurable metrics that reflect
service quality. For performance engineering, the most important SLIs are
typically latency percentiles (p50, p95, p99, p99.9), throughput (requests per
second, transactions per second), and availability (the percentage of requests
successfully served). You might also track error rates, queue depths, or
specific business metrics like time to first byte, page load times, or transaction
processing times.

Service Level Objectives (SLOs) are the targets for those metrics: “p99
latency must be below 200 milliseconds for 99 percent of requests in any five-
minute window,” or “throughput must support 10,000 requests per second at
peak with p95 latency below 50 milliseconds.”

SLOs serve three purposes. First, they provide a clear definition of success:
optimization is complete when SLOs are met with reasonable headroom.
Second, they guide prioritization: if p99 latency is at 500 milliseconds when
the SLO is 200 milliseconds, that takes priority over improving p50 latency
from 10 to 5 milliseconds. Third, they enable capacity planning: knowing the
latency and throughput relationship at different load levels tells you when you
need to add capacity.

Not every system needs formal SLOs, but every system should have explicit
performance targets, even if informal. “Fast enough for our users” is not a
target. “Under 1 second for 95 percent of requests” is.

Performance targets should reflect the nature of the workload. A batch
processing job that runs once per hour can tolerate latency measured in
minutes. A real-time bidding system needs sub-millisecond response times.
A web service serving human users typically targets p95 latency in the low
hundreds of milliseconds. The targets you set determine which optimization
techniques are relevant and what level of effort is justified.
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Baseline Creation and Reference Measurements

You cannot detect change without a reference. Baseline measurements are
the data you collect when the system is operating normally, establishing the
values that represent expected behavior. When performance problems occur
or when you deploy changes, you compare against the baseline to understand
what shifted and by how much.

A proper baseline includes:

• System metrics under typical load: CPU utilization, memory usage, I/O
rates, network traffic, interrupt rates.

• Application metrics: latency distributions, throughput, error rates, re-
source utilization.

• Environmental context: kernel version, distribution, hardware specifica-
tions, configuration settings, workload characteristics.

• The measurement method: exactly how you collected the data, including
tools, sampling intervals, and duration.

Collect baseline data during representative conditions. A baseline mea-
sured on an idle system tells you nothing about behavior under load. A baseline
measured during a traffic spike tells you nothing about normal operation. You
may need multiple baselines for different operating regimes: idle, normal load,
peak load, and stress conditions.

Here is an example baseline collection script that captures a comprehensive
system snapshot:

1 #!/bin/bash
2 # baseline.sh - Capture system baseline
3 BASELINE_DIR="/var/log/performance/baseline_$(date +%Y%m%d_%H%M%S)"
4 mkdir -p "$BASELINE_DIR"
5
6 echo "=== System Information ===" > "$BASELINE_DIR/system_info.txt"
7 uname -a >> "$BASELINE_DIR/system_info.txt"
8 cat /etc/os-release >> "$BASELINE_DIR/system_info.txt"
9 lscpu >> "$BASELINE_DIR/system_info.txt"
10 free -h >> "$BASELINE_DIR/system_info.txt"
11 lsblk >> "$BASELINE_DIR/system_info.txt"
12 ip addr >> "$BASELINE_DIR/system_info.txt"
13 cat /proc/sys/kernel/version >> "$BASELINE_DIR/system_info.txt"
14
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15 echo "=== Kernel Parameters ===" >> "$BASELINE_DIR/kernel_params.txt"
16 sysctl -a >> "$BASELINE_DIR/kernel_params.txt" 2>/dev/null
17
18 echo "=== Running Baseline Metrics for 120 seconds ==="
19 # Collect sar data every second for 120 seconds
20 sar -u 1 120 > "$BASELINE_DIR/cpu.txt"
21 sar -r 1 120 > "$BASELINE_DIR/memory.txt"
22 sar -b 1 120 > "$BASELINE_DIR/io.txt"
23 sar -n DEV 1 120 > "$BASELINE_DIR/network.txt"
24 sar -q 1 120 > "$BASELINE_DIR/load.txt"
25 pidstat -w 1 120 > "$BASELINE_DIR/context_switches.txt"
26
27 echo "=== NUMA Statistics ==="
28 numastat > "$BASELINE_DIR/numastat.txt" 2>/dev/null || echo "numastat not

available" > "$BASELINE_DIR/numastat.txt"↪→

29
30 echo "=== Pressure Stall Information ==="
31 cat /proc/pressure/cpu > "$BASELINE_DIR/pressure_cpu.txt" 2>/dev/null || true
32 cat /proc/pressure/memory > "$BASELINE_DIR/pressure_memory.txt" 2>/dev/null ||

true↪→

33 cat /proc/pressure/io > "$BASELINE_DIR/pressure_io.txt" 2>/dev/null || true
34
35 echo "Baseline complete in $BASELINE_DIR"

This script captures enough information to understand the baseline state
and later compare against it. Store these baselines version-controlled along-
side your system configuration so they are available when you need them.

When you make a change, the comparison workflow should be mechanical:

1. Measure the current state using the same method as the baseline.
2. Apply the change.
3. Measure again using the same method and workload conditions.
4. Compare the results systematically.
5. If the change does not improve (or actually degrades) the target metric,

revert it.

This process eliminates ambiguity about whether a change helped and
builds a history of what works in your environment.

Experimental Design: Variables, Controls, and
Reproducibility

When investigating a performance problem or testing an optimization, you are
running experiments. Experiments require the same discipline whether you
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are in a lab or in production: define hypotheses, control variables, and design
for reproducibility.

The fundamental principle is isolation of variables. When you want to
test whether a specific change improves performance, you must ensure that
nothing else has changed between the before and after measurements. If you
modify three sysctl parameters simultaneously, deploy a code change, and
increase memory allocation, then you cannot tell which change caused any
observed improvement.

A rigorous experimental approach follows these steps:

• State a hypothesis: “Increasing the TCP receive buffer from the default to
4 megabytes will improve throughput for high-bandwidth-delay-product
connections because the current buffers are smaller than the bandwidth-
delay product.”

• Identify the variable you are changing: tcp_rmem maximum value.
• Hold all other variables constant: same kernel, same hardware, same
network conditions, same workload pattern.

• Run the experiment: measure performancewith the current setting, apply
the change, measure again under identical conditions.

• Analyze: compare the results statistically, not just visually. Is the im-
provement real or could it be noise?

Controlling the environment is harder than it sounds because production
systems are complex andmany variables are outside your direct control. Back-
ground processes, other tenants on shared hardware, network congestion, and
thermal conditions can all introduce variability. You cannot eliminate all noise
but you can reduce it:

• Run experiments during stable periods: avoid times with known traffic
spikes or maintenance windows.

• Pin critical workloads: use CPU affinity, I/O priority, or resource isolation
to reduce interference.

• Warm up the system: ensure caches are populated and the system has
reached steady state before measuring.

• Use sufficient duration: short measurements are dominated by transient
effects. Run long enough that the system reaches a steady state and the
measurement captures representative behavior.
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• Run multiple trials: repeat the entire experiment several times and
compare the distributions of results, not just single values.

Reproducibility requires documenting everything: the exact workload used,
the measurement commands, the system configuration at the time, and the
complete sequence of steps to repeat the test. If you cannot reproduce the
result on a second run, the result is suspect.

For production systems where you cannot fully control the environment,
you can use A/B testing approaches: run the old and new configuration
simultaneously on different instances handling equivalent traffic and compare
their performance. This approach eliminates many environmental variables
because both configurations are exposed to the same real-world conditions.

Statistical Rigor: Variance, Outliers, and Significance

Performance measurements are noisy. A system that runs the same workload
twice rarely produces identical results because of caching effects, scheduling
variation, background processes, thermal throttling, and countless other fac-
tors. Statistical rigor is the practice of distinguishing real effects from noise.

Variance is the spread of your measurements around the average. A
workload that consistently completes in 10 milliseconds has low variance. A
workload that completes anywhere from 5 to 50milliseconds has high variance.
Variancematters because it determines how confident you can be in any single
measurement.

When evaluating a change, do not compare single measurements. Compare
distributions. Run theworkloadmultiple times before and after the change and
look at the full set of results. A change that reduces average latency by 5 percent
but increases variance by 50 percent might actually be harmful because more
users will experience the worst-case latency.

Outliers are measurements that fall far outside the typical range. In per-
formance engineering, outliers are interesting because they represent the tail
behavior that users experience during worst-case scenarios. Do not discard
outliers unless you have a clear reason that they are measurement artifacts.
Instead investigate them: what caused the system to behave so poorly in that
run? The answer often reveals a deeper problem.
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Statistical significance tests determine whether an observed difference is
likely real or likely due to random variation. Formost performance engineering
purposes, the rules of thumb are:

• If repeated measurements show consistent direction of change (e.g., all
ten after-change measurements are faster than all ten before-change
measurements), the change is real.

• If measurements overlap substantially between before and after, the
change is uncertain.

• If the change is small (less than 5 percent), you need many more repeti-
tions to be confident.

• For latency specifically, look at percentiles, not just averages. A change
that improves p50 but worsens p99 is a regression.

The key insight: the more variance in your system, the more measurements
you need to draw reliable conclusions. A system with stable, low-variance
behavior can be evaluated with fewer repetitions. A system with high variance
requires many more measurements and more careful analysis.

Tools like perf stat with the -r option for repetitions, fio with multiple
runs, and sysbench with —time-based testingmake it easier to collect repeated
measurements for statistical comparison.

The Diagnosis Loop: From Symptom to Root Cause

When a performance problem occurs, you enter a diagnosis loop: observe,
hypothesize, test, learn. This loop repeats until you identify and resolve the
root cause. The process is iterative because each test provides new information
that refines your understanding.

The diagnosis loop has five stages:

Stage 1: Observe and characterize the symptom. What exactly is happen-
ing? Is it high latency, low throughput, errors, or something else? When did it
start? Is it affecting all operations or only specific ones? Is it gettingworse over
time or stable? The quality of your initial observation determines everything
that follows.

Stage 2: Identify the affected resource. Use the USE methodology to check
Utilization, Saturation, and Errors for each major resource:
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• CPU: Is utilization high? Are tasks waiting in the run queue? Are there
excessive context switches? Are softirqs consuming excessive CPU?

• Memory: Is memory pressure high? Are there page faults? Is swap being
used? Is PSI showing memory stalls?

• Disk: Is I/O utilization high? Are requests queuing? Are there latency
spikes? Are there errors?

• Network: Is bandwidth saturated? Are there retransmissions? Are there
dropped packets? Is the network buffer overflowing?

This step narrows the investigation from “the system is slow” to “the system
is slow because disk I/O latency is high.”

Stage 3: Formulate hypotheses. Given the affected resource, what could
cause the symptom? High disk I/O latency could be caused by storage
saturation, filesystem contention, suboptimal I/O scheduler configuration,
NUMA imbalance, or an application issuing inefficient I/O patterns. List the
plausible causes.

Stage 4: Test hypotheses. For each hypothesis, design a test that can
confirm or refute it. Use the right tools for each hypothesis: perf and flame
graphs for CPU hotspots, iostat and fio for I/O issues, strace for system call
analysis, network tools for TCP problems. Each test eliminates or confirms a
hypothesis.

Stage 5: Implement and validate the fix. Once you identify the root
cause, apply the fix and validate that it resolves the symptom. Re-run your
measurements to confirm improvement. Verify that the fix does not introduce
new problems.

The loopmay needmultiple iterations. Youmight discover that the disk I/O
latency was caused by a runaway backup job (Stage 4), fix that, but then find
that the remaining latency is caused by an inefficient query pattern (back to
Stage 1). Each iteration narrows the problem until you reach the actual root
cause.

Throughout this process, keep notes. Record what you observed, what
you tested, what you found, and what you changed. This documentation is
invaluable both for resolving the current problem and for building institutional
knowledge that helps resolve similar problems faster in the future.

The most important skill in the diagnosis loop is knowing what to look at
next. This book will build that skill by explaining how each subsystem works
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andwhat symptoms each subsystem produces when it is the bottleneck. When
you understand the mechanisms, the symptoms become clues rather than
confusion.



Chapter 2: Linux Kernel Architecture
and Performance
The Linux kernel is the intermediary between applications and hardware.
Every operation an application performs that involves hardware or system
resources passes through the kernel. Understanding the kernel’s architec-
ture is essential for performance engineering because the kernel introduces
overhead, enforces policies, andmanages resources in ways that directly affect
latency and throughput.

This chapter covers the core architectural concepts that underlie perfor-
mance: the boundary between user space and kernel space, system calls,
processes and threads, context switching, interrupts and softirqs, and syn-
chronization primitives. Each of these mechanisms introduces cost, and that
cost accumulates in production systems.

Kernel Space and User Space: The Boundary Cost

Modern operating systems divide execution into two modes: user space and
kernel space. Applications run in user space with restricted privileges. The
kernel runs in kernel space with full access to hardware. This separation pro-
tects the system from errant or malicious applications, but it also introduces a
performance costwhenever an application needs to do something that requires
kernel assistance.

The transition from user space to kernel space is called a mode switch or
privilege escalation. When an application makes a system call, the CPU must:

• Save the current execution context: registers, program counter, stack
pointer.

• Switch from user mode to kernel mode.
• Switch to the kernel stack for the current process.
• Jump to the system call entry point.
• Execute the system call handler in kernel space.
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• Switch back to user mode.
• Restore the saved context.
• Return to the application.

Each of these steps takes time. On modern hardware, a simple system call
that does minimal work in the kernel can take 50 to 200 nanoseconds. For
operations that do not require hardware access, this overhead is pure cost with
no benefit.

Consider a high-performance application that performs many small I/O
operations. If each operation requires a separate system call, the mode
switching overhead can dominate the total execution time. Techniques to
reduce this cost include:

• Batching operations: combine many small requests into fewer large
ones (e.g., using sendmsg() with multiple ioctls, vectored I/O with read-
v/writev).

• Asynchronous I/O: use io_uring, epoll, or asynchronous APIs to reduce
the number of blocking transitions.

• Memory-mapped I/O: use mmap() to access files through memory map-
pings instead of read() and write() system calls.

• Kernel bypass: use technologies like DPDK, AF_XDP, or io_uring to move
processing out of the kernel path entirely (discussed in later chapters).

The boundary cost is why operating system design emphasizes reducing
the number of transitions between user and kernel space. Each transition is
expensive, and the cumulative cost of millions of transitions per second in a
high-throughput system is substantial.

System Calls: Entry, Exit, and Overhead

System calls are the controlled entry points into the kernel. The Linux kernel
exposes hundreds of system calls, each implementing a specific operation:
reading files, allocating memory, creating processes, sending network packets.
Applications invoke system calls through wrapper functions in the standard C
library (libc), which then trigger the actual transition to kernel mode.

The method of entering kernel mode depends on the CPU architecture:
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• x86-64 uses the syscall instruction (introduced for 64-bit Linux) which is
faster than the older int 0x80mechanism. The syscall instruction directly
switches to kernel mode and jumps to a predefined entry point, with the
system call number in the rax register and arguments in rdi, rsi, rdx, r10,
r8, r9.

• ARM64 uses the svc instruction which performs a similar function.
• Both architectures provide fast return instructions (sysret on x86, eret on
ARM) to return to user space.

Even with these optimized instructions, the overhead is not free. A bare
syscall entry and exit with no real work done typically takes around 50 to 100
nanoseconds on modern hardware. Real system calls add more:

• read() must copy data from kernel buffers to user space, requiring a
memory copy and cache line transfers.

• write() must validate the buffer, copy data into kernel buffers, and poten-
tially trigger writeback scheduling.

• socket operations must look up socket structures, check permissions,
manage buffers, and interact with protocol stacks.

The overhead grows with the complexity of the operation. A nanosleep()
call that simply yields the CPU might take a few hundred nanoseconds. An
mmap() call that creates a new memory mapping must update page tables and
potentially allocate resources.

Some system calls can be very expensive under certain conditions:

• fsync() forces all dirty pages for a file to bewritten to storage and confirms
the write completed. This is necessary for data durability but can take
milliseconds.

• fork() with copy-on-write semantics creates a new process by duplicating
page table entries. The cost is proportional to the address space size.

• clone() with various flags (sharing memory, file descriptors, namespaces)
has variable cost depending on what is shared versus what must be
duplicated.

Measuring system call overhead helps you understand application behavior.
The strace tool traces all system calls made by a process and reports timing
information:



Chapter 2: Linux Kernel Architecture and Performance 21

1 # Trace system calls with timing, showing microseconds per call
2 strace -ttT -p 1234
3
4 # Example output showing a slow system call
5 12:34:56.789012 read(3, "data", 4096) = 4096 <0.000023>
6 12:34:56.789035 write(1, "response", 8) = 8 <0.000015>
7 12:34:57.023456 fsync(3) = 0 <0.234401>

The fsync() call took 0.234 seconds while read() and write() took microsec-
onds. This tells you that synchronous flushing is the bottleneck.

System call overhead can become significant in high-frequency workloads.
A network service handling 100,000 requests per second, each requiring two
read() calls and one write(), makes 300,000 system calls per second. At 100
nanoseconds per call, that is 30 milliseconds of pure overhead per second,
spread across all available CPUs. In a multi-core system this might be accept-
able, but in a single-core context or when all requests arrive simultaneously,
the overhead becomes part of the latency equation.

Processes, Threads, and the Task Structure

Linux does not distinguish between processes and threads at the kernel level.
Both are represented by the same internal data structure: task_struct. The
difference is in how resources are shared.

A process is an isolated execution context with its own memory address
space, file descriptors, signal handlers, and other resources. A thread is a
lighter-weight execution context that shares the address space and many
resources with other threads in the same process group.

The task_struct contains:

• Scheduling information: priority, state, CPU affinity, runqueue pointers,
vruntime for CFS.

• Memory management: pointers to the memory descriptor (mm_struct)
defining the address space, page tables, VM areas.

• File descriptors: the open file table, current directory, file system root.
• Signals: pending signals, signal handlers, blocking mask.
• Credentials: user ID, group ID, capabilities.
• Accounting: CPU time used, number of context switches, page faults.
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• Namespace references: mount namespace, network namespace, PID
namespace.

The size of task_struct is substantial: over 6,000 bytes on a typical 64-bit
kernel. Creating a process requires allocating this structure plus associated
resources. For threads that share the address space, much of this allocation is
skipped: they share the mm_struct and therefore the address space, but each
thread still has its own task_struct, kernel stack, and registers.

The kernel stack for each task is typically 8 kilobytes on x86-64 (two 4KB
pages) or 16 kilobytes on some configurations. When a thread executes in
kernel space during a system call, it uses its kernel stack. If a single thread
exhausts its kernel stack through deep recursion or large stack frames, the
kernel panics because there is no safe way to recover from kernel stack
overflow. This is why kernel code must be careful about stack usage and why
large kernel data structures are allocated on the heap rather than the stack.

Threads offer performance advantages over separate processes:

• Shared memory eliminates the need for copying data between address
spaces for communication.

• Context switches between threads of the same process are cheaper
because page tables do not need to change.

• Thread creation is faster because fewer resources need to be allocated.

But threads also introduce costs:

• Shared memory requires synchronization, which introduces locks, atom-
ics, and potential contention.

• A memory leak or crash in one thread can affect the entire process.
• More threads than CPUs leads to context switching overhead as the
scheduler cycles through runnable threads.

The right choice depends on the workload. CPU-bound work with lots of
parallel computation benefits from threads because they can run simultane-
ously onmultiple cores with efficient communication through sharedmemory.
I/O-bound work with many concurrent operations may benefit from more
threads to keep the CPU busy while some threads wait for I/O, but too many
threads increase context switching and memory pressure.
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Modern approaches often use thread pools: a fixed number of threads that
process work items from a queue. This limits the overhead of thread creation
and context switching while providing parallelism. The pool size is typically
chosen based on the number of CPUs and the nature of the workload.

Context Switching: Mechanics and Cost

Context switching is the process by which the kernel saves the state of the
currently running task and loads the state of the next task to run. It is the
fundamental mechanism of multitasking: the ability to run many tasks on a
limited number of CPUs by rapidly switching between them.

Every context switch has a cost because the kernel must:

• Save the current task’s registers: general-purpose registers, program
counter, stack pointer.

• Switch kernel stacks if switching between different tasks.
• Potentially update the memory management unit (MMU) if the new task
uses different page tables. On x86-64, changing theCR3 register (the page
table base) flushes the TLB, causing subsequent memory accesses to miss
in the TLB and incur higher latency. Modern CPUs support PCID (Process
Context Identifiers) which allows TLB entries from different processes to
coexist, reducing this cost.

• Update scheduler data structures: remove the old task from the CPU, add
it to the appropriate runqueue, select the next task.

• Flush CPU caches: different tasks access different memory, so cache lines
from the old task may evict useful data for the new task.

• Load the new task’s state and return to user mode.

The direct cost of saving and restoring registers and updating the scheduler
is small: approximately 1 to 3 microseconds on modern hardware for a context
switch between threads of the same process (which share page tables), and
somewhat more for switches between different processes that require page
table changes [2]. The indirect cost is often larger: cache misses and TLB
misses caused by switching to code and data that are not currently cached.

A 2018 measurement by Eli Bendersky found thread context switch times
of approximately 1.2 to 1.5 microseconds when pinned to a single core and
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2.2 microseconds unpinned on a modern system [3]. A 2023 follow-up mea-
surement confirmed similar numbers: 1.3 to 1.6 microseconds per switch
between threads of the same process [4]. These measurements are lower
bounds because they are taken in controlled conditions without background
interference.

Whether this cost matters depends on how frequently context switches
occur. If a system performs 50,000 context switches per second across four
CPUs, the total overhead is approximately 50,000 times 3microseconds, which
equals 150 milliseconds per second, or about 15 percent of CPU capacity lost to
switching. At 500,000 context switches per second, the overhead approaches
100 percent and the system is essentially spending all its time switching instead
of doing useful work.

You can measure context switch rates with pidstat:

1 # Monitor context switches every second
2 pidstat -w 1
3
4 # Sample output:
5 # 01:23:45 PM UID PID cswch/s nvcswch/s Command
6 # 01:23:46 PM 0 123456 1523.45 234.56 java
7 # 01:23:46 PM 0 234 120.00 0.00 kworker/0:1

The cswch/s column shows voluntary context switches (the task yielded
the CPU voluntarily, for example by blocking on I/O or calling sched_yield).
The nvcswch/s column shows involuntary context switches (the task was
preempted by the scheduler because its timeslice expired or a higher-priority
task became runnable).

High voluntary context switches often indicate that too many threads are
competing for limited resources, with each thread frequently blocking and
being rescheduled. High involuntary context switches suggest the scheduler is
preempting tasks frequently, which can happen when there are more runnable
tasks than CPUs or when task priorities create aggressive preemption.

Reducing unnecessary context switches can improve performance:

• Use fewer threads than CPUs for CPU-bound work to avoid switching
overhead.

• Use efficient synchronization to reduce blocking and preemption.
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• Use CPU affinity to keep related tasks on the same CPU, preserving cache
state.

• Use real-time scheduling policies for latency-critical tasks to reduce
preemption.

Context switching is not inherently bad: it is how multitasking works. The
goal is to ensure that the rate of switching is proportional to the actual need for
multitasking rather than being driven by poor application design or resource
contention.

Interrupts, Softirqs, and Bottom Halves

Hardware interrupts are the mechanism by which devices notify the CPU that
they need attention. When a network card receives a packet, when a disk
completes an I/O operation, when a timer expires, the hardware asserts an
interrupt signal. The CPU responds by:

• Finishing the current instruction.
• Saving its current state.
• Jumping to the interrupt handler for that device.
• Executing the handler code in kernel mode with interrupts temporarily
disabled.

• Restoring state and returning to the interrupted task.

Interrupt handlers must be fast because they disable other interrupts while
running (on most architectures, at least for their own interrupt line). Slow
handlers cause delays in handling other interrupts and can starve normal task
execution.

Modern hardware generates interrupts at very high rates. A 10 gigabit
network interface receiving small packets at line rate generates over 14 million
interrupts per second. A fast NVMe drive can generate interrupts at rates that
saturate a single CPU core. The system must handle this volume efficiently.

Linux uses several techniques to manage interrupt load:

Interrupt coalescing: Network cards can be configured to accumulate
multiple packets before generating a single interrupt. The trade-off is latency:
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coalescingmore packets reduces interrupt rate but increases the time between
packet arrival and processing.

NAPI (New API): For networking, Linux uses NAPI, which combines
interrupt-driven processing with polling. When a packet arrives, the device
generates an interrupt. The driver schedules a poll function via the NAPI
infrastructure, then disables further interrupts for that queue. The poll
function runs later as a softirq, processing packets up to a budget limit. If the
budget is exceeded, the queue reschedules for more polling. This limits the
interrupt rate while still processing packets efficiently.

Softirqs are the second level of interrupt handling in Linux. A softirq is
a deferred work mechanism that runs at high priority but does not block all
interrupts. When a hardware interrupt occurs, the handler doesminimal work:
acknowledging the device, extracting a pointer to the data, and scheduling a
softirq to do the real processing. The softirq runs soon after, when the system
is in a safe state to handle more complex work.

Linux defines several softirq types:

• HI_SOFTIRQ: highest priority, used for special cases.
• TIMER_SOFTIRQ: timer expiration handling.
• NET_TX_SOFTIRQ: transmit packet processing.
• NET_RX_SOFTIRQ: receive packet processing.
• BLOCK_SOFTIRQ: block I/O completion (now largely deprecated).
• TASKLET_SOFTIRQ: tasklet execution.
• SCHED_SOFTIRQ: scheduler load balancing.
• HRTIMER_SOFTIRQ: high-resolution timer handling.
• RCU_SOFTIRQ: RCU grace period processing.

The NET_RX_SOFTIRQ is particularly important for performance. When
network packets arrive, the NAPI poll function registered for NET_RX_-
SOFTIRQ processes them by walking the receive ring buffer, copying or map-
ping packet data into kernel buffers, and passing them through the network
stack. At high packet rates, this softirq can consume significant CPU time.

Softirqs can run in two contexts:

• Directly when exiting from hardware interrupt handling, if the system is
not busy.
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• By the ksoftirqd kernel thread on each CPU, which runs when softirqs are
pending and cannot be handled immediately.

When you see high “system” CPU usage or high “si” (softirq) CPU in top
or vmstat, it often means softirq processing is consuming CPU time. This
is normal under high network or I/O load, but excessive softirq usage can
indicate a problem: too many interrupts, a single CPU handling all network
processing, or a misconfigured system.

The /proc/softirqs file shows per-CPU softirq counts:

1 cat /proc/softirqs | grep NET
2
3 # Sample output:
4 # CPU0 CPU1 CPU2 CPU3
5 # HI: 0 0 0 0
6 # NET_RX: 15234567 0 0 0
7 # NET_TX: 234567 0 0 0

This shows that all network receive processing is happening on CPU 0,
which indicates a need for IRQ affinity tuning or RPS configuration to distribute
the load across CPUs.

Understanding interrupts and softirqs is essential for diagnosing high-
CPU conditions, network performance issues, and interrupt storms. The next
chapters will cover how to tune these mechanisms for optimal performance.

Synchronization Primitives: Locks, Spinlocks, and
Contention

Concurrency requires synchronization. Whenmultiple CPUs or threads access
shared data, the system must ensure that operations happen in a controlled
order and that data remains consistent. The Linux kernel and applications use
various synchronization primitives, each with different performance charac-
teristics.

Mutexes are mutual exclusion locks. A thread acquires the mutex before
accessing the shared resource and releases it when done. If another thread
tries to acquire the mutex while it is held, the requesting thread blocks and
is put to sleep. When the mutex is released, one waiting thread is woken up.
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Mutexes are appropriate when the critical section (the code inside the lock)
takes a non-trivial amount of time, because the waiting thread yields the CPU
to others rather than spinning.

Spinlocks are simpler. A thread that wants to acquire a spinlock repeatedly
checks a flag in a tight loop until the lock is available. While spinning, the thread
consumes CPU cycles but does not block. Spinlocks are appropriate only when
the critical section is very short and the lock is expected to be held for a very
brief time, because spinning wastes CPU time if other threads are waiting. The
kernel uses spinlocks extensively in performance-critical paths where blocking
would be unacceptable: scheduler code, interrupt handlers, memory allocation
in atomic context.

Read-write locks allow multiple concurrent readers but only one writer
at a time. If only readers are active, they all proceed without blocking each
other. When a writer acquires the lock, it blocks new readers and waits for
existing readers to finish. Read-write locks are beneficial when reads greatly
outnumber writes.

Atomic operations are lock-free primitives provided by the CPU hard-
ware: test-and-set, compare-and-swap, fetch-and-add. Atomic operations
are faster than locks because they do not require context switching or complex
scheduling, but they can only protect simple operations on single values. Com-
plex data structure operations typically require combining atomic operations
with other synchronization mechanisms.

RCU (Read-Copy-Update) is a specialized synchronization mechanism for
read-heavy workloads where data structures are frequently read but infre-
quently modified. Readers access data without any lock. Writers create a copy
of the data, modify the copy, and then atomically swap a pointer to point to
the new copy. Old versions of the data are freed only after all pre-existing
readers have finished (a “grace period”). RCU is used extensively in the kernel
for networking and filesystem data structures.

Lock contention occurs when multiple threads or CPUs compete for the
same lock. Contention causes delays because threads must wait while others
hold the lock. Severe contention can serialize parallel work, reducing a multi-
core system to single-core performance for the contended operations.

Symptoms of lock contention:

• High CPU utilization with low actual throughput: threads are spinning or
waiting.
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• High latency variance: most operations are fast, but some are slow
because they waited for a lock.

• perf profiles showing time spent in locking functions (mutex_lock, spin_-
lock, _raw_spin_lock, etc.).

• perf profiles showing futex_wait or related functions for user-space
locking.

Reducing lock contention:

• Use lock-free data structures where possible.
• Partition data so different threads access different locks (sharding).
• Reduce the size of critical sections to minimize lock hold time.
• Use read-write locks when reads dominate.
• Use RCU-like patterns for read-heavy data structures.
• Use fine-grained locking instead of coarse-grained locking.

In production performance engineering, lock contention is one of the most
common causes of performance degradation in multi-threaded and multi-
processor systems. Profiling tools like perf with stack traces can reveal
where locking is consuming CPU time, and understanding the synchronization
primitives helps you choose the right fix.
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