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A Complete Guide to Virtual Memory,
Allocators, Paging, and Performance in
the Modern Linux Kernel*
This book takes you on a systematic journey through every layer of Linux
memory management. You will learn how virtual memory works from silicon
up to application code, how the kernel allocates and reclaims physical pages,
how allocators optimize for speed and fragmentation, how NUMA systems dis-
tribute memory across nodes, how containers isolate resources with cgroups,
and how to profile, debug, and harden memory behavior in production. Every
concept is explained with clear reasoning, concrete examples from real kernel
source code, and hands-on exercises you can run on your own system. The
target audience is systems programmers, kernel developers, performance
engineers, and advanced software practitioners who need deep understanding
of how Linux manages memory.



Introduction
A server is running a database cluster under heavy load when suddenly one
node becomes unresponsive. The logs show nothing unusual until you check
dmesg and find the unmistakable message: Out of memory: Kill process 12345
(postgres) score 987 or sacrifice child. Another instance, a web application
serving thousands of requests per second, exhibits intermittent latency spikes
that correlatewith pages being swapped in and out. A third case involves a real-
time system where high-order memory allocations occasionally fail, triggering
cascading errors through the driver stack.

These are not hypothetical scenarios. They are everyday problems for
engineers working with Linux systems, and all of them trace back to memory
management decisions made deep inside the kernel. Understanding those
decisions is not optional if you want to build reliable, performant software on
Linux.

This book exists because memory management is one of the most complex
subsystems in any operating system, and Linux is no exception. The kernel
must juggle competing demands: providing each process with its own isolated
address space while sharing physical RAM efficiently, allocating memory fast
enoughnot to become a bottleneck, keeping frequently used data close at hand,
gracefully degradingwhen pressuremounts, and doing all of this across dozens
or hundreds of CPUs without locking up the system. It must also cope with
hardware quirks, device constraints, security requirements, and workloads
that range from embedded sensors to hyperscale database clusters.

The promise of this book is straightforward. By the end, youwill understand
how Linux memory management works from the ground up, why it works that
way, and how to apply that knowledge in practice. You will knowwhat happens
when a process calls malloc, how the kernel decides which pages to evict,
why your allocation sometimes blocks, what causes TLB shootdowns and how
they hurt performance, how NUMA affects memory placement, how cgroups
enforce limits, and how to diagnose memory problems using the tools available
in modern kernels.

The central thesis running through these chapters is that Linux memory
management is not a collection of disconnected mechanisms but a coherent,
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layered system whose design decisions emerge from fundamental constraints
of hardware, performance, and scalability. Virtual memory exists because
programs cannot safely share physical addresses directly and need address
spaces larger than RAM. Paging and page tables exist because mapping every
virtual address eagerly would be wasteful and slow. Allocators sit on top of
pages because applications rarely need exactly one page at a time. Reclaim
algorithms exist because memory is finite. Huge pages exist because TLB
misses are expensive. Each layer solves a specific problem while introducing
new ones that the next layer must handle.

The book is organized to build understanding incrementally. We begin with
foundational concepts: what virtual memory is, why it matters, and how hard-
ware supports it. We then move into address translation, page tables, and how
Linux organizes virtual address space for processes and the kernel. Physical
memory management follows, with detailed treatment of the buddy allocator,
zones, NUMA nodes, and GFP flags. Kernel allocators come next: slab, slub,
and kmalloc, along with vmalloc for large virtually contiguous regions. User-
space allocation strategies are covered alongside kernel mechanisms because
they interact closely through system calls.

The middle chapters address demand paging, page faults, copy-on-write,
the page cache, and swapping. These are where theory meets practice most
directly: every file read, every fork, every mapped region depends on these
mechanisms. We then cover reclaim algorithms, compaction, huge pages,
and NUMA-aware allocation in depth. The later chapters deal with memory
cgroups and container isolation, out-of-memory handling, synchronization
and concurrency in the memory subsystem, performance profiling and de-
bugging tools, security implications and mitigations, and architecture-specific
implementations across x86-64, ARM64, and RISC-V.

Each chapter is self-contained enough to be read independently but con-
tributes to a cumulative picture. Code examples are complete and tested
against recent kernels using standard toolchains. Where kernel source is dis-
cussed, file paths and function names correspond to the 6.x series, with notes
about differences in earlier versions where relevant. You will find practical
experiments throughout: commands to inspect your system’s memory state,
scripts to measure allocator behavior, and procedures for building custom
kernels and running them under QEMU for safe experimentation.

A few conventions are worth noting. Inline citations appear as bracketed
numbers like [1] and reference the bibliography at the end of the book. Kernel
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source paths use the convention mm/page_alloc.c rather than full repository
URLs. Architecture-specific terminology follows official documentation: x86-
64 for Intel and AMD 64-bit processors, ARM64 or AArch64 for ARM, and RISC-
V for that architecture family. When discussing performance, numbers are
presented with context about the test environment because absolute values
depend heavily on hardware and configuration.

The book assumes you are comfortable with C programming, basic oper-
ating system concepts, and using the command line. It does not assume prior
kernel development experience. If you have debugged a memory leak, tuned
swap settings, or wondered why your process got killed by the OOM killer, this
book will give you the background to understand what was happening and how
to prevent it next time.

Let us begin at the beginning with the fundamental problem that virtual
memory was designed to solve.



Chapter 1: Foundations of Memory
Abstraction

The Memory Problem: Why Programs Cannot Share
Physical Memory Directly

Imagine a computer system where every program runs directly on physical
memory addresses. Program A starts at address 0x00000000 and occupies
the first megabyte. Program B must start at 0x10000000 or higher to avoid
colliding with A. If the operating system wants to run both simultaneously, it
needs to know in advance howmuchmemory each one requires and load them
into non-overlapping regions. This approach, called static memory allocation,
was used in early batch-processing systems and works fine when you have a
small number of programs whose sizes are known beforehand.

The moment you introduce dynamic behavior, the problemsmultiply. What
if Program A grows at runtime by allocating more data? It may overwrite
Program B.What if Program A finishes and the systemwants to load Program C
into its freed space, but Program C is larger than A was originally estimated to
be? Now the systemmust either compact all loaded programs together, leaving
one large free block, or accept fragmentation where memory is available in
pieces too small for any waiting program.

Worse still, there is no isolation. If ProgramA contains a bug that writes past
the end of an array, it can corrupt Program B’s data or even overwrite operating
system code. Malicious programs gain immediate access to everything in
memory: passwords, cryptographic keys, other users’ files. There is no
protection.

Virtual memory was invented to solve these problems. The core idea is
simple: each program sees its own address space, entirely separate from
every other program and from the kernel. Program A can start at address
0x00000000 in its view of the world, and so can Program B, because those
addresses are virtual. The hardware and operating system translate virtual ad-
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dresses into physical addresses behind the scenes, ensuring that each process
accesses only the memory allocated to it.

This abstraction delivers four critical benefits:

1. Isolation: A bug or attack in one process cannot directly corrupt another
process’s memory. The MMU enforces protection bits on every page, and
violations trigger exceptions that the kernel can handle.

2. Flexibility: Programs no longer need to know their physical location.
They use virtual addresses consistently, and the operating system decides
where their pages actually live in RAM. Relocation becomes automatic
rather than a burden placed on programmers or linkers.

3. Overcommitment: The total virtual address space across all processes
can exceed physical RAM. Not every page is used at once, and some pages
can be backed by disk storage rather than resident memory. This allows
systems to runmorework thanwould fit in RAM if everythingwere loaded
eagerly.

4. Simplified memory management: Instead of tracking arbitrary-sized
blocks of memory, the kernel manages fixed-size pages. Allocation, deal-
location, and relocation all become operations on uniform units rather
than irregular chunks.

The first production systemwith true virtual memory was the Ferranti Atlas
at the University of Manchester in 1962 [1]. It introduced demand paging,
where pages are loaded from secondary storage only when actually accessed
rather than all at once. This concept became standard across Unix systems
and eventually landed in Intel processors with the 80386 in 1985, which is the
processor Linux was originally developed on.

Virtual Memory as an Abstraction Layer

Virtual memory is fundamentally a translation layer between what software
sees and what hardware provides. Every memory access by a process uses a
virtual address. Thememorymanagement unit, orMMU, translates that virtual
address into a physical address before the actual read or write occurs. If the
translation fails because the page is not in RAM, the MMU raises an exception
and the kernel handles it by loading the page from disk or allocating a new one.
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This abstraction has profound consequences. Consider what happenswhen
you call malloc(4096) in a C program. The process does not immediately
consume four kilobytes of physical RAM. Instead, the kernel extends the
process’s heap region in its virtual address space and marks those pages as
allocated but not yet populated with data. Physical memory is only consumed
when the program actually writes to those pages, triggering a page fault that
causes the kernel to allocate a real page and map it into the virtual address.

This lazy allocation strategy, called demand paging, is one of the most
important performance optimizations in modern operating systems. Programs
frequently reserve large virtual address spaces but use only a fraction of them.
A web servermight allocate gigabytes for connection buffers but never fill all of
them simultaneously. Loading every page eagerly would waste RAM and slow
down startup dramatically.

The abstraction also enables features that would be impossible with direct
physical addressing. Copy-on-write fork, where a child process initially shares
all pages with its parent and only duplicates them when either side writes,
depends entirely on virtual memory. Without it, every fork call would need
to copy the entire address space, making process creation prohibitively ex-
pensive.

Shared libraries work similarly. Multiple processes can map the same
physical pages containing libc or other shared code into their own virtual
address spaces at different virtual addresses. Each process sees its own copy
of the library in its own address range, but only one set of physical pages is
needed.

Processes, Address Spaces, and Isolation

In Linux, each process has its own address space described by a structure
calledmm_struct. This structure contains the page directory root that defines
how virtual addresses map to physical pages, a list of virtual memory areas
describing contiguous regions with specific attributes, and various accounting
fields tracking memory usage.

A virtual memory area, or VMA, is a contiguous range of virtual addresses
that share the same protection and behavior. A typical process has several
VMAs: one for executable code loaded from the binary, one for read-only
data like string constants, one for writable global variables, one for the heap
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that grows upward as malloc allocates memory, one for the stack that grows
downward, and potentially many more for mapped files or shared memory
regions.

When a process is created via fork, Linux creates a new mm_struct and
duplicates the parent’s VMAs. However, none of the physical pages are copied
yet. Instead, every page table entry is marked read-only in both parent and
child. If either process tries to write to a shared page, the MMU raises a page
fault. The kernel’s page fault handler detects this as a copy-on-write event,
allocates a new page, copies the data, and maps the new page into the writer’s
address space with write permission. The other process continues using the
original page.

This mechanism makes fork extremely fast regardless of process size. A
process with gigabytes of memory can be forked in microseconds because no
data is actually copied. Only the metadata describing the address space is
duplicated, and physical pages are shared until someone modifies them.

Isolation between processes is enforced by the hardware. Each process’s
page tables define exactly which virtual addresses are valid and what op-
erations are permitted on each page. If a process attempts to access an
unmapped address, theMMU raises a page fault that the kernel translates into a
segmentation fault signal. If a process tries to write to a read-only page, it gets
a similar fault. If a process somehow obtains another process’s virtual address
and tries to use it, the translation will fail because that virtual address is not
mapped in its own page tables.

The kernel maintains strict separation between user-space and kernel-
space addresses. On x86-64, the upper half of the 48-bit virtual address space
is reserved for kernel use. User processes cannot access those addresses
because they are not mapped in their page tables, and the CPU’s protection
mechanisms prevent accidental or malicious access. This separation means a
buggy user program cannot crash the kernel by dereferencing a bad pointer,
and it prevents unprivileged code from reading sensitive kernel data structures.

The Role of the Operating System in Memory
Management

The MMU provides the hardware mechanism for translation and protection,
but the operating system is responsible for managing the mapping. Linux’s
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memory management subsystem handles several distinct responsibilities:

Address space management: Creating and destroying page tables when
processes are born and die, setting up VMAs for code, data, heap, stack,
and mapped regions, and maintaining the data structures that describe each
process’s virtual memory layout.

Physical memory allocation: Deciding which physical pages to assign to
which virtual addresses, trackingwhich pages are free andwhich are in use, and
ensuring that allocations respect hardware constraints like DMA requirements.

Page replacement: When physical memory is full and a new page is needed,
decidingwhich existing page to evict. This decision balances recency of access,
whether the page is backed by a file that can be reloaded, andwhether the page
has been modified and needs to be written back first.

I/O coordination: Coordinating with filesystems and block devices to load
pages from disk on demand and flush dirty pages back to storage. This
includes readahead strategies that anticipate future accesses and prefetch data
proactively.

Memory accounting: Tracking how much memory each process, cgroup,
or subsystem is using for monitoring, enforcement of limits, and debugging.

These responsibilities are implemented across dozens of source files in the
kernel’s mm directory. The code is complex because it must handle every
edge case: allocation failures under extremepressure, race conditions between
concurrent accesses, NUMA-aware placement on multi-socket systems, huge
pages for performance-critical workloads, and security requirements that
prevent information leaks through page reuse.

Hardware Support: MMUs and Protection

The memory management unit is the hardware component that makes virtual
memory possible. It sits between the CPU core and the memory controller,
intercepting every memory access and performing translation before the
actual read or write.

Translation works by consulting page tables, which are data structures in
RAM that map virtual addresses to physical addresses. A typical x86-64 system
uses four levels of page tables, each level indexed by a portion of the virtual
address. The CPUwalks through these levels, following pointers from one table
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to the next, until it reaches a final entry that contains the physical page frame
number.

To avoid walking page tables on every access, CPUs include a translation
lookaside buffer, or TLB, which caches recent translations. When the MMU
needs to translate an address, it first checks the TLB. If the translation is
cached, the access proceeds immediately. If not, a TLB miss occurs, the CPU
walks the page tables in RAM, loads the translation into the TLB, and then
retries the original access.

TheMMUalso enforces protection bits on every page. Each page table entry
contains flags specifying whether the page is present in RAM, whether it can
be read, written, or executed, and whether it is accessible from user mode or
only from kernel mode. If a process violates any of these constraints, the MMU
raises an exception and transfers control to the kernel’s fault handler.

Modern MMUs support additional features that Linux exploits. Huge pages
allow mapping 2 megabyte or even 1 gigabyte regions with a single page table
entry, reducing TLB pressure for large memory workloads. Write-protect bits
enable copy-on-write semantics. Access and dirty bits track whether a page
has been read or written since the last check, supporting page replacement
algorithms. Address space identifiers allow the TLB to distinguish entries from
different processes, avoiding expensive flushes on context switches.

The Linux Memory Management Philosophy

Linux memory management embodies several design principles that have
guided its evolution over decades:

Simplicity where possible, complexity where necessary: The basic model
is straightforward: pages are the unit of management, page tables map virtual
to physical, and faults trigger allocation. Complexity is introduced only when it
solves a real problem. Huge pages exist because TLB misses hurt performance
on large workloads. NUMA-aware allocation exists because memory latency
matters on multi-socket servers. Each complication has a measurable justifi-
cation.

Aggressive caching: Linux caches aggressively. File data is cached in
memory after the first read, executable code is shared across processes, and
anonymous pages are kept as long as possible before being swapped out. The
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assumption is that RAM should be used productively rather than left idle, and
that reclaiming memory when needed is cheaper than allocating it eagerly.

Graceful degradation: Whenmemory runs low, Linux does not immediately
panic. It reclaims pages from caches, evicts cold data, swaps anonymous pages
to disk, and compacts fragmented regions to make room for large allocations.
Only when all of these mechanisms fail does the OOM killer terminate pro-
cesses. This layered response allows systems to survive temporary spikes in
demand without catastrophic failure.

Concurrency and scalability: Memory management must work efficiently
on systemswith hundreds of CPUs. Lock contention isminimized through per-
CPU caches, fine-grained locking, and lockless read paths using RCU. NUMA-
aware allocation ensures that each CPU preferentially uses local memory,
reducing cross-node traffic.

Pragmatism over purity: Linux memory management includes many fea-
tures that are not theoretically elegant but work well in practice. The buddy
allocator has known fragmentation problems but is simple and fast. The
page replacement policy is an approximation of LRU rather than optimal, but
it performs well on typical workloads. These choices reflect a bias toward
practical effectiveness.

Understanding these principles helps explain why Linux memory manage-
ment looks the way it does. Every data structure, every algorithm, every
configuration knob exists to serve one or more of these goals. As we dive into
the details in subsequent chapters, keep these principles in mind as context
for the design decisions you encounter.

In the next chapter, we will examine the hardware mechanisms that make
all of this possible: how MMUs translate addresses, how page tables are
structured, and how different architectures implement virtual memory. This
foundation is essential for understanding everything that follows.
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