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Introduction: The Strategic Role of API

Orchestration

In the modern hyper-connected enterprise, APIs are no longer
merely technical connectors; they are the fundamental building
blocks of digital business. As organizations transition from

monolithic architectures to distributed microservices, the complexity



of managing security, observability, and traffic flow increases
exponentially. This is where Kong Gateway emerges as a critical

piece of infrastructure.

This guide, Kong Gateway For Starters: The Complete Enterprise
Implementation Guide, provides a comprehensive blueprint for
deploying Kong in high-stakes environments. We move beyond
basic installation to explore the nuances of a Hybrid Mode
deployment—a strategy that separates the "brain" (Control Plane)
from the "muscle" (Data Plane). By isolating management from
execution, organizations can achieve the 99.99% availability
required for mission-critical services like financial transactions and

internal systems.

Throughout the following chapters, we examine the practical
application of Zero Trust security through Mutual TLS, the
automation of gateway state via Infrastructure as Code (decK), and
the implementation of custom logic to solve unique business
challenges. Whether you are an Architect designing a multi-region
cluster across Sydney and Melbourne or a Developer securing a
specific B2B interface, this guide serves as a technical North Star for

mastering the Kong ecosystem.



Chapter 1: Kong Gateway Architecture and

Deployment Strategy

Kong Gateway is an open-source, lightweight API gateway
optimized for microservices, delivering unparalleled latency
performance and scalability. Within the enterprise ecosystem, Kong
Gateway is the chosen technology for both External and Internal
API Gateways, functioning as the primary North-South and East-
West interface. North-South traffic refers to data traversing into or
out of the enterprise network, effectively acting as the digital front
door for external consumers. Conversely, East-West traffic
represents internal service-to-service communication across
distributed microservices. By consolidating both traffic models onto
Kong, the organization achieves a unified policy enforcement point,
simplifying operations and ensuring consistent security postures

across all data domains.

The architectural foundation of this deployment relies on a deeply
decoupled operational model. The system uses a Hybrid Mode
Architecture that separates management from runtime operations.
In a traditional unified gateway model, the administrative interface,
the datastore, and the routing proxy all reside on the exact same
nodes. This creates a monolithic failure domain where high
configuration loads could potentially impact live traffic routing.
Hybrid Mode completely mitigates this by severing the control
lifecycle from the execution lifecycle. The control mechanism is
governed entirely by the Control Plane (CP). The CP stores state

configurations in a PostgreSQL database and pushes updates to the



rest of the system using the Admin API. The PostgreSQL database
acts as the strict single source of truth for the entire API ecosystem,
housing everything from route definitions and upstream load
balancer targets to complex plugin configurations and cryptographic
certificates. Because the CP handles the heavy lifting of
administrative tasks, it effectively isolates the runtime nodes from

any database latency, table locks, or connection pool exhaustion.

The execution mechanism resides in the distributed Data Plane (DP).
The DP receives configurations from the CP via mTLS, caches these
configurations locally, and is responsible for routing the actual
traffic. This local caching mechanism is critical to the gateway's
performance; it utilizes shared memory zones to ensure that routing
decisions and plugin executions occur in sub-millisecond timeframes
without requiring external network calls back to the database.
Consequently, this decoupled architecture guarantees extreme
operational resilience. If the CP experiences downtime, the DP
continues routing traffic seamlessly using its cached configuration.
During such Control Plane outage windows, administrators cannot
apply new routing rules or rotate certificates, but existing consumer
traffic remains entirely unaffected, ensuring strict business

continuity.

Moving to the underlying infrastructure, the gateway demands
stable, enterprise-grade operating systems to handle massive
throughput. The gateway is deployed across virtualized RedHat
Enterprise Linux (RHEL 9.5) servers. RHEL 9.5 provides a hardened
kernel, enhanced cryptographic libraries (critical for intensive TLS
termination), and the robust resource management capabilities

necessary for a high-availability proxy layer.

Containerization and Kubernetes (K8s) Architectures



While virtualized RHEL environments provide robust raw compute,
modern enterprise workloads increasingly utilize containerized
microservices. For teams deploying onto Kubernetes (K8s) clusters,
Kong functions natively as a Kong Ingress Controller (KIC). In this
model, the gateway is deployed directly within the cluster via Helm
charts, continuously watching the Kubernetes API for new Ingress
resources. This allows developers to define routing and plugin
configurations using standard Kubernetes manifests, seamlessly
bridging the gap between legacy VM deployments and cloud-native

orchestration.

To satisfy rigorous Service Level Agreements (SLAs), the topology
spans multiple physical locations. The infrastructure is tiered to
maintain strict availability across the Sydney and Melbourne data
centers. This geographic distribution ensures that localized
catastrophic events, such as a power failure or regional network
partition, do not disrupt enterprise API traffic. Global Server Load
Balancing (GSLB) routes consumers to the healthiest available data

center.

The environments are categorized into distinct tiers based on
operational criticality. Tier 1 (Mission Critical) environments are
dedicated to production instances for critical APIs like NAME, WAM,
and GAS utilizing an active-active 2N+2 deployment model across
both data centers. An active-active model means both the Sydney
and Melbourne data centers are simultaneously processing live
traffic. The 2N+2 deployment strategy ensures that the system is
provisioned with double the required baseline capacity (2N), plus
two additional buffer nodes (+2) for uninterrupted patching cycles
and immediate failover capacity. In the event of a total data center
failure in Sydney, the Melbourne facility effortlessly absorbs the

100% traffic spike without degradation.



Tier 2 (Business Critical) environments house common Non-Critical
production instances utilizing a 2N+2 deployment for external
gateways and 2N+1 for internal gateways. External gateways
naturally experience highly variable public traffic and thus require
the robust +2 buffer, while internal East-West traffic patterns are
far more predictable, allowing for a streamlined 2N+1 capacity

model.

Tier 3 (Business Operational) represents the pre-production
environments mimicking production features but running on an N+1
cluster configuration. Pre-production environments are strictly
utilized for performance benchmarking, staging release candidates,
and executing final integration validations before a production

rollout.

Finally, Tier 4 (Business Supporting) includes lower environments
such as Dev, Test, SIT, FAT, and UAT, operating as stand-alone
single nodes. By restricting these non-critical testing environments
to single nodes, the enterprise optimizes compute resource
allocation and licensing costs, focusing high-availability

expenditures strictly on production or pre-production parity targets.
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