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Production Reference and Architecture
Guide

This book is a comprehensive guide to designing, deploying and operating
HAProxy in production environments. It moves from first principles through
advanced engineering topics, explaining not just how to configure HAProxy
but why each feature exists, how it interacts with other components, what can
go wrong and how to build reliable systems around it. Every configuration
example is complete, valid and designed for real-world use.

The primary reference version for this book is HAProxy 3.4 LTS. Where
behavior differs from earlier stable versions, especially 2.8 LTS, this is explicitly
noted. HAProxy Enterprise-specific capabilities are distinguished from the
open-source Community Edition wherever the difference matters for archi-
tecture or configuration.



Introduction

Every high-traffic application needs something in front of it. Something that
accepts thousands or millions of connections, routes them to the right backend
servers, notices when those servers fail and keeps working when the load
spikes beyond what any single machine can handle. That something is a
load balancer or a reverse proxy and the most widely deployed open-source
solution in this role is HAProxy.

HAProxy is not a web server. It is not a content delivery network. It is not
a service mesh. It is a specialized TCP and HTTP proxy engineered from the
ground up for reliability and performance. When you deploy HAProxy you are
deploying a single responsibility system: move data from clients to servers as
quickly and reliably as possible and do nothing else. That narrow focus is what
makes it exceptional.

This book is written for engineers who need to understand HAProxy deeply.
Not enough to pass a certification. Not enough to copy a configuration from a
blog post. Deep enough to design an architecture that survives failures. Deep
enough to tune a deployment that handles real scale. Deep enough to debug a
problem at 2am when the monitoring system is screaming and nobody knows
why.

How This Book Is Organized

The book progresses from foundations to advanced topics. Part I explains what
HAProxy is, why it was built the way it was and how its internals work. If you
skip this part you will miss the mental model that makes the rest of the book
click.

Part II covers configuration fundamentals: the structure of the configura-
tion file, how HAProxy parses and applies it, the global settings that affect the
whole process and the defaults that apply across all proxies.

Part III introduces the core proxying capabilities: frontends that accept
connections, backends that define server pools, the load balancing algorithms
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that choose which server receives which request, health checks that detect
failures and the timeouts that govern every connection.

Part IV focuses on HTTP proxying: routing traffic based on host, path,
header and method. Modifying requests and responses. Supporting WebSock-
ets and long-lived connections.

Part V explains session stickiness and the powerful stick tables that
track clients and servers. Part VI covers TLS comprehensively: termination,
passthrough, mutual authentication, certificate management and security
hardening.

Part VII addresses performance and tuning. Part VIII covers high availability
and deployment architectures. Part IX focuses on operations: logging, moni-
toring, observability and troubleshooting.

Part X presents realistic production architectures that combine multiple
HAProxy features into working systems. Part XI provides reference material
for quick lookups. The book closes with a glossary, production deployment
checklist and bibliography.

Prerequisites

This book assumes you are comfortable with:

* Basic networking concepts: TCP, UDP, HTTP, DNS, IP addressing, subnets
* Linux command line and system administration basics

* YAML or similar configuration syntax

* The idea of containerization and orchestration (Docker, Kubernetes)

You do not need prior HAProxy experience. You do need the patience to
build an accurate mental model of how a proxy works from the bottom up.

Version Conventions

HAProxy follows a clear versioning pattern. Even-numbered minor releases
are long-term support (LTS) branches that receive bug fixes and security
updates for approximately five years. Odd-numbered minor releases are stable
branches with a shorter support window of twelve to eighteen months.
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As of late 2026, the current LTS version is 3.4. Version 2.8 LTS remains
supported until mid-2028. Version 3.5 is in development and represents the
cutting edge of HAProxy features.

This book uses HAProxy 3.4 LTS as its reference version. Where behavior
differs from earlier versions, especially 2.8, I note the difference explicitly.
Where a feature is only available in development or Enterprise editions, I flag
it so you do not waste time trying to use it with the wrong version.

A Note on HAProxy Enterprise

HAProxy the software is open source under the GPLv2 license. HAProxy
Technologies is the commercial company that employs the core developers
and offers HAProxy Enterprise, a commercially licensed version with additional
features and support.

The vast majority of HAProxy functionality described in this book is available
in the Community Edition. HAProxy Enterprise adds capabilities such as:

* GUI management and configuration

* Built-in SSL/TLS management and ACME automation with premium
providers

* Commercial support and SLAs

» Some advanced features released earlier in Enterprise before being up-
streamed

Where Enterprise-specific capabilities materially affect architectural deci-
sions, I call them out. Where the difference is only in packaging or support
model, I do not.

How to Use This Book

You can read this book cover to cover if you want a complete understanding
of HAProxy from foundations through advanced operations. That is the
recommended approach for anyone new to the project.

If you already have HAProxy experience and need answers to specific
questions, the chapter structure and section headings let you jump directly
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to the topic you need. The reference material in Part XI is designed for quick
lookups when you are writing configuration or debugging a problem.

Every configuration example in this book is complete. You can copy it, adapt
it for your environment and run it. I avoid showing isolated fragments that
cannot function on their own. When I show two alternatives, I explain the
trade-offs so you can choose based on your requirements rather than guessing.

Now let us begin.



Part I: Foundations



Chapter 1: What Is HAProxy and Why
Does It Exist

To understand HAProxy you need to understand the problem it was built to
solve, the design choices that shaped it and the space it occupies among other
load balancers and proxies. This chapter gives you that context so the rest of
the book makes sense.

The Proxy Problem Space

At a fundamental level, the proxy problem is this: you have clients that need
to communicate with servers. You do not want every client talking directly to
every server for many reasons:

 Servers have finite capacity. A single machine cannot handle unlimited
connections.

 Servers fail. Hardware breaks, software crashes, deployments go wrong.

* You want to scale horizontally. When one server is not enough, add more.

* You want to secure your infrastructure. Direct access to every server on
every port is a security nightmare.

* You want visibility. You need to know how many connections are arriving,
where they are going, how long they take and what fails.

* You want flexibility. Traffic should route to different services based on
what the client is asking for.

A load balancer or reverse proxy solves these problems by sitting between
clients and servers. Clients connect to the proxy. The proxy decides which
server should handle each connection. The proxy monitors server health and
removes failed servers from the pool. The proxy logs everything that flows
through it. The proxy becomes the single entry point to your infrastructure.

Not all proxies are the same. They differ in the protocols they handle, the
layer at which they operate, the features they provide and the performance
characteristics they offer. Understanding these differences matters when you
choose a tool for your environment.
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HAProxy’s Origins and Design Philosophy

HAProxy was created by Willy Tarreau in 1999. Tarreau was a kernel developer
who saw that existing load balancing solutions were either too simple, too
slow, or too resource-heavy for his needs. He built HAProxy from scratch with
specific design goals:

» Extreme reliability. HAProxy must keep working under any condition,
including extreme load, backend failures and memory pressure. A load
balancer that crashes or hangs is worse than no load balancer at all.

* High performance. HAProxy uses an event-driven, non-blocking archi-
tecture that processes connections asynchronously. It avoids thread-
per-connection models that consume memory and CPU under high con-
currency.

* Low resource usage. HAProxy was designed to run efficiently on modest
hardware. In its typical operating mode it uses very little CPU and
memory compared to the traffic it handles.

 Simplicity in core, expressiveness in configuration. The core engine is
focused on moving data between clients and servers. The configuration
language lets you add complexity only when you need it.

* Deterministic behavior. HAProxy should do exactly what you configure
it to do, no more and no less. No hidden magic. No undocumented
optimizations that change behavior unpredictably.

These design goals shaped every major architectural decision in HAProxy.
The single-process event loop that defined HAProxy for its first decade. The
eventual move to multi-threading and master-worker mode that preserved the
non-blocking model while scaling across multiple cores. The configuration
language that is verbose but explicit. The relentless focus on correctness over
convenience.

The HAProxy source code is small compared to many alternatives. The core
proxying engine runs in a single event loop that reads from file descriptors,
writes to file descriptors and moves state machines forward when data arrives.
This simplicity is intentional. Complex code fails in complex ways. Simple code
is easier to understand, audit and trust.
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HAProxy Among Alternatives

HAProxy is not the only game in town. The load balancer and proxy landscape
includes several major alternatives, each with its own strengths and weak-
nesses:

Nginx started as a web server and added load balancing and reverse proxy
capabilities. It is widely deployed and well understood. Nginx excels at serving
static content and simple proxying scenarios. Its configuration is relatively
straightforward. Its event-driven architecture is similar to HAProxy’s. Where
Nginx lags behind HAProxy is in advanced load balancing features: health
check options, persistence mechanisms and the depth of traffic inspection and
manipulation. Nginx Plus closes some of these gaps but requires a commercial
license.

Envoy is a modern proxy built by Lyft and now maintained by the CNCF.
It is designed for cloud-native and microservices architectures with strong
service mesh integration. Envoy offers extensive observability, including
distributed tracing and detailed metrics. Its configuration is JSON-based
and programmatically generated. Envoy is written in C++. It uses a more
complex architecture than HAProxy. Where Envoy excels is in programmability
and integration with modern tooling. Where HAProxy typically excels is in
raw throughput, connection handling efficiency and operational simplicity for
traditional load balancing use cases.

Traefik is a Go-based reverse proxy designed primarily for containerized
and microservices environments. It integrates tightly with Docker, Kubernetes
and other service discovery mechanisms. Traefik is opinionated about how
you configure it, favoring annotations and declarative approaches over manual
configuration files. It is easy to use for Kubernetes ingress. It is less capable
than HAProxy or Nginx for traditional high-performance load balancing at
scale.

Cloud provider load balancers (AWS ALB/NLB, GCP Load Balancing, Azure
Load Balancer) offer managed solutions that require no infrastructure manage-
ment. They are highly available, auto-scaling and integrate with other cloud
services. They are expensive at scale. They often provide less configuration
control than self-hosted HAProxy. They may have limitations on custom
TLS configuration, header manipulation, or advanced routing logic. Many
organizations use both: a cloud load balancer at the edge for basic TCP/UDP
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distribution, HAProxy behind it for application-level proxying and routing.

Linux Virtual Server (LVS) is a kernel-level load balancer that operates at
Layer 4. It is extremely fast because it never copies application data, only
redirects packets at the network level. LVS is ideal for raw throughput re-
quirements. It lacks HTTP-level features: no routing based on URL or headers,
no TLS termination, no content inspection. Organizations often combine LVS
with HAProxy: LVS distributes connections to multiple HAProxy instances and
HAProxy handles the application-level logic.

The choice among these tools is not universal. HAProxy is not always the
best answer. Understanding when to use it and when to choose something else
is an important part of being a good engineer.

When to Use HAProxy and When Not To

Use HAProxy when:

* You need high-performance Layer 4 or Layer 7 load balancing for HTTP,
TCP, or mixed traffic.

* You require fine-grained control over load balancing algorithms, health
checks and routing decisions.

* You want TLS termination with advanced options like SNI-based certifi-
cate selection, OCSP stapling, or mutual TLS authentication.

* You need session persistence with sophisticated stickiness options.

* You want to rate limit, filter, or inspect traffic at the proxy level.

* You are managing a traditional application stack or a hybrid environment
where some services are in containers and others are not.

* You need to run load balancing infrastructure on modest hardware while
handling significant traffic.

* You want deterministic, auditable behavior where the configuration ex-
plicitly defines everything the proxy does.

Do not use HAProxy, or use it carefully, when:

* Your entire environment is Kubernetes-native and you only need basic
ingress routing. A Kubernetes ingress controller might be simpler to
manage.



Chapter 1: What Is HAProxy and Why Does It Exist 1

* You need deep service mesh capabilities like mTLS between all services,
automatic certificate rotation and distributed tracing without extra con-
figuration. Envoy-based meshes are stronger here.

* You need a managed solution with zero infrastructure overhead. A cloud
provider load balancer might be the right fit.

* You need to serve large volumes of static content efficiently. Nginx or a
CDN is better suited for that role.

* Your only requirement is raw Layer 4 throughput at enormous scale. LVS
or a cloud network load balancer might handle it more efficiently.

There is nothing wrong with combining tools. A common architecture uses
a cloud load balancer or LVS cluster for external traffic, HAProxy instances for
application-level proxying and routing and an Envoy-based service mesh for
internal service-to-service communication. Each tool handles the job it does
best.

Community Edition vs Enterprise: What Differs

HAProxy Community Edition is the open-source version available
under the GPLv2 license. You can download it from haproxy.org or
github.com/haproxy/haproxy. It is the reference implementation. All
features and behavior documented in the official documentation apply to
Community Edition.

HAProxy Enterprise is a commercially licensed version that includes:

* All Community Edition features, built from the same code base with
Enterprise-specific additions.

» A graphical management interface for configuration, monitoring and
operations.

* Commercial support with service level agreements, priority bug fixes and
access to engineers.

» Early access to some features before they are released in Community
Edition.

* Enhanced SSL/TLS management, including integrated ACME automation
with multiple providers.

* The HAProxy Data Plane API for programmatic configuration manage-
ment with validation, versioning and audit trails.
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* Global Profiling Engine for advanced analytics on traffic patterns and
client behavior.

The Data Plane API is particularly significant for large organizations. It
provides a RESTful interface for managing HAProxy configuration with trans-
actional semantics, validation pipelines and audit logging. You can version
control your configuration, deploy changes through CI/CD pipelines and roll
back if something goes wrong. This reduces the operational complexity of
managing many HAProxy instances.

HAProxy ALOHA is another commercial product: a hardware appliance
or virtual appliance pre-configured with HAProxy Enterprise, designed for
organizations that want a turnkey load balancer solution with minimal con-
figuration complexity.

For most of this book, when I refer to “HAProxy” I mean the Community
Edition unless I specify otherwise. Where Enterprise features meaningfully
affect architecture or operations, I call them out explicitly so you can make
informed decisions about whether the commercial version is appropriate for
your use case.



Chapter 2: Architecture and Internals
from First Principles

Before you configure HAProxy you need to understand how it works internally.
Not at the level of reading C source code, but at the level of understanding the
architecture so you can predict how it will behave under load, under failure
and under unusual conditions. This chapter builds that mental model from
first principles.

The HAProxy Process Model

HAProxy has evolved from a single-process architecture to a sophisticated
multi-process, multi-threaded system. Understanding this evolution helps you
understand why the configuration works the way it does.

Early versions of HAProxy ran as a single process with a single event
loop. That process accepted connections, routed them and handled all 1/0
using non-blocking 1/0 on file descriptors. The operating system’s event
notification mechanism (epoll on Linux, kqueue on BSD, event ports on Solaris)
told HAProxy which file descriptors had data ready to read or write. HAProxy
processed each one in turn.

This model was extremely efficient on single-core systems. One process,
one loop, no locking overhead, no context switching between threads. The
CPU spent most of its time in the kernel handling network stacks, with HAProxy
using only about fifteen percent of CPU time in typical deployments.

The limitation was obvious: a single process can only run on one core. As
CPUs added cores, HAProxy could not use them. The solution was multi-
process mode: run multiple HAProxy processes, each with its own event
loop, each bound to its own CPU core. The operating system distributed
incoming connections among the processes using SO_REUSEPORT or similar
mechanisms.

Multi-process mode worked well but had operational complexity. Each
process needed its own file descriptors. Reloading the configuration required
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careful coordination. Some shared state, like statistics, became harder to
manage.

The master-worker model, introduced in version 1.9 and refined since,
addresses these issues. A single master process starts and supervises one or
more worker processes. The master process never handles connections. It
reads the configuration, validates it, starts workers, monitors them and handles
signals like HUP for reload. Worker processes do all the actual proxying work.

This separation has important operational benefits:

* When you reload the configuration, the master validates the new config-
uration first. Only if it is valid does it tell the old workers to stop accepting
new connections, start new workers with the new configuration and wait
for the old workers to drain their existing connections before killing them.

 If a worker crashes, the master detects it and restarts it automatically
without affecting other workers.

* The master can collect and aggregate statistics from all workers.

Modern HAProxy deployments should always use master-worker mode. It
is enabled with the -W startup flag (see Chapter 5); the old master-worker
global directive is deprecated and should not be written in the configuration.

Master and Worker Processes

In master-worker mode, the architecture looks like this:

The master process starts as root to perform privileged operations: binding
to low-numbered ports (below 1024), changing the working directory, setting
up chroot jails and acquiring capabilities it needs. Once setup is complete, it
drops privileges to the user and group specified in the configuration.

The master then spawns one or more worker processes. Each worker
inherits the file descriptors the master bound for listeners. Workers are
where the event loops run. Workers accept connections, handle health checks,
process requests and forward them to backend servers.

Workers can be single-threaded or multi-threaded. In single-threaded
mode, each worker runs one event loop on one CPU core. In multi-threaded
mode, each worker spawns multiple threads, each with its own event loop,
sharing the same memory space and file descriptors.
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The number of workers and threads per worker are configuration choices
that affect performance and resource usage. These are controlled by the
nbproc and nbthread directives in the global section. The relationship be-
tween these two is straightforward: the total number of event loops equals
nbproc multiplied by nbthread.

Master-worker mode is the recommended deployment model for all pro-
duction systems. It provides resilience against worker crashes and enables
zero-downtime configuration reloads.

Threads and Task Scheduling

Multi-threading in HAProxy is designed to scale across multiple CPU cores
while minimizing overhead from lock contention and context switching.

Each thread runs its own event loop. When a thread receives a connection
or has data to process, it handles it entirely within its own context. Threads
share certain data structures like backend definitions and health check state,
but they avoid sharing mutable state wherever possible.

HAProxy uses several strategies to reduce contention:

* Per-thread connection pools and buffers reduce shared resource access.

* Lock-free algorithms for certain operations, such as round-robin
scheduling.

* NUMA-aware thread groups that localize threads to specific CPU nodes
to reduce memory access latency.

The task scheduler in HAProxy handles not just I /O events but also periodic
tasks: health checks, connection draining, statistics collection and timer-based
operations. Each thread has a task list that is processed in order of priority and
urgency.

Version 3.2 introduced significant improvements to the scheduler to reduce
latency under extreme load. The improvements include better task prioritiza-
tion and reduced wake-up latency when threads are idle.

For most deployments, the number of threads should match the number
of available CPU cores. If you have NUMA nodes, you can use thread groups
to organize threads by node. HAProxy 3.2 added automatic CPU topology de-
tection with the cpu-policy performance directive that configures optimal
thread placement based on detected hardware.
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The Event Loop and Epoll/Kqueue/Devpoll

At the heart of HAProxy is the event loop. The event loop is what makes
HAProxy efficient. It is what allows a single thread to handle thousands or
tens of thousands of concurrent connections without creating a new thread or
process for each one.

The event loop works as follows:

1. HAProxy creates file descriptors for each listening socket and each active
connection.

2. HAProxy registers these file descriptors with the operating system’s event
notification mechanism (epoll on Linux, kqueue on BSD, event ports on
Solaris, select as a fallback).

3. The event loop blocks on the notification mechanism, waiting for 1/0
events.

4. When an event occurs (data ready to read on a socket, write buffer
available, connection closed), the operating system notifies HAProxy.

5. HAProxy processes the event: reads data from the socket if there is data,
writes buffered data if the socket is ready for writes, updates connection
state, or closes the connection if it is done.

6. The loop returns to step 3.

This model means HAProxy never blocks waiting for I/0. If a socket has no
data to read, HAProxy does not sit idle waiting for it. The event loop moves on
to process other events. Only when no events are pending does the loop block
on the notification mechanism, which is an efficient kernel-level wait.

The choice of event notification mechanism matters for performance on
different operating systems:

* epoll on Linux is the most efficient and is the default on modern Linux
distributions.

* kqueue on FreeBSD, macOS and other BSD variants provides similar
performance.

* event ports on Solaris and Illumos variants.

* poll as a portable fallback on systems that do not support the above.

* select is available but not recommended for production due to poor
scaling with many file descriptors.
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HAProxy automatically selects the best available mechanism for your oper-
ating system. You can override this choice with build-time options or runtime
directives if needed, but the defaults are appropriate for most environments.

Buffers, Queues and Data Flow

HAProxy does not pass data directly between client and server sockets. It
buffers data in memory as it flows through the proxy. This buffering is essential
for several reasons:

* It allows HAProxy to inspect requests before forwarding them (for HTTP
mode routing and ACL evaluation).

* It handles rate differences between client and server. If the client sends
data faster than the server can process it, HAProxy buffers the excess.

* It enables connection reuse. HAProxy can read an entire HTTP request
from a client on a keep-alive connection, then forward it to a server on a
different connection.

Each active connection has two buffers: an I /O buffer for reading incoming
data and an O/O buffer for writing outgoing data. The default buffer size
is 16KB, configured at compile time and adjustable with the tune.bufsize
directive.

Data flows through HAProxy in a specific path:

1. Client sends data to HAProxy’s listening socket.

2. HAProxy reads the data into the connection’s I/0 buffer.

3. HAProxy’s protocol parser processes the data. For HTTP mode, this
means parsing the HTTP request line and headers. For TCP mode, data is
passed through as-is.

4. In HTTP mode, ACLs are evaluated, routing decisions are made and
request modifications are applied.

5. HAProxy selects a backend server using the load balancing algorithm.

6. HAProxy opens or reuses a connection to the backend server.

7. HAProxy writes the data from its buffer to the server connection’s O/O
buffer.

8. The server processes the request and sends a response.

9. HAProxy reads the response into the server connection’s I /O buffer.
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10. HAProxy writes the response to the client connection’s O/O buffer.
11. The cycle continues for keep-alive connections or the connection is
closed.

If buffers fill up because the downstream side is slow, HAProxy blocks
further reading from the upstream side. This is backpressure: the slow
consumer controls the rate. HAProxy does not drop data because of buffer
overflow under normal conditions. It waits for space to become available.

Understanding buffering is important for performance tuning and for diag-
nosing issues. If you see connections stuck in a particular state, the problem
is often related to buffer usage: one side sending too fast, the other too slow,
or a misconfigured timeout allowing connections to linger with buffered data
indefinitely.

Connection vs Session vs Stream vs Transaction

HAProxy uses several related terms to describe different aspects of client-
server communication. Understanding the distinctions matters for configu-
ration and troubleshooting.

A connection is a TCP connection between two endpoints: a client and
HAProxy, or HAProxy and a server. It is identified by the four-tuple of IP
addresses and ports. HAProxy manages many connections simultaneously.

A session is the logical relationship between a client connection and a server
connection that HAProxy establishes to handle that client’s traffic. In TCP
mode, a session is essentially one client connection paired with one server
connection. In HTTP mode, a session is more nuanced because HTTP keep-
alive allows multiple requests on a single connection.

Astreamis an HTTP/2 or HTTP/3 concept. HTTP/2 and HTTP/3 multiplex
multiple streams over a single TCP or QUIC connection. Each stream repre-
sents an independent request-response exchange. HAProxy supports HTTP/2
and HTTP/3 and manages streams within connections.

A transaction is a single HTTP request-response pair. In HTTP/1.1 with
keep-alive, a single connection can carry multiple transactions. In HTTP/2
or HTTP/3, a single stream carries one transaction.

These distinctions matter because different HAProxy features operate at
different levels. Timeouts can apply to connections, sessions, or transactions.
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Load balancing decisions happen at the session level. ACLs can evaluate per-
transaction attributes like headers or path. Stick tables can track metrics at
the connection, session, or request level.

When you configure HAProxy you will encounter terms like client connec-
tion, server connection, frontend session, backend session and so on. They all
refer to specific stages in this hierarchy. Being precise about what you mean
avoids confusion when reading documentation or debugging issues.

The Lifecycle of a Single Request

To tie all these concepts together, let us trace a single HTTP request through
HAProxy from arrival to response. This sequence explains the order in which
HAProxy evaluates configuration, applies rules and processes traffic.

1. A client initiates a TCP connection to HAProxy’s listening address and
port. HAProxy’s event loop receives the connection notification and
accepts the connection.

2. The client sends an HTTP request. HAProxy reads the data into the
connection’s I /O buffer.

3. HAProxy parses the HTTP request line and headers. If the request is
malformed or incomplete beyond the configured grace period, HAProxy
sends an error response and closes the connection.

4. With a valid HTTP request, HAProxy evaluates ACLs defined in the fron-
tend. ACLs can match on source IP, destination port, request method,
path, headers, TLS attributes, or any combination of criteria.

5. Based on ACL evaluation, HAProxy decides which backend should handle
the request. This is the routing decision. It can use use_backend rules or
a default backend directive.

6. HAProxy applies any http-request rules: adding or removing headers,
modifying the request path, validating conditions, or denying the request.

7. HAProxy selects a server from the backend using the configured load bal-
ancing algorithm, taking into account server weights, current connection
counts, stickiness rules and health status.

8. HAProxy opens a connection to the selected server, or reuses an existing
idle connection if connection reuse is enabled.

9. HAProxy applies any http-request rules defined in the backend section.

10. HAProxy writes the HTTP request to the server connection.
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11. The server processes the request and sends an HTTP response. HAProxy
reads the response into the server connection’s I/O buffer.

12. HAProxy applies any http- response rules: modifying response headers,
checking response status codes, or transforming the response body.

13. HAProxy writes the response to the client connection.

14. If both client and server support HTTP keep-alive and the connection has
not exceeded timeout limits, HAProxy keeps both connections open for
subsequent requests. Otherwise, the connections are closed.

This sequence happens many times per second in a busy deployment.
Understanding it lets you predict where things might go wrong: slow servers
causing timeouts in step 10, ACLs incorrectly matching in step 4, load balancing
decisions causing uneven distribution in step 7, response modifications break-
ing client expectations in step 12.

Runtime Memory Layout and File Descriptors

HAProxy’s runtime resource usage is dominated by two factors: file descriptors
and memory for connection state and buffers.

File descriptors are operating system handles for open sockets, files and
pipes. Every client connection uses one file descriptor on the client side. Every
server connection uses one file descriptor on the server side. A deployment
handling 100,000 concurrent client connections to backends with persistent
connections might easily use 200,000+ file descriptors.

The default limit on most Linux systems is 1024 file descriptors per process.
This is woefully insufficient for production HAProxy deployments. You must
raise the limit. Two limits matter: the soft limit, which applications can raise
up to a maximum and the hard limit, which requires root privileges to change.

HAProxy will refuse to start if you configure more maxconn connections
than the available file descriptor limit. The recommended rule of thumb is to
set the file descriptor limit to approximately twice the global maxconn value,
because each concurrent connection can use up to two file descriptors (one
for client, one for server).

Memory usage depends on the number of concurrent connections, buffer
sizes and the complexity of your configuration. Each active connection con-
sumes memory for:
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* The connection structure itself (a few hundred bytes)

The 1/0 buffers (default 16KB each, so 32KB per full-duplex connection)
* HTTP parsing structures and headers (varies with request size)

* ACL evaluation state and variables

A rough estimate for planning: allow 32KB to 64KB per concurrent connec-
tion for HAProxy's memory usage. For 100,000 connections, that is 3GB to 6GB
of RAM just for connection state and buffers. Add overhead for configuration
structures, stick tables and general runtime needs.

HAProxy does not use swap under normal conditions because it processes
connections asynchronously and does not allocate memory per-thread in a way
that benefits from swap. If your system is swapping, you need more RAM, not
more tuning.

Understanding these resource requirements helps you size HAProxy in-
stances appropriately. Under-provisioned HAProxy becomes a bottleneck, in-
troducing latency and connection failures that affect the entire infrastructure.
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This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

TCP Mode vs HTTP Mode

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Binding and Server Configuration in TCP

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

TLS Passthrough in TCP Mode

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Health Checks in TCP Mode

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Use Cases: Databases, Redis, SSH, Custom Protocols

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Limitations and Considerations of TCP Proxying

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part IV: HTTP and Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 12: HTTP Processing and the
Request/Response Cycle

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HTTP Parsing in HAProxy

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Request and Response Processing Order

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HTTP Version Handling

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Header Management Fundamentals

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Status Codes and Error Pages

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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WebSockets and Upgrade Requests

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 13: ACLs, Fetch Methods and
Conditionals

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

ACL Syntax and Evaluation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Common ACL Types: host, path, header, method and
others

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Fetch Methods and Samples

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Sample Fetchers vs Converters vs ACLs

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Using Maps for Complex Lookups

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Performance Implications of ACL Evaluation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 14: Routing: Content
Switching and Traffic Distribution

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Host-Based Routing (Virtual Hosts)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Path-Based Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Header and Cookie-Based Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Method and Content-Type Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Multi-Tenant and Geolocation Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Complete Working Routing Examples

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 15: HTTP Headers, Redirects
and Traffic Manipulation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Adding, Removing and Setting Headers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Redirect Rules and Permanent Redirects

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

URL Rewriting with Use-Backend and Rewrite

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Forwarded and X-Forwarded-* Headers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

CORS and Trust-Proxy Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part V: Sessions, Stickiness and State

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 16: Stickiness and Session
Persistence

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Why Stickiness Matters

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Cookie-Based Persistence (insert, rewrite, prefix)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Source IP Stickiness

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Custom Cookie and Header-Based Stickiness

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Stick Tables: Architecture and Use

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Stick Tables and Peer Synchronization

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 17: Stick Tables, Rate Limiting
and Abuse Prevention

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Stick-Table Configuration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Tracking Clients and Servers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Rate Limiting Requests and Connections

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Connection Limiting per Client

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Abuse Detection Patterns

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Circuit-Breaking with Stick Tables

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part VI: TLS and Security

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 18: TLS Termination,
Passthrough and Re-Encryption

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

TLS Termination at HAProxy

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

TLS Passthrough (Layer 4)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Re-Encryption Patterns

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

SNI and Virtual Host Selection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

ALPN and Protocol Negotiation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Complete TLS Configuration Examples

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 19: TLS Certificates,
Configuration and Management

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Certificate Formats and Loading

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Certificate Chains and Intermediate Certificates

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Multiple Certificates and SNI Mapping

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Protocol Versions and Security Hardening

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Cipher Suites and Security Recommendations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Certificate Rotation and Zero-Downtime Renewal

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 20: Mutual TLS,
Authentication and Security Hardening

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Mutual TLS (mTLS) Configuration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Client Certificate Validation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

OCSP and Certificate Revocation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HSTS and Security Headers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

SSL/TLS Security Scanning and Grading

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Hardening Checklist for Production

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part VII: Performance, Scalability and
Tuning

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 21: HAProxy Performance
Characteristics

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

CPU Usage and Thread Affinity

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

NUMA and Multi-Socket Considerations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Memory Behavior and Limits

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

File Descriptors and Connection Limits

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Kernel Networking Tuning

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Benchmarking Methodology and Interpretation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 22: Advanced Tuning and
Optimization

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Tuning maxconn and Connection Limits

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Buffer and Queue Tuning

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

TLS Acceleration and Performance

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Compression (gzip, brotli)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Logging Overhead and Optimization

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.


https://leanpub.com/haproxyessentials
https://leanpub.com/haproxyessentials
https://leanpub.com/haproxyessentials
https://leanpub.com/haproxyessentials
https://leanpub.com/haproxyessentials
https://leanpub.com/haproxyessentials

Chapter 22: Advanced Tuning and Optimization 66

Connection Reuse and Capacity Planning

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Real-World Tuning Examples at Scale

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part VIII: High Availability and
Deployment Architecture

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 23: High Availability
Architectures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Active-Standby with VRRP and Keepalived

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Floating IPs and Failover Mechanics

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

DNS-Based Failover and Its Limitations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Active-Active Topologies

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Multi-Region and Multi-AZ Architectures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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State Synchronization and Consistency

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 24: Deployment Models and
Integration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Bare-Metal and VM Deployments

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HAProxy in Containers (Docker, Podman)

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HAProxy in Kubernetes: Ingress, Sidecar, Gateway

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

HAProxy and Service Discovery

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Cloud Load Balancers and HAProxy Together

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Edge and Hybrid Deployments

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 25: Configuration
Management, Automation and CI/CD

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Configuration as Code and Version Control

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Template Engines and Dynamic Config

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Validation Pipelines and CI Integration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Rolling Updates and Zero-Downtime Reloads

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

The Data Plane APl and Automation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Rollback Strategies and Emergency Procedures

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Part IX: Operations and Observability

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 26: Logging, Monitoring and
Observability

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Log Formats and Structure

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Syslog and Centralized Logging Integration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

The Stats Page and Its Data

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Prometheus Metrics and Exporters

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Runtime API and Socket Commands

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Building Alerting and Dashboards

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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Chapter 27: Troubleshooting,
Debugging and Incident Response

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Debugging Methodology and Checklist

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Runtime Diagnostics

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Log-Based Troubleshooting

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.

Packet-Level Debugging with tcpdump

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com /haproxyessentials.
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