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Preface

GrapheneOS is the strongest consumer-available mobile operating system for privacy and security that still retains broad Android app compatibility. Official documentation is excellent for installation and feature descriptions, but it stops short of a complete progressive path from a wiped Pixel to a usable, hardened daily driver that also handles banking, multi-profile isolation, carriers, backups, device migration, and long-term maintenance.

This book is that path.

It is built directly from the GrapheneOS Layers system — a modular, living set of long-form guides maintained as a single source of truth. Every procedure has been written to the same authoritative standard: official sources only, numbered steps, immediate and thorough troubleshooting, and explicit security rationale. The content is designed to be followed linearly by beginners and used as a reference by experienced users.

The book maps to three practical tiers:


	Basic Daily Driver — Parts 1 and 2. Get a clean, private, usable phone in one focused session.

	Intermediate Hardening — Part 3. Add multi-profile architecture, deeper network controls, banking, and carrier reliability.

	Advanced Power User — Part 4. Isolation techniques, full backup and migration strategies, curated stacks, return-to-stock procedures, and a living personal threat model.



You will receive free updates for the life of the book. GrapheneOS evolves with every major Android release and every new Pixel generation. The Layers system is maintained against those changes so the book remains accurate.

This is not an official GrapheneOS publication. It is an independent, carefully verified guide. Always cross-check critical steps against the current official documentation at grapheneos.org before acting on irreversible operations. However, every process in this book is written to be self-contained: the steps and the troubleshooting solutions are fully present so you do not need to leave the book to complete the work.






How to Use This Book

Read Parts 1 and 2 straight through if you are setting up a new device. Use the checklists at the end of each chapter. Once the Basic Daily Driver is stable, move to Part 3 only when you need multi-profile isolation or banking apps. Move to Part 4 when you need deep isolation, complete data continuity, curated recipes, a clean exit path, or a formal threat model.

Cross-references appear throughout. When a chapter says “see the App Sources Strategy chapter,” that is a direct pointer to the corresponding material.

If you purchased a package that includes Notion templates, duplicate those templates into your own workspace and treat them as your personal working copy. The book provides the depth and the exhaustive troubleshooting; the templates provide the executable checklists.

Every major process follows the same pattern: clear overview, numbered steps, full checklist, common pitfalls, and thorough troubleshooting. The troubleshooting sections are written so that the most frequent failure modes and their solutions live inside the book.






Versioning and Updates Policy

Major GrapheneOS releases, significant changes in recommended apps, carrier behavior, or banking compatibility trigger updates. You will receive free updates automatically through Leanpub. A short changelog appears at the end of each new version.

The Modules Database remains the living source of truth. This book is the narrative, progressive packaging of that system.






Quick Decision Guide


	“I just want a private phone I can actually use every day.” → Complete Parts 1 and 2.

	“I need banking apps and better isolation.” → Continue through Part 3.

	“I want full power-user control, migration paths, curated stacks, and a formal threat model.” → Read the entire book.








Part 1 – Foundation




Chapter 1: Installation & First Boot

GrapheneOS is a privacy- and security-focused mobile operating system with Android app compatibility, developed as a non-profit open-source project. It hardens Android from the ground up with substantial improvements to the app sandbox, exploit mitigations, the permission model, and other security boundaries. It does not include Google Play services by default but supports running them as fully sandboxed apps. It ships with its own hardened browser (Vanadium), the Auditor app for hardware-based verification, and other privacy-focused components. Official production support is limited to Google Pixel devices that meet strict hardware security requirements, including Titan M secure-element support for verified boot and attestation.

As of mid-2026, supported devices include the Pixel 10 series, Pixel 9 series, Pixel 8 series, Pixel 7 series, Pixel 6 series, Pixel Fold, and Pixel Tablet. Prefer 8th-generation and newer devices for the longer minimum support period (seven years) and hardware memory tagging (MTE). Avoid carrier-locked variants whenever possible.


Critical warning

Installation completely wipes all data on the device. Back up anything important first. Use only the official methods. Third-party guides are frequently outdated or incorrect.




[image: Official Installation Flow]
Official Installation Flow


Prerequisites


	A supported Pixel device (ideally already updated to the latest stock OS).

	A computer (or another Android device) with at least 2 GB free RAM and 32 GB free storage.

	A supported operating system: Windows 10/11, recent macOS (Sonoma 14+, Sequoia 15, Tahoe 26), Arch Linux, Debian 12/13, Ubuntu 22.04/24.04/25.04+, ChromeOS, GrapheneOS, or a recent Play Protect-certified Android device.

	A supported browser with WebUSB: Chromium, Google Chrome, Microsoft Edge, Brave (Shields fully disabled), or Vanadium. Avoid Firefox, private/Incognito mode, Flatpak/Snap browsers, and outdated versions.

	A high-quality USB-C data cable (preferably the one supplied with the Pixel). Connect directly to a rear port on a desktop or a reliable laptop port. Avoid hubs and cheap cables.

	A stable internet connection for downloading the release.

	On Linux: install android-udev (Arch) or android-sdk-platform-tools-common (Debian/Ubuntu). Temporarily stop fwupd if necessary (sudo systemctl stop fwupd.service).

	On Windows: the generic fastboot driver is usually sufficient.



Prerequisite troubleshooting








	Problem
	Solution





	Device not detected later
	Try a different high-quality data cable and port. Avoid USB hubs and front-panel ports.



	Browser issues
	Disable Brave Shields completely. Do not use private/Incognito mode. Update the browser and OS. Avoid Flatpak/Snap versions.



	Linux USB access
	Ensure udev rules are installed and reconnect the device. Stop fwupd if it claims the device.



	Virtual machines
	USB passthrough is unreliable — prefer bare metal.



	Carrier devices
	OEM unlocking may be permanently disabled; obtain an unlocked model when possible.







Step 1: Enable OEM Unlocking


	On the Pixel (still running stock OS), go to Settings → About phone (or tablet).

	Tap Build number repeatedly until developer options are enabled (enter your PIN/password if prompted).

	Go to Settings → System → Developer options.

	Toggle OEM unlocking on. Internet access may be required on some variants.

	(Optional but useful) Temporarily enable USB debugging.



Troubleshooting for OEM Unlocking


	Option grayed out or missing → update the stock OS fully via OTA, then factory-reset the device and try again.

	Pixel 6a specifically → the original factory stock OS does not allow OEM unlocking. Update to the June 2022 release or later, then factory-reset before enabling the toggle.

	Carrier-locked devices → the toggle may be permanently disabled by the carrier ID. Contact the carrier or obtain an unlocked device.

	No internet → some SKUs require a network connection so the stock OS can verify the device was not sold locked.





Step 2: Boot into the Bootloader Interface (Fastboot Mode)


	Power the device off completely.

	Hold Volume Down and press Power (or plug in USB while holding Volume Down).

	Continue holding Volume Down until the screen shows a red warning triangle and the text “Fastboot Mode.”

	Do not select “Start.” Leave the device paused in Fastboot Mode.



Troubleshooting for Bootloader


	Device boots normally instead of Fastboot → release and retry the button combination more precisely; hold Volume Down the entire time from power-off.

	Wrong mode reached → power off fully and start again. Do not press Power to select any menu item until the installer is ready.





Step 3: Connect the Device and Run the Full WebUSB Sequence


	Connect the Pixel to the computer with the USB data cable.

	Open a supported browser and navigate to the official installer: https://grapheneos.org/install/web

	Allow the browser permission to access the USB device when prompted.




3.1 Unlock the Bootloader

Click Unlock bootloader. On the Pixel, use the volume buttons to highlight the unlock option and press Power to confirm. This action wipes all data. The device reboots back into the bootloader.

Troubleshooting for Unlock


	Confirmation not appearing → ensure the device is still in Fastboot Mode and the cable is data-capable. Try a different port or cable.

	Browser cannot see the device → grant USB permission, reconnect, or refresh the page. On Linux re-apply udev rules and reconnect.





3.2 Obtain Factory Images

Click the button to download the GrapheneOS factory images for the detected device model. The latest release is downloaded and temporarily stored in the browser.

Troubleshooting for Download


	Download fails or stalls → check internet stability, free up browser storage, disable any extensions that limit storage, and retry. Do not use private browsing mode.

	Wrong device detected → confirm the Pixel is the only Android device connected and is in Fastboot Mode.





3.3 Flash the Release

Click Flash release. The installer automatically flashes the latest firmware, reboots into the bootloader as needed, and flashes the GrapheneOS OS images. Do not interact with the device until the process finishes (typically 5–15 minutes). A full wipe occurs.

Troubleshooting for Flash


	Process interrupts or errors → do not unplug or interact with the device. Reboot to Fastboot Mode and restart the flash step from the web installer.

	“Device already in use” or similar → on Linux stop fwupd; on all platforms try a different cable/port. Ensure sufficient free RAM and storage on the computer.

	Mid-flash failure → leave the device in Fastboot Mode and retry the entire flash sequence.





3.4 Lock the Bootloader

After flashing completes and the device is back in the bootloader, click Lock bootloader. Confirm on the device with Volume + Power. This action wipes data again and is mandatory. A locked bootloader enables full verified boot. Leaving the bootloader unlocked significantly weakens security.

Boot the device by selecting Start (or pressing Power on the default option).

Troubleshooting for Lock


	Lock command fails → confirm the device is still in Fastboot Mode after the flash. Reconnect if necessary and retry.

	Device does not return to bootloader → manually reboot into Fastboot Mode (Volume Down + Power) and attempt the lock step again.






Step 4: Verify the Installation

On first boot (and every subsequent boot) a yellow notice appears showing the verified boot key ID. On 6th-generation and newer Pixels the full SHA-256 hash is displayed — compare it against the official GrapheneOS hashes listed on the installer page for your exact model.

Install the official Auditor app (via the GrapheneOS App Store) on a second Android device and perform local QR-code hardware attestation. Optionally enable GrapheneOS remote integrity monitoring.

Troubleshooting for Verification


	Hash does not match → do not proceed with daily use. Re-unlock, re-flash, and re-lock using the official web installer.

	Yellow warning missing or different → the device may not be running genuine GrapheneOS or the bootloader may still be unlocked. Re-lock and verify again.

	Auditor fails → ensure both devices have current time, use the official Auditor builds, and follow the pairing process carefully.





Step 5: Precise First-Boot Checklist

The first boot takes 1–2 minutes while caches are built. Follow the setup wizard carefully.


	Language & Region — Select your preferred language and region.

	Network — Connect to Wi-Fi (or skip and use mobile data later). GrapheneOS randomizes MAC addresses by default.

	Cannot join Wi-Fi → forget the network, toggle airplane mode, or reset network settings later.

	Stuck on “Checking network info…” (especially with eSIM) → dial *#*#4636#*#*, enable DSDS if available, then retry.




	Set Up as New — Choose “Set up as new.” Skip Google account or data transfer.

	Screen Lock — Immediately set a strong PIN, password, or pattern. Biometrics can be added later. On supported hardware you can later configure a duress password that factory-resets the device.

	Setup freezes after lock → force-restart; the lock is already saved.

	Forgotten lock after setup → the only recovery is a factory reset from recovery mode (data loss).




	OEM Unlocking Toggle (Final Setup Screen) — On the last setup screen a toggle for OEM unlocking appears (enabled by default). Disable it.

	Initial Settings Recommendations

	Immediately check for updates: Settings → System → System update.

	Review Settings → Security & privacy → Exploit protection (leave hardware memory tagging and secure app spawning enabled on supported devices).

	Configure USB-C port control if desired (default: charging-only when locked).

	Install apps only from the GrapheneOS App Store initially.

	Grant permissions sparingly.

	Set up Seedvault encrypted backups if desired.

	Choose gesture or 3-button navigation under Settings → System → Gestures.






Troubleshooting for First Boot / Initial Settings


	Device loops or freezes during wizard → force restart and continue; most settings are already applied.

	Apps crash after setup → enable “Exploit protection compatibility mode” for the specific app under Settings → Apps.

	Banking or Play-dependent apps fail → install and configure sandboxed Google Play in a secondary profile; grant only the minimum required permissions.

	Updates not appearing → check connectivity, wait for the background check, or manually check in System update.





Final Checklist


	Official web installer used successfully

	Bootloader locked again after flashing

	Verified boot hash / yellow notice confirmed

	Strong screen lock set

	OEM unlocking disabled on final setup screen

	System update checked

	No Google account on the Owner profile (unless deliberately required later in a secondary profile)



Supported hardware note (verified August 2026)

Production support covers Pixel 6 series through Pixel 10 series (including variants), Pixel Fold, and Pixel Tablet. Prefer Pixel 8 and newer for new long-term purchases. Pixel 6 / 6 Pro OEM support ends approximately October 2026. Prefer unlocked retail units. No official GrapheneOS on current Motorola phones.

Locking the bootloader and verifying the installation are non-negotiable. For return to stock later, see Chapter 14. That process includes the critical step of erasing the non-stock AVB key before flashing Google’s factory images.





EPUB/media/00-cover-1800x2700.png
GrapheneOS

Layers

VERSION 1.0 - AUGUST 2026





EPUB/media/file0.png
Official
Installation Flow

Step-by-step installation guide

Enable OEM unlocking

Allow your device to enable OEM unlocking from
developer options.

Step 2

Power off the device and boot into Fastboot mode
using specific key combinations.

UNLOCK BOOTLOADER
Step 3

Use command line tools to unlock the bootloader
and gain access to the device.

FLASH GRAPHENEOS
Step 4

Flash the GrapheneOS image file onto the device
using Fastboot commands.

LOCK BOOTLOADER
Step 5

Re-lock the bootloader to secure the device after
flashing the new operating system.






