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IMPORTANT DISCLAIMER

This handbook is produced by EVL (Everyday Value Learning) for educational and informational purposes only. The content presented in these pages is designed to help families understand cybersecurity concepts and adopt safer habits — it is not a substitute for professional security advice, legal counsel, or incident response services.

EVL makes no guarantees regarding specific security outcomes resulting from the application of information contained in this handbook. Cybersecurity threats evolve rapidly and continuously. What is accurate and effective at the time of publication may change. Always consult current, authoritative sources and qualified cybersecurity professionals for critical security decisions affecting your household or business.

EVL is not affiliated with, endorsed by, or financially connected to any security software company, platform, application, or service mentioned or referenced herein. Any product names, brand names, or services referenced are included for informational context only and do not constitute a commercial endorsement.

In the event of an active security incident, data breach, or suspected cybercrime, please contact your local law enforcement, relevant financial institutions, and/or the FBI's Internet Crime Complaint Center (IC3) at ic3.gov or the Federal Trade Commission (FTC) at reportfraud.ftc.gov.

Copyright © 2026 EVL — Everyday Value Learning. All rights reserved. No portion of this publication may be reproduced, distributed, or transmitted in any form or by any means without the prior written permission of EVL, except for brief quotations used for educational or review purposes.
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C H A P T E R   O N E

 

Why Your Family Is a Target

 

Most families believe hackers go after big corporations and famous people. The truth is far more personal — and far more urgent.

The Myth: "We're Nobody — Hackers Don't Care About Us"

It's one of the most common things families say: "Why would anyone come after us? We don't have anything worth stealing." This belief, though understandable, is exactly what cybercriminals are counting on. It keeps families comfortable, complacent, and unprotected.

Hackers are not only going after Fortune 500 companies and government agencies. In fact, the vast majority of cybercrime targets ordinary households — because ordinary households are easier to breach. Large corporations invest millions in cybersecurity. Your home router, your teenager's app, and your grandmother's email account do not.

 

The Reality: Families Are Soft Targets

From a criminal's perspective, your family is an ideal target. There are multiple people in a single household, each with their own devices, accounts, and behaviors. Children have pristine credit histories. Seniors hold retirement savings. Parents manage family finances, health records, and shared accounts. And most families have little to no cybersecurity strategy in place.

The criminal doesn't need to pick the lock on a bank vault. They just need to trick your child into clicking a bad link, guess your reused password, or convince your elderly parent that the IRS is calling. Low effort. High reward.

 

📊 The Numbers Are Staggering

In 2025, identity fraud cost Americans $27.3 billion in traditional fraud alone — totaling $38 billion 

combined when scams are included, affecting 36 million victims. The FBI's Internet Crime Complaint 

Center (IC3) logged over 1 million cybercrime complaints in 2025 — the first time in history that 

threshold was crossed in a single year. A record 3,322 data breaches were recorded in the U.S. in 

2025 alone.

Who Attackers Actually Go After

Cybercriminals are strategic. They look for the weakest entry point in your household — and exploit it. Here's who they specifically target within a family:

● Children: A child's Social Security number is a goldmine. Children don't check their credit. A 

criminal can use a child's SSN to open credit cards, take out loans, and build fraudulent financial history for years — sometimes until the child turns 18 and applies for their first account. One in 50 U.S. children is a victim of identity theft each year, and roughly three-quarters of cases involve someone the child already knows.

● Elderly family members: Seniors hold substantial retirement savings and are often less familiar 

with digital manipulation tactics. Americans aged 60 and older reported average losses of $38,500 per fraud complaint filed with the FBI in 2025.

● Parents and caregivers: Parents often manage shared email accounts, family financial logins, 

health insurance portals, and school accounts — a single compromised credential can cascade into a full household breach.

● Family email chains: Internal family communications can be intercepted and used for social 

engineering — impersonating a family member to request urgent money transfers or sensitive information.

 

Every Connected Device Is a Door

Think about how many internet-connected devices your household has. Laptops, smartphones, tablets, smart TVs, video game consoles, baby monitors, smart speakers, thermostats, security cameras, and more. Each one is a potential entry point. The average American household now has over 20 connected devices. That's 20 doors — and most families leave most of them unlocked.




[image: ]

✅ The EVL Perspective

You don't need to be paranoid. You don't need to be a tech expert. You just need to be prepared. 

The chapters ahead will show you exactly how — one simple step at a time.
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C H A P T E R   T W O

 

Understanding the Threat Landscape Before you can defend your family, you need to understand what you're defending against. The threats are real — but they're also learnable.

 

Phishing, Smishing, and Vishing

Phishing is the practice of sending fake emails that look like they come from trusted sources — your bank, Amazon, a government agency, even a family member — to trick you into clicking a link, entering your login credentials, or downloading malware.

 

Phishing: Deceptive emails designed to steal credentials or deliver malware.

Smishing: The same tactic, but via SMS text message. ("Your package is delayed — click here.") Vishing: Voice phishing — fake phone calls from "your bank," "the IRS," or "tech support."

 

Real-world family scenario: Mom receives a text saying her Amazon order has been delayed and she must verify her payment info. She clicks the link, enters her card number, and within hours, her account is drained. The text was fake. The website was a near-perfect copy of Amazon's checkout page.

 

Malware: The Invisible Intruder

Malware is any software designed to harm your device, steal your data, or give an attacker control of your system. It can arrive through email attachments, compromised websites, pirated software downloads, or infected USB drives.

 

Virus: Self-replicating code that spreads to other files and systems.

Ransomware: Locks your files and demands payment for the decryption key. Spyware: Silently monitors your activity, capturing passwords and private data. Adware: Bombards you with ads — and may also track your behavior.

Real-world family scenario: A teenager downloads a free game mod from an unofficial site. Hidden inside is spyware that quietly captures every password typed on the family computer over the next three weeks — including banking credentials and email logins.

 

Social Engineering: The Human Hack

Social engineering is the art of manipulating people into revealing confidential information or taking harmful actions. It doesn't require any technical skill — just psychology. Criminals exploit trust, authority, urgency, and fear to bypass your better judgment.

Real-world family scenario: Dad receives a call from someone claiming to be his son's school. The caller says there's been an incident and asks Dad to verify his son's full name, date of birth, and student ID. Dad, alarmed, complies. The caller was not from the school. They now have enough personal information to attempt identity theft.

 

Data Breaches: Your Info on the Dark Web

Even if your family does everything right, data breaches at companies you trust — retailers, healthcare providers, subscription services — can expose your information. In 2025 alone, there were 3,322 U.S. data breaches, exposing nearly 279 million victim records. Your email address, password, phone number, or even your Social Security number may already be circulating on the dark web without your knowledge.

 

⚠️ Key Insight

"The weakest link in any security system is a human being." Every technical defense can be bypassed 

if a person can be deceived, pressured, or manipulated. Education is your strongest protection.
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How to Recognize Threats in Real Life

 

Threat Type                        How It Arrives                      Warning Signs

Phishing                         Email, social media message          Urgent language, mismatched 

email domain, suspicious links

Smishing                       Text message                     Unknown number, link to 

unfamiliar website, delivery/bank 

alerts you didn't request

Vishing                          Phone call                         Pressure to act immediately, 

requests for gift cards or wire 

transfers

Malware                    Downloads, email attachments,       Slow device, unexpected pop-ups, 

websites                           programs you didn't install

Ransomware                Email attachments, drive-by          Files suddenly inaccessible, 

downloads                       ransom message on screen

Social Engineering                Phone, email, in-person              Requests for personal info under 

false authority or urgency
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Passwords — Your First Line of Defense

 

Passwords are the keys to your family's digital life. Most families are using the equivalent of a screen door to protect a vault.

 

Why Passwords Matter More Than Ever

Every account your family holds — email, banking, social media, school portals, health insurance — is protected by a password. If that password is weak, reused, or stolen, attackers can walk right in. The consequences range from embarrassing to devastating: drained bank accounts, stolen identities, locked email access, and exposed private photos.

 

What Makes a Password Strong?

A strong password is built on three pillars: length, complexity, and uniqueness. The National Institute of Standards and Technology (NIST) recommends passwords of at least 16 characters. Length matters more than complexity — a long passphrase like "BlueSkyMorning!Coffee42" is far stronger than a short, cryptic string like "P@s5!".

● Length: Aim for 16+ characters. Every additional character exponentially increases the time 

needed to crack it.

● Complexity: Mix uppercase and lowercase letters, numbers, and symbols.

● Uniqueness: Every single account must have a completely different password. No exceptions. The Password Reuse Problem

When a company is breached, attackers harvest the exposed usernames and passwords and immediately try them on other popular sites — Gmail, Amazon, banking apps, PayPal. This technique is called credential stuffing. If your family reuses passwords, one breach at a low-stakes website can unlock high-stakes accounts. The average person reuses the same password across at least 14 different accounts.

 

🚨 Don't Do This

Using your child's name, birthday, pet's name, or "password123" is not a password — it's an invitation. These are among the first values attackers try. Dictionary words + personal details = crackable in seconds.
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Password Managers: The Solution Your Family Needs

A password manager is an app that generates, stores, and autofills strong, unique passwords for every account you have. You only need to remember one master password — the manager handles everything else. It's the single most impactful step your family can take to improve security.

Well-regarded password managers for families include 1Password Families, Bitwarden (free tier available), and Dashlane. All of these offer family sharing plans, vault separation, and cross-device sync.

 

🔑 Setting Up a Family Password Manager — Step by Step

1.  Choose a family-friendly password manager (1Password, Bitwarden, or Dashlane).

2.  Create a family account and set up individual vaults for each family member.

3.  Create a strong, memorable master password — use a passphrase of 4+ random words (e.g., Maple·Thunder·Bicycle·River).

4.  Install the browser extension and mobile app on every device in the household.

5.  Begin migrating accounts: start with the most critical (email, banking, social media).

6.  Enable the password manager's built-in breach monitoring feature so you're alerted if a saved password is compromised.

7.  Never share your master password with anyone — including other family members.

 

Two-Factor Authentication (2FA)

Two-factor authentication (2FA) adds a second verification step when you log in — typically a code sent to your phone or generated by an authenticator app. Even if an attacker steals your password, they cannot access your account without that second factor. Enable 2FA on every account that offers it, prioritizing email, banking, and social media.

✅ Quick Action: Password Hygiene in 5 Steps 1. Install a password manager today.  |  2. Change your email password to a unique 16+ character password.  |  3. Enable 2FA on your email and banking accounts.  |  4. Audit your most-used accounts for reused passwords.  |  5. Run a dark web scan (available in most password managers) to see if your info has been exposed.

 

💡 EVL Insight

"A good password manager is the single best investment in family security — and most options cost less than a streaming subscription."
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Protecting Your Home Network

 

Your router is the front door to your digital home. Most families leave it wide open — using factory settings and default passwords set by the manufacturer.

 

Your Router: The Gateway to Everything

Every device in your home — phones, laptops, smart TVs, gaming consoles, baby monitors — connects to the internet through your router. If that router is compromised, an attacker can monitor everything passing through it: your banking sessions, your children's school logins, your video calls. The router is the single most important device in your home network, and it's the one most families never think about.

 

The Default Password Problem

When routers ship from manufacturers, they come with default administrative usernames and passwords — often something like admin / admin or admin / password. These defaults are published publicly and are the first thing attackers try. If you've never changed your router's admin password, change it today. This five-minute task could prevent a devastating breach.

 

🚨 Danger Zone

Default router credentials are the number one most overlooked home network vulnerability.

Millions of U.S. households are running routers with factory default logins. An attacker on your street 

with a laptop can try these defaults in seconds.

 

How to Secure Your Wi-Fi Network

● Use WPA3 encryption (or WPA2 if WPA3 isn't available) — never WEP or WPA, which are easily 

cracked.

● Set a strong, unique Wi-Fi password — treat it like any other sensitive password (16+ 

characters, stored in your password manager).

● Consider hiding your SSID (network name) so it doesn't broadcast publicly — this won't stop 

determined attackers but reduces casual scanning.

● Change the router's admin username and password from the defaults immediately.

● Keep router firmware updated — manufacturers regularly release security patches. Check for 

updates monthly.

Guest Networks: A Simple, Powerful Solution

Set up a separate guest Wi-Fi network for two purposes: (1) for visitors and guests who need internet access, and (2) for your smart home devices. This keeps guests and insecure IoT devices isolated from your primary network where your banking and sensitive accounts operate.
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VPNs: When and Why Your Family Needs One

A VPN (Virtual Private Network) encrypts all internet traffic between your device and the VPN server, making it much harder for anyone — including your ISP or a public Wi-Fi attacker — to monitor your activity. At home on a secured network, a VPN is optional. But on public Wi-Fi (airports, coffee shops, hotels, school libraries), a VPN is essential.

Family-friendly VPN services include NordVPN, ExpressVPN, and Mullvad. Many offer multi-device family plans. Look for a no-logs policy from a provider based in a privacy-friendly jurisdiction.

Smart Home Devices: The Trojan Horses in Your Living Room

Smart speakers, smart doorbells, connected cameras, smart refrigerators, robot vacuums, and baby monitors are all computers — and most have weak default security. Called IoT (Internet of Things) devices, they are frequently targeted because they rarely receive security updates and are typically forgotten after setup.

 

🛡️ Securing Your Home Router in 15 Minutes

1.  Open your router's admin page (typically 192.168.1.1 or 192.168.0.1 in your browser).

2.  Log in with current credentials (check the sticker on the router if you haven't changed them).

3.  Navigate to "Administration" or "Advanced Settings" and change the admin username and password.

4.  Navigate to "Wireless Settings" and ensure encryption is set to WPA3 or WPA2-AES.

5.  Change your Wi-Fi network password to a strong, unique passphrase.

6.  Enable the "Guest Network" feature and connect all smart home/IoT devices to it.

7.  Check "Firmware Update" — download and apply any available updates.

8.  Disable "Remote Management" unless you specifically need it.
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Social Media Safety for the Whole Family

 

Your family's social media profiles are a treasure map for cybercriminals. Every post, check-in, and tagged photo is a piece of information someone can use against you.

 

Oversharing: The Invisible Risk

Social media encourages us to share — and share we do. But every piece of public information your family posts can be harvested and used in targeted attacks. Oversharing is one of the primary ways criminals gather intelligence for social engineering, phishing, and identity theft. They're not hacking your account — they're reading your wall.

Your mother's maiden name (often a security question answer), your pet's name, your high school, your birthday, your neighborhood, your child's school name — all of this is commonly shared on social media and commonly used to guess passwords or answer security questions.

 

What NOT to Post

● Location tags in real time: Announcing you're on vacation broadcasts that your home is empty. ● Travel announcements before departure: "Leaving for Florida tomorrow!" tells burglars — 

digital and physical — your home will be unoccupied.

● Photos with identifiable home details: Street signs, house numbers, and school names visible in 

background photos.

● Children's full names combined with school names, ages, and activity schedules. ● Financial milestones: "Just paid off my car!" or "Got a big bonus!" signals financial resources to 

scammers.

● Security question answers: "My first pet was Fluffy!" or "I grew up in Naperville" — commonly 

posted in viral "get to know me" posts.

Privacy Settings: A Platform-by-Platform Guide

 

Platform                           Key Setting                         Recommended Action

Facebook                     Audience Selector, Profile Privacy     Set all posts to "Friends Only." 

Limit past post visibility. Turn off 

location services.

Instagram                      Account Privacy, Story Controls       Set account to Private. Disable 

location tagging. Review follower 

list regularly.

TikTok                          Privacy and Safety Settings           Set account to Private. Disable 

"Suggest your account to others." 

Restrict DMs.

Snapchat                      Ghost Mode, Contact Settings        Enable Ghost Mode to hide 

location. Allow only friends to 

contact you.

X (Twitter)                         Protected Tweets                    Consider protecting tweets. 

Remove phone number from 

account. Disable location.

LinkedIn                         Profile Visibility                      Limit who can see your email and 

connections. Be cautious of job 

scam messages.
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Fake Accounts and Impersonation

Criminals create fake accounts impersonating people your family knows — copying profile photos and names — to send friend requests and gain access to your social circle. Always verify unusual messages from "friends" through a separate communication channel (call or text) before responding to urgent requests for money or information.

 

Cyberbullying: What It Looks Like and What to Do

Cyberbullying involves using digital platforms to harass, threaten, humiliate, or exclude another person. It doesn't leave bruises, but its impact is deeply real. Warning signs in children include withdrawal from devices they previously loved, mood changes after being online, reluctance to discuss their online activity, and declining school performance.

● Document everything: screenshot and save all harassing messages before blocking. ● Report to the platform using their abuse reporting tools. ● Notify the school if it involves classmates.

● Contact local law enforcement if threats are made.

 

📋 Family Social Media Agreement — A Template

We, the [Family Name] family, agree to the following social media principles:

•  We do not share our home address, school name, or real-time location publicly.

•  We check privacy settings together every 6 months.

•  We do not accept friend/follow requests from people we don't know in real life.

•  We come to a parent/guardian before responding to any message that feels strange or uncomfortable.

•  We treat others online the same way we'd treat them face-to-face.

•  We share any screenshots of harassment or concerning content with a trusted adult immediately.
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Kids Online — Risks, Rules, and Real Talk

 

Children are native to the digital world — but growing up online comes with dangers that require adult guidance, open conversations, and clear boundaries.

Age-Appropriate Internet Use: A Developmental Guide

 

Age Range                       Recommended Access             Parent's Role

Ages 3–5                       Supervised educational apps only      Sit with them. No unsupervised 

(PBS Kids, Khan Academy Kids)        screen time.

Ages 6–9                       Curated content, educational         Enable parental controls. Review 

games, family streaming content together. Teach "ask 

before clicking."

Ages 10–12                    Limited social platforms (kids         Review friend lists. Monitor 

versions), school tools messaging. Establish time limits.

Ages 13–15                    Social media with restrictions,         Open conversation, not 

gaming with privacy settings surveillance. Check account 

privacy settings together.

Ages 16–18                    Broader access with family           Shift from control to mentorship. 

agreements Teach critical thinking and online 

judgment.

 

The Apps Parents Don't Know About

The platforms teens are using today are not always the ones parents think of. Beyond Instagram and TikTok, there are apps specifically designed to hide content, erase messages, or disguise themselves as innocent utilities. These include calculator apps that are actually hidden photo vaults, anonymous messaging platforms, and live-streaming apps with minimal moderation.

● Discord: Popular with gamers; has public servers with unmoderated content. ● Omegle-type platforms: Anonymous video chat with strangers — very high risk for minors. ● Vault Apps: Appear as calculators or utilities but store hidden photos and videos. ● Kik, Telegram, Whisper: Anonymous or semi-anonymous messaging with limited oversight.
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Online Predator Awareness

Online predators rarely reveal their true identity or intentions immediately. They build trust gradually — a process called grooming — often by showing excessive interest, offering gifts or compliments, creating secrecy around the relationship, and gradually introducing inappropriate content or requests. Warning signs include a child becoming secretive about online activity, switching screens or closing devices quickly when a parent approaches, and receiving gifts or money from unknown sources.

 

🚨 Talk to Your Children About This

Teach children: No adult who truly cares about you will ask you to keep your friendship a 

secret from your parents. That is always a red flag. Period.

 

Parental Controls That Actually Work

● Circle Home Plus: Manages screen time and content by device across your home network.

● Google Family Link: Location sharing, app approval, screen time for Android and Chromebooks. ● Apple Screen Time: Built into all Apple devices — content restrictions, downtime schedules, app 

limits.

● Bark: Monitors for cyberbullying, self-harm signals, and predatory contact in messages and 

email — alerts parents without reading every message.

 

The Family Tech Agreement

Rules without relationships don't work — but agreements built together do. Sit down with your children and create a tech agreement that everyone signs. Include screen time limits, which rooms devices are allowed in, rules around social media, and what happens when the rules are broken. Revisit it as your children grow.

 

💬 Conversation Starters for Parents Replace interrogation with curiosity. Try these:

•  "Show me something cool you've been doing online lately."

•  "Has anyone ever said something online that made you feel weird or uncomfortable?"

•  "If someone you didn't know well asked you to keep something between you two, what would you do?"

•  "What would you do if you saw someone being bullied in a group chat?"
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Seniors and Scams — Protecting Older Family 

 

Members

 

Older adults are the most financially targeted group in America. In 2025, seniors lost $7.748 billion to fraud — and that's only what was reported.

 

Why Seniors Are Disproportionately Targeted

Cybercriminals are coldly strategic. They target older adults because they statistically hold more assets, may be less familiar with digital manipulation tactics, are more likely to be home during the day to receive calls, and are often more trusting of authority figures — especially those presenting as government officials, doctors, or law enforcement. The average loss per fraud complaint for Americans aged 60 and older reached $38,500 in 2025, according to FBI IC3 data. For those over 80, the median loss is even higher.

 

The Most Common Scams Targeting Older Adults

 

Investment/Cryptocurrency Fraud ($3.5B in 2025): Fake trading platforms and financial advisors 

promise extraordinary returns. This is now the largest category of elder fraud by dollar losses.

 

Tech Support Scams ($1.04B in 2025): A pop-up claims your computer is infected and a phone 

number asks you to call "Microsoft" or "Apple." The caller installs remote access software and 

drains accounts.

Romance Scams ($584M in 2025): Criminals build emotional relationships over weeks or months — often using AI-generated photos and deepfake video calls — before requesting money for emergencies, travel, or medical bills.

 

Government Impersonation ($413M in 2025): Callers claim to be the IRS, SSA, Medicare, or law enforcement. They threaten arrest, benefit suspension, or legal action unless immediate payment is made. The government will never demand payment by phone.

 

Grandparent Scam: A caller claims to be a grandchild in trouble — arrested, in a hospital, stranded — and begs the grandparent not to tell anyone while urgently requesting money via wire transfer or gift cards.

 

Recovery Scams ($540M in 2025 — NEW): Criminals target people who have already been scammed, posing as recovery services or attorneys offering to retrieve lost funds — for an upfront fee. If you've been scammed once, you may be targeted again.
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The Emotional Manipulation Playbook

Scammers don't persuade — they manipulate. They use four primary emotional levers: urgency (act now or face consequences), fear (you'll be arrested / your account will be closed), authority (I'm from the IRS / Microsoft / your bank), and isolation (don't tell your family — they won't understand or they'll get in trouble too).

The moment any caller insists on secrecy, urgency, and a demand for gift cards, wire transfer, or cryptocurrency — hang up. No legitimate organization operates this way.

 

Red Flags: How to Recognize a Scam in Progress

● Any demand for payment via gift cards, wire transfer, Zelle, Venmo, or cryptocurrency

● Pressure to act immediately — "This offer expires tonight" or "You'll be arrested if you hang up"

● Requests to keep the conversation secret from family members

● A caller who already knows your name but asks you to "verify" your SSN or account number

● Unsolicited pop-ups with urgent warning messages and a phone number to call

● Romantic interest from someone you've never met in person who refuses video calls

 

How to Talk to Older Family Members About Scams

Approach with respect and collaboration, not lectures. Try: "I've been reading about some really sophisticated scams that are even fooling smart, experienced people — even people like [mutual respected figure]. Can I share some of what I learned? I'd feel better knowing we've talked about it."

 

🔒 Action Plan for Protecting Older Family Members

1.  Set up banking alerts for all transactions over $50 — most banks offer this free.

2.  Designate a trusted contact at their bank — a family member the bank can call if suspicious activity is noticed.

3.  Establish a family check-in word — a code word a grandchild can say on a call to confirm their identity is real.

4.  Add a weekly check-in call specifically to discuss any unusual contacts they've received.

5.  Install a call-blocking app (like Nomorobo or Hiya) on their phone to filter known scam numbers.

6.  Create a written card listing: "If someone asks for money or gift cards by phone — call [family member name] first. Always."

 

What to Do If a Senior Family Member Falls for a Scam

Do not shame or blame. Scams are designed by sophisticated professionals to bypass anyone's defenses. React with calm urgency: contact their bank immediately to flag unauthorized transactions, change account passwords, file a report with the FTC (reportfraud.ftc.gov), and contact the FBI IC3 (ic3.gov). Credit bureau fraud alerts can be placed quickly to prevent further damage.
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Device Security — Phones, Tablets, and 

 

Laptops

 

Your family's devices carry your entire digital life. Securing them is not a one-time task — it's an ongoing discipline.

 

Software Updates: Non-Negotiable

Software updates are not just about new features — they patch security vulnerabilities that attackers actively exploit. When a company releases a security update, attackers immediately study the patch to understand what vulnerability was fixed — and then hunt for unpatched devices. A device running old software is a known-vulnerable target. Enable automatic updates on every device in your household. This includes your router firmware, smart devices, and apps — not just operating systems.

 

Antivirus and Security Software in 2026

Modern operating systems (Windows 11, macOS, iOS, Android) include built-in security features that are quite effective when kept updated. For Windows, Microsoft Defender is now a genuinely strong baseline. Supplementing with a reputable third-party product like Malwarebytes or ESET adds an extra layer of protection, particularly for malware scanning. Avoid downloading "free antivirus" from unfamiliar websites — many are malware in disguise.

Public Wi-Fi: The Hidden Danger

Public Wi-Fi at coffee shops, hotels, airports, and libraries is convenient — and dangerous. On an unencrypted or poorly secured public network, attackers can conduct man-in-the-middle attacks, intercepting traffic between your device and the internet. Avoid accessing banking, email, or any sensitive accounts on public Wi-Fi. If you must, use a VPN.

 

App Permissions: The Data They're Quietly Collecting

Before you tap "Allow" on an app's permission request, pause. Does a flashlight app really need access to your contacts? Does a game need your location? App permissions are worth auditing regularly. Most people have apps on their phones collecting far more data than necessary — and some of that data can be sold, breached, or weaponized.

 

⚠️ Check Your App Permissions On iOS: Settings → Privacy & Security → review each permission category. On Android: Settings → Privacy → Permission Manager → review each category. Revoke any permission that doesn't make obvious sense for that app's function.
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Lost or Stolen Devices: Be Ready Before It Happens

Set up Find My Device on every phone and laptop in your household right now — before any device is lost. This enables remote location, lock, and wipe capabilities. Apple's Find My, Google's Find My Device, and Windows' Find My Device are all free and built in. Practice using them before you need them.

 

Encryption: Locking Your Data

Full disk encryption means that even if someone physically steals your device, they cannot read the data without your password. On iPhones and modern Android phones, encryption is enabled by default when you set a strong passcode. On Windows PCs, enable BitLocker (available on Windows Pro/Enterprise). On Macs, enable FileVault in System Settings → Privacy & Security.

 

Biometric Security: Pros and Cons

Fingerprint and Face ID are convenient and meaningfully more secure than a simple 4-digit PIN. Use them. However, be aware that in some legal jurisdictions, law enforcement can compel you to unlock a device with biometrics, whereas a passcode carries stronger legal protections. For most families, biometric security is an excellent choice — pair it with a strong backup passcode.

 

📋 Family Device Audit Checklist Run through this for every device in your household:

•  ☐  Operating system is fully up to date

•  ☐  All apps are updated

•  ☐  Screen lock is enabled with a strong PIN or biometric

•  ☐  Full disk encryption is enabled

•  ☐  Find My Device is set up and tested

•  ☐  App permissions have been reviewed in the last 6 months

•  ☐  Antivirus/security software is installed and updated

•  ☐  Bluetooth is turned off when not in use

•  ☐  Device has been backed up in the last 30 days
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When Things Go Wrong — Breach Response 

 

Plan

 

It's not paranoia — it's preparation. Knowing what to do before something goes wrong is the difference between a bad week and a devastating year.

 

Don't Panic: Calm Is Your Greatest Asset

Discovering that your accounts, identity, or devices have been compromised is frightening. But panic leads to hasty decisions — and hasty decisions can make things worse. Take a breath. You can recover from this. Millions of people do every year. The key is knowing the steps and taking them in the right order.

 

How Do You Know If You've Been Compromised?

● You receive emails about password changes or logins you didn't initiate

● Unusual charges appear on bank or credit card statements

● Friends receive messages from your accounts that you didn't send

● You're locked out of an account with no explanation

● Your credit report shows accounts or inquiries you don't recognize

● A breach notification service (like Have I Been Pwned at haveibeenpwned.com) alerts you

● Your device behaves strangely: unexpected slowdowns, new programs, unusual network activity




[image: ]

Immediate Action Steps




🚨 Breach Response: First 24 Hours

1.  Change passwords immediately — start with email (the master key to all other accounts), then banking, then social media. Use your password manager to generate new, unique passwords for each.

2.  Enable 2FA on every critical account that doesn't already have it.

3.  Log out of all active sessions on the compromised account — most platforms offer a "Sign out everywhere" option in settings.

4.  Check your email for forwarding rules — attackers often add mail forwarding so they continue receiving your emails even after you change your password.

5.  Review your financial accounts — look for unauthorized transactions in the past 30–60 days.

6.  Alert your bank if any financial account may be compromised — they can place a watch on the account or issue new cards immediately.

7.  Run a malware scan on the affected device before entering any new passwords on it.

 

Who to Call

 

Situation                             Who to Contact                      How

Financial fraud / unauthorized         Your bank / credit card issuer          Call the number on the back of 

transactions                                                               your card immediately

Identity theft                           Federal Trade Commission (FTC)       IdentityTheft.gov — creates a 

personal recovery plan

Cybercrime / internet fraud           FBI Internet Crime Complaint          ic3.gov

Center

Credit fraud / new accounts           Equifax, Experian, TransUnion         Place a fraud alert or credit freeze 

opened in your name                                                  with all three

Social Security number                Social Security Administration         ssa.gov or 1-800-269-0271

compromised

Situation                             Who to Contact                      How

Local law enforcement               Local police / sheriff                   File a police report — needed for 

many insurance and recovery 

processes

 

Credit Freezes: Your Most Powerful Recovery Tool

A credit freeze (also called a security freeze) prevents anyone — including identity thieves — from opening new credit accounts in your name. It's free, it's reversible, and it can be done online in minutes. Place a freeze with all three major bureaus: Equifax, Experian, and TransUnion. If you have children, place a freeze on their credit files too — their files may not even exist yet, but bureaus can create and freeze them on request.

 

Identity Theft Recovery: A Realistic Timeline

Recovery from identity theft is a process, not a moment. The FTC's IdentityTheft.gov will generate a personalized recovery plan. Expect the full process — disputing fraudulent accounts, resolving incorrect credit entries, and closing fraudulent accounts — to take anywhere from a few weeks to 18 months depending on the severity. Document everything: dates, times, names of representatives, reference numbers from every call.

 

The Emotional Toll — and How to Cope

Identity theft and data breaches are not just financial events — they are violations. Many victims describe feelings of anger, anxiety, vulnerability, and helplessness. These feelings are completely valid and normal. Give yourself permission to feel them. Lean on trusted family and friends. If the emotional impact persists, a licensed counselor can help. Your wellbeing matters as much as your credit score.




✅ Silver Lining

Many people who survive a breach emerge with dramatically stronger security practices. Use this 

experience as the catalyst to build the protection system you wish you'd had. This handbook is your 

guide.
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Building a Family Cybersecurity Culture

 

Security is not a one-time fix — it's a habit, a culture, and a commitment your family builds together over time.

 

Security Is a Habit, Not an Event

Locking the front door isn't something you do once when you move in — you do it every day. Cybersecurity works the same way. The families who stay protected are not the ones who buy the best software and forget about it. They're the ones who talk about it regularly, revisit their practices as their family grows and technology changes, and treat digital safety as part of their household culture — the same way they treat physical safety.

 

The Monthly 15-Minute Family Security Check-In

Once a month — perhaps on the first Sunday of each month — gather the family for a brief, low-pressure security check-in. Keep it light, not scary. Think of it less as a drill and more as a huddle.

📅 Monthly Check-In Agenda (15 Minutes)

 

1.  Any close calls? Did anyone receive a suspicious email, text, or call? Share and discuss — without judgment. (3 min)

2.  Updates done? Confirm that all devices have been updated since last month. (2 min)

3.  Password check: Has anyone reused a password or created a new account that needs a strong password? (3 min)

4.  News roundup: Any major data breaches in the news this month? Check if your accounts were involved. (3 min)

5.  One thing to improve: Pick one single security habit to focus on this month. (4 min)

 

Annual Family Security Audit

Once a year — perhaps around the new year or a family member's birthday — conduct a more thorough security review across the household.

 

Area                                             Annual Audit Task

Passwords                                         Full password audit — replace any reused or old 

passwords. Update master password if needed.

Accounts Close unused accounts (old email accounts, shopping 

sites, forums) — fewer accounts = smaller attack 

surface.

Devices Run the device audit checklist (Chapter 8) on every 

device in the home.

Home Network Change Wi-Fi password, update router firmware, 

review connected device list for unknowns.

Credit                                                   Pull free credit reports for all adults 

(annualcreditreport.com). Confirm no fraudulent 

accounts.

Children Verify no fraudulent credit activity on children's SSNs. 

Review their online accounts and privacy settings.

Area                                             Annual Audit Task

Social Media Audit all family members' privacy settings across all 

platforms.

Emergency Plan Review and update breach response contacts. Ensure 

every family member knows what to do if something 

goes wrong.

 

Making Security Fun for Kids

Children engage with security better when it feels like a game, not a lecture. Try these approaches:

● Password Challenge: Who can create the most secure-sounding passphrase? (Keep it age-

appropriate and silly — they'll remember it.)

● Phishing Detective: Show kids real examples of phishing emails (with personal info removed) 

and see if they can spot the red flags. Turn it into a quiz.

● Security Superhero Chart: Track completed security habits on a chart — kids earn points for 

things like enabling 2FA, reporting a suspicious message, or keeping their device updated.

● Scam Storytelling: Share age-appropriate stories about how scams work — frame it as a mystery 

or detective story, not a scare tactic.




[image: ]

💛 EVL Closing Message

Your family is worth protecting. Not just your financial accounts, not just your passwords — your whole family. The conversations you have at the dinner table about online safety, the five minutes you spend helping a grandparent recognize a scam, the password manager you set up for a teenager — these are acts of love. You don't have to be a tech expert. You just have to start. Start today — not when something goes wrong.

 

Our Family Cybersecurity Pledge

A commitment we make together — to protect each other online.

We, the members of this family, pledge to:

● Use strong, unique passwords for every account and store them safely.

● Enable two-factor authentication on every account that offers it.

● Think before we click — on links, attachments, and pop-up alerts.

● Keep our devices updated and our software current.

● Protect our personal information online and on social media.

● Talk openly about anything online that feels wrong, scary, or uncomfortable.

● Never send money, gift cards, or sensitive information based on a phone call, text, or email 

alone.

● Check in with each other monthly about our digital safety.

● Never shame a family member who has been tricked — only support, report, and recover 

together.

Signed by our family, on this day:

 

Date:                    Family Name:

 

A NOTE FROM EVL

Thank you for reading the Family Cybersecurity Handbook.

We wrote this for families like yours — busy, caring people who want to do right by the people  

they love. Not for IT professionals. Not for security researchers. For you.

Every step you take — even the smallest one — makes your household safer. Share this guide  

with someone who needs it. Talk to your kids. Call your parents. And remember: the goal isn't  

perfection. The goal is progress.

"Prepared families are protected families."

Visit EVL for more practical family guides at everydayvaluelearning.com

© 2026 EVL — Everyday Value Learning  |  All Rights Reserved  |  Family Cybersecurity  

Handbook  |  Edition 1.0
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