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From First Principles to Production
Deployments

This book teaches you everything you need to know about eBPF, from the
foundational concepts to advanced production deployments. You will learn
how to write, compile, load, debug, and operate eBPF programs that run
safely in the Linux kernel to provide observability, networking, security, and
performance capabilities without modifying kernel source code or loading
traditional kernel modules. By the end of this book, you will be able to design
and implement production-grade eBPF solutions using modern libbpf and CO-
RE techniques that work across different kernel versions and environments.



Introduction: The eBPF Revolution

The Observability Problem in Modern Infrastructure

Imagine this scenario. You are on call at 2 AM. A production service is experi-
encing intermittent latency spikes that affect customers. The application logs
show nothing unusual. CPU usage looks normal. Memory is fine. Network
throughput appears stable. Yet something is clearly wrong, and you need to
find it before more customers are impacted.

Five years ago, your options were limited. You could add more logging to
the application and redeploy, hoping the issue reproduces. You could run perf
or strace on a subset of processes, adding overhead that might change the
behavior you are trying to diagnose. You could examine kernel logs and hope
something relevant appeared there. Each approach was slow, invasive, and
often inconclusive.

Now imagine having the ability to see exactly what is happening inside every
process and every system call that touches your service, without modifying the
application code, without restarting anything, and with minimal performance
impact. You can trace kernel function calls to understand where time is being
spent. You can monitor network packet flows at line rate. You can track
file access patterns across thousands of processes simultaneously. You can
build custom security policies that run directly in the kernel and enforce them
dynamically.

This is what eBPF makes possible.

Extended Berkeley Packet Filter, or eBPF, has become the most significant
advancement in Linux systems engineering in over a decade. It provides a safe,
efficient mechanism to run sandboxed programs inside the kernel in response
to events, enabling unprecedented visibility and control over system behavior
without modifying kernel source code or loading traditional kernel modules.

eBPF is not just another monitoring tool. It is a fundamental shift in how
we interact with the operating system kernel. Where kernel modules required
complete trust and could crash or compromise the system if buggy, eBPF
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programs are verified for safety before they ever execute. Where adding in-
strumentation meant recompiling and redeploying applications, eBPF lets you
trace any function in the kernel or user space dynamically. Where networking
decisions were fixed at compile time or managed through static iptables rules,
eBPF enables programmable packet processing that runs at line rate inside the
network stack.

Major technology companies have already made eBPF central to their
infrastructure. Meta uses eBPF for load balancing across its entire fleet,
handling billions of requests per second. Cloudflare relies on eBPF for DDoS
protection and traffic management. Google uses it for security monitoring and
policy enforcement. Kubernetes projects like Cilium have replaced traditional
iptables-based networking with eBPF, achieving better performance and richer
capabilities in the process.

The technology has matured rapidly since its introduction into the Linux
kernel in 2014. What started as an extension of packet filtering has grown into
a comprehensive platform for observability, networking, security, and even
custom CPU scheduling. The eBPF instruction set has been standardized as
RFC 9669, and the technology has expanded beyond Linux to Windows and
other platforms.

If you work with Linux systems at any level, understanding eBPF is no longer
optional. It is the tool that will define how we observe, secure, and optimize
infrastructure for the next generation of distributed systems.

Before eBPF: What We Used to Do

To appreciate what eBPF enables, it helps to understand what engineers did
before it existed. The problems eBPF solves are not new. Systems engineers
have always needed visibility into running systems and the ability to modify
behavior without downtime. But the tools available were constrained by
fundamental limitations in how kernels were designed.

Kernel modules provided one path for extending kernel functionality, but
they came with serious drawbacks. A kernel module runs with full privileges
and direct access to all kernel memory and data structures. A bug in a module
can crash the entire system, corrupt data, or create security vulnerabilities.
Loading a module typically requires root access and often a system reboot.
The development cycle is slow and risky.
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For tracing and observability, engineers relied on a patchwork of tools.
strace provided visibility into system calls but added significant overhead and
could only trace a single process at a time. perf offered CPU and hardware
counter profiling but required careful configuration and produced output that
was difficult to correlate with application behavior. ftrace and kprobes existed
in the kernel but had steep learning curves and limited programmability.
Network monitoring depended on tcpdump and iptables, which were powerful
but static and could not easily adapt to dynamic conditions.

Adding instrumentation to applications meant modifying source code, re-
compiling, and redeploying. In large organizations with thousands of services,
this was impractical for many use cases. Application developers had to an-
ticipate every possible monitoring need upfront, leading to either excessive
logging that created noise and storage costs or insufficient visibility that left
teams blind when problems occurred.

The limitations became especially acute as systems grew more complex.
Microservices architectures multiplied the number of processes and network
connections to monitor. Container orchestration introduced dynamic en-
vironments where workloads appeared and disappeared constantly. Cloud-
native applications required observability at scale that traditional tools could
not provide efficiently.

What was needed was a way to run custom code in the kernel that was
safe, flexible, and efficient. The code had to be dynamically loadable without
rebooting. It had to be able to access kernel data structures and respond to
events with minimal overhead. And it had to be programmable enough to
handle complex logic while being constrained enough that a bug could not
bring down the system.

That is exactly what eBPF delivers.

What eBPF Gives You

At its core, eBPF provides three capabilities that transform systems engineer-
ing:

First, safe kernel extension. eBPF programs run inside the kernel but are
sandboxed by a sophisticated verifier that performs static analysis before any
code executes. The verifier guarantees that programs will not crash the kernel,
access memory they should not, or run indefinitely. This means you can
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load eBPF programs from untrusted sources with confidence that they cannot
compromise system stability. Programs are dynamically loaded and unloaded
without affecting the running kernel.

Second, deep visibility into system behavior. eBPF programs attach to hooks
throughout the kernel and user space, executing when specific events occur.
You can trace any kernel function, monitor system calls across all processes
simultaneously, inspect network packets at multiple points in the stack, track
file operations, profile CPU usage with microsecond precision, and much more.
The data collected is rich and contextual, enabling you to understand not just
what happened but why it happened.

Third, programmable infrastructure. eBPF moves decisions that were
previously static or managed by complex external systems into the kernel itself.
Network policies can be enforced at line rate without copying packets to user
space. Security checks can run synchronously as part of system call processing.
Load balancing can happen in the kernel with full awareness of connection
state and application semantics. This reduces latency, simplifies architecture,
and enables capabilities that were previously impractical.

eBPF achieves these goals through several key technical innovations. A
specialized virtual machine executes programs using a simple, well-defined
instruction set that maps efficiently to native hardware. A just-in-time com-
piler translates bytecode to optimized machine code at load time, delivering
performance close to hand-written kernel code. Maps provide shared data
structures for communication between kernel and user space with minimal
overhead. Helper functions give controlled access to kernel services without
exposing the full complexity of kernel internals. And the CO-RE mechanism
ensures that programs compiled once can run across different kernel versions
by automatically adjusting to structural differences at load time.

These capabilities combine to make eBPF uniquely powerful for modern
infrastructure challenges:

» For observability, eBPF enables comprehensive monitoring of applica-
tions, containers, and infrastructure with minimal overhead and no code
changes to instrumented services.

* For networking, eBPF provides programmable packet processing that can
implement custom routing, load balancing, firewalling, and traffic analysis
at wire speed.
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* For security, eBPF allows dynamic policy enforcement and real-time
threat detection based on actual system behavior rather than static rules
or signatures.

* For performance engineering, eBPF offers fine-grained profiling and
tracing that pinpoints bottlenecks and enables data-driven optimization
decisions.

Who Should Read This Book

This book is written for systems engineers who want to understand and use
eBPF in production environments. You should be comfortable with Linux
fundamentals, including the command line, basic C programming concepts,
and understanding of processes, networking, and filesystems. You do not need
prior experience with eBPF or kernel development.

The book will be particularly valuable if you are:

» A DevOps engineer or SRE responsible for monitoring and troubleshoot-
ing complex distributed systems

* A platform or cloud infrastructure engineer building and maintaining the
foundations that applications run on

* Anetwork engineer looking to move beyond static configurations toward
programmable, adaptive networking

* A security engineer seeking deeper visibility into system behavior and
more flexible policy enforcement mechanisms

» Abackend developer curious about what happens inside the kernel when
your code runs

* Anyone who has ever been frustrated by the limitations of traditional
monitoring and debugging tools

If you work with Kubernetes, container orchestration, or cloud-native
infrastructure, eBPF is especially relevant. Many of the leading projects in
these spaces, including Cilium, Falco, Tetragon, and others, are built on eBPF.
Understanding the technology will help you use these tools more effectively
and build custom solutions when off-the-shelf options fall short.
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How This Book Is Organized

The book is structured to take you from first principles through advanced
production deployments in a logical progression. Each chapter builds on the
previous ones, so reading in order is recommended, though you may want to
jump ahead to specific topics once the foundations are clear.

The Introduction sets up why eBPF matters and what problems it solves.
Chapter 1 covers the history and evolution of BPF and eBPF, providing context
for design decisions and constraints you will encounter. Chapter 2 establishes
the Linux kernel architecture knowledge needed to understand where and how
eBPF programs run.

Chapters 3 through 6 form the technical core of how eBPF works internally.
You will learn about the execution model and instruction set, write your first
programs using the modern toolchain, understand the verifier that ensures
safety, and see how JIT compilation delivers performance. These chapters
provide the foundation for everything that follows.

Chapters 7 and 8 cover maps and helper functions, the mechanisms by
which eBPF programs store data and interact with kernel services. These are
essential building blocks used in almost every eBPF program.

Chapter 9 explains BTF and CO-RE, the mechanisms that make eBPF pro-
grams portable across different kernel versions. This is critical knowledge for
production deployments where you cannot control the exact kernel version
running on each system.

Chapters 10 and 11 cover tracing mechanisms in depth: kprobes, uprobes,
tracepoints, and the newer fentry/fexit approaches. These are the primary
hooks used to observe and instrument system behavior.

Chapters 12 through 14 focus on networking and security. You will learn
about XDP for high-performance packet processing, traffic control and socket
filtering, cgroup-based policies, and Linux Security Module integration for
deep kernel-level security enforcement.

Chapters 15 and 16 address production use cases for observability and
Kubernetes. You will see how to build custom monitoring tools, integrate with
Prometheus and OpenTelemetry, trace containerized workloads, and leverage
eBPF in cloud-native environments.
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Chapter 17 covers the practical aspects of deploying, operating, and secur-
ing eBPF programs in production. This includes debugging techniques, perfor-
mance tuning, version compatibility management, and security hardening.

The Conclusion synthesizes the material and looks at where eBPF is headed.
Throughout the book, code examples use modern libbpf and CO-RE techniques
that are production-ready and work across a wide range of kernel versions.
Every example is complete and self-contained, with build instructions and
explanations for every significant line of code.

By the end of this book, you will not just understand what eBPF can do. You
will know how to use it effectively to solve real problems in your infrastructure,
and you will have the knowledge to evaluate new eBPF capabilities as they
emerge and determine when and how to apply them.



Chapter 1: History and Evolution of
BPF

Understanding where eBPF came from is not academic trivia. The design
decisions made decades ago still shape how the technology works today.
Constraints inherited from early packet filtering implementations explain why
eBPF has a fixed-size stack, why programs must terminate deterministically,
and why helper functions are the only way eBPF code talks to the kernel.
This chapter traces the evolution from the original Berkeley Packet Filter to
modern eBPF, showing how each step was driven by real engineering needs
and technical trade-offs.

The Original Berkeley Packet Filter

The story begins in 1992 at Lawrence Berkeley National Laboratory. Steven
McCanne and Van Jacobson were working on network measurement tools and
ran into a fundamental problem. When capturing network packets for analysis,
the operating system copied every packet from kernel space to user space,
even if the application only wanted a small subset of traffic. For high-speed
networks, this meant most of the work was wasted effort copying data that
would immediately be discarded.

Their solution was elegant in its simplicity. Instead of filtering packets in
user space after copying them, why not run the filter program inside the kernel
and only copy packets that matched? This is exactly what they implemented,
and they called it the Berkeley Packet Filter, or BPF.

The original BPF was a domain-specific virtual machine designed for one
purpose: efficient packet filtering. It had a very simple architecture. There
were two 32-bit registers, an accumulator A and an index register X. Instruc-
tions operated on these registers and a small scratch memory area. The
instruction set supported basic arithmetic, loads from packet data, conditional
jumps, and return values indicating whether to accept or drop a packet.
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This design was constrained by the technology of the time. Processors
had limited registers, and the virtual machine needed to be simple enough to
implement efficiently in kernel code. The stack-based accumulator model was
familiar from early computing architectures and mapped reasonably well to
available hardware.

BPF was incorporated into BSD Unix and quickly adopted by other operating
systems. It became the foundation for tcpdump, the ubiquitous packet capture
tool, and libpcap, the library that provides raw socket access on Unix-like
systems. For decades, BPF did exactly what it was designed to do: filter
network packets efficiently in the kernel.

But as systems evolved, the limitations of this simple design became appar-
ent. The two-register architecture made complex logic difficult to express.
Conditional jumps could not support efficient loops, limiting the kinds of
filtering rules that could be implemented. There were no data structures for
maintaining state across packet processing. And most importantly, BPF was
designed exclusively for networking. Its architecture made no sense for other
use cases like system tracing or security policy enforcement.

Linux Socket Filters: The First Step

Linux adopted BPF in kernel version 2.1.75 in 1997, implementing it as socket
filters. These allowed applications to attach filter programs to sockets, con-
trolling which packets were delivered to user space. This was useful for
network monitoring tools and applications that wanted to reduce the overhead
of receiving unwanted packets.

Linux socket filters used the classic BPF instruction set and preserved the
original design constraints. They worked well for their intended purpose but
shared all the same limitations as the BSD implementation. The architecture
was fundamentally designed around packet filtering, and extending it to other
domains would have required significant changes that conflicted with the
existing semantics.

During this period, the Linux kernel also developed its own tracing infras-
tructure. kprobes, introduced in kernel 2.6, allowed dynamic instrumentation
of almost any kernel instruction by replacing it with a breakpoint and running
a handler when hit. This was powerful but had limitations. Handlers ran in



Chapter 1: History and Evolution of BPF 1

whatever context the probed code was executing in, which could be problem-
atic for complex operations. There was no sandboxing mechanism, so buggy
handlers could crash the system. And the interface was not programmable in
a way that made it easy to build sophisticated tracing applications.

By the late 2000s and early 2010s, several factors converged to create
demand for something better than what either classic BPF or kprobes could
provide. Virtualization and cloud computing were creating massive, dynamic
infrastructures that needed deep visibility. Network functions like load bal-
ancing and firewalling were becoming bottlenecks when implemented in user
space. Security teams wanted more flexible mechanisms for monitoring and
enforcing policies without deploying kernel modules on every system.

The Birth of cBPF and eBPF

The term cBPF, or classic BPF, came into use to distinguish the original archi-
tecture from what was coming next. The extended Berkeley Packet Filter, eBPF,
was conceived at PLUMgrid, a networking startup founded by engineers who
had worked on virtualization and cloud infrastructure. Alexei Starovoitov led
the development effort, with significant contributions from Daniel Borkmann
and others.

The goal was ambitious: create a general-purpose execution environment
inside the kernel that could safely run untrusted code, support rich function-
ality beyond packet filtering, and deliver performance close to native kernel
code. The approach was to take the concept of an in-kernel virtual machine
from classic BPF and redesign it from the ground up for modern hardware and
broader use cases.

The first major change was the instruction set. eBPF moved from a stack-
based architecture with two registers to a register-based design with ten 64-
bit general-purpose registers plus a frame pointer. This made the virtual ma-
chine much more similar to real processors like x86 and ARM, enabling better
code generation from high-level languages and more efficient JIT compilation.
The expanded register file meant that function calls could pass arguments in
registers rather than through memory, just like native code.

The second major change was the addition of a sophisticated verifier.
Classic BPF programs were trusted; there was no mechanism to check whether
they were safe before execution. eBPF introduced static analysis that examines
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every possible execution path of a program and guarantees properties like
termination, memory safety, and bounded resource usage before the program
is allowed to run. This was critical for enabling eBPF to be used with untrusted
code and for justifying JIT compilation of dynamically loaded programs.

The third major change was the introduction of maps. Classic BPF had
no way to maintain state between invocations. eBPF maps provide key-value
storage that persists across program executions and can be shared between
multiple programs and user space. This enabled use cases like connection
tracking, rate limiting, and aggregation of statistics that were impossible with
the original architecture.

The fourth change was the helper function mechanism. Rather than giving
eBPF programs direct access to arbitrary kernel code, eBPF provides a white-
listed set of helper functions for specific operations like reading process
information, accessing network data, or getting timestamps. This maintains
the safety boundary while enabling rich functionality.

Alexei Starovoitov and the eBPF Project

Alexei Starovoitov’s background shaped the direction of eBPF in fundamental
ways. He had worked on virtualization and networking at PLUMgrid, where he
encountered practical problems that existing tools could not solve efficiently.
The company needed to implement sophisticated network policies and load
balancing in virtualized environments, and the options available were unsatis-
factory.

Kernel modules provided the performance needed but came with deploy-
ment and safety concerns. User-space proxies added latency and complexity.
Classic BPF was too limited for the logic required. Starovoitov recognized
that what was needed was a programmable execution environment inside the
kernel that combined the flexibility of user-space code with the efficiency
and visibility of kernel code, while maintaining safety guarantees that made
deployment practical at scale.

The decision to frame eBPF as an extension of BPF rather than an entirely
new technology was strategic. As Daniel Borkmann advised, positioning it as
an evolution of existing packet filtering infrastructure made it easier to get ac-
cepted into the kernel networking subsystem. The name preserved continuity
even though the underlying architecture was fundamentally different.



Chapter 1: History and Evolution of BPF 13

The development process was iterative and collaborative. Early versions
were submitted to the Linux kernel mailing list, where they went through
rigorous review by kernel maintainers and contributors. Features were added
incrementally based on demonstrated use cases and careful consideration of
security implications. This gradual approach, while slower than shipping a
complete system at once, resulted in technology that integrated well with the
rest of the kernel and earned the trust of the community.

Major Milestones: From 3.18 to 6.x

eBPF was merged into the Linux kernel in version 3.18, released in March 2014.
The initial implementation included the basic infrastructure: the bpf syscall
for loading programs and creating maps, the verifier, support for socket filters
using the new instruction set, and a small set of helper functions. It was a
foundation rather than a complete system, but it proved the concept worked.

The pace of development accelerated rapidly over the following years. Here
are the key milestones that shaped modern eBPF:

* Linux 4.1 January 2015): kprobe support enabled eBPF programs to attach
to kernel functions for tracing, opening up observability use cases far be-
yond networking. The bpf_trace_printk helper was added for debugging
output. Traffic control integration allowed eBPF programs to classify and
act on packets in the TC subsystem.

* Linux 4.3 (July 2015): cgroup support enabled attaching eBPF programs to
control groups, making it possible to implement policies based on process
membership rather than just network interfaces. This was critical for
container-aware networking and security.

* Linux 4.8 (July 2016): XDP, the eXpress Data Path, introduced high-
performance packet processing at the driver level before packets en-
tered the kernel networking stack. This enabled line-rate filtering, load
balancing, and DDoS protection that was previously only possible with
specialized hardware or user-space frameworks like DPDK.

* Linux 4.9 (October 2016): uprobes extended tracing to user space, allow-
ing eBPF programs to instrument application functions without modifying
or recompiling the code. This made it practical to trace any running
process for observability and debugging.
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* Linux 4.17 (January 2018): Sleepable eBPF programs were added, allowing
programs to block and wait for operations like 1/0 instead of having to
complete immediately. This expanded the range of operations eBPF could
perform but required careful handling to avoid deadlocks and priority
inversions.

* Linux 5.4 (February 2019): BTF, the BPF Type Format, was standardized
as a way to embed type information in kernel and eBPF binaries. This
enabled better debugging, introspection, and the CO-RE mechanism that
would follow.

* Linux 5.5 (March 2019): fentry and fexit probes provided a more efficient
alternative to kprobes for tracing kernel functions, using the existing
ftrace infrastructure to achieve lower overhead.

* Linux 5.7 (July 2019): LSM hooks allowed eBPF programs to attach to the
same security decision points used by SELinux and AppArmor, enabling
dynamic security policy enforcement without writing kernel modules.

* Linux 5.8 (October 2019): The ring buffer map type was introduced as a
more efficient alternative to perf buffers for streaming data from kernel
to user space, with better performance and guaranteed event ordering.

e Linux 5.15 (January 2021): The SYSCALL program type and improved
syscall tracing capabilities enhanced security monitoring and auditing.

* Linux 6.x series: Continued expansion of capabilities including kfuncs
(direct calls to kernel functions from eBPF), sched_ext for custom CPU
scheduling, arena maps for shared memory, and numerous improvements
to the verifier, JIT compilers, and helper function set.

Each milestone added capabilities that enabled new use cases and made
existing ones more practical. The technology evolved from a specialized
networking tool into a comprehensive platform for kernel extension. By the
mid-2020s, eBPF had become central to how many organizations approach
observability, networking, and security in their infrastructure.

The standardization of the eBPF instruction set as RFC 9669 in October
2024 marked another important milestone. This formal specification enables
implementations beyond Linux and provides a stable reference for tooling
and cross-platform development. The eBPF Foundation, established under
the Linux Foundation, now governs the technology’s continued evolution with
participation from major industry players.

Understanding this history matters because it explains why eBPF works the
way it does. The verifier exists because loading untrusted code into the kernel
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requires safety guarantees. Maps exist because observability and networking
use cases need shared state. Helper functions exist to provide controlled
access to kernel capabilities. CO-RE exists because production environments
run many different kernel versions. Each feature was added to solve a real
problem encountered by people building real systems, and that pragmatic
approach continues to drive development today.
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