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From Kernel Internals to Production
Systems — A Complete Guide with
Working Code
About this book: eBPF is the most transformative technology in modern
systems programming. It lets you run safe, high-performance programs inside
the Linux kernel without modifying kernel source or loading kernel modules.
This book takes you from zero eBPF experience to production-ready expertise
through a progressive series of complete, working code examples. You will
learn the architecture (verifier, maps, helpers, BTF), the toolchain (libbpf, CO-
RE, bpftrace, bpftool), and real-world applications across networking (XDP,
TC), tracing (kprobes, uprobes, tracepoints, fentry/fexit), security (LSM), per-
formance profiling, container observability, and Kubernetes integration. Every
concept is demonstrated with end-to-end source code you can compile and
run yourself.
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Performance Characteristics of the eBPF VM

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers


Chapter 4: The Verifier – Safety
Without Sandboxing
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

What the Verifier Checks: Bounds, Types, and Control
Flow

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

State Machine Analysis and Path Exploration

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Reading Verification Logs and Decoding Errors

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Common Verification Failures and How to Fix Them

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Advanced Verifier Internals: Value Tracking and Scalar
Ranges

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Unprivileged BPF: Security Model and Limitations

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Performance Implications of Verification

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers
https://leanpub.com/ebpf-for-developers


Chapter 5: BPF Maps – The Data Layer
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Map Types Overview: Hash, Array, Per‐CPU, LRU,
Ringbuf, and More

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Creating and Using Maps from eBPF and User Space

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Advanced Map Patterns: Aggregation, Counters, and
Histograms

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Map Performance: Sizing, Collisions, and Memory
Overhead

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Complete Working Example: A Traffic Counter with
Hash Maps

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 6: BPF Helper Functions –
Talking to the Kernel
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

How Helpers Work: The Calling Convention and ABI

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Time, Random, and Logging Helpers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Networking Helpers: Socket Operations, Packet
Manipulation, and Routing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Tracing Helpers: Reading Kernel Memory, Registers, and
Stack Traces

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Map Operation Helpers and User‐Space Communication

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Example: A Helper Function
Playground

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Example: Process Execution Monitor
with Helpers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 7: BPF Type Format (BTF) and
CO‐RE
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

The Portability Problem: Kernel Version Fragmentation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

BTF Internals: Encoding Type Information in ELF Objects

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

CO‐RE Relocations: How libbpf Patches Programs at
Load Time

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Writing CO‐RE‐Compatible Programs with libbpf
Skeletons

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Debugging BTF and CO‐RE Issues

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Split BTF: Out‐of‐Tree Modules and Distilled Base BTF

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

struct_ops: Extending Kernel Subsystems with eBPF

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 8: Tracing with eBPF –
kprobes, uprobes, and Tracepoints
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Kernel Probes (kprobes): Attaching to Any Kernel
Function

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

User‐Space Probes (uprobes): Observing Applications
Without Modification

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Tracepoints: Stable, Documented Kernel
Instrumentation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Raw Tracepoints and Fentry/Fexit for High‐Performance
Tracing

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Complete Working Project: A System Call Latency
Analyzer

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 9: Networking with eBPF –
XDP and TC Hooks
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

The Linux Networking Stack and Where eBPF Fits

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

XDP: Zero‐Copy Packet Processing at Line Rate

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

TC Hooks: Traffic Control and Classification

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Socket Filters: Application‐Level Network Observability

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Project: A DDoS Mitigator with XDP

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 10: Advanced Tracing – Perf
Events, Ring Buffers, and cgroups
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Perf Event Arrays vs. Ring Buffers: When to Use Each

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

High‐Throughput Tracing with Ring Buffers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

cgroup‐Based Attachment: Programs That Follow
Workloads

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

BPF Program Types Beyond Tracing and Networking

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Project: A Container Resource
Monitor

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 11: Security with eBPF – LSM,
Audit, and Policy Enforcement
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

BPF LSM: Making Security Policies Programmable

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

File System Access Monitoring and Control

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Network Security: Connection Tracking and Policy
Enforcement

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Audit Logging with eBPF

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Project: A Runtime Intrusion
Detection System

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 12: Performance Analysis,
Debugging, and Profiling
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

CPU Profiling with Hardware Counters and eBPF

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

I/O Latency Analysis and Bottleneck Identification

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Lock Contention and Synchronization Debugging

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Memory Allocation Tracking and Leak Detection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Complete Working Project: A Full‐Stack Performance
Dashboard

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Exercises

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 13: bpftrace, bpftool, and the
Developer Toolchain
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

bpftool: Inspecting, Loading, and Managing eBPF
Programs

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

bpftrace: Rapid Prototyping with a Domain‐Specific
Language

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

BCC Tools: The Classic eBPF Toolkit

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Building Custom Tools: When to Use libbpf vs. bpftrace

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Debugging Techniques: Verifier Logs, Crash Dumps, and
Live Inspection

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 14: Production Systems –
Containers, Kubernetes, and
Real‐World Patterns
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Unprivileged BPF and Security Tokens in Production

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

eBPF in Container Environments: Namespaces, cgroups,
and Isolation

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Kubernetes Integration: CNI, Observability, and Service
Meshes

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Building Production Observability Pipelines

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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30

Reliability, Scalability, and Operational Concerns

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Case Studies: Cilium, Pixie, Tetragon, and Others

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Container Runtime Hardening with eBPF

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter 15: Where eBPF Is Headed –
The Future
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Upcoming Kernel Features and Recent Developments

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Beyond Linux: eBPF onWindows, macOS, and Other
Platforms

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

User‐Space eBPF (userspace_bpf) and New Frontiers

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Limitations and Open Research Questions

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.

Building Your eBPF Expertise: Learning Path and
Resources

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Chapter Summary

This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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Conclusion: The Programmable Kernel
Era
This content is not available in the sample book. The book can be purchased
on Leanpub at https://leanpub.com/ebpf-for-developers.
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