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Preface About the Book

Spring Security is a subject that is so vast that several books may need to be written to
cover if fully. However, modern applications rarely need everything that Spring Security
provides to secure themselves. In this book, we will deal with a extremely popular use case
to develop a Multi-Tenant Oauth2 Resource Server, a Multi-Tenant Oauth2 Client and a
single Tenant Oauth2 Resource Server. While we will test the Multi-Tenant Resource
Server with the Spring Boot Thymeleaf Ul Client, we will use Postman to test the single
Tenant Resource Server.

Today Application Security is more important than ever before. As different nations now
keep cyberwarfare as a legitimate option of attacking their enemies or defending their
resources, the various cryptic terminologies that float around application security need to
be explained in simple English. In this book, we have described all terminologies including
Oauth2 Resource Server, Roles, Grant Types, Asymmetric Encryption, and others in easily
understandable concepts.

Despite Spring Security’s robust support for multi-tenancy, | did not find a good source /
book that describes a range of related topics starting from Spring Security, Oauth2 Grant
types, Roles, Spring Boot 3 together. While demonstrating Spring Security Oauth2 Multi-
Tenant features, we will do using real life MySQL backed JPA and use modern Thymeleaf
Advanced Themes to build the Ul. That is why | decided to write this book. Hope you will
find it quite useful.
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Source Code

The source code for the book is available in the following three GitHub repositories.
https://github.com/binitdatta/spring-boot-3-multi-tenant-resource-server-keycloak
https://github.com/binitdatta/spring-boot-3-multi-tenant-oauth2-client
https://github.com/binitdatta/spring-boot-3-single-tenant-resource-server
If and when you find any issues that you want to report, go to the following and create an
issue and | will respond asap.
Note:

e Please always treat the source code from GitHub as the source of truth, now

the code from the book pages






1.Introduction



With the release of Spring Boot 3 several aspects of the basic Spring Data and Servlet
Development has changed. Spring Boot 3 makes it mandatory to use JDK 17. However,
the Java Persistence API interface and the Servlet classes have been moved from the
previous java named packages to the Jakarta namespaces. Besides, Spring Security 6
also have changed several aspects of the java configuration. To keep pace with the
changes, we will develop several applications in this book shown as under

e A Multi-Tenant Spring Boot 3 Spring Security 6 Oauth2 Resource Server

e A Multi-Tenant Spring Boot 3 Spring Security 6 Oauth2 Client Application

e A Single-Tenant Spring Boot 3 Spring Security 6 Oauth2 Resource Server

e A Spring Boot 3 REST API for showing One To Many / Many To One JPA
Relationship CRUD Functionality

e Aspect Oriented Programming and Event Handling

e Central Exception Handling

e Thymeleaf 3 Fragment and Layout enabled Advanced Ul with Drop Down Menus

We will use concepts such as Identity and Access Management (IAM), Oauth2, Open ID
Connect (OIDC) and KeyCloak IAM as an Open-Source Popular authorization server for
Oauth2 and OIDC. However before we further, it is critical that we understand the
concepts first.



1.1 What we will Develop
The home / landing / login screen
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“I created a vision of David in my mind and simply carved away everything that was not David.” — Michelangelo
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Read More
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Figure 1-1 The Login Page of the Application

B Spring Boot 3 MultiTenant Exa: X

c O

localhost:

e

CONTINUOUS LEARNING

1AM

Identity and Access Management. Identity is the Server
checking who we are. Access is whether we are allowed
to do something and Management is doing Identity
Checking Access from Thousands of users

SPRING SECURITY 6

From Spring Security 5, the OAuth2 Dependencies are
now separate. We now can have a thin Resource Server
(aka API) and a OAuth2 Client

OME  SECURITY  OAUTH2

OAUTH2

Open Authorization Protocol Version 2. OAuth2 is
delegating all Authorization Decisions to a Central
Identity Provider. If you saw websites that allows you to
login using Google/Linkedin, You have seen OAuth2

SECURITY CONFIG

HAs changed a bit from Spring Security 5. We are now
required to configure and return a SecurityFilterChain.
Details on the Menu.

CARD WEB

SPRING SECURITY 6

AS AS
PROSPECTS EMPLOYEES

SPRINGBOOT3 ~ MORE LEARNING CONTACT

SPRING BOOT 3

Has made JDK 17 mandatory and changed the package of
jpa and jee from javax to jakarta. It also provides huge
boost to WebClient which is both Synchronous and
Asynchronous.

KEYCLOAK 21.1.1

KeyCloak is an Open Source IAM Server from I1BM and
Red Hat. KeyCloak is the Microsoft Office , an undisputed
leader in the IAM World. Free and Feature Rich. Details
on the Menu.

Figure 1-2 The Login Page of the Application Continued..
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Figure 1-3 The Tech Documentation Section of the Login Page of the Application
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Figure 1-4 The Tech Documentation Section of the Login Page of the Application
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Figure 1-5 The Footer Section Of the Login Page of the Application
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Figure 1-6 The KeyCloak Login Screen for the First Realm
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Welcome to Continuous Learning (CL
3 ' “| created a vision of David in my mind and simply carved away everything that was not David." — Michelangelo

Read More

This is our quest to stay ahead of the curve By becoming an early
adapter of cutting edge Tech! Hello teversraigh

We have used Spring Boot 3, JDK 17, Spring Security 6 OAuth2 libraries and KeyCloak 21.1.1 to demonstrate a Multi Tenant Client
to execute menu-driven API calls to a Backend Resource Server / API. You can either loging as one of the two Realms

Figure 1-7 The Logged In Screen of the Application
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N Dr. King

If it falls your lot to be a street sweeper, sweepstreets like Michelangelo painted pictures, sweep streets like Beethoven composed music,
sweep streets like Leontyne Price sings before the Metropolitan Opera. Sweep streets like Shakespeare wrote poetry. Sweep streets so well
that all the hosts of heaven and earth will have to pause and say: Here lived a great street sweeper who swept his job well. If you can't be a
pine at the top of the hill, be a shrub in the valley. Be be the best little shrub on the side of the hill.

Read More

Customer List

Add Customer

Customer Number First Name Middle Name Last Name Edit Delete
103920 Steven Paul Smith Edit Delete
103920 Steven Paul Smith Edit Delete
103920 Steven Paul Smith Edit Delete
103920 Steven Paul Smith Edit Delete
€1039201 Steven Paul Smith Edit Delete
103921 Anjelina Patricia Smith Edit Delete
103922 Stefanie Maria Smith Edit Delete
103924 Gabriella Maria Jones Edit Delete

€20304040 Ashley B Bentley Edit Delete

Figure 1-8 The View Customer Page
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Add a New Customer

Customer Number Loyalty Status
Customer Number Select Loyalty Point v
First Name Middle Name
First Name Middle Name
Last Name Date Of Birth
Last Name mm/dd/yyyy o
Date Of Joining Loyalty Points
mm/dd/yyyy u] Loyalty Points
House Number City Street
House Number City Street
Email Address State House Number
Email Address Select State v Home Phone
City

Mobile Phone

Figure 1-9 The Enter New Customer Page
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Figure 1-10 The Drop-Down Menu for Documentation Pages
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Identity Access Management
The table below summarizes the three terms ldentity, Access, and Management.

T

| on

=
N
Rt

3

Applications

Meaning of Identity

Why Identity

Meaning of Access

Why Accessl

Meaning of Management

We want to know if the
person is from Door Dash,
USPS, A Family Member, A
Friend and so on

Because Physical Security is
important

Should the Food Delivery
Delivery Representative have
access to our living room or
only at the main door

Should our family members
have access to all the house

Should a Plumber installing a
Water Heater have limited
access in the house?

Needs No Explanation

Figure 1-11 Summary Description of IAM

If we speak in the context of IT Applications, the following figure further classifies IAM.

Identity

Who is the Caller

What She Knows (UN &
PW)

What She Has (MFA)

Access

What Role She Plays

Entry/Approval
Workflow

Report Access Levels

Figure 1-12 IAM in A Nutshell

REST APIs want to know if
the caller is a trustworthy
one

Because Data Security, Legal
obligations, DDOS protection
is important

Should anyone and everyone
have access to static assets
such as JS CSS etc.?

Should the warehouse shift
supervisor access all tasks
returned from an API?
Should one
contractor/employee access
only his/her tasks?

We have hundreds of
applications, people
accessing them, credentials,
passwords, life cycle rotation,
certificates and what not....

Management

Of People

+Employees
*Partners
*Contractors
*Roles / Groups

Of APIs

Of Machines as
Resources & Clients



1.3 The challenge of Application Security

In the earliest days of Web Development, we started using HTTP, a protocol that was not
developed with security in mind. HTTP was a plain text client server communication
protocol that had nothing built in for securing the communication between the client
browser and server. As a result, developers used shortcuts of sending the username and
passwords along with the API calls they made. However, HTTP being plain text, anyone
could intercept and read those username and password mid-flight.

Client
POST api/customer-service/customer username:password R
o ‘| ) ) ) >l Secured
y A GET  api/customer-service/customer username:password
»| Customer
I PUT  apilcustomer-service/customer/1 username:password API

Figure 1-13 Sending UN/PW in Each and Every Request

While sending user credentials in plain text was a huge problem, each application / api
having its own user database for authentication was another bigger one. If the user
changed one password in one of the applications, he/she had to change the same in the
other applications used. If one of the application databases got compromised , users had
to change all their credentials across all the applications.

POST api/order-service/order .B

Secured
Order APl |[¢<—>

User
Database

° POST api/customer-service/customer —
Y |,,J GET api/customer-service/customer CS ecured
Client > ustomer User
PUT api/customer-service/customer/1 API Database

Secured —
POST api/shipment-service/shipment Shipment User
API Database

Figure 1-14 Each Application Having Its Own User DB

If we, however, look at the following diagram it should make sense to us. Why? Imagine
an existing organization of any type. It could be a government organization, or it could be
a private one as well. The organization has many departments like Sales, Marketing,
Finance, Payroll, Production, Maintenance and so on. However, all the employees who
work in these different departments get their access card from a central Security



department. Once an employee checks in through the main gate by swiping his/her card,
he/she can have access to the rest of the building based on his/her access levels. The
gates of the office buildings and floor doors are controlled by the same central security
department shared by all other departments. This is the same setting humans are
accustomed to since a very long time. Why would IT applications be different. With the
following diagram, now IT applications can use the same Single Sign On (SSO) Setup
with a single central security application (Authorization Server).

Authenticate against the IAM Server and get Access Token

POST api/order-service/order
Send Bearer Token / Access Token Secured
Order API
Validate Token \
POST api/customer-service/customer
° \ ; ; Secured 1AM -
" J GET api/customer-service/customer .
Client T Customer |« | Authentication / | User
PUT api/customer-service/customer/1 API Validate | Authorization Database
Token Server
Send Bearer Token / Access Token

Secured _
posT  api/shipment-service/shipment Shipment Validate Token

API

Send Bearer Token / Access Token

Figure 1-15 A Central Authentication and Authorization Application

1.4 Oauth2 and OIDC

We are living in a collaborative world. In this collaborative world, organizations work
together sharing data in a safe and secure way. Whether we want a photo printing app to
access our Apple/Google photos or the Mortgage company we have applied for a home
loan needs to check our finances directly online from our banks using APIs.

Earlier (ten years back) it was common to have these client organizations (banks / photo
app) ask for our credentials (username and passwords) and store them for accessing our
resources from the Photo Server (Apple / Google) or Banks. This is bad for multiple
security reasons.

e Our username and passwords are valid for 90 days or less.

e There are more than one organization storing our critical assets (username /
passwords for bank accounts)

« Many people use the same credentials for multiple accounts and sharing one with
another organization increases the vulnerability from multiple aspects.



« Itis not good for the organizations accepting and storing external users
credentials for other external organizations (One Bank storing another bank’s
user account credentials and vice versa). A subsequent breach exposes
these organizations to Federal and State Laws and penalties.

Considering, the drawback of this legacy password driven system for organizations to call
each other’s APlIs, several large Organizations (Google, FB, Microsoft, Oracle, Amazon,
and others) have joined forces to design a more secure specification of ensuring both
open access and tight security.

OAuth which stands for Open Authorization (for accessing / invoking APIs) using short
lived Access Tokens has seen two versions V1 and V2. Only the V2 (OAuth2) is valid now.

OAuth2 is only a specification : US Department of Transportation and
Environmental Protection Agency (EPA) publishes specifications for Vehicle safety
and emission standards that all manufactures must adhere to sell their vehicles in
the US. Likewise all OAuth2 providers (Okta, Google, Amazon, Microsoft, IBM,
Oracle, and others) provide implementations of this OAuth2 specification. This
means companies using one OAuth2 provider should be able to migrate from their
existing OAuth2 provider to another, like how we can replace Eclipse Link JPA
provider with Hibernate, replace MySQL with Oracle using JDBC etc.

While OAuth2 only authorizes, and issues access tokens (and refresh tokens to), people
soon felt the need to also have access to the accessing user’s information, names,
addresses, phone numbers, email ids etc. Oauth2 by itself was only meant for generating
access tokens which did not have user information in it. Thus, another specification called
Open (O) Identify (ID) Connectivity (C) was created to satisfy that need. OIDC works on
top of OAuth2 and provides a /user-info API to provide user profile information. So far we
came across three tokens. Let us clarify what they are :

e Access Tokens : To get them from the Authorization Server and present them (like
access cards in security gates) to the REST APIs (Resource Servers) to get data or
create / update / delete data.

e Refresh Tokens : To keep getting access tokens without login in again. Access
tokens are short lived like 5-15 minutes. Refresh tokens live a little longer like a day
or so. We can call the Authorization Server to get a new Refresh Token so that we
will continue to get access tokens without login in again. More on this later.

e |D Token : Generated by the Authorization Server to send user information to the
clients following OIDC.



