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Introduction

North American MVPDays
Community Roadshow

The purpose of this book is to showcase the amazing expertise of our guest speakers at the
North American MVPDays Community Roadshow. They have so much passion, expertise, and
expert knowledge that it only seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea;
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way” | mean, what is the point in
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of.

We often get asked the question “Who should attend MVPDays”?

Anyone that has an interest in technology, is eager to learn, and wants to meet other like-
minded individuals. This Roadshow is not just for Microsoft MVP’s it is for anyone in the IT
Community.

Make sure you check out the MVPDays website at: www.mvpdays.com. You never know maybe
the roadshow will be coming to a city near you.

The goal of this particular book is to bring you real world step-by-step guidance from our expert
MVP Authors on the deployment of System Center Data Protection Manager. It has been
written with the most current techniques possible to help with your migrations and learning
process.
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Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and
www.github.com/dkawula

Additional Resources

In addition to all tips and tricks provided in this book, you can find extra resources like articles
and video recordings on our blog http://www.checkyourlogs.net.
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North American MVPDays
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The purpose of this book is to showcase the amazing expertise of our guest speakers at the
North American MVPDays Community Roadshow. They have so much passion, expertise, and
expert knowledge that it only seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea;
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way” | mean, what is the point in
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of.

We often get asked the question “Who should attend MVPDays”?

Anyone that has an interest in technology, is eager to learn, and wants to meet other like-
minded individuals. This Roadshow is not just for Microsoft MVP’s it is for anyone in the IT
Community.

Make sure you check out the MVPDays website at: www.mvpdays.com. You never know maybe
the roadshow will be coming to a city near you.

The goal of this particular book is to bring you real world step-by-step guidance from our expert
MVP Authors on Microsoft System Center Data Protection Manager.

These are the same experts you come to see in person at the MVPDays Roadshow. This book is
written in the format of a Step-by-Step learning guide. We really hope you find some immense
value in what we have written.
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Chapter 1 Pre-Requisites

Chapter 1

Pre-Requisites

Lab Server Names

The follow table describes the required Virtual Machines to build this lab. This lab is designed to
be built on a Hyper-V Host Server with a minimum of 16 GB of RAM. An automation script called
BigDemo_DPM.PS1 has been used to provision this lab environment. A copy of this script can be
found in the appendices.

Hostname Role Operating System

DPMO1 System Center Data Protection | Windows Server 2016
Manager 1081 with SQL
Server 2016 SP1 installed

locally

SCOMO01 System Center Operations Windows Server 2016
Manager 1801

SCVMM System Center Virtual Windows Server 2016

Machine Manager 1801 — with
SQL Server 2016 SP1 installed
locally

DCO01 Domain Controller running Windows Server 2016
Active Directory Certificate
Services as an Enterprise Root

DCo01 Domain Controller Windows Server 2016

S2D1 Storage Spaces Direct — Hyper- | Windows Server 2016
V Cluster Node — Server Core

S2D2 Storage Spaces Direct — Hyper- | Windows Server 2016
V Cluster Node — Server Core

20



Chapter 1 Pre-Requisites

S2D3

Storage Spaces Direct — Hyper-
V Cluster Node — Server Core

Windows Server 2016

S2D4

Storage Spaces Direct — Hyper-
V Cluster Node — Server Core

Windows Server 2016

Router01

Windows NAT Router for the
LAB

Windows Server 2016

DHCPO1

DHCP Server for the Lab

Windows Server 2016

Management01

Management01

Windows Server 2016

AZHVHost

DS8 Virtual Machine in Azure
running Nested Virtualization
and Hyper-V. This will be the
host that we run the lab on.
This could also be a Laptop or
physical server in your
environment.

Windows Server 2016

21
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Building the Lab with BigDemo_DPM.PS1

For the purpose of this book we wanted to help you build a lab that you could easily follow along
with. If you have read some of our other books you would have seen a script that we use called
BigDemo. Basically, BigDemo is a PowerShell script that builds a lab environment including: AD,
DHCP, Management Servers, Clients, Application Servers, and others. It is highly customizable
and we have created a very special edition just for this book. Follow the instructions below to
download the script from our Github Repository and start building your very own lab to follow
along with.

Instructions Screenshot (if applicable)

1. Logon to the AZHVHost
machine in Azure as
Administrator

2. Open an administrative

Invoke-webRequest -Uri

PowerShell prompt and https://raw.githubusercontent.com/dkawula/Deploying-
System-Center-Data-Protection-Manager-
type: 1801/master/BigDemo_DPM.ps1l" -OutFile "C:\Post-

Install\BigbDemo_DPM.PS1"

voke-WebRequest

Writing web request
writing r. est stream... (Number of bytes written: 256359)

https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2016/

3. Next Download a copy of
Windows Server 2016
RTM from the Microsoft
Eval Center. For our lab

we have a drive on our
Hyper-V Host F:\
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Chapter 1 Pre-Requisites

Save the ISO to
F:\DCBuild_Test

4. Next download the > ThisPC » Data(F:) » DCBuild_Test » v O
following files: ADK1709, Hhines o
SQL Server 2016 w/SP1, _. merTE
SCDPM_1801.exe, ¥ VMs
SCOM_1801.exe_EN, “ ) adksetup
SCVMM_1801.exe (i BigDemo_DPM
d en_sql_server_2016_standard_with_service_pack_1_x64_dvd_9340929
Save the ISO to [£] en_windows_server_2016_64_dvd 9713492
F:\DCBuild_Test 5! scopm_1201

5 scom_1801_EN
5 scvmm_1801

https://www.microsoft.com/en-us/evalcenter/evaluate-system-
center-release

https://www.microsoft.com/en-us/evalcenter/evaluate-sql-
server-2016

5. Copy BigDemo_DPM.PS1 s ThisPC » Data(F) » DCBuild_Test » v O
from C:\Post-Install to b a
F:\DCBuild_TeSt BaseVHDs
i VMs
ﬁadksetup

& BigDeme_DPM
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Chapter 1 Pre-Requisites

6. Open BigDemo_DPM.PS1

with the PowerShell ISE
edit lines 2140 and 2131
putting in Your Product
key received with the
EVAL Version of Windows
Server 2016 Downloaded
above

f==22" gnave's Technet KEY Remove for Publishing of Book

xml]@"

=?xm] versio .0" encoding="utf-8"7>

<unattend xmins="urn:schemas-microsoft-com:unattend">
-,serv1c1ng><,’5erv1c‘|ng;
<settings pass= spec'la'hze e

<component name="Microsoft-Windows-Shell-Setup” processorarchitecture="am
<ComputerName; ComputerName=
<ProductKey==* /Productkey>
<RegisteredOrganization=0Organization</RegisteredOrganization=
<Registerediwner=0Owner</Registerediwner>
<TimeZone>TZ</TimeZone>

«/component=

</settinas>

Edit line 2127 $ServerISO
with the actual path and
name of your Server I1SO
Downloaded which should
have been downloaded to
something like
F:\DCBuild_Test

Save BigDemo_DPM.PS1

#yververisd =

ServerIS0

ACEU? 1G\103 6. U. 132029-1/00. 1HZ_KELEASE_SERVEK_ULNKE |_Xb3FKL_EN-US. L3O

ClusterStorage\Volumel\DCBu1 1d\en_windows_server_2016_x64_dvd_9327751.150' #updated for RTM Build 2016
“Fordebui 1 CH\en windows server 2016 x4, dvd. 3718407, 150" FTHIS NEEDS to be Madified for your Lab
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8. Open an administrative
PowerShell prompt. Run
BigDemo_DPM.PS1

For this book we have
used the following
parameters:

WorkingDir:
f:\DCBuild_Test

Organization: MVPDays
Rockstars

Owner: Dave Kawula

TimeZone: Mountain
Standard Time

AdminPassword:
P@sswOrd

DomainName:
MVPDays.com

DomainAdminPassword:
P@sswOrd

VirtualSwitchName:
MVPDays_Test_VSwitch

Subnet: 172.16.100.
VirtualNATSwitchName:
InternalNATSwitch5

- YB1gDemo_DPM. ps1

r_md1et E'luDemu DPM. ps1 at cummand p'tpe'hne position 1
1 -

Getting started...
Building Base Imag
ing January 2018 CU for Win
old W
n differencing di
g tual machine
g virtual machine
old W
g new differencing di
tual machine
tual machine
g old WM
fferencing dis
tual machine
tarting v ual machine
anagement0l] g old W
anagement01] i
anagement0l]
anaqemnnfol]
enu:\."rru:l ol

val machine
tual machine

differencing disk
ual machine
rting vi r‘tu:'l machine
Removing old v
ing new differencing di

« differencing dis
tual machine
ual machine

virtual mach'lne
r PowerShell Direct

art the computer THOMAS

Tiguring

X01] : :Reboo
ita r PowersShell Direct

new differencing di

Server 2016

g Administrator)

ng Administrator)
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ExtralabFiles: C:\

9. It will take B ocor Runring 0% 4096 MB
approximately 2 - e o it
hours to build the Lab | B Routerdt Runring 0% 4096 MB
Environment B s201 Running 6% 4096 MB

B s202 Running 3% 4095 MB
B s2o3 Runring 6% 4096 MB
B s2p4 Running 6% 4096 MB
B vmMoi Running 0% 4095 MB
#» ThisPC » Data(F:) » DCBuild_Insider » WMs » v | @
£ Mame Date modified Type

. DCo 2/1/2018 8:38 P File fol

DHCPOT 2/1/2018 8:38 PM File fal

¥ Management0] 27172018 8:38 PM File fol

’ Router(] 2/1/2018 8:38 PM File fal

¢ 5201 2/1/2018 8:57 PM File fol

5202 2/1/2018 857 PM File fal

g 5203 2/1/2018 8:57 PM File fal

5204 2/1/2018 8:58 PM File fal

VMMOT 2/1/2018 B:38 P File fol

- DCOT 2/1/2018 10:51 PM Hard D

- DHCPO1 2A/2018 1350 PM Hard D

== ManagementD1 2172013 13:50 PM Hard D

e Routerl! 2/1/2018 1050 PM Hard D

= 5201 - Data 1 2/1/2018 9:03 PM Hard D

== 52D1- Data 2 2/1/2018 %02 PM Hard D

- 52017 2/1/2018 1:50 PM  Hard D

= 5202 - Data 1 2/1/2018 9:06 PM Hard D

= §2D2 - Data2 2/1/2018 %:06 PM Hard D

- 5202 2A/2018 1350 PM Hard D
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Enable Routing in the Lab

This step-by-step lab guide requires access to the Internet for configurations. To enable access
to the internet from the Nested Hyper-V Host running in Azure run the following. This will
create a Gateway IP Address of 192.168.0.1 which will be used by the Router VM to get out to
the Internet. After the NAT Switch is created you will modify the DHCP Scope in the Lab to point
to the IP Address of the Router and then configure Windows Routing and Remote Access on the
Router VM.

These steps are documented for the purposed of learning in this book. All of these steps have
been updated in the lab build script with a custom function called Install-RRAS.PS1 which will be
discussed in the next section of this book. These steps are not required if you used
BigDemo_DPM.PS1 to build your lab.

Instructions Screenshot (if applicable)

1. Logon to the AZHVHost
machine in Azure as
Administrator

2. Open an administrative New-VvMswitch -SwitchName "InternalNATSwitch" -
) SwitchType Internal
PowerShell prompt Get-NetAdapter _
New-NetIPAddress 192.168.0.1 -PrefixLength 24 -
InterfaceIndex 23
New-NetNat -Name "InternalNat" -
InternalIPInterfaceAddressPrefix 192.168.0.0/24

PEE— pr— o
3. Open the Hyper-V E Managemert(1 Hunnlng
Management Console, I Router(] 0%
RIght—C|ICk on E 5201 Connect... 3
Router01, and click B s2p2 e 3 4%
Settings B s203 3 %
B s2p4 Hann £hE- : =
| bl ek i~ o L
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4. Click on Add Hardware,
Network Adapter, click
Add

Settings for RouterD1 on TECHMENTORHW(4

Reouterll

~ 4 r D

# Hardware

!" Add Hardware
3 Firmware
Boot from File

. Security

W Memory
4056 MB
n Processor

= &l scsl Controller

2 Virtual processors

Secure Boot disabled

l" Add Hardware

You can use this setting to add devices to your
Select the devices you want to add and dlick thi

SC5I Controller
rk. Adapter

RemateFy 30 Wideo Adapter
Fibre Channel Adapter

5. Click the newly added
Network Adapter, Click
on Virtual Switch, and
Select Internal Nat
Switch, and click OK

&1 Settings for Routerl1 on TECHMENTORHVO4 = *

| I‘louterm

~

4 L]

# Hardware

r Add Hardware
3 Firmware
Boot entry changes pending
. Security
Secure Boot disabled
W Memory
4096 MB
n Processor
2 Virtual processors
I &l 5CSI Controller
= Hard Drive
Router01.vhdx
E Metwork Adapter
MVPDays_VSwitch
@' Network Adapter
InternalNATSwitch
# Management

m Mame

Routerdl
E] Integration Services
All services offered
¥ Checkpoints
Production
B g . -
W Smart Paging File Location
fi\dcbuild_cmWMs\Router01
Eg. Automatic Start Action
Restart if previously running
EL Automatic Stop Action
Save

L'f.'i Network Adapter

Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
InternalNATSwitch o
WLAN ID
[] Enable virtual LAM identification

2

Bandwidth Management
[] Enable bandwidth management

(i ]

To remove the network adapter from this virtual machine, dick Remove.
Remove
Cancel Hpply

6. Logon to Router01 with
using Administrator
and a password of
P@sswOrd
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7. Open an administrative

PowerShell prompt and
run the command

This will install the
Routing and Remote
Access Feature

Add-windowsFeature -Name RemoteAccess,Routing,RSAT-
RemoteAccess-Mgmt -verbose

Right-Click Start, click
Run, type ncpa.cpl

Rename the Adapters:
Ethernet to Corpnet
Ethernet 2 to Internet

ffi M e o
T ﬁ.l <« Metwork and Internet » Network Connections v O
Organize * Disable this network device Diagnose this connection Rename this connec
" Ethernet l k Ethemet__E
— MVPBays.com . ‘--;.""_-“ Unidentified network
@2 Microsoft Hyper-V Network Adap... W= Microsoft Hyper-V Network Adap...

E' Metwork Connections

L E-' « Metwork and Internet > Network Connections »

Organize » Disable this network device Diagnose this connection Rename this cc
v Corphet v Internet

!E. l

S MVPDays.com " --...g' MNetwork

S Microsoft Hyper-V Network Adap... WP Microsoft Hyper-V Network Adap..,

9.

Configure the following
IP Address settings:

CorpNet:
IP=172.16.100.254
Subnet = 255.255.255.0
Gateway = Blank

DNS =172.16.100.1

Internet: 192.168.0.254
Subnet = 255.255.255.0
Gateway =192.168.0.1
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10. Open an Administrative
Command Prompt, try
to ping 4.2.2.2

Ensure that the
Router01 VM can ping
the internet address by
IP prior to continuing.

This validates that the
NAT Switch is working
properly.

Bl Administrator: Command Prompt

11. Open the Routing and
Remote Access
Management Console

pEF T ULIL rianag e e
+2% Rernote Access Management
;."_-' Resource Monitor

0 Routing and Remote Access

-
Fe Server Manager

12. Right-Click on Router01
and click, Configure
and Enable Routing
and Remote Access

@ =

|E Routing and Remote Access

E Routing and Remote Access - O x

File Action View Help

2 m| X Bk

3;?"_‘9 Server Status | |
{3 ROUTERQ? fi~=-ht
Configure and Enable Routing and Remote Access

mote Access

Disable Routing and Remote Access : ;

Preayle houling.ond Remolcifctess 1 the Action menu, click
‘e Access.

All Tasks ¥

View ¥

Delete

Refresh
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13. On the Routing and

Remote Access Server
Setup Wizard page
select Custom
Configuration and click
Next

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using ane public |P address.

" Virtual private network (VPM) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

" Secure connection between two private networks
Connect this network to a remote networl, such as a branch office.

'
Select any combination of the features available in Routing and Remote Access.

< Back MNent = Cancel
14. On the Custom Routing and Remote Access Server Setup Wizard
Configuration Page i e
Select NAT and click When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.
Next
Select the services that you want to enable on this server.
[ Dialup access
[ Demand-dial connections { used for branch office routing )
W MAT
[~ LAN routing
< Back MNeat > Cancel
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15. On the Completing the Routing and Remote Access Server Setup Wizard
Routing and Remote
Access Server Setup
Wizard page click Finish

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections:
NAT

Metwork Address Translation (NAT) cannot start when
Windows FirewallWF)/Intemet Connection Sharing
{ICS) service is running. Windows Firewall (W F)/Intemet
Connection Sharing {ICS) service will be disabled when
you finish the wizard. This is not enabled again when
Routing and Remote Access is disabled later.

After you close this wizard, configure the selected services
in the Routing and Remote Access console.

To cloge this wizard, click Finish.

<Back || Finish | Cancel

16. When prompted click Routing and Remote Access
Start Service
Start the service

The Routing and Remate Access service is ready to use.

Start service I Cancel

33



Chapter 1 Pre-Requisites

17. In the Routing and B Routing and Remote Access _
Server Status -
Remote Access EE Interf Total
v {3 ROUTERD! (local) sl i
management console, E Metwork Interfaces
expand Router01, IPv4, 4 Remote Access Logging
NAT. Then Right-Click v & IPvd
. = General
NAT and click New T Static Routes
Interface... = IGMP
_— NJ.--
e E%"‘f’ Mew Interface...
% G Show DHCP Allocator Information...
=5t Show DMS Prowxy Information...
View H
Delete
Refresh
Export List...
18. Select CorpNet and Mew Interface for Metwork Address Translation (WAT) >

click OK
This routing protocol runs on the interface that you select below.

Interfaces:

22 Intemet

oK I Cancel
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19. On the Nat page ensure
Private interface
connected to the
private network is
selected and click OK

Metwork Address Translation Properties - CorpMet Pro... [4

MNAT

Interface Type:
* Private interface connected to private network
(" Public interface connected to the Intemet

[

MAT enables clients on this network to send data to and receive
data from the Intemet using this interface.
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20. In the Routing and
Remote Access
management console,
expand Router01, IPv4,
NAT. Then Right-Click
NAT and click New

= Routing and Remote Access

File Action View

Help

e | rEXEE2 HE

% Server Status

@ ROUTEROT (lacal) Interface Total mappings Inbound packets translated
v ocal
E Metwork Interfaces ESCD'pNEt 0 2
24 Remote Access Logging
v B IPv4
B General

B Static Routes

= IGMP
Interface... T AT
v B IPv MNew [nterface..,

B Ge

E st Show DHCP Allocator Information...
Show DNS Proxy Information...
View >
Delete
Refresh
Export List...
Properties
Help

21. Select Internet and Mew Interface for Metwork Address Translation (MAT) >

click OK

This routing protocel runs on the inteface that you select below.

Interfaces:

22 Intemal

QK I Cancel
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22. On the Nat page select

Metwork Address Translation Properties - Internet Prop... ? x
Public Interface
connected to the NAT  Address Pool  Services and Ports
Internet and select
Interface Type:

Enable NAT on this

. " Private interface connected to private network
Interface and click OK i

{* Public interface connected to the Intemet

[+ Enable MAT on this interface

MAT enables clients on this network to send data to and receive
data from the Intemet using this interface.

Cancel Apply
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23. Logon to DHCPO1 as Internet Protocol Version 4 (TCP/IPvd) Properties
MVPdays\Administrat
or General

24. Open the Network You can get IP settings assigned automatically if your network supports

this capability, Otherwise, you need to ask your network administrator

Control Panel
for the appropriate IF settings.

(NCPA.CPL) and add a

default gateway on the () Obtain an IP address automatically

Ethernet adapter of (@) Use the following IP address:

172.16.100.254 B s [172. 16 .100. 3 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172. 15 . 100 . 254 |

CObtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 17206 100 & |

Alternate DMS server: | : : . |

[ ]validate settings upon exit e e

Cancel

25 Open the DHCP (Q. EEHCP Option Name Vendor Value
M C | vE di:‘l‘;okm"pda“"°m 3 006 DNS Servers Standard 172.16.100.1
~ v
anagement onsole w | 5cope[172.16.100.0] IPv4 Netwo
(DHCPMGMT.MSC) ‘:} Address Pool
@ Address Leases
26. EXpand DHCPO]., IPV4, ai| Reservations
. Scope Opti~~~
SCOpe (172.16.100.0), | Policies Cenfigure Options...
. L5 Server Option i
Scope Options & pobcics — :
. . > Fil Refresh
27. Right-Click on Scope R Expf:t -
Options and click iy

Configure Options I

38



Chapter 1 Pre-Requisites

28. Select 003 Router and
in IP Address type
172.16.100.254 and General  Advanced
click Add then click OK

Scope Options ? b

Available Options | Description
] 002 Time Offset UTC offset i
003 Router Amay of rout
[ 004 Time Server Amay of time
[ 005 Name Servers Aray of nan v
£ >
— Data entry
Server name:

| Fezolve |

IP address:
L . = d

s

Remove

g

D

| Concd [ semy |
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29. Logon to DCO1 as

MVPDays\Administrat
or and add a Gateway
of 172.16.100.254 to
the Ethernet Adapter

Internet Protocol Version 4 (TCP/1Pwd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IP address: [172. 16 .1w00. 1 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 172 16| . 100 . 254 |

Obtain DMNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | 127. 0 . 0 o |

Alternate DMS server: | : . . |

[ ] validate settings upon exit T

Cancel
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30. Open an Administrative & Administrator: C:\Windows\system32\cmd.exe
command prompt and
try pinging: 4.2.2.2 and
www.google.com

E Www.google.com

31. Restart the following
VM’s:
S2D1-S2D4
Management01
DPMO1

This will ensure that
they all get updated IP
Addresses from the
DHCPO1 Server
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Install-NetNat.PS1

As previously discussed in the step-by-step process for enabling routing for this lab a custom
module has been written for this and included in the BigDemo_DPM.PS1 script. For the
purposes of learning in this book we have included both a link to the script and the script itself.

A link to this module can be found at: https://raw.githubusercontent.com/dkawula/Deploying-
System-Center-Data-Protection-Manager-1801/master/Install-NetNat.PS1

Function Install-NetNat {
param

(
string] $VMName

string] $GuestOSName

Write-Output -InputObject "[$ (SVMName)]:: Configuring NAT on the
Hyper-V Internal Switch '"$ ($env:computername)  ""

$CheckNATSwitch get-vmswitch where Name -eq $virtualNATSwitchName
Select Name

If ($CheckNATSwitch $null) {
write-Host "Internal NAT Switch Found"}

Else {

write-Host "Not Found"

Write-Host "Creating NAT Switch"

New-VMSwitch -SwitchName S$virtualNATSwitchName -SwitchType Internal
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$ifindex Get-NetAdapter | Where Name -like *S$virtualNATSwitchName¥*
New-NetIPAddress 192.168.10.1 -PrefixLength 24

Get-Netnat Remove-NetNat -confirm:S$false

New-NetNat -Name S$virtualNATSwitchName -
InternalIPInterfaceAddressPrefix 192.168.10.0/24
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Install-RRAS.PS1

As previously discussed in the step-by-step process for enabling routing for this lab a custom
module has been written for this and included in the BigDemo_DPM.PS1 script. For the
purposes of learning in this book we have included both a link to the script and the script itself.

A link to this module can be found at: https://raw.githubusercontent.com/dkawula/Deploying-

System-Center-Data-Protection-Manager-1801/master/Install-RRAS.ps1

Function Install-RRAS{
param

(
string] $VMName
string] $GuestOSName

string] $IPAddress

Add-VMNetworkAdapter -VMName $VMName -SwitchName
$virtualNATSwitchName

Invoke-Command -VMName S$VMName -Credential SdomainCred {

to 192.168.10.254"

'Ethernet 2' -PrefixLength 24

44

Write-Output -InputObject "[$ (SVMName)]:: Setting InternetIP Address

$null New-NetIPAddress -IPAddress "192.168.10.254" -InterfaceAlias
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$newroute '192.168.10.1"

Write-Output -InputObject "[$($VMName)]:: Configuring Default
Gateway"

$null Get-Netroute Where DestinationPrefix -eq "0.0.0.0/0"
Remove-NetRoute -Confirm:S$False

#$null = Test-NetConnection localhost

new-netroute -InterfaceAlias "Ethernet 2" -NextHop S$newroute -
DestinationPrefix '0.0.0.0/0' -verbose

$null Get-NetAdapter where name -EQ "Ethernet" Rename-
NetAdapter -NewName CorpNet

$null Get-NetAdapter where name -EQ "Ethernet 2" Rename-
NetAdapter -NewName Internet

Write-Output -InputObject "[$ (SVMName)]:: Installing RRAS"

$null Install-WindowsFeature -Name RemoteAccess, Routing,K RSAT-
RemoteAccess-Mgmt

#$null = Stop-Service -Name WDSServer -ErrorAction SilentlyContinue

#5null = Set-Service -Name WDSServer -StartupType Disabled -
ErrorAction SilentlyContinue

SExternalInterface="Internet"
$InternalInterface="CorpNet"

Write-Output -InputObject "[$($VMName)]:: Coniguring RRAS - Adding
Internal and External Adapters"

$null Start-Process -Wait:S$Strue -FilePath "netsh" -ArgumentList
"ras set conf ENABLED"

$null Set-Service -Name RemoteAccess -StartupType Automatic

$null Start-Service -Name RemoteAccess

Write-Output -InputObject "[$(SVMName)]:: Configuring NAT - Lab is
now Internet Enabled"

$null Start-Process -Wait:S$Strue -FilePath "netsh" -ArgumentList
"routing ip nat install"
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$null Start-Process -Wait:Strue -FilePath "netsh" -ArgumentList
"routing ip nat add interface ""CorpNet"""

$null Test-NetConnection 192.168.10.1
$null Test-NetConnection 4.2.2.2

$null cmd.exe /c "netsh routing ip nat add interface
Sexternalinterface"

$null cmd.exe /c "netsh routing ip nat set interface
Sexternalinterface mode=full"

$null Test-NetConnection 192.168.10.1
# Snull = Test-NetConnection $ ($Subnet)l
$null Test-NetConnection 4.2.2.2
Write-Output -InputObject "[$(SVMName)]:: Disable FireWall"

$null cmd.exe /c "netsh firewall set opmode disable"

for the purposed of learning in this book. All of these steps have been updated in the lab build
script with a custom function called Install-RRAS.PS1 which will be discussed in the next section
of this book. These steps are not required if you used BigDemo_DPM.PS1 to build your lab.
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Software Requirements

The following table provides a summary of the Microsoft software that is used in this guide.

Software Additional Information

System Center Data Protection Manager Technical
Preview 1801
https://www.microsoft.com/en-us/evalcenter/evaluate-
system-center-release

System Center Operations Manager 1801
System Center Data Protection Manager 1801
System Center Virtual Machine Manager 1801

SQL 2016 SP1 Evaluation Media Standard Edition
https://www.microsoft.com/en-us/evalcenter/evaluate-

sql-server-2016

ADK 1709
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Data Protection Manager Accounts Required for Build

The following accounts have automatically been created in Active Directory with the
BigDemo_DPM.PS1 Script. These are the only accounts required for the base installation in our

lab for this book.

Service Account / Groups

Scope

svc_SQL

SVC_DPM

MVPDays-Admin

SCOM and VMM Service Accounts

SQL Server Agent / SQL Server Database
Engine / SQL Server Reporting Services are
running from this account

SCDPM Service Account used for the SCDPM
Services locally installed

Domain Admin Account that will be used for
the RunAS Account in SCDPM. You cannot
use the SCDPM Service account for this.

These have been automatically added as part
of the lab build. They can be found in the
BigDemo_DPM.PS1 Script. We didn’t
document them as part of this book because
the focus is on Data Protection Manager and
not Virtual Machine Manager or Operations
Manager.
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Virtual Machine Manager Service Accounts for MVPDays Domain

] Active Directory Users and Com
| Saved Queries
v Z MVPDays.com
| Builtin
v || Computers
2| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

The Computer Accounts as they have been joined to the MVPDays Domain

50

Mame

%Dnmain Users

EEEnterprise Admins

EE’; Enterprise Key Admins

bE Enterprise Read-only Domain Controllers

EE;Grclup Peolicy Creator Owners
"o Guest

EE, Key Admins

2, MVPDays-Admin

% Protected Users

&E RAS and |AS Servers

%F‘.ead-nnl}f Domain Controllers

%Schema Adrnins

2, svc_pPm

2, SVC_OMACCESS

2. SYC_OMREADER

2. svC_omsve

9. SVC_OMWRITER

2, svc_saL

2. SVC_Veeam

2. svc_ymm

Type
Security Gro
Security Gro
Security Gro
Security Gron
Security Gron
User
Security Gro
User
Security Gro
Security Gron
Security Gro
Security Gron
User
User
User
User
User
User
User

User
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| 1 Active Directory Users and Com
| Saved Queries
v 33 MVPDays.com
|| Builtin

| Computers

i

e

.| Domain Controllers
ForeignSecurityPrincipaly
| Managed Service Accowr
| Users

Mame

1% DHCPO1
i DPMDT

i MANAGEMENTO1
1A ROUTERDT
1Al 5201

1 sp2

1 5203
5204

1R 52D C uster
1 SCOMDT
i MmO

Type

Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Computer

Computer

De

Fa
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Add a 2 VHDx drives to the DPM Server for

the SQL Install

The following steps will add an additional Virtual Hard Disk to the DPM Server that will be used

to host the installation and site server components (SQL and DPM binaries).

Instructions

Screenshot (if applicable)

1. Logon to the Hyper-V
Host Server and open
Hyper-V Manager

Right-Click on DPMO01
and click Settings

% Settings for CMO1 on TECHMENTORHVE4 - X
Mot v 4 » | D
£ _Hardware B* Add Hardware
[
B Firm: You can use this setting to add devices to your virtuzl machine,
B i Select the devices you want to add and dick the Add button.

=) &3 sCs1 Controller
Bl o Hard Drive
CMD Lvhdx

Network Adapter

A Management
1] Wame

File Location

{5 Automatic Start Action
Restart if previo Ting
% Automatic Stop Action
save

sCsl Cantraller

Hetwork Adapter

RemateFy 30 Video Adapter
Fibre Channel Adapter

2. Click on SCSI
Controller, click Hard
Drive and click Add

W Memory

3096 MB

& [ Processor

2 Virtual processors
31 & scst Controller

[ o Hard Drive
cMoL.vhdx

0 ~"r Metwork Adapter

Select the type of drive you want to attach to the controller and then click Add,

Shared Drive

Add

You can configure  hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.
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3. Click New

by editing the assodated file. Specity the full path to the file,
(® Virtual hard disk:

Mew Inspect Browse...
4 In the New Virtua| = New Virtual Hard Disk Wizard
Hard Disk Wizard &  Before YouBegh
"
before you begin page
. This wizard helps you create a new virtual hard disk. Virtual hard disks provide storage for virtual

click Next T machines and are stored on physical media as .vhx fles.

Spedfy Name and Location

Configure Disk

Summary

[[] Do not show this page again

Finish Cancel
5 On the Choose DiSk = Mew Virtual Hard Disk Wizard
Type page select L4 Choose Disk Type
Dynamically
. . Before You Begin What type of virtual hard disk do you want to create?
Expanding and click O Pt e
Specify Name and Location This type of disk provides better performance and is recommended for servers running applications

Next

Configure Disk

Summary

with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
virtual hard disk and does not change when data is deleted or added.

@) Dynamically expanding
This type of disk provides better use of physical storage space and is recommended for servers

running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differencing

This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact, You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk.
format as the parent (VHD or VHDX),

< Previous Finish Cancel
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6. On the Specify Name
and Location page

type:

= Mew Virtual Hard Disk Wizard

& Specify Name and Location

Before You Begin Spedify the name and location of the virtual hard disk file,

Choose Disk Type e ‘
E—
Name: DPMO01- T Location:  [F:\DCBuld_vMMiyMs || Browse...
D.VHDX Summary
.
Location:
F:\DCBuild_Test\VMs\
and then click Next
= Previous. | Finish Cancel
7 On the COnfigure Disk ws New Virtual Hard Disk Wizard ®
page change the size L Configure Disk
to 400 GB
Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Disk Type (®) Create a new blank virtual hard disk
Spesity Heme: v tacntin Size: GB (Masimum: 64 TE)
ey () Copy the contents of the spedified physical disk:
Physical Hard Disk Size
\\,JPHYSICALDRIVED 12768
1\ PHYSICALDRIVEL 12768
\\,\PHYSICALDRIVE2 409468
() Copy the contents of the specified virtual hard disk
e = =
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8. On the Summary page

click Finish
9. Click Apply

= New Virtual Hard Disk Wizard

£ Completing the New Virtual Hard Disk Wizard

Before You Begin

Choose Disk Type

Specify Name and Location
Configure Disk

You have successfully completed the Mew Virtual Hard Disk Wizard. You are about to create the

fallowing virtual hard disk.
Description:
Format:  VHDX
Type:  dynamically expanding
Mame:  CMO1-D.vhdx
Location: f:\DCBuild_CM\WMs
Size: 400 GB

To create the virtual hard disk and dose this wizard, dick Finish.

Cancel

10. On the Hyper-V
Settings Page for
DPMO1 click OK

# T Processor

(=1 &l 5CST Controller
[ o Hard Drive

B Hard Drive
CMO1-D.vhdx

Network Adapter

Name
cvo1
|7 Integration Services
Al services offered

18| Chedgpoints

S Smart Paging File Location
ild_cm 1

b Automatic Start Action
£l Iy running

o Automatic Stop Action

Save

# Management

< Previous
4 Settings for CMO1 on TECHMENTORHVO4 = ®
|emo1 v 4 b D
%, Hartwace s Hard Drive
B* Add Hardware
I Frmware You can change how this virtual hard disk is attached to the virtual machine. If an

operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Location:
SCSI Controller ~| | 1{nuse) v
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assocated file. Speafy the full path to the file.

(®) Virtual hard disk:

New Edit Inspect Browse...

o If the physical hard disk you want to use is not listed, make sure that the
disk is offine. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove, This disconnects the disk but does not
delete the associated file.

Remove

Cancel Apply
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11. Return the DPMO1 and

open Diskmgmt.msc, = Disk 0 e |

rick click on Disk 1 and Basic (c)
click Online 0Ok i e
Online Healthy (EFI System Partition) || Healtk
& Dis :
Unknao Online
A00.00 =
Offline Properties
Help

12. Right-Click on Disk 1 ‘opisk1 I

and click Initialize Disk Unknown
400.00 ¢ e z
Not Init Initialize Disk
Offline
Properties
B Unall
Help
13. On the Initialize Disk Initialize Disk X
page click Ok You must inttialize a disk before Logical Disk Manager can access it.
Select disks:
[w: Diisk: 1

Use the following partition style for the selected disks:

() MBR (Master Boot Record)
(®) GPT (GUID Partition Table)

Mate: The GPT partition style is not recognized by all previous versions of
Windows.

Cancel
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14. Right-Click on Disk 1’ I

unallocated space and

click New Simple 'Unallocated - : A e
Volume ey . Mew Spanned Yolume...
S e N
Primary partition Mew Mirrored Volume...
15. In the Welcome to the Mew Simple Volume Wizard %

New Simple Volume
Wizard Page click Next

Welcome to the New Simple
Volume Wizard

Thiz wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click MNext.

< Back MNext > . Cancel

58



Chapter 1 Pre-Requisites

16. On the Specify Volume
Size page click Next

MNew Simple Velume Wizard X

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Mexdmum disk space in MB: 405470

Minimum disk space in ME: 8

Simple volume size in MB: 1405470 ES

17. On the Assign Drive
Letter or Path page
click Next

Mew Simple Velume Wizard x

Asszign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®) Azsign the following drive letter: n} w
() Mourt in the following empty NTFS folder:
Browse..
(") Do not assign a drive letter or drive path
< Back Next > Cancel
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18. On the Format

Partition page change
the Volume Label to
DPM and click Next

Mew Simple Velume Wizard

Format Partition

To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

(7) Do not format this velume

(® Format this volume with the following settings:

File system: NTFS w
Allocation unit size: Default )
Volume labsl: [VMIM]

Perform a quick format

[] Enable file and folder compression

19.

On the Completing the
New Simple Volume
Wizard page click
Finish

Mew Simple Volume Wizard

Completing the New Simple
Volume Wizard

*fou have successfully completed the New Simple Volume
Wizard.

You selected the following settings:

Wolume type: Simple Volume
Disk selected: Disk 1
Volume size: 403470 MB
Drive letter or path: D

File system: NTFS
Allocation unit size: Default
Volume label: VMM

Ciiirls famiat- Yea

To close this wizard, click Finish.
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20.

Repeat the steps
above to add another
Disk for the SQL
Installation. As the
SQL Installation will be
on the Same Server as
the DPM Server and
will require a
difference block size
we will add another
disk. Create the F:
with 200 GB size
format as NTFS with a
Block Size of 64KB

Mew Simple Velume Wizard x

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and i so, what settings you want to use.

CJ Do not format this volume

(®) Fommat this volume with the following settinas:

File system: NTFS w
Alocation unit size: BAK ~
Violume label: saL

Perform a quick format

Enable file and folder compression

< Back Next > Cancel

21.

The end result should
look like the screen
shot here.

= Disk 1

Basic VMM (D)

399.32 GE 399.37 GB NTF5

Online Healthy (Primary Partition)

= Disk 2 I
Basic SQL (E)

199.83 GB 199.27 GB NTFS

Online Healthy (Primary Partition)
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Prep-DPM1801SQL.PS1

For the installation of DPM for this book we have elected to run SQL Server 2016 SP1 as a local
instance. There are some specific steps that must run in a particular order prior to deploying
SQL Server for DPM. These have all been mapped out in this custom script.

The Script can be automated as a fully functional DPM SQL Installer where SQL Will automatically
be installed. Instead of we will show both the unattended installation and attended installation
of SQL in Chapter 2. These steps will just prep the DPMO01 VM for the SQL Installation.

There is also a pre-requisite of having the SQL Server Management Studio version 16.5 installed
on the DPM Server. Chapter 2 covers everything step by step. If you wanted to skip chapter 2
you could simple un-comment the install steps and automate the SQL Install.

Here is a link to the script: https://raw.githubusercontent.com/dkawula/Deploying-System-
Center-Data-Protection-Manager-1801/master/Prep-DPM1801SQL.PS1

Here is the script:

<#
Created: 2018-02-01
version: 1.0
Author Dave Kawula MvP
Homepage: http://www.checkyourlogs.net

Disclaimer: ) ) ] ]
This script is provided "As IS" with no warranties, confers no rights and
is not supported by the authors or CheckyourLogs or MvPDays Publishing

Author - Dave Kawula
Twitter: @aveKawula

Blog : http://www.checkyourlogs.net

.Synopsis

Deploys System Center SQL Server 2016 Instance to a Hyper-V Lab WM
.DESCRIPTION

This Script was part of my BIGDemo series and I have broken it out into a
standalone function

YOE will need to have a SVC_SQL Pre-Created and sSQL 2016 Media for this Tab
to wor
The Script will prompt for the path of the Files Required
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The Script will prompt for an Admin Account which will be used 1in
$DomaincCred
If your File names are different than mine adjust accordingly.

we will use PowerShell Direct to setup the Veeam Server in Hyper-Vv
The Source Hyper-V Virtual Machine needs to be windows Server 2016

. EXAMPLE

TODO: Dave, add something more meaningful in here

.PARAMETER WorkingDir

Transactional directory for files to be staged and written

.PARAMETER VMname

The name of the virtual Machine

.PARAMETER VMPath

The Path to the vM working Folder - we create a new VHDx for the DPM Install
.PARAMETER GuestOSName

Name of the Guest Operating System Name

Usage: Install-DPM -Vmname YOURVM -GuestOS VEEAMSERVER -VMpath f:\VMs\SCVMM
-WorkingDir f:\Temp
#>#Insta11s ScvMM 1801 for your lab
Function Install-sQLDPM{
param
string] $VMName

string] $GuestOSName
string] $vmpPath

#Ask for DPM EXE
reflection.assembly loadwithpartialname("System.windows.Forms")
$openFile New-Object System.Windows.Forms.OpenFileDialog -Property @{
Title="Please SQL Server ISO"

$openFile.Filter = "iso files (*.iso)|*.iso|Al1l files (¥*.*)|*.*"
%f($openF11e ShowDialog() "OoK™)

write-Host "File $($openfile.FileName) selected"

}
if (!$openFile.FileName) { o
writeErrorAndeExit "Iso was not selected... Exitting"

$SQLISO = $openfile.FileName
#Ask for SSMS EXE
reflection.assembly]: :Toadwithpartialname("System.windows.Forms")

$openFile New-Object System.windows.Forms.OpenFileDialog -Property @{
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) Title="Please Select the SQL Server Management Studio SSMS .exe
version 16.5 ONLY!!!"

$openFile.Filter = "exe files (*.exe)|*.exe|All files (¥*.*)|*.*
%f($openF11e ShowDialog() "oK™)

write-Host "File $($openfile.FileName) selected"

}
if (!$openFile.FileName) { o
writeErrorAndeExit "Iso was not selected... Exitting"

$SSMSEXE = S$openfile.FileName

#Ask for windows Server ISO

reflection.assembly Toadwithpartialname("System.windows.Forms")

$openFile New-Object System.windows.Forms.OpenFileDialog -Property @{

Title="Please Select the windows Server 2016 ISO"

}
SopenFile.Filter = "Is0 files (*.IS0)|*.ISO|AT1 files (¥.¥)|*.*"
%f($openF11e Showbialog() "oK™)

write-Host "File $($openfile.FileName) selected"

if (!$openkile.FileName){ o
WriteErrorAndeExit "Iso was not selected... Exitting"

}
$ws20161S0 = $openfile.FileName

$DomaincCred Get-Credential
#$VMName = 'DPMOL’

#$Guestosname = 'DPMOL’

#$vMpPath = 'f:\dcbuild_Test\vMs'
#$sSQL = 'VMMO1\MSSQLSERVER'
#$scoMmprive = 'd:'

write-output -InputObject "[$($vMName)]:: Adding Drive for DPM Install"

New-VHD -Path "$($vmpPath)\$($GuestoSName) - SQL Data 2.vhdx" -Dynamic -
SizeBytes 50GB

Mount-VHD -Path "$($vMPath)\$($GuestoSName) - SQL Data 2.vhdx"

$DiskNumber (Get-Diskimage -ImagePath "$($vMpPath)\$($GuestoSName) - SQL
Data 2.vhdx") .Number

Initialize-Disk -Number $DiskNumber -PartitionStyle GPT

Get-Disk -Number $DiskNumber New-Partition -UseMaximumSize -
AssignDrivelLetter Format-Volume -FileSystem NTFS -NewFileSystemLabel "sqQL" -
Confirm:$False

$Driveletter get-wmiobject -class "win32_Volume" -namespace "root\cimv2"
where-object {$_.Label "sqL*"

$sqQLDriveLetter $DrivelLetter.DriveLetter

Write-output -InputObject "[$($VvMName)]:: Copying SQL ISO to the new VHDx"

65



Chapter 1 Pre-Requisites

Copy-Item -Path $SQLISO -Destination
"$($sqLbriveLetter)\en_sql_server_2016_standard_with_service_pack_1_x64_dvd_9540
929.1is0" -Force

wWrite-output -InputObject "[$($vMName)]:: Copying SSMS EXE to the new VHDx"

Copy-Item -Path $SSMSEXE -Destination "$($sQLDriveLetter)\SSMS-Setup-
ENU.exe" -Force

write-output -InputObject "[$($vMName)]:: Copying WS 2016 ISO to the new
VHDX"

Copy-Item -Path $wS2016ISO -Destination
"$($sqLDriveLetter)\en_windows_server_2016_x64_dvd_9718492.is0" -Force

Dismount-VHD -Path "$($vMpPath)\$($GuestoSName) - SQL Data 2.vhdx"

Add-VMHardDiskDrive -vMName $vMName -Path "$($vmpath)\$($GuestoSName) - SQL
Data 2.vhdx" -ControllerType SCSI

icm -VMName $VvMName -Credential $domainCred {

w;%te—OUtput -Inputobject "[$($vMName)]:: Adding the new VHDx for the sSqQL

Install”

; Get-Disk | where Operationalstatus -EQ "Offline" Set-Disk -Isoffline
False

Get-Disk | where Number -NE "0" Set-Disk -IsReadonly $False

$Driveletter get-wmiobject -class "win32_Volume" -namespace "root\cimv2"
where-object {$_.Label "sqL*"

$sQLDrive = $Driveletter.DriveLetter

$sQLDrive

write-output -InputObject "[$($vMName)]:: Mounting SQL ISO"
$iso = Get-ChildIitem -Path
"$($sqLbrive)\en_sql_server_2016_standard_with_service_pack_1_x64_dvd_9540929.1s
0" #CHANGE THIS!
Mount-DiskImage $iso.FullName
, '$setup $(Get-DiskImage -ImagePath $iso.FulIlName | Get-vVolume) .DriveLetter
. $setup
Write-output -InputObject "[$($vMName)]:: Mounting wS2016 ISO"

$iso = Get-ChildItem -Path
"$($sqLbrive)\en_windows_server_2016_x64_dvd_9718492.1iso0" #CHANGE THIS!

Mount-DiskImage $iso.FullName
$setupl $(Get-DiskImage -ImagePath $iso.FullName Get-Volume) .DriveLetter

$setupl
Write-Output -InputObject "[$($vMName)]:: Configure DPM Service Account as
a Local Admin"
# Add-LocalGroupMember -Group Administrators -Member $DPMServiceAcct

write-output -InputObject "[$($vMName)]:: Enable .Net Framework 3.5"

66



Chapter 1 Pre-Requisites

Dism.exe /Online /Enable-Feature /FeatureName:NetFx3 /A1l

/Source:d:\sources\sxs

}

Restart-DemovM -VMName $VvMname _
wait-PSDirect -VMName $VMName -cred $DomainCred

function wait-Psbirect {
param

string
$VMName

Object
$cred

write-Log $vMName "waiting for Powershell Direct (using $($cred.username))"”

while ((Invoke-Command -VMName $VvMName -Credential $cred {

'Test'

} -ea SilentlyContinue) 'Test')

Start-Sleep -Seconds 1
}

function Restart-DemovM {
param

string
$VvMName

Write—Log $VMName 'Rebooting'
stop-vm $VMName
start-vm $VMName

function write-Log {
param

string]$systemName
string|$message

Write-Host -Object (Get-Date).ToShortTimeString() -ForegroundColor Cyan -

NoNewline

Write-Host -Object ' - [' -ForegroundColor white -NoNewline
Write-Host -Object $systemName -ForegroundColor Yellow -NoNewline
Write-Host -Object "]::$($message)" -ForegroundColor white
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Running Prep-DPM1801.PS1

Instructions

Screenshot (if applicable)

Logon to the Hyper-V
Host Server as
Administrator

Download the script
from GitHub by running
the following from an
Administrative
PowerShell Prompt

Invoke-webRequest -uri
https://raw.githubusercontent.com/dkawula/Deploying
-System-Center-Data-Protection-Manager-
1801/master/Prep-DPM1801SQL.PS1 -OutFile
f:\_Masterscripts\prep-bPM1801sSQL.PS1

Import the Prep-
DPM1801SQL.PS1
Module

Import-Module F:\_MasterScripts\prep-DPM1801sQL.PS1l
-verbose

EX Administrator: Windows PowerShell = [m] x

Run Install-SQLDPM >
remember we have just
commented out the
actual SQL Installation
and SSMS installation as
part of this updated
script.

Install-SQLDPM -VMName DPMO1l -GuestOSName DPMO1 -
VMPath F:\dcbuild_test\vMs
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5. When Prompted select
the SQL Server ISO

Please SQL Server IS0

+ » ThisPC » Data(F) » DCBuild Test »

Organize ~
_MasterScripts
DCBuild_Test
150
temp1

& ThisPc

[ Desktop

[£] Documents

¥ Downloads

D Music

&= Pictures

@ Videos

Za Local Disk (C)

s Temporary Stora
m Data (F)

v

File name: | en_sql_server_2015_standard_with_service_pack_1 x64_dvd 9540929

New folder

Name

BaseVHDs
VMs

[] en_sql server 2016 standard with servic...
[2] en_windows_server_2016_x64_dvd 9718492
4] VecamBackup&iReplication 9.5.0.1536Up...

7] Windows _InsiderPreview Server 17079

v ©] | searchDce
Date modified Type Size

BPM  File folder
2/19/20186:45PM  File folder

1/17/20187:29PM  Disc Image File

2,653,110 KB

Disc Image File

Disc Image File

1/31/2018 5:12 PM

Disc Image File

<

isofiles ("

Open

6. When Prompted Select
the SQL Server
Management Studio
16.5 Installer

Please Select the SCL Server Management Studio SSMS .exe Version 16.5 ONLY!!

A | » ThisPC » Data(F) » DCBuild Test »

Organize v
_MasterScripts
DCBuild_Test
150
templ

3 This PC

[ Deskiop

Documents

4 Downloads

D Music

5] Pictures

B Videos

e Local Disk (C)

s Temporary Stora
- Data (F)
v

New folder

Name

BaseVHDs
VMs
) adksetup
45 scopm_1a01
8 scom_1801_EN
18 scvmn_1zo1
SSMS-Setup-ENU
S5MS-Setup-ENU-165
VeeamBackup&Replication_9.5.0.1536.U)

v | & | SearchDC
Date medified Type Size
2/1/201810:48PM  File folder

2/19/20186:45PM  File folder

2/13/201812:

AM  Application
&

PM  Application

2/10/20188:29PM  Application
2018823PM  Application
1811:11PM  Application
20181047PM _ Application

Application

File name: | SSMS-Setup-ENU-16.5

o] |eefiest

Oper

7. When prompted select
the Windows Server
2016 1SO

Please Select the Windows Server 2016 150

1 > ThisPC » Data(F) » DCBuild Test »

Organize > New folder
_MasterScripts
DCBuild_Test

150

templ
[ This PC
[ Desktop
= Documents
& Downloads
b music
| Pictures

B videos

i Local Disk (C:)

= Temporary Storz
- Data (F:)

~

Name

BaseVHDs

VMs
[2] en_sql_server 2016 standard with servic...
4] en_windows server 2016 xb4_dvd 0718432
4] VeeamBackup&Replication_9.5.0.1536.Up...
[E] Windows_InsiderPreview_Server_17079

w|®/ | Search DCBu
Date modified Type Size

/20181048 M File folder

/15/2018 File folder

Disc Image File 2,633,110 KB
5,412 KB
KB
1,302 KB

1/17/2018
11/5/2017 12:26 AM
2/11/2018 5:02 PM

1/31/2018 512 PM

Disc Image File

Disc Image File

Disc Image File

File name: | en_windows_server_2016_x64_dvd_3718492

| 150 files (s

Open
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When prompted type Windows PowerShell credential request ? x
MVPDays\Administrato

r with a password of
P@sswOrd

Enter vour credentials.,

User name: | € MyPDays\Administrator |

Password: | sesssans |

Carcel

Here is the output from the script execution:

PS C:\Users\dkawula-admin> Install-SQLDPM -VMName DPM01l -GuestOSName
DPMO1 -VMPath f:\dcbuild test\vms

GAC Version Location

True v4.0.30319
C:\Windows\Microsoft.Net\assembly\GAC MSIL\System.Windows.Forms\v4.0 4.0.
0.0__b77a5c561934e089. ..

File
F:\DCBuild Test\en sql server 2016 standard with service pack 1 x64 dvd 9
540929.iso selected

True v4.0.30319
C:\Windows\Microsoft.Net\assembly\GAC MSIL\System.Windows.Forms\v4.0 4.0.
0.0 b77a5c561934e089. ..

File F:\DCBuild Test\SSMS-Setup-ENU-16.5.exe selected

71




Chapter 1 Pre-Requisites

72

True v4.0.30319

C:\Windows\Microsoft.Net\assembly\GAC MSIL\System.Windows.Forms\v4.0 4.0.

0.0__b77a5c561934e089. ..

File F:\DCBuild Test\en_windows_server 2016 x64 dvd 9718492.iso selected

cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:

Credential

[DPMO1] ::

ComputerName

Path

VhdFormat

VhdType

FileSize

Size

MinimumSize
LogicalSectorSize
PhysicalSectorSize
BlockSize
ParentPath
DiskIdentifier
FragmentationPercentage
Alignment
Attached
DiskNumber

Number

Adding Drive for DPM Install

TECHMENTORHVO04

f:\dcbuild test\vms\DPM0l - SQL Data 2.vhdx

: VHDX

: Dynamic

4194304

53687091200

512

4096

33554432

99ED252E-7252-4909-9CF0-7B5A54764750

0

1

False
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ObjectId :
{1} \\TECHMENTORHV04\root/Microsoft/Windows/Storage/Providers_ v2\WSP_Volum
e.ObjectId="{1l4e75eea-c

Tee-1lle7-a%942-
806e6£6e6963} :VO:\\?\Volume{c9£f8e274-255c-4£3c-8e04-7£838a01188d}\"

PassThroughClass
PassThroughlIds

PassThroughNamespace

PassThroughServer

UniquelId : \\?\Volume{c9f8e274-255¢c-4£f3c-8e04-7£838a01188d}\
AllocationUnitSize : 4096

DedupMode : NotAvailable

DriveLetter : E

DriveType : Fixed

FileSystem : NTFS

FileSystemLabel : SQL

FileSystemType : NTFS

HealthStatus : Healthy

OperationalStatus : OK

Path : \\?\Volume{c9f8e274-255¢c-4£3c-8e04-7£838a01188d}\
Size : 53550772224

SizeRemaining : 53445619712

PSComputerName

[DPMO1] : : Copying SQL ISO to the new VHDx
[DPMO1] :: Copying SSMS EXE to the new VHDx
[DPMO1] :: Copying WS 2016 ISO to the new VHDx
[]1:: Adding the new VHDx for the SQL Install

[]:: Mounting SQL ISO
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[============ 21.8%
==mmmmmm=—m—e—= 23.6%

[ 25.4%

[ 27.2%

[ 29.0%

[ 30.0%

[ 31.2%

[ 32.5%

[ 100.0%
The operation completed successfully.
11:13 PM - [DPMO01]: :Rebooting

11:13 PM - [DPMO01l]::Waiting for PowerShell Direct (using
MVPDays\Administrator)

PS C:\Users\dkawula-admin>

Note: The script captures one very important step and that is to have the .NET Framework 3.5
installed prior to SQL Server. It also copies the required media for the lab in the book into the
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