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First, | want to thank Dave Kawula for once again asking me to provide a foreword to this latest
book on Configuration Manager. From the book’s ACKNOWLEDGEMENTS section, I'd like to echo

the sentiments of co-author Emile Cabot: “...After all these years | still don’t know how you two
are able to take on everything that you do in the IT world...”. To put it mildly, this team is
amazing.

That said, what makes this book compelling to you, the reader? Is this yet another in the
seemingly endless list of How-to books on installing and configuring Configuration Manager? In
my rather lengthy experience, dating back to SMS2.0, RTM, the simple answer is absolutely not!
Let me give you just a few examples to illustrate.

This book covers the entire end-to-end planning, installing, updating, configuring and deploying a
complete system with a full PKI infrastructure to boot! That element alone, documented in
Chapter 2, cannot be overemphasized and is worth the cost of the book all by itself! When | was
looking into the implementation of the then-new and shiny Internet Based Client Management
(IBCM) feature many years ago, all | knew of PKI was how to spell it. | would have given anything
for this information back then. For you, it’s all crystal clear, and found right here in chapter 2.

Beyond that element, you will first see listed out all the prerequisites necessary, the various roles
and features to be implemented, the black magic that is SQL Server, your domain configurations
clearly explained and necessary (which will keep your Domain Admins away from your desk!),
and then walk you through how to install it all. You’ll then end up with SSL security, the MDT
Toolkit fully integrated, updated to Current Branch 1710, initial configuration settings applied,
and clients deployed. In other words, you’ll create a completely functional system with all of the
latest-and-greatest. If you're naturally lazy like me, and you don’t particularly want to go through
all of this yourself but just want it DONE so you can get on with it, guess what? There’s a SCRIPT
to do it all FOR you!!!

Lastly, the authors’ then go on to also manage all of that hocus-pocus called networking! | never

pretended to be a network engineer. As far as I’'m concerned, they all live in a foreign land
complete with its own language. NAT? Wasn’t that a famous singer back in the day??? What’s
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that got to do with anything? Well, in a simple-to-follow procedure in the prerequisites section,
they make it all clear, and why.

This book is highly recommended as it is loaded with incredibly easy to read procedures,
complete with with excellent screen shots, to get your new installation up and running in a hurry,
whether in a lab or in your production environment. Having your new system fully loaded with a
functional PKI environment and integrated MDT is a hugely important bonus as you likely delve
into a Windows 10 migration project as one of your first major undertakings.

Of course, | also suggest you also look at the significant Windows 10 deployment automation
tools that fully integrate with and extend your shiny new Configuration Manager system that are
available from my employer, 1E (www.le.com). These are designed to supercharge your
Configuration Manager system to help you to #StayCurrent and secure throughout your
enterprise!
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Introduction North American MVPDays Community Roadshow

Introduction

North American MVPDays
Community Roadshow

The purpose of this book is to showcase the amazing expertise of our guest speakers at the
North American MVPDays Community Roadshow. They have so much passion, expertise, and
expert knowledge that it only seemed fitting to write it down in a book.

MVPDays was founded by Cristal and Dave Kawula back in 2013. It started as a simple idea:
“There’s got to be a good way for Microsoft MVPs to reach the IT community and share their
vast knowledge and experience in a fun and engaging way.” | mean, what is the pointin
recognizing these bright and inspiring individuals, and not leveraging them to inspire the
community that they are a part of?

We often get asked the question “Who should attend MVPDays?” Anyone that has an interest in
technology, is eager to learn, and wants to meet other like-minded individuals. This Roadshow
is not just for Microsoft MVP’s, it is for anyone in the IT Community.

Make sure you check out the MVPDays website at: www.mvpdays.com. You never know, maybe
the Roadshow will be coming to a city near you.

This book brings you real world step-by-step guidance from our expert MVP Authors on
Microsoft System Center Configuration Manager. These are the same experts you come to see in
person at the MVPDays Community Roadshow, and is written in the format of a Step-by-Step
learning guide. We really hope you find some immense value in what we have written.

17
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Sample Files

All sample files for this book can be downloaded from www.checkyourlogs.net and
www.github.com/dkawula

Additional Resources

In addition to all tips and tricks provided in this book, you can find extra resources like articles
and video recordings on our blog http://www.checkyourlogs.net.

18
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Chapter 1

Pre-Requisites

Lab Server Names

The following table describes the Virtual Machines required to build this lab. This lab is designed

to be built on a Hyper-V Host Server with a minimum of 16 GB of RAM. An automation script

called BigDemo_CM.PS1 has been used to provision this lab environment. A copy of this script

can be found in the appendicies.

Hostname

Role

Operating System

cmo1

System Center Configuration
Manager 1710 stand alone
site server (Running all core
Configuration Manager Roles)

SQL Server 2016 will be
installed locally on the
Configruation Manager Server

Windows Server 2016

DCo1

Primary Domain Controller
running Active Directory
Certificate Services as an
Enterprise Root

Windows Server 2016

Client01

Configuration Manager Client

Windows Server 2016

Client02

Configuration Manager Client

Windows Server 2016

Router

Windows NAT Router for the
lab

Windows Server 2016

DHCPO1

DHCP Server for the lab

Windows Server 2016

Management01

Management01

Windows Server 2016

19
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AZHVHost

DS8 Virtual Machine in Azure
running Nested Virtualization
and Hyper-V. This will be the
host that we run the lab on.
This could also be a Laptop or
physical server in your
environment

Windows Server 2016
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Building the Lab with BigDemo_CM.PS1

For this book, we wanted to help you build a lab that you could easily follow along with. If you
have read some of our other books, you would have seen a script that we frequently use, called
BigDemo. Basically, BigDemo is a PowerShell script that builds a functional Windows lab
environment including: AD, DHCP, Management Servers, Clients, Application Servers, and others.
It is highly customizable and we have created a very special edition just for this book. Follow the
instructions below to download the script from our Github Repository and start building your
very own lab to follow along with.

Instructions Screenshot (if applicable)

1. Logon to the AZHVHost
machine in Azure as
Administrator

2. Open an administrative Invoke-webRequest -Uri

PowerShell prompt and "https://github.com/dkawula/Deploying-Configuration-
Manager-current-Branch-with-PKI-
type: Vv1l/blob/master/BigDemo_CM.psl" -OutFile "C:\Post-

Install\BigbDemo_CM.ps1l"

https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2016/

3. Next Download a copy of
Windows Server 2016
RTM from the Microsoft
Eval Center. For our lab

we have a drive on our
Hyper-V Host F:\

21
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Save the ISO to
F:\DCBuild_CM

Copy BigDemo_CM.PS1
from C:\Post-Install to
F:\BigDemo_CM

Mame Date modified Type Size

| &y BigDemo_CM 1/16/2018 9:49 PM Windows Powers... 27 KB
d en_windows_server_2016_x64 dvd 9718492  11/5/2017 1226 AM  Disc Image File 5,743,412 KB

Open BigDemo_CM.PS1
with the PowerShell ISE
edit lines 425 and 434
putting in Your Product
key received with the
EVAL Version of Windows
Server 2016 Downloaded
above

,55 SWindowsKey f===2" ghayve's Technet KEY Remove for Publishing of Book

= SunattendSou xml]@"
<?xm1 version= " encoding="utf-8"7>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<servicing=</servicing>
<settings pass="specialize">
<component name="Microsoft-Windows-Shell-Setup” processorArchitecture="am
<ComputerName>*«/ComputerName=
<ProductKey====*k/ProductKey=
<RegisteredOrganization=0rganization-</RegisteredOrganization=
<RegisteredOwner=0Owner</RegisteredOwner:
=TimeZonexTZ«</TimeZonex
</component>
439 </settinasx>

Edit line 422 $ServerlSO
with the actual path and
name of your Server ISO
Downloaded which should
have been downloaded to
something like
F:\DCBuild_CM

Save BigDemo_CM.PS1

#3yserver 150

\KUT 1d\1U5 86, U. 151U2$-1700, |HZ_KELEASE_SEKVER_UEMKE |_Xb&kRE_EN-US. 15U
DCBuild\14393.0.160808-1702.RS1_Release_srvmedia_SERVER_OEMRET_X64FRE_EN-US. IS0"
Build\en_windows_server_2016_technical_preview_5_x64_dvd_8512312.7s0"

:\Clusterstorage\VoTunel \OCBui 1d\en_windows_server_2016_x64_dvd_9327751.is0" #Updated for RTM Build 2016
$ServerISD = 'F:\dcbuild_CM\en_windows_server_2016_x64_dvd_9718492. iso' #THIS NEEDS to be Modified for your Lab
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7. Open an administrative 5 Fi\DCBui > .\BigDemo_CM.psl
_CM.psl at command pipeline p
PowerShell prompt. Run 5 for the Towing parameters

BigDemo_CM.PS1 D ot e Rcksturs

For this book we have
used the following

parameters:
. . g w differencing di
Worklnngr: = 01] ing virtual machine
. C i virtual machine
f:\dcbuild_cm ient01] : :Rer old WM

Creating new differencing disk
Creating wvirtual machine
Starting virtual machine

old WM
new differencing disk
Creating virtual machine

Organization: MVPDays

Rockstarts 11 3 tarting virtual machine
i old WM
g new differencing disk
- g wvirtual machine
Owner: Dave Kawula sk i virtual machine
| nagement0l] :: old WM
Management0l i new differencing disk
- nagementOl wirtual machine
H . H ManagementOl virtual machine
TimeZone: Mountain Uteroi]: <Res e
. differencing disk
Standard Time - [R Creating virtual machine
Router0l] tarting wvirtual machine
= ving old WM
. eating new differencing di
AdminPassword: | reating virtual machine
1 tartin irtual machine
it Shell Direct (using Admimistrator)
P@SSWOI‘d 2 .J .100.1
DomainName:
MVPDays.com

DomainAdminPassword:
P@sswOrd

VirtualSwitchName:
MVPDays_VSwitch

Subnet: 172.16.100.
ExtraLabFiles: C:\

23
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8.

It will take
approximately 1 hour
to build the Lab
Environment

Virtual Machines
Mame State CPU Usage Aszigned Memory Uptime Status
E Client01 Running % 4056 MB 00:40:57
E Cliert02 Running 0% 4096 MB 00:40:57
E CMo1 Rurning 0% 4036 MB 00:40:56
E DCot Running 0% 4096 MB 02:10:43
E DHCPD1 Rurning 0% 4096 MB 02:0412
E Management(1 Funning 0% 4096 MB 00:40:56
E Router01 Runrning % 4056 MB 02:00:03
» ThisPC » Data(F) » DCBuild CM »
MName Date modified Type Size
| BaseVHDs 1/16/2018 8:03 PM File folder
VM 1/16/2018 9:50 PM File folder
|4 BigDermo_CM 171772018 12:08 AM - Windows Powers... 27 KB

LU O

D en_windows_server_201 6_x\54_dvd_9?1.3492

» ThisPC » Data(F:) » DCBuild CM » VMs »

% % % N

Name

~

Client01
Client(2

CMo1
Do

DHCPOM

Manag
Router(
== Client0!

Date created: 1/16/2018 9:50 PM

Size: 4,00 GB

Folders: Virtual Machines

= Client02

- CMOT
& Do

= DHCPOT
= Management(1

- RoOuter(l

11/5/2017 12:26 AM

Date modified

1/16/2018 ©:30 PM
1/16/2018 9:50 PM
1/16/2018 9:50 PM
1/16/2018 2:30 PM
1/16/2018 9:50 PM
1/16/2078 9:50 PM
1/16/2018 9:50 PM
11720181215 AM
1/17/2018 12:15 AM
117720181215 AM
1/17/2018 1215 AM
1/17/2018 1215 AM
117720181215 AM
078 12:15 AM

Disc Image File

Type

File folder
File folder
File folder
File folder
File folder
Fite folder
File folder

Hard Disk Image F...
Hard Disk Image F...
Hard Disk Image F...
Hard Disk Image F...
Hard Disk Image F...
Hard Disk Image F...
Hard Disk Image F...

5,745,412 KB

Size

955,392 KB
963,584 KB

1,483

76 KB
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Enable Routing in the Lab

This step-by-step lab guide requires access to the internet for configurations. As the Virtual

Machines are on an Internal vSwitch, additional configuration is required on the Hyper-V host in
Azure to enable access to the internet. The steps below will create a Gateway IP Address of
192.168.0.1, which will be used by the Router VM to get out to the internet. After the NAT
Switch is created, you will modify the DHCP Scope in the lab to point to the IP address of the
router, then configure Windows Routing and Remote Access on the router VM.

Instructions

1. Logon tothe AZHVHost
machine in Azure as
Administrator

Screenshot (if applicable)

2. Open an administrative
PowerShell prompt

New-vMswitch -SwitchName "InternalNATSwitch" -
SwitchType Internal

Get-NetAdapter

New-NetIPAddress 192.168.0.1 -PrefixLength 24 -
InterfaceIndex 23

New-NetNAT -Name

"InternalNAT" -

InternalIPInterfaceAddresspPrefix 192.168.0.0/24

3. Open the Hyper-V
Management Console,
Right-Click on Router01,
and click Settings

Virtual Machines
Mame

B Cliert01

B Cliert02

B cmo

B oco

B DHcPo1

E Management(1

State

Running
Running
Running
Running
Running
Running

CPU Usage Assigned Me

e
=

e
e

0%

o
iz

e
=

=
=

4036 MB
4{¥36 MB
4(¥36 MB
436 MB
4{¥36 MB
4{¥36 MB

Jrosen |

Connect...

Settings...

4136 MB
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4. Click on Add Hardware,
Network Adapter, click
Add

Ej Settings for RouterD1 on TECHMENTORHW(4

Reouterll

v 4 3]

# Hardware

l" Add Hardware

!" Add Hardware
3 Firmware
Boot from File

. Security

W Memory
4056 MB
n Processor

= &l scsl Controller

2 Virtual processors

Secure Boot disabled

You can use this setting to add devices to your 1
Select the devices you want to add and dick the

SC5I Controller
k. fidapter

RemateFy 30 Wideo Adapter
Fibre Channel Adapter

5. Click the newly added
Network Adapter, Click on
Virtual Switch, and Select
Internal NAT Swtich ,and
click OK

E‘] Settings for Router01 on TECHMENTORHV04

Router(

=i |

4

5]

# Hardware

!" Add Hardware
[ Firmware
Boot entry changes pending
' Security
Secure Boot disabled
WE Memory
4096 MB
u Processor
2 Virtual processors
= @& scsI Controller
== Hard Drive
Router01.vhdx
@ Network Adapter
MVPDays_VSwitch
E Network Adapter
InternalNATSwitch
& Management

Iﬂ Name
Router01
D Integration Services
All services offered
(B Chedkpoints
Production
ﬁ Smart Paging File Location
fi\dcbuild_cm'\WMs\Router01
[ Automatic Start Action
Restart if previously running
E;. Automatic Stop Action
Save

@ Metwork Adapter

Spedfy the configuration of the network adapter or remove the network adapter,
Wirtual gwitch:
| InternalNATSwitch e
VLAN ID
[] Enable virtual LAN identification

2

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove,

Remove

Apply

Cancel

6. Logon to Router01 with

using Administrator and a

password of P@sswOrd
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7. Open an administrative
PowerShell prompt and
run the command

This will install the
Routing and Remote
Access Feature

Add-WindowsFeature -Name RemoteAccess,Routing,RSAT-
RemoteAccess-Mgmt -verbose

8. Right-Click Start, click
Run, type ncpa.cpl

Rename the Adapters:
Ethernet to Corpnet
Ethernet 2 to Internet

J'El' Met 1
U =-l < Metwork and Internet » Network Connections v O
Organize = Dizable this network device Diagnose this connection Rename this connecti
L Ethernet Sk Ethernet2
=-.._! MVPBays.com L-..“".M Unidentified network
@7 Microsoft Hyper-V Network Adap... WP Microsoft Hyper-V Metwork Adap...

E-' Metwork Connections

UK E-F « MNetwork and Internet > Network Connections » v
Organize * Disable this network device Diagnose this connection Rename this cor
= | CorpMet ey Internet
- -
'&-‘1&_ MVPDays.com L.,,‘\ Metwork
S Microsoft Hyper-V Metwork Adap... W Microsoft Hyper-V Network Adap..,

9. Configure the following IP
Address settings:

CorpNet:
IP=172.16.100.254
Subnet = 255.255.255.0
Gateway = Blank

DNS =172.16.100.1

Internet: 192.168.0.254
Subnet = 255.255.255.0
Gateway =192.168.0.1
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10.

Open an Administrative
Command Prompt, try to
ping 4.2.2.2

Ensure that the Router01
VM can ping the internet
address by IP prior to
continuing

This validates that the
NAT Switch is working

properly

E® Administrator: Command Prompt

L

0s
=
re

11.

Open the Routing and
Remote Access
Management Console

F?' Frmn I\lIﬂIIﬂHCIIIEIIL

+2% Rernote Access Management

=
,1.‘_-' Resource Monitor
T Routing and Remote Access

-
Fe Server Manager

12.

Right-Click on Router01
and click, Configure and
Enable Routing and
Remote Access

E Routing and Remote Access - O *
File Action View Help
| 2mE XE G HE
|E Routing and Remote Access | ROUTERD1 {local)
Ei‘g Server Status I|—
[ ROUTERD? fl=mat St ~ mote Access
Configure and Enable Routing and Remote Access
Disable Routing and Remaote Access \ the Action menu, click
‘e Access.
All Tasks »
View >
Delete
Refresh
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13. On the Routing and
Remote Access Server
Setup Wizard page select
Custom Configuration
and click Next

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, oryou can
customize this server.

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private network (VPM) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

" Secure connection between two private networks
Connect this network to a remote netwarle, such as a branch office.

Select any combination of the features available in Routing and Remote Access.

< Back MNent > Cancel
14. On the Custom Reouting and Remote Access Server Setup Wizard
Configuraiton page Select P N r—
NAT and click Next When this wizard closes, you can configure the selected services in the Routing
and Femote Access console.
Select the services that you want to enable on this server.
I Dialup access
[~ Demand-dial connections { used for branch office routing )
W MAT
[~ LAN routing
< Back Meat > Cancel

29



Chapter 1 Pre-Requisites

15. On the Completing the Routing and Remote Access Server Setup Wizard
Routing and Remote
Access Server Setup
Wizard page click Finish

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remate
Access Server Setup wizard.

Summary of selections:
NAT

Network Address Translation (NAT) cannat start when
Windows Firewall(WF)/Intemet Connection Sharing
{IC5) service is running. Windows Firewall (W F)/Intemet
Connection Sharing (IC5) service will be disabled when
you finish the wizard. This is not enabled again when
Routing and Remote Access is disabled later,

After you close this wizard, configure the selected services
inthe Routing and Femote Access console.

To close this wizard, click Finish.

<Back | Finish | Cancel

16. When prompted click Routing and Remote Access
Start Service
Start the service

The Routing and Remote Access service is ready to use.

Start service I Cancel
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17. In the Routing and Bl Routing and Remote Access
Server Status B
Remote Access CE
v 3 ROUTERD1 (local) i Tkt
management console, E Metwork Interfaces
expand Router01, IPv4, 23 Remote Access Logging
NAT. Then Right-Click v AP
. B, General
NAT and click New T Static Routes
Interface... B IGMP
— NJ.-.-
e E%"‘f‘ Mew Interface...
% G¢ Show DHCP Allocator Information...
=5t Show DMS Proxy Information...
Yiew ¥
Delete
Refresh
Export List...
18. Select CorpNet and click Mew Interface for Metwork Address Translation (WAT) >
OK
This routing protocol nuns an the interface that you select below.
Interfaces:
e Corp et
Eﬂ Intemal
22 Intemet

oK I Cancel
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19. On the NAT page ensure
Private interface
connected to the private
network is selected and
click OK

Metwork Address Translation Properties - CorpMet Pro... [4

MNAT

Irterface Type:
{* Private interface connected to private network
(" Public interface connected to the Intemet

-

MAT enables clients on this network to send data to and receive
data from the Intemet using this interface.

Cancel Aoply
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20. In the Routing and
Remote Access
management console,
expand Router01, IPv4,
NAT. Then Right-Click
NAT and click New
Interface...

= Routing and Remote Access
File Action View Help

| 2 EXE R HE

% Server Status

G @ ROUTERO! (local) Interface Total mappings Inbound packets translated
E Network Interfaces ESCorpNet 0 2

4 Remote Access Logging

v B P4
B General

T Static Routes

= IGMP

B NAT
v B P

B Ge

B st

New Interface..,

Show DHCP Allocator Information...
Show DNS Proxy Information...

View >
Delete

Refresh
Export List...

Properties

Help

21. Select Internet and click
OK

Mew Interface for Metwork Address Translation (MAT) >

This routing protocol runs on the interface that you select below.

Interfaces:

22 Intemal

QK I Cancel
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22. On the NAT page select
Public Interface
connected to the Internet
and select Enable NAT on
this Interface and click OK

Metwork Address Translation Properties - Internet Prop... ?
NAT  Address Pool Services and Ports

Irterface Type:
" Private interface connected to private network
{* Public interface connected to the Intemet

I¥ Enable NAT on this interface

MAT enables clients on this network to send data to and receive
data from the Intemet using this interface.

Cancel Apply
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23. Logon to DHCPO1 as Internet Protocol Version 4 (TCP/IPwd) Properties
MVPDays\Administrator
24. Open the Network Control

Panel (NCPA.CPL) and add You can get IP settings assigned automatically if vour network supports
a default gatewav on the this capability, Otherwise, you need to ask your network administrator
g y for the appropriate IP settings.

General

Ethernet adapter of
172.16.100.254 (") Obtain an IP address automatically
{®) Use the following IP address:

IF address: [172. 16 .100. 3 |
subret mask: | 255.255.255. 0 |
Default gateway: | 172. 16 . 100 . 254 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 17206 100 & |

Alternate DMS server: | : : . |

[]validate settings upon exit e e

Cancel

25 Open the DHCP (Q. [zHCP Option Name Vendor Value
M C | v E ‘%:‘r’p%"‘"”d“s"”m 5 006 DNS Servers Standard 172,16.100.1
~ v
anagement onsole ~ | Scope [172.16.100.0] IPv4 Netwo
(DHCPMGMT.MSC) iz Address Pool
1% Address Leases
26. EXpand DHCPO]., IPV4, s Reservations
. Scope Optin= - :
SCOpe (172.16.100.0), 7 Policies Configure Options...
. (.5 Server Option g
Scope Options @ Policies e i
. . + ¥ Filters Refresh
27. Right-Click on Scope 2 s I
Options and click iy

Configure Options I
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28. Select 003 Router and in
IP Address type
172.16.100.254 and click
Add then click OK

Scope Options

General  Advanced

Awailable Options

| Description »

[ 002 Time Offset
003 Router

[ 004 Time Server
[ 005 Name Servers
£

UTC offset i
Amay of rout
Amray of time

Amay of nam v
>

— Data entry

Server name:

IP address:

Fezolve |

d

Remove

I

Up

D' ey

e
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29. Logon to DCO1 as
MVPDays\Administrator
and add a Gateway of
172.16.100.254 to the
Ethernet Adapter

Internet Protocel Version 4 (TCP/IPwd) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: [ 172. 16 .1w00. 1 |
subnet mask: | 255.255.255. 0 |
Default gateway: | 172 16| . 100 . 254 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: |12?. [ IR R | |

Alternate DNS server: | : . . |

[]validate settings upon exit e

Cancel
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30. Open an Administrative
command prompt and try
pinging: 4.2.2.2 and
www.google.com

B Administrator: G\Windowshsystem32icmd.exe

from 4
from 4
from 4

C:\Users\Administrator>ping www.g

+
+
4+
-+

m m m

m

31. Restart the following
VM’s:
Client01
Client02
Management01
CcMmo1

This will ensure that they
all get updated IP
addresses from the
DHCPO1 Server
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Software Requirements

The following table provides a summary of the Microsoft software that is used in this guide.

Software Additional Information

System Center Configuration Manger 1702 Volume Live In-Console Update will be
License Media (Basline Media) used to bring Configuraiton
manager to 1710 CB

SQL 2016 SP1 Volume License Media Standard Edition
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Configure Certificate Authority to Support
SHAZ256 certificates

In this lab build, an Enterprise Root CA has already been configured on DCO1 as part of the
BigDemo_CM.PS1 Script. You can validate that the CA is setup for SHA256 certifciate support
using the steps below.

Instructions Screenshot (if applicable)

1. Logonto DCO1 as
MVPDays\Administrator

2. Launch the Certification 51 certsry - [Certification Authority (L] MVPDays-DCO1-CA Properties 7 X
Authority COﬂSOIe R Adign iiew Help Extensions Storage Certificate Managers
4 = | # | E g L5£'| E | P Enrollment Agents Audtting Recovery Agents Security
5 Certification Authority (Local) SHinesl LopMotde 32 et
3. Right-click the CA server @i MVPDays-DCOT-CA Certfication authorty ({CA)
. Name: MVPDays-DCO1CA
and select Properties o 2
CA cerificates:

4. Verify the Cryptographic
settings provider shows
SHA256 as the hash

algorithm
View Certificate
Cryptographic settings
Provider: Microsoft Software Key Storage Provider
Hash algorithm: SHAZ56
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Create Configuration Manager Groups and
Users

The following Global Security groups need to be created in Active Directory prior to installing
Configuration Manager. You can add domain users to groups to administer Configuration
Manager rather than applying console permissions directly to specific user(s). At minimum, the
ConfigMgr Administrators group should be created as we will grant it permissions rights to SQL.

Group Scope

ConfigMgr Administrators Full control over Configuration Manager, the
hierarchy, and all classes/instances

ConfigMgr Server Managers Limited to server management functions
(servers outside of the ConfigMgr server
itself)

ConfigMgr Client Managers Limited to client management functions

The following two Active Directory user accounts are required for operation of Configuration
Manager. They are not required for the installation of Configuration Manager in this guide. You
can create these users now, or after the site server is installed.

The first account is a Client Push Installation Account. This account is used to push the
Configuration Manager client agent to remote computers for installation. This account must be a
member of the local administrators group on any computers or servers that will require the
client agent to be installed. It is strongly recommended that the Client Push Installation Account
does NOT have any other administrator rights in the domain (e.g. do not make it a member of
Domain Admins). The Client Push Installation Account can have any account name you desire,
based on your naming standards. The account and its password will be required when you are
configuring the Configuration Manager site server. The password for this account should not
expire.

The second account is the Network Access Account. This is a standard domain user account and
does not require elevated privileges on any clients or servers. This account is used during OS
deployment to connect to NTFS shares while booted in Windows PE. The Network Access

Account can have any account name you desire, based on your naming standards. The account
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and its password will be required when we are configuring the Configuration Manager site
server. The password for this account should not expire.
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Configuration Manager Service Accounts Required for Build

The following accounts have automatically been created in Active Directory with the
BigDemo.PS1 script. These are the only accounts required for the base installation in our lab for
this book.

Service Account / Groups Scope

svc_SQL SQL Server Agent / SQL Server Database
Engine / SQL Server Reporting Services are
running from this account

SVC_SCCM_CP SCCM Client Push Installation Account. This
Account must be made a member of the local
administrators group on each machine.
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Config Manager Service Accounts for ADDS Domain

] Active Directory Users and Computers

File  Action ‘u'iew Help
o aF JBIXEEE BT 2aEvTEYR
] Active Directory Users and Com|| pame Type Description
M Seivierd uieries %Dnsﬁ\dmins Security Group... DMS5 Adrinistrators Gro...
v -MVPD-E}'-S.COI'TI %DnsUpdateProxy Security Group... DMS clients whe are per...
. __l. E;‘Irl:;uters %DDFI"IEI-I’I Admins Security Group... Designated administrato...
T —— %Domain Computers Security Group... All workstations and ser...
___. FircsgrSEcrtaP Ancal %Domain Controllers Security Group... All doemain controllers i...
» ] Managed Service Accour %DGH‘IEI-H Guests Security Group...  All domain guests
| Users %Domain Users Security Group... All domain users
:%Enterprise Admins Security Group... Designated administrato...
% Enterprise Key Admins  Security Group... Mernbers of this group ...
%Enterprise Read-only .. Security Group... Members of this group ...
%Group Policy Creator ...  Security Group... Members in this group c...
E.;Guest User Built-in account for gue...
%KE}rAdmins Security Group.. Members of this group ...
% MVPDays-Admin User
%Protected Users Security Group... Members of this group ...
:%RAS and |AS Servers Security Group...  Servers in this group can...
%Read -only Domain Co...  Security Group... Mermbers of this group .
%Schema Admins Securlty Group... Designated administrato...

44
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Chapter 2 Configuring PKI for Configuration Manager Current Branch

Chapter 2
Configuring PKI for
Configuration Manager
Current Branch

Create and Issue Web Certificates

In order to configure Configuration Manager clients to communicate securely with the
Configuration Manager servers, certificate based authentication must be used. To configure the
required PKI infrastructure, we will use an Enterprise Root CA that has been configured by the
BigDemo_CM.PS1 script. It is simply a base install of the Root CA and the single line of
PowerShell used to configure it, and can be found inside the build script

Traffic to and from the clients can either run on port 80 (HTTP) or port 443 (SSL). If you do not
wish to use secured communication, you can skip all the steps in this chapter and proceed with
the installation of Configuraiton Manager.

Instructions Screen shot (if applicable)

1. Logon to DCO1 and
MVPDays\Administrator

2. The first certificate is for
site systems that run
Internet Information
Services (11S) and that
are configured for HTTPS
client connections. This

45



Chapter 2 Configuring PKI for Configuration Manager Current Branch

is the Configuration
Manager primary site
server

This certificate is a Web
Server certificate, with
Enhanced Key Usage of
Server Authentication. The
Subject Name or Subject
Alternative Name must
contain the intranet FQDN of
the server. Use SHA-2 hash
algorithm (if the CA has been
upgraded to support SHA-2)

3. Launch the Certification
Authority ' Certification

Authority
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4. Expand Certificate
Server> > Certificate
Templates, right-click
Certificate Templates
and select Manage

ig.l certsry - [Certification Authority (Locall\MVPDays-DC01-CA\Certificate Templates]

File Action View Help

e A N2

HENN 7

Il Certification Authority (Local) Mame

v g MVPDays-DCO1-CA

| Revoked Certificates
| Issued Certificates

| Pending Requests

| Failed Requests

| Certificate Te

Manage
MNew

View
Refresh
Export List...

Help

Inten:

There are no items

5. Scroll down and locate
the Web Server
certificate

6. Right-click Web Server
and select Duplicate
Template

E Router (Offline request)

H Smartcard Logon

5 smartcard User

[ subordinate Certification Auth
5 Trust List Signing
 User

& User Signature Only
] Web Server

5 Workstation Authentication
< n

1
1

Duplicate Template
All Tasks
Properties

Help

41
6.1
111
5.1
3.1
31
4.1
41
010 Clhy
IE
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7. Onthe Compatibility tab
verify CAis set to
Windows Server 2003
and Certificate recipient
is Windows XP / Server
2003

Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Templates Edensions Security

Compatibilty ~General ~Request Handing Cryptography — Key Attestation

The template options available are based on the earliest operating system
wversions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority

Windows Server 2003 ~
Cerificate recipient

Windows XP / Server 2003 ~

These settings may not prevent earlier operating systems from using this
template

Cancel Apply Help
8. Select the General Tab Propeitis of New Template %
Subject Name Server Issuance Reguirements
Superseded Templates Extensions Security

9. Change the Template
Display Name to
ConfigMgr Web Server
Certificate

Compatibiity General  Request Handling  Cryptography  Key Attestation

Template display name
CorfigMar Web Server Certficate |

Template name:
|ConﬁgMgr‘.’\c’ebSawerCertihcate

Validity period: Renewal perod:

years e ljl weeks e

[ Publish certificate in Active Directory

Do not automatically reenroll i a duplicate certfficate exists in Active
Directory

ox |
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10. Select the Security tab Properties of New Template X
Subject Mame Server lssuance Requirements
11. Remove the Enroll Compatibilty General Reguest Handling Cryptography  Key Attestation
permissions from the Superseded Templates Extensions Security
security groups Domain Group or user names:
Admins and Enterprise S8 Atherticated Users
Admins a Administrataor

82 Domain Admins (MYPDAYS \Domain Admins)
8% Enterprize Admine (MVPDAYS \Enterprise Admins)
12. Add the computer B2 GG CorfigMarServers (MVPDAYSYGG_ CorfigMarServers)

account for the

Configuration Manager

site server and grant the

Add... Remove
Read and Enroll
.. Pemissions for GG_CorfigMarServers Allow Dermy
permission
Full Contral I
Read ]
NOTE: If a group for Wirita m
enrolling in SSL Enrcl O
certificates already exists Autoenrol 0
in AD you can use the
group for Read/Enroll , - _ _
L . For special pemissions or advanced settings, click Rienced
permissions instead of Advanced.

the site server computer
account. Simply add the

computer account of the oK boply Help

site server to the group
before beginning this
process
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13. Select the Issuance
Requirements tab

14. If desired, additional
controls can be putin
place to limit the ability
to enroll in this
certificate

Superseded Templates - I Extensions |

Securty
| Cryptography | Key Attestation

Compatibility IGenaal |Reque5tHan

Subject Name Server lssuance Requirements

Require the following for enrollment:
[]CA cerfficate manager approval

[ 1 This number of authorized signatures:

i you require more than one signature, autoenroliment is not allowed.

Palicy wpe requied in sigrature;

Application policy

lesuarice policies

Require the following for reenrollment:

(®) Same criteria as for enmoliment

() Valid existing certficate
[ ] Allow key based renewal ()
Requires subject information to be provided within the cerificate
request.

* Control is disabled due to compatibility settings.

ok || Canesl || remy ||

15. Select OK to save this
new certificate template

i Trust List Signing 1 3.1
& User 1 31
i User Signature Only 1 4.1
& Web Server 1 44
S| Workstation Authentication 2 101.0
= ConfigMgr Web Server Certificate 2 100.2

Client Authent

Server Authen

16. Close the Certificate
Template Console
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17. Right-click the Certificate T3l certsrv - [Certification Authority (Local)\MVPDays-DC01-CAYCertificate Templates]
Templates folder, click File Action View Help

New, select Certificate o NN

iﬁ-—' Certification Authority

(Local) Mame

Template to Issue v & MVPDays-DCOT-CA

Intended Purpc

] Revoked Certificates

] lssued Certificates

| Pending Requests

_| Failed Requests

| Certificate Temniates
Manage

Nzw ¥ Certificate Template to lssue
View >

Refresh

Export List...

Help

There are no items to show i

18. Select the template you
just created in the
Enable Certificate
Templates wizard screen

B Enable Certificate Templates

Select one Centfficate Template to enable on this Certification Authority.

Note: f & cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cerificate templates in the onganization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose

& Authenticated Session Cliert Athentication

EI CA Exchange Private Key Archival

[ CEP Encryption Cerficate Request Agert
E Code Signing Code Signing

5] Carlighlg Web Server Corficate ___ Server Auberiicaion |
EI Cross Certification Authority <Al

& Enrolimert Agent Cerifficate Request Agert
@ Enroliment Agent {Computer) Cerificate Request Agert
H Exchange Enroliment Agent (Offline request] Centificate Request Agert
@‘ Exchange Signature Only Secure Email

Cancs
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Enroll Web Certificate on the site server

Instructions Screen shot (if applicable)

1. Logonto CMO1
with
MVPDays\Administrator

2. Click Start, click - Consolet - [Console Root] | = [ o =
Action View Favorites Window Help [-]=]x]
Run, and type Car
mmc.exe. Inthe = e o Actions _
= i There are no items to show in this view. Console Root A
empty conSOIEI S More Actions »
. . Add/Remove Snap-in... Ctri+M
click File, and then oo
click Add/Remove Tutmsc
2 services.msc
Snap-in S
4 comexp.msc
Exit
3. Inthe Add or Add or Remove Snap-ins.
Remove Sna p-inS You can select snap-ns for this console from those available on your computer and configur
d R I b | | extensible snap-ns, you can configure which extensions are enabled,
lalog box, se ect Available snap-ns: Selected snap-ins:
certificates' CIICk Snap-in Vendor | A | Console Root
| ActiveX Control Microsoft Cor...
Add Auﬂ'lorization Manager Microsoft Cor...
L%.I; Certificates Microsoft Cor.., | S|

%. Component Services  Microsoft Cor..,
;k:Compuher Managem... Microsoft Cor...

=4 Device Manager Microsoft Cor...
=4 Disk Management Microsoft and... Add >
Event Viewer Microsoft Cor...

"I Folder Microsoft Cor...
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4. In the Certificate
snap-in dialog

This snap-in will always manage cerificates for:

box, select

() My user account
comPUter () Service accourt
account, and then ® Computer account
click Next

<Back || Net> | [ Cancel

5. Inthe Select
Computer dialog
box, ensure Local
computer: (this
computer this
console is running
on) is selected,
then click Finish

Select the computer you want this snap4n to manage.
This snap4n will always manage:
(®) Local computer: {the computer this console is running on)

() Another computer: | | | Browse. ..

[ Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the console.
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6.

In the Add or
Remove Snap-ins
dialog box, click
OK

Available snap-ins:

Add or Remove Snap-ins

Snap-in
" ActiveX Contral

!fﬁ] Certificates
ay Companent Services

=g Device Manager
|=% Disk Management
2] Event viewer

_| Folder

Auﬂ'vonzauon Manager

& Computer Managem.

= Group Policy Object ...
(2P Intemet Informatio...

S IP Security Monitor Microsoft Cor...
g IP Security Policy M... Microsoft Cor...
=\ Link to Web Address  Microsoft Cor... |~

Vendor ~

Microsoft Cor... ||

Micrasoft Cer...

Micrasoft Cor...

Micrasoft Cor...

.. Microsoft Cor... |
Microsoft Cor...
Microsoft and...

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Selected snap-ns:

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

[l Console Root
Ll Certificates (Local Camputer)

Remove

Mave Up

Mave Down

Edit Extensions...

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o ][]

In the console,
expand
Certificates (Local
Computer), and
then click
Personal

Right-click
Certificates, click
All Tasks, and
then click Request
New Certificate

ﬁ File Action View Favorites Window Help
| & BH| G
1 Console Root Object Type
4 [ Certificates (Local C : y gy
== wpemr | There are no itemns to show in this view.
| Personal
p [ Trusi Find Certificates...
=y |
p & Ente5| All Tasks 3 Find Certificates...
[ | inmi
p 1 Trust View L Request New Certificate...
I || Untr Mew Window from Here Import...
b ._I Thwc; MNew Taskpad View... Advanced Operations
B | Trusi
b [ Clier Refresh
b (2] Rem| Export List...
p [ Smal
p ] Trust HEIFH

9.

On the Before you
Begin page, click
Next
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10. If you see the
Select Certificate
Enrollment Policy
page, click Next

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your
Active Directory Enrollment Policy w

Configured by you Add New

11. On the Request
Certificates page,

ide ntlfy the Request Certificates
ConfigMgr Web _ - B

R You can request the following types of certificates. Select the certificates you want to request, and then
Server Certificate |  dickenl.
from the list of Active Directory Enrollment Policy
d |Sp|ayed é [l Computer \1) STATUS: Available Details «
ce rtifi cates, an d 1 [l Confighlgr Web Server Certificate 11 STATUS: Available Details v

. ’ E & More informatien is required to enroll for this certificate. Click here to configure settings.

then click More ]
information is ]
required... ]

1 []Show all templates

|
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12. On the Subject Certificate Properties
tab under
Alternative name: The subject of a certificate is the user or computer to which the certificate is issued, You

Select DNS for can enter information about the types of subject name and alternative name values that
can be used in a certificate,
type and for

&SUbJ'ECt General Extensions Private Key Certification Authority  Signature

Subject of certificate
Value: put in the The user or computer that is receiving the certificate
Intranet FQDN of Subject name:
. Type:
the site server and s .
. Full DN ~ Add >
click Add
Value:
| < Remove
Alternative name:
Type:
X
DNS ~
Value: 2
Add =
< Remaove
Cancel Apply
13. On the Request (= [= [T
Certificates page, ! Certificate Enroliment
select ConfigMgr -
Request Certificates
Web Server
. pe You can request the following types of certificates, Select the certificates you want to request, and then
Certificate from click Enroll
the list of Active Directory Enrollment Policy
displayed [ Computer 1) STATUS: Available Details v
certificates, and Confighgr Web Server Certificate 3 STATUS: Available Details v

then click Enroll

[ Show all templates
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14. On the
Certificates
Installation
Results page, wait
until the
certificate is
installed, and then
click Finish

Certificate Installation Results

The following certificates have been enrclled and installed on this computer.

Active Directory Enrollment Policy

[/ Confighigr Web Server Certificate ' STATUS: Succeeded Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Server Authentication

Validity period (days): 730
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Create and Issue Windows Client Certificate

This certificate deployment has the following procedures:

e Create and issue the Workstation Authentication certificate template on the Certification
Authority

e Configure auto-enrollment of the Workstation Authentication template by using Group
Policy

e Automatically enroll the Workstation Authentication certificate and verify its installation
on computers

Client communication to site system roles is secured by using either self-signed or PKI
certificates. You'll need to use a PKI certificate for computer clients that Configuration Manager
detects to be on the internet, and for mobile device clients. The PKI certificate uses HTTPS to
secure the client endpoints. The site system roles that clients connect to can be configured for
either HTTPS or HTTP client communication. Client computers always communicate by using the
most secure method that is available. Client computers only fall back to using the less secure
communication method of HTTP on the intranet if you have site systems roles that allow HTTP
communication.

When a client is attempting to find servers that host site system roles, it uses service location to
find a site system role that supports the client's protocol (HTTP or HTTPS). By default, clients use
the most secure method available to them. Consider the following:

To use HTTPS, you must have a public key infrastructure (PKI) and install PKI certificates on
clients and servers.

When you deploy a site system role that uses Internet Information Services (11S) and supports
communication from clients, you must specify whether clients connect to the site system by
using HTTP or HTTPS. If you use HTTP, you must also consider signing and encryption choices.

Note: When you use PKI certificates for client communication in Configuration Manager, install
the fallback status point before you install the clients.

If Configuration Manager site systems do not accept HTTP client communication, you might not
know that clients are unmanaged because of PKI-related certificate issues. However, if clients are
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assigned to a fallback status point, these certificate issues are reported by the fallback status
point.

For security reasons, you cannot assign a fallback status point to clients after they are installed.

Instead, you can assign this role only during client installation.
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Create and issue the Workstation Authentication certificate
template on the Certification Authority

This procedure creates a certificate template for the Configuration Manager client computers
and adds it to the Certification Authority. An auto-enrollment Group Policy can be configured to
automatically deploy the Certificate to clients in Active Directory.

Instructions

Screenshot (if applicable)

1.

On the member server
that is running the
Certification Authority
console, right-click
Certificate Templates,
Then choose Manage to
load the Certificate
Templates management
console

* Certification
# " Authority

iﬂ certsry - [Certification Authority (Local)\MVYPDays-DCO1-CANCertificate Template:

File Action View Help

= & d= H

Ll Certification Authority (Local) Mame Int
v a M‘u’PDays—Dcm—g\ | ConfigMgr Web Server Certificate Sel
| Revoked Certificates
| Issued Certificates
_| Pending Requests
_| Failed Requests

| Certificate Temnlates
Manage

MNew ¥
View ¥

Refresh
Export List,..

Help

60



Chapter 2 Configuring PKI for Configuration Manager Current Branch

3. Inthe results pane, 1#] Router (Offline request) 1 41
. . @ Smartcard Lc : 6.1
- Duplicate Template
right-click the entry that Bl Sirrtcand 1 up s i
has Workstation JE Sibiidinate Reenroll AT Certificate Holders 51
Authentication in the A TrustListSig Al Tasks ’ 31
13 User N 37
Template Display Name T User Signatu Properties 41
column, and then 13 Web Server Help 4.1
. 2| Workstation B kil
choose Duplicate
Template
4. In the Duplicate Properties of New Template X
Subject Name Server Issuance Requirements

Template dialog box,
ensure that Windows
2003 Server, Enterprise
Edition is selected, and
then choose OK

Superseded Templates Extensions Security
Compatibiity Genersl Request Handling Cryptography — Key Attestation

The template options available are based on the earliest operating system
wversions set in Compatibility Settings

Compatibilty Settings

Certification Authority
Windows Server 2003 v

Certificate recipient

Windows XP / Server 2003 ~

These settings may not prevent earlier operating systems from using this
template.

Cancel | | forl Help
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5. Inthe Properties of New  Propertics of Hew Template S
H Subject Name Server Issuance Requirements
Template d|a|0g bOX, on Superseded Templates Extensions Securty

the General tab enter a Compatibiity Genersl  Request Handing ~ Cryptography  Key Altestation
’

Template display name:
template name, like [Cortger Cent Conticate |

ConfigMgr Client

Template name

Certificate, to generate [CorfighigrCiertCerticate

the client certificates

Malidity period: Renewal perod:

that will be used on [ 6lwesks  ~

Configuration Manager

[] Publish certficate in Active Directory

client computers el

utomatically reenmoll if & duplicate cedificate exists in Active

Review the Validity
Period 1 Year is the

default. If the machines
oK Aoply Help

are set to automatically
renew this won’t be an
issue. If they are not
configured for
Automatic Renewal you
might want to consider
extending this time
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6. Choose the Security tab,  Properties of New Template X
SeIeCt th e Domain Subject Mame Server lssuance Reguirements
Compatibility General Request Handling Cryptography = Key Attestation
comPUters group, and Superseded Templates BExtensions Security
then select the Grop aeiisernrmes:
additional permissions 82 hutherticated Users
a Admiristrator
of Read and Autoenroll. £ Domain Admins (MVPDAYS\Domain Admins)
82 Domain Computers (MYPDAYS \Domain Computers)
Do not Clea r EnrOII £ Enterprize Admins (MVP DAY S\Enterprise Admins)
Add Bemove
Pemissions for Domain Computers Allow Dieny
Full Contral O
Read O
Write O [
Enrall O
Autoenroll O
For special pemmissions or advanced settings, click Aianead
Advanced. =
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Properties of Mew Template *
Subject Name Server lssuance Requirements
7. Add Compatibility ~General Request Handling Cryptography  Key Attestation
GG_ConfigMgrServers Superseded Templates Extensions Security
and grant it Read, Enroll, ﬁf"“p s
SR futhenticated Users
and Autoenroll & Admiristrator

82 Domain Admins (MVPDAYS \Domain Admins)

A2 Domain Computers (MVPDAYS \Domain Computers)

8% Enterprise Admins (MYPDAYS"\Erterprise Admins)

S8 GG CorfigMarSenvers (MVPDAYS\GG_CorfigMarServers)

Add ... Remove
Pemisgsions for GG_CorfigMarServers Allow Deny
Full Contral | |
Read O
Write [ O
Enrall Cd
Autoenrol |

For special permissions or advanced settings, click

Advanced. i

o oy ||

8. Choose OK, and then
close Certificate
Templates Console
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9. Inthe Certification
Authority console, right- 5l certsry - [Certification Authority (Local)\MVPDays-DC01-CA\Certificate Templates]
CIiCk Certiﬁcate File Action View Help
ol AN AREHES
Templates, choose New, et s _
= C_er‘tlflcatlon Authority (Local) Mame Intended Purpose
and then choose v MVPRD“:[:CSZ_C: ; ] Confighlgr Web Server Certificate Server Authentication
Iy L] Revoke ertificates
Certificate Template to B Issued Certificates
| Pending Requests
Issue | Failed Requests
| Certificate Temnlatec
Manage
New 2 Certificate Template to Issue
View ¥
Refresh
Export List...
Help
10. In the Enable Certificate % Enable Certificate Templates

Templates dialog box,
choose the new
template that you just
created, ConfigMgr
Client Certificate, and
then choose OK

Select one Certificate Template to enable on this Cerification Authority,

Note: If a certfficate template that was recently created does not appear on this list, you may need to wait until

information about this template has been d to all domain controllers.
All of the certificate templates in the organization may not be available to your CA.
For more information, see Certificate Template Concepts,

Name Intended Purpose i

@ Autherticated Session Client Authentication

@ CA Exchange Private Key Archival

E CEP Encryption Certificate Request Agent

E Code Signing Code Signing

I Corfighar Client Certificate Clisri Authertication

] Cross Certfication Authorty <All>

E Enroliment Agert Certificate Request Agent

E Enroliment Agent (Computer) Certificate Request Agent

@ Exchange Enrollment Agent (Offline request) Certificate Request Agent

E Exchange Signature Only Secure Email “
| Cance
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Configure Autoenroliment of the Workstation Authentication
Template by using Group Policy

This procedure sets up Group Policy to autoenroll the client certificate on computers.

Instructions Screenshot (if applicable)

1. Onthe domain controller,
choose Start, choose
Administrative Tools, and
then choose Group Policy
Management

2. Go to your domain, right- b SIS ROy N

% File Action View Window Help

click the domain, and then e amo|/EEBm

. | Group Policy Menagement || MVPDays.com
choose Create a GPO in ~ i Forest MVPDays.com Status  Linked Group Policy Obiscts  Group Policy Inhertance  Delsgation
w 15 Domains
this domaln, and Link it v R AVEDavs.com This page shows the status of Active Directory and SYSVOL replication for this domai
] Default Domain | policy
51 Domain Contr
&l New GPO X
here -t Group Policy O
S WMIFiters | pome
> L] Starter GROs [Autosnrol Centicates domain.
7 Sites
ci¥ Group Policy Madeling  Source Stater GPO
% Group Poliey Results | [0 v
. the dom;
[ ok | | Caneel

3. Inthe New GPO dialog
box, enter a name, like
Autoenroll Certificates, for
the new Group Policy, and
then choose OK
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4. Inthe results pane, on the 15, Group Policy Management || Autoenroll Certificates
Linked Group Policy ¥ Ak Foret WP Digis, Car Scope Details Settings Delegatior
) ] w | z5 Domains 3
Objects tab, right-click the v 2 MVPDays.com N
. =5 - Nizrd=w linke in this lneatinn-
new Group Policy, and s/ Autoer :
. Default Ele- 10Us;
then choose Edit 52 Domail Enforced
|5 Group | & Link Enabled
T WMIFi Save Report...
] Starter
@ Sites Wiew |
sid’ Group Policy I Mew Window from Here
4 Group Policy F
Delete ¥ apply
Rename
Refresh
Help
n
5. Inthe Group Policy i Fle System ~ || object Type

Management Editor,
expand Policies under
Computer Configuration,
and then go to Windows
Settings / Security Settings
/ Public Key Policies
Right-click the object type
named Certificate Services
Client - Auto-enroliment,
and then choose
Properties

i;"’ Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Se
| Metwork List Manager Policies
;;'L! Wireless Metwork (IEEE 802.11) Polic
w | Public Key Policies
| Encrypting File System
_| Data Protection
_ BitLocker Drive Encryption
_ BitLocker Drive Encryption Metw
| Automatic Certificate Request 5¢
| Trusted Root Certification Autho
Enterprise Trust
Intermediate Certification Autho
| Trusted Publishers
| Untrusted Certificates
| Trusted People
_| Software Restriction Policies
_| Application Centrol Policies
wg IP Security Policies on Active Directc
| Advanced Audit Policy Configuratio
> ol Pelicy-based QoS
| Administrative Templates: Policy definition
| Preferences

__I Encrypting File System
~| Data Protection
| BitL ocker Drive Encryption

~| Automatic Certificate Request Settings
_ Trusted Root Certification Authaorities
| Enterprise Trust

_ Intermediate Certification Authorities
_ Trusted Publishers

“| Untrusted Certificates

_ Trusted People

[%] Certificate Path Validation Settings

ertificate Services Client - Auto-Enroliment

' BitLocker Drive Encryption Metwork Unlock Certificate

{5 Certificate Services Client - Certificate Enrollment Policy

67



Chapter 2 Configuring PKI for Configuration Manager Current Branch

From the Configuration
Model drop-down list,
choose Enabled, choose
Renew expired
certificates, update
pending certificates,
remove revoked
certificates, choose
Update certificates that
use certificate templates,
and then choose OK

Certificate Services Client - Aute-Enrollment Properties ? *

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Madel: Enabled e

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

nE %

Additional stores. Use ™, to separate multiple stores. For example:
“Storel, Store2, Store3”

]

o | homn

Close Group Policy
Management
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Automatically enroll the Workstation Authentication certificate
and verity its installation on computers

This procedure installs the client certificate on computers and verifies the installation.

Instructions Screenshot (if applicable)

1. Logon to a Server that is = ] Admiistrator:C:\Windows\systemﬂ\cmd‘ae
joined to the ADS Domain
and run GPUpdate / Force

2. Inthe search box, enter &
@@ File Action View Favortes Window Help
mmc.exe., and then press | 25 2 XES HE
Enter | Console F_{Wt Issued To o Issued By Expira| | Actions
v &l C?":"““|"—°‘E'c %51 ChOT MYPDays.com MVPDays-DCOT-CA 1716/2 | Certific
3. Inthe empty management - f’z”:;mm B CMO1MVPDays.com MVPDays-DCOT-CA 141674 i
. | Trusted Root Cel
console, choose File, and 3 Enterprise Trust o
| Intermediate Cej Me
then choose Add/Remove | Trusted Publishe 3 Cerificate X
| Untrusted Certifi
Snap_in “| Third-Party Roof General Details  Certification Path

| Trusted People

4. Inthe console, expand - ——— f Certifcate Information
e | Remate Deskto Y = 2
Certlflcates ( Loca I S| Certificate E"mﬁ This certificate is intended for the following purpose(s):

> = Proves your identity to a remote computer
Smart Card Trusi &4 Y ?

Computer), expand 7 Trusted Devices

_| Windows Live ID

Personal, and then choose

certlflcates < ol Issued to: CMO1.MVPDays.com
5- In the reSUItS pa ne, Personal storécontains?_certi_ﬂcates‘ T Issued by: MUPDays-DCO1-CA
confirm that a certificate Perfor _
Valid from 1/16/2018 to 1/16/2019
has Client Authentication BPA § You have a private key that corresponds to this certicate,

in the Intended Purpose
column, and that
ConfigMgr Client
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Certificate is in the
Certificate Template
column

Close Certificates (Local
Computer)
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Deploy the Client Certificate to Distribution
Points

This certificate can also be used for media images that do not use PXE boot, because the
certificate requirements are the same.

This certificate deployment has the following procedures:

e Create and issue a custom Workstation Authentication certificate template on the
Certification Authority

e Request the custom Workstation Authentication certificate

e Export the client certificate for distribution points

Create and issue a custom Workstation Authentication certificate
on the Certificate Authority

This procedure creates a custom certificate template for Configuration Manager Distribution
Points, so that the private key can be exported and added to the certificate template in the
Certificate Authority.

This procedure uses a different certificate template from the certificate template that you
created for client computers. Although both certificates require client authentication capability,
the certificate for distribution points requires that the private key is exported. As a security best
practice, do not set up certificate templates so the private key can be exported unless this
configuration is required. The distribution point requires this configuration because you must
import the certificate as a file rather than choose it from the certificate store.

When you create a new certificate template for this certificate, you can restrict the computers
that can request a certificate whose private key can be exported. In our example deployment,
this will be the security group that you previously created for System Center Configuration
Manager site system servers that run IIS. On a production network that distributes the IIS site
system roles, consider creating a new security group for the servers that run distribution points
so that you can restrict the certificate to just these site system servers. You might also consider
adding the following modifications for this certificate:

e Require approval to install the certificate for additional security
e Increase the certificate validity period
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o Asyou must export and import the certificate each time before it expires, an
increase of the validity period reduces how often you must repeat this
procedure. However, an increase of the validity period also decreases the
security of the certificate because it provides more time for an attacker to
decrypt the private key and steal the certificate.

e Use a custom value in the certificate Subject field or Subject Alternative Name (SAN) to
help identify this certificate from standard client certificates.

o This can be particularly helpful if you will use the same certificate for multiple
distribution points.

Instructions Screenshot (if applicable)

1. Onthe member server that is
running the Certification : Certification
Authority console, right-click =P Authority
Certificate Templates, and then

choose Manage to load the
Certificate Templates
management console
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fﬂl certsry - [Certification Authority (Local)\MVPDays-DC0T-CAN\Certificate Template:

File Action View Help
o= &[]

fd&-' Certification Autharity (Local) Mame
v g MVPDays-DCOT-CA

| Revoked Certificates
|| Issued Certificates

Pending Requests

| Failed Requests

Int

b ConfighMgr Web Server Certificate Sel

| Certificate Temnlates
Manage
MNew ¥
View >
Refresh
Export List...
Help
2. Inthe results pane, right-click the 13ll Router (Offline request) 1 41
. -@ Smartcard Lo : 6.1
I Duplicate Template )
entry that has Workstation B i) s ool i
Authentication in the Template & subordinate Restin TISeumete Mol 51
Display Name column, and then Al TrustList Sig Al Tasks 3
SEr 2
iy ) 3.1
choose Duplicate Template T User Signatu Properties 41
-@ Web Server Help 41
b Workstation MUTRERTICaTE 101.0
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3.

In the Duplicate Template dialog
box, ensure that Windows 2003
Server, Enterprise Edition is
selected, and then choose OK

Properties of New Template >

Subject Name Server Issuance Requirements

Superseded Templates Extensions Security
Compatibiity Gereral Request Handling Cryplography  Key Attestation

The template options available are based on the earfiest operating system
versions set in Compatibility Settings.

[1Show resulling chenges:

Compatibilty Settings

Certification Authority
Windows Server 2003 W

Certificate recipient

Windows XP / Server 2003 e

These settings may not prevent earfier operating systems from using this
template

Cancel

4.

In the Properties of New
Template dialog box, on the
General tab, enter a template
name, like ConfigMgr Client
Distribution Point Certificate, to
generate the client
authentication certificate for
distribution points

Review the Validity Period for this
Certificate

Properties of Mew Template X

Subject Name Server lssuance Requirements
Superseded Templates Extensions Securnty

Compatibiity General  Request Handiing = Cryptography  Key Attestation

Template display name:
|C-ar1l|g Mar Distribution Point Certificate] |

Template name:
|Cnnﬁg MarDistribution PointCertificate

Renewal period

6| | weeks d

Validity period

1| years i

[ Publish certificate in Active Directory

Do
Direct

ity reenroll f a duplicate certificate exists in Active

Apply Help

% ==
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Choose the Request Handling
tab, and then choose Allow
private key to be exported

Properties of New Template X
Subject Name Server Issuance Requiremerts
Superseded Templates Extensions Security

Compatibilty Genersl Request Handing | Cryptography  Key Attestation

Purpose Signature and encryption ~

Delete revoked or expired cerfficates {do not arch
[ Include symmetric algorithms allowed by the subject
[] Archive subject’s encryption private key

Authorize addtional senvice accounts to access the private key ()

For automatic renewal

ates, use the existing key f =

new key cannot be

Do the following when the subject is enrolled and when the private key
associated with this certificate is used

Enoll subject without requining any user input

Prompt the user durng enrcliment

Prompt the user durng enrlimert and require user input when the
private key is use

~ Control is disabled due to compatibility settings.

oK Aoy Help
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