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An End-to-End Guide for Securing
Industrial Control Systems and
Mission-Critical Environments

This book provides a comprehensive, technically rigorous guide to
understanding, designing, implementing, assessing, monitoring, defending,
and continuously improving cybersecurity for operational technology
environments. It covers industrial control systems, SCADA, distributed
control systems, programmable logic controllers, safety instrumented
systems, industrial IoT, cyber-physical systems, and critical infrastructure
across energy, water, manufacturing, transportation, building automation,
healthcare, and telecommunications sectors. The material is grounded in
current standards including IEC 62443, NIST SP 800-82, MITRE ATT&CK for
ICS, and sector-specific regulations, with practical implementation guidance,
defensive code examples, realistic case studies, and reference architectures
for organizations at every maturity level.



Introduction: When Cyber Meets
Physical

In January 2024, a novel malware variant called FrostyGoop exploited the Mod-
bus TCP protocol to disrupt heating systems across more than 600 buildings in
Lviv, Ukraine during winter [1]. The attack did not require sophisticated zero-
day exploits or months of reconnaissance. It targeted an internet-exposed
human-machine interface with weak credentials and used a standard industrial
protocol to send commands that forced furnaces offline. Hundreds of people
lost heat in freezing conditions because the system controlling their boilers
accepted unauthenticated instructions over an unencrypted connection.

This incident illustrates everything that makes operational technology se-
curity different from conventional information technology security. The vul-
nerability was not hidden inside a complex software stack or buried in a supply
chain dependency graph. It sat at the boundary between the digital and
physical worlds, where a cyber action translated directly into a consequence
that people felt in their bodies. In information technology environments,
a successful attack might steal data, corrupt files, or encrypt volumes. In
operational technology environments, the same class of attack can stop pumps,
open valves, trip breakers, disable safety interlocks, and disrupt services that
communities depend on for survival.

Between 2024 and 2025 alone, at least six distinct wiper campaigns tar-
geted industrial and critical infrastructure environments, including DynoWiper
against Poland’s energy sector, PathWiper against Ukrainian critical infras-
tructure, AcidPour against Ukrainian telecommunications, BAUXITE targeting
Israeli energy systems, PYROXENE hitting government and critical infrastruc-
ture in Israel and Albania, and Handala affecting over 200,000 medical devices
globally through Stryker equipment [2]. Ransomware attacks on industrial
organizations increased more than 87 percent year-over-year during 2024,
with over 1,600 documented incidents and an average of more than 34 weekly
attacks in the first half of that year alone [3]. A persistent nation-state
campaign known as Volt Typhoon maintained access inside United States
utility operational networks for more than 300 days before detection [4].
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These are not isolated events or theoretical risks. They represent a sustained
and escalating threat environment facing every organization that operates
industrial control systems.

The Physical Consequence of Cyber Failure

Operational technology encompasses the hardware and software that monitor
and control physical processes in the real world. It includes programmable
logic controllers that run assembly lines, distributed control systems that
manage chemical reactors, supervisory control and data acquisition networks
that oversee water treatment plants, remote terminal units that monitor oil
pipelines, building automation systems that regulate HVAC and fire suppres-
sion, safety instrumented systems that shut down equipment when conditions
become dangerous, and increasingly vast arrays of industrial IoT sensors
embedded in machinery across every critical infrastructure sector.

When these systems fail because of a cyber attack, the consequences
propagate into physical reality in ways that IT failures do not. A compromised
power grid control system can cause cascading blackouts affecting millions
of people. An attacked water treatment plant can introduce contaminants or
stop filtration entirely. A hacked manufacturing line can overheat furnaces,
rupture pressure vessels, or create conditions that endanger workers. A
manipulated transportation signaling system can create collisions. A disabled
hospital building automation system can compromise temperature-sensitive
medication storage or ventilation in critical care areas.

This physical consequence is what fundamentally changes the security cal-
culus for operational technology. In IT environments, the classic information
security triad prioritizes confidentiality first, followed by integrity and then
availability. In OT environments, that order is inverted. Availability comes
first because processes must continue running without interruption. Integrity
follows because incorrect data or commands can cause equipment damage or
safety incidents. Confidentiality matters least because most industrial process
data is not classified and operators often accept that adversaries may observe
their operations if the alternative is shutting down systems to protect secrecy.

This priority inversion has profound implications for how security controls
are designed, deployed, and operated in OT environments. Traditional IT
security measures that assume systems can be taken offline for patching,
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reconfigured without warning, or locked down when suspicious activity is
detected often cannot be applied directly to industrial control systems without
introducing new risks. A firewall rule change that blocks legitimate protocol
traffic can stop a production line. An antivirus scan that consumes processor
cycles on an engineering workstation can cause it to miss critical alarms. A
forced password reset that locks out operators during a process upset can
prevent them from responding to developing safety conditions.

Why Operational Technology Demands a Different
Approach

The differences between IT and OT security extend far beyond priority order-
ing. They encompass technical constraints, lifecycle realities, organizational
cultures, protocol behaviors, and physical interdependencies that must all be
understood before effective security can be implemented.

OT systems are frequently decades old. Many programmable logic con-
trollers currently in use were designed in the 1980s or 1990s, when the
assumption was that industrial networks would remain isolated from external
connectivity. These devices run real-time operating systems without memory
protection, lack encryption capabilities, cannot authenticate communication
partners, and often have no mechanism for secure firmware updates. They
were never intended to be connected to corporate networks, much less the
internet, yet convergence pressures, efficiency demands, and digital trans-
formation initiatives have increasingly bridged those gaps over the past two
decades.

OT systems operate under real-time constraints that IT systems do not
face. Industrial protocols are designed for determinism and reliability rather
than security. They assume trusted environments where devices will respond
predictably within specific time windows. Many use broadcast communica-
tions, shared addresses, or implicit trust relationships that make traditional
network security controls difficult to apply without disrupting operations.
Protocols like Modbus TCP carry control commands in plaintext with no au-
thentication whatsoever. Others like PROFINET and EtherNet /IP provide real-
time communication modes that bypass standard IP stacks entirely, making
conventional firewalls blind to the traffic they carry.

OT systems have lifecycle horizons that dwarf IT equipment. A typical
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server might be replaced every three to five years. A modern PLC can operate
reliably for 20 to 30 years, and many facilities still run controllers that are
older than that. This means security programs must protect assets long after
their manufacturers have stopped providing updates or support. It means
compensating controls become essential because patching is often impossible.
It means security investments must account for protection strategies that
remain effective over decades rather than quarters.

OT environments also involve cultural divides between IT security teams
and OT engineering teams that can undermine security efforts if not actively
managed. IT professionals are trained to think in terms of threat mitigation,
vulnerability remediation, and defense-in-depth architectures. OT engineers
are trained to think in terms of process safety, equipment reliability, pro-
duction targets, and regulatory compliance. When these two groups operate
without shared understanding, well-intentioned security measures can cre-
ate operational hazards, and necessary operational decisions can introduce
unacceptable cyber risks. Effective OT security requires bridging this divide
through education, collaboration, and governance structures that give both
perspectives equal weight in decision-making.

What This Book Covers and How to Use It

This book is designed as an end-to-end reference for professionals responsible
for securing operational technology environments. It assumes basic familiarity
with information security concepts but explains all OT-specific terminology
from the ground up. The material progresses from foundational knowledge
through increasingly advanced topics, so readers can approach it sequentially
or use it as a reference for specific domains.

The first chapters establish the vocabulary and conceptual framework
necessary to understand OT security. They cover what industrial control
systems are, how they differ from one another, how they are architected using
models like Purdue and ISA-95, why their security requirements diverge from
IT expectations, and what frameworks, standards, and regulations govern their
protection.

The middle chapters dive into technical implementation details. They
explain threat landscapes specific to OT environments, methodologies for
discovering and classifying assets, approaches to risk assessment and archi-
tecture design, network security controls including segmentation strategies
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and industrial firewalls, endpoint and identity management adapted for op-
erational constraints, protocol-level security analysis covering Modbus TCP,
DNP3, OPC UA, EtherNet/IP, PROFINET, BACnet, IEC 61850, MQTT, and
others, monitoring and detection engineering with practical code examples
using Python and other tools, incident response procedures that prioritize
safety over conventional IT priorities, authorized testing methodologies with
explicit safeguards against production disruption, and governance structures
for mature OT security programs.

The later chapters apply these concepts through sector-specific case stud-
ies showing how security architecture must adapt to the unique requirements
of energy and electric power, oil and gas, water and wastewater, manufac-
turing, transportation, building automation, healthcare infrastructure, and
telecommunications environments. They provide reference architectures for
organizations at different maturity levels and address emerging challenges
including IT/OT convergence acceleration, cloud integration in industrial
contexts, private 5G networks, edge computing, Al-enabled industrial systems,
digital twins for security testing, post-quantum cryptography considerations,
and the use of artificial intelligence for OT security monitoring.

Throughout the book, code examples demonstrate defensive implemen-
tations using Python, PowerShell, configuration formats, packet analysis li-
braries, SIEM query languages, and infrastructure automation tools. All ex-
amples are designed for isolated lab environments, simulations, emulators, or
explicitly authorized settings and use synthetic data or safe simulated teleme-
try rather than targeting production systems. They show how to build passive
asset discovery tools, parse industrial protocol traffic, construct detection
rules, analyze logs, and automate routine security tasks without providing
instructions that could facilitate unauthorized access or physical disruption.

The book is intended for security engineers entering OT environments, OT
and ICS specialists adding formal security training, SOC analysts monitoring
industrial networks, incident responders preparing for OT-specific scenarios,
penetration testers working under explicit authorization in industrial settings,
architects designing secure industrial systems, reliability engineers concerned
with cyber-physical risk, risk professionals assessing operational technology
exposure, security leaders building OT programs, plant managers responsible
for facility security, and technical executives making investment decisions
about critical infrastructure protection.
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The Safety First Principle That Guides Everything

Every recommendation, architecture decision, control implementation, and
procedural guidance in this book is filtered through a single overarching
principle: human safety comes before everything else. Process safety follows.
Equipment integrity follows that. Environmental impact follows next. Service
continuity matters after those are addressed. Information confidentiality,
while important, ranks last among these priorities in operational technology
contexts.

This ordering is not negotiable and it is what distinguishes competent OT
security from dangerous IT-first approaches applied without adaptation to
industrial realities. A security control that protects data but introduces a
new failure mode that could endanger operators is worse than no control at
all. An incident response procedure that isolates compromised systems but
leaves a chemical reactor uncontrolled is unacceptable regardless of how well
it contains the cyber threat. A penetration test that discovers vulnerabilities
but causes a production shutdown or safety alarm is has failed its primary
obligation even if the technical findings are valuable.

The chapters that follow explore how this principle shapes every aspect of
OT security practice, from the way risk assessments weight different types of
impact to the way incident response teams coordinate with process engineers
before taking containment actions, from the way security tools are deployed
passively rather than actively on industrial networks to the way change man-
agement procedures ensure that every configuration modification is reviewed
for operational consequences before implementation.

Readers will encounter specific guidance about when traditional IT security
practices must be modified for OT use, when they should not be applied
at all, and what alternative approaches achieve security objectives without
introducing new hazards. They will see how standards like IEC 62443 embed
this safety-first philosophy into their requirements structures, how regulatory
frameworks in different sectors reflect it through sector-specific mandates,
and how mature organizations operationalize it through governance pro-
cesses, training programs, and cultural norms that make safety the default
consideration in every security decision.

The journey ahead is technically demanding but critically important. The
systems we are discussing keep power flowing to hospitals, water clean for
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communities, manufacturing lines producing essential goods, transportation
networks moving people safely, and healthcare facilities operating reliably
during emergencies. Securing them requires more than tools or technology.
It requires deep understanding of how these systems work, respect for the
physical consequences of their operation, collaboration across traditionally
separate disciplines, and an unwavering commitment to protecting people
first.

This book provides the knowledge base necessary to meet that responsibil-
ity.



Chapter 1: Foundations of Operational
Technology and Industrial Control
Systems

Before securing any system, one must understand what it is, how it works, and
why it matters. This chapter establishes the foundational vocabulary, historical
context, and conceptual framework for operational technology and industrial
control systems. It defines the core components that make up these environ-
ments, explains the architectural families they fall into, distinguishes safety-
critical systems from process control systems, and introduces the expanding
landscape of industrial IoT and cyber-physical systems that is reshaping how
we think about industrial security boundaries.

From Relay Logic to Programmable Controllers: A Brief
History

Industrial automation did not begin with computers. For decades, factories,
power plants, refineries, and water treatment facilities relied on electrome-
chanical relay logic, pneumatic controllers, and analog instrumentation to
monitor and control physical processes. These systems were inherently iso-
lated from external networks because they operated through direct electrical
connections between sensors, relays, and actuators. Security was achieved
through physical access controls rather than cryptographic protections, and
the assumption of isolation became embedded in the engineering culture that
would later design programmable systems.

The programmable logic controller emerged in the late 1960s as a response
to the limitations of hardwired relay panels. Ford Motor Company’s Autonetics
division issued a request for proposal in 1968 seeking a solid-state replacement
for the complex relay racks that controlled their assembly lines. The result
was the Modicon 084, introduced by Bedford Associates in 1969, which used
programmable memory instead of physical wiring to implement control logic
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[5]. This innovation fundamentally changed industrial automation because it
allowed engineers to modify control behavior through software changes rather
than rewiring panels, reducing downtime and enabling more complex control
strategies.

Early PLCs were standalone devices communicating with operators through
local indicator lights and push buttons. As they proliferated across industries in
the 1970s and 1980s, vendors developed proprietary communication protocols
to allow multiple controllers to exchange data and be monitored from cen-
tralized operator stations. These protocols prioritized reliability, simplicity,
and real-time performance over security because industrial networks were
assumed to be physically isolated from external access. The design philosophy
reflected the engineering priorities of the era: processes must run continu-
ously, data must be accurate, and systems must respond predictably within
specified time windows.

Supervisory control and data acquisition systems evolved in parallel,
particularly in industries managing geographically distributed assets like
oil pipelines, electric power transmission networks, and water distribution
systems. SCADA architectures used remote terminal units at field sites to
collect sensor data and execute local commands, communicating with central
master stations over dedicated communication links that were often radio-
based or leased telephone lines. These early systems established patterns of
centralized monitoring and control that persist in modern implementations
but carried the same implicit trust assumptions about network isolation.

Distributed control systems emerged as a third architectural family in the
1970s, particularly for continuous process industries like chemical manufac-
turing, petroleum refining, and power generation. Unlike SCADA’'s master-
slave model or PLC’s discrete machine focus, DCS architectures distributed
control intelligence across multiple autonomous controllers within a single
facility, each managing specific process areas while communicating through
shared networks to provide coordinated operation and centralized operator
interfaces. Systems like Honeywell's TDC and Bailey’s INFI-90 used mini-
computer central processing units running Unix-like operating systems with
proprietary communication buses, establishing the integrated platform ap-
proach that dominated complex continuous processes for decades [6].

The internet age brought convergence pressures that challenged these
isolation assumptions beginning in the late 1990s and accelerating through the
2000s. Operational efficiency demands drove integration between enterprise
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resource planning systems at the corporate level and control systems on the
plant floor. Remote maintenance capabilities became desirable for reducing
technician travel costs and response times. Data analytics initiatives sought to
extract business intelligence from operational data streams. These legitimate
business needs led to network connections bridging previously isolated indus-
trial environments with corporate IT networks and, in some cases, directly with
the internet.

Stuxnet, discovered in 2010, served as a wake-up call demonstrating that
these connections created real attack paths into critical infrastructure. The
malware specifically targeted Siemens Step7 engineering software and S7
PLCs used in SCADA environments, manipulating centrifuge control logic at
Iran’s Natanz uranium enrichment facility while presenting normal operation
to monitoring systems [7]. It proved that adversaries were capable of un-
derstanding industrial protocols, targeting specific equipment models, and
causing physical damage through cyber means. The incident catalyzed the
modern OT security discipline by forcing organizations to confront the reality
that isolation was no longer guaranteed and that industrial systems required
deliberate security design rather than relying on accidental air gaps.

Core Components of Industrial Control Systems

Industrial control systems comprise a diverse set of hardware and software
components that work together to monitor and control physical processes.
Understanding each component’s role, capabilities, and security characteris-
tics is essential for designing effective protection strategies because vulnera-
bilities in any single element can compromise the entire system.

Programmable Logic Controllers are ruggedized computers designed
specifically for industrial automation tasks. They execute control logic
programs written in languages defined by the IEC 61131-3 standard, including
ladder logic, function block diagram, structured text, instruction list, and
sequential function chart. PLCs read inputs from sensors connected to their
input modules, process those readings through programmed logic, and write
outputs to actuators connected to their output modules in continuous scan
cycles typically measured in milliseconds. Modern PLCs include Ethernet
interfaces supporting industrial protocols like Modbus TCP, EtherNet/IP,
PROFINET, and OPC UA, making them network-accessible targets despite
their origins as isolated devices. PLCs are used for discrete manufacturing
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automation, batch processing control, machine sequencing, and increasingly
for continuous process control applications that traditionally required
dedicated DCS platforms [8].

Remote Terminal Units serve a similar function to PLCs but are optimized
for geographically distributed environments typical of SCADA applications.
RTUs collect data from field sensors in remote locations like pipeline monitor-
ing stations, water pump houses, or electrical substations and communicate
with central master stations over long-distance communication links. They
often include more sophisticated local processing capabilities than basic PLCs
because they must operate autonomously when communication with the
master station is interrupted. RTUs typically use protocols like DNP3, IEC
60870-5-104, or Modbus for communication with supervisory systems and are
common in utility infrastructure including electric power transmission, water
distribution, and oil and gas pipelines [9].

Human-Machine Interfaces provide the operator interface through which
personnel monitor processes and issue control commands. HMIs display real-
time process data, alarm conditions, trend graphs, and equipment status infor-
mation through graphical screens that represent the physical plant layout or
process flow diagrams. They run on industrial panel PCs or workstations using
specialized software from vendors like Wonderware, Rockwell FactoryTalk,
Siemens WinCC, Ignition, and others. HMIs are frequently Windows-based
systems running legacy versions of operating systems that cannot receive
modern security updates, making them attractive targets for attackers seeking
access to underlying control networks [10].

Distributed Control System Controllers are specialized controllers de-
signed for continuous process control within integrated DCS architectures.
Unlike standalone PLCs, these controllers are part of a vendor-specific ecosys-
tem that includes proprietary communication buses, engineering stations,
operator workstations, and system management software. They excel at
managing complex analog control loops, coordinating multiple interdepen-
dent processes, and providing high-availability operation through redundant
controller pairs and communication networks. DCS controllers are common
in refineries, chemical plants, power generation facilities, and pharmaceutical
manufacturing where continuous process optimization is critical [11].

Engineering Workstations are the computers used by automation engi-
neers to program, configure, diagnose, and maintain control systems. They run
vendor-specific engineering software like Siemens TIA Portal, Rockwell Studio
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5000, Schneider Electric EcoStruxure Machine Expert, or GE Digital Proficy,
which provides tools for writing control logic, configuring I /O modules, setting
communication parameters, and downloading programs to controllers. These
workstations often have direct network access to production control networks
because they must communicate with controllers during programming and
maintenance activities. They represent significant security risks when left
permanently connected or configured with persistent credentials that allow
remote access [12].

Historians are specialized time-series databases that collect, store, and
provide access to historical process data from control systems. They archive
tag values at configurable intervals, often storing years of operational data
that support production analysis, quality assurance, regulatory reporting, and
troubleshooting activities. Historians aggregate data from multiple sources
across the facility and serve it to enterprise applications through APIs or direct
database connections, making them critical data integration points between
OT and IT environments. Popular historian platforms include OSIsoft PI
System, AspenTech IP.21, Honeywell PHD, and Yokogawa CENTUM VP [13].

Field Devices encompass the sensors, actuators, valves, motors, drives,
and other equipment at the physical process level that collect measurements
and execute control actions. Modern field devices increasingly include digital
communication capabilities through protocols like Foundation Fieldbus, HART,
Profibus PA, and wirelessHART, enabling remote configuration and diagnostics
but also expanding the attack surface to the lowest levels of industrial net-
works. Some advanced field devices contain embedded processors running
firmware that can theoretically be exploited, though practical attacks at this
level remain rare compared to higher-layer targets [14].

SCADA Versus DCS Versus PACs: Architectural Families

Industrial control systems fall into several architectural families that differ
in their design philosophy, typical use cases, and security characteristics.
Understanding these distinctions matters for security because each family
presents different vulnerability profiles, has different vendor ecosystems with
varying security practices, and requires different approaches to protection.

SCADA systems are designed for supervisory monitoring of geographically
distributed assets rather than direct process control. A SCADA architec-
ture consists of a central master station running supervisory software that
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communicates with multiple remote terminal units or programmable logic
controllers at field sites over communication networks that may span hundreds
or thousands of kilometers. The master station provides operators with
visibility into the entire system through HMI displays, collects historical data
for analysis, and allows operators to issue commands to remote equipment
when needed. Local control logic typically resides in the RTUs or PLCs at each
site, which continue operating autonomously even if communication with the
master station is lost [15].

SCADA systems are common in industries managing distributed infras-
tructure including electric power transmission and distribution networks,
oil and gas pipelines, water and wastewater systems, telecommunications
networks, and transportation systems. The geographic dispersion of SCADA
assets creates unique security challenges because field sites may be physically
unattended, accessed through insecure communication links, or equipped
with older technology that cannot receive updates. The supervisory nature
of SCADA also means that many control decisions are made locally by RTUs
and PLCs rather than centrally, so compromising the master station may not
provide complete control over the process but can significantly impair visibility
and coordination [16].

Distributed Control Systems are integrated platforms designed for con-
tinuous process control within a single facility or closely co-located com-
plex. Unlike SCADA’s distributed geography, DCS architectures concentrate
control within one physical location while distributing control intelligence
across multiple controllers that manage different areas of the plant. Each
controller handles specific process units like reactors, distillation columns,
heat exchangers, or turbines while communicating with other controllers and
centralized operator stations through dedicated high-speed networks [17].

DCS platforms are vendor-specific ecosystems that include proprietary
controllers, 1/0 modules, communication networks, engineering worksta-
tions, operator HMIs, and system management software. This integration
provides advantages in terms of performance, reliability, and ease of use for
complex continuous processes but also creates vendor lock-in and means
security capabilities depend heavily on the specific vendor’s approach to pro-
tecting their platform. Major DCS vendors include Honeywell with Experion
PKS, Emerson with DeltaV, Yokogawa with CENTUM VP, Siemens with PCS 7,
and Schneider Electric with Triconex for safety applications [18].

DCS systems typically handle thousands of 1/0 points with scan times
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measured in milliseconds, supporting sophisticated control strategies includ-
ing advanced process control, model predictive control, and real-time op-
timization. Their integrated nature means that security vulnerabilities can
propagate more easily across the system compared to heterogeneous SCADA
environments, but their facility-centric design also makes physical access
controls and network segmentation more straightforward to implement [19].

Programmable Automation Controllers represent a convergence archi-
tecture that combines PLC capabilities with computing power and software
flexibility approaching DCS levels. PACs use standard programming languages
including IEC 61131-3 plus higher-level languages like C, C++, Python, or Java,
support standard industrial communication protocols alongside proprietary
ones, and often run real-time operating systems on x86 hardware rather
than custom processor architectures. This flexibility allows them to perform
tasks beyond traditional PLC logic including data acquisition, analytics, motion
control, vision inspection, and enterprise integration [20].

PACs are positioned between traditional PLCs for simple machine control
and full DCS platforms for complex continuous processes. They appeal to
organizations seeking to reduce vendor lock-in through open standards while
maintaining the ruggedness and real-time performance required for industrial
applications. Rockwell Automation’s CompactLogix and ControlLogix families,
Schneider Electric’'s Modicon M340 and M580 series, and Beckhoff's TwinCAT-
based controllers are prominent examples of PAC architectures [21].

From a security perspective, PACs present both opportunities and chal-
lenges. Their support for standard protocols and operating systems makes it
easier to apply conventional IT security tools compared to proprietary DCS
environments. However, their increased computing capabilities also mean
they run more complex software stacks with larger attack surfaces, and their
positioning as flexible platforms sometimes leads to less rigorous security
configuration than purpose-built controllers because users assume the same
protections that would apply to general-purpose computers [22].

The Safety Instrumented System as a Separate Concern

Safety instrumented systems represent a distinct category of industrial con-
trol systems that require separate consideration from process control and
automation systems. While basic process control systems manage normal
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operations to optimize production, maintain quality, and ensure efficiency,
safety instrumented systems exist solely to protect people, equipment, and the
environment when process conditions move outside safe operating limits.

An SIS monitors process variables like pressure, temperature, level, flow
rate, or gas concentration and executes predefined safety actions when those
variables exceed thresholds that indicate developing hazardous conditions.
These actions typically include shutting down equipment, opening relief valves,
isolating sections of a plant through block valves, stopping pumps, or initiating
emergency ventilation. The key characteristic of an SIS is that it must function
reliably when called upon, regardless of the state of other systems in the facility
including the basic process control system that normally manages operations
[23].

Safety integrity levels quantify the required reliability of safety instru-
mented functions on a scale from SIL 1 to SIL 4. SIL 1 represents the lowest
requirement with a probability of failure on demand between 0.01 and 0.1,
meaning the safety function fails to operate correctly one time in ten to one
time in one hundred when needed. SIL 4 represents the highest requirement
with a probability of failure between 0.00001 and 0.0001, meaning the function
must succeed at least 99.99 percent of the time when demanded. The required
SIL for each safety function is determined through risk assessment method-
ologies like hazard and operability studies, layer of protection analysis, or fault
tree analysis that evaluate the severity and likelihood of potential hazardous
events [24].

The IEC 61508 standard establishes the general framework for functional
safety of electrical, electronic, and programmable electronic safety-related
systems across all industries. IEC 61511 applies those requirements specifically
to the process industry sector and defines how safety instrumented systems
should be designed, implemented, operated, and maintained throughout their
lifecycle. Edition 2 of IEC 61511, published in 2016, introduced explicit cyber-
security requirements recognizing that cyber attacks against SIS components
could compromise safety functions and create hazards [25].

Clause 8.2.4 of IEC 61511 requires that a security risk assessment be carried
out to identify the security vulnerabilities of the SIS and the threats that
could exploit those vulnerabilities to cause security events that affect the
safety function. This requirement formally links cybersecurity to functional
safety by acknowledging that an attacker who gains control of SIS components
could prevent safety actions from executing when needed, create false safety
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trips that disrupt operations and potentially create secondary hazards, or
manipulate safety system data to hide developing dangerous conditions [26].

The relationship between cybersecurity standards and functional safety
standards is complementary rather than overlapping. IEC 62443 provides the
cybersecurity framework for protecting industrial automation and control sys-
tems while IEC 61508 and IEC 61511 define the functional safety requirements
that those security measures must support. ISA-TR84.00.09 provides guidance
on integrating the cybersecurity lifecycle with the safety lifecycle, explaining
how organizations can manage both sets of requirements coherently without
creating conflicting obligations or redundant processes [27].

From a practical security perspective, SIS protection requires particular at-
tention to several principles. Safety systems should be physically and logically
separated from basic process control systems whenever possible to prevent a
compromise of one from affecting the other. Access to SIS engineering tools
and configuration capabilities must be strictly controlled because unautho-
rized changes to safety logic or thresholds could disable protective functions.
Communication between SIS components and operator interfaces must be
authenticated and integrity-protected to prevent attackers from injecting false
sensor readings that mask hazardous conditions or suppress legitimate alarms
[28].

Industrial loT and the Expanding OT Perimeter

Industrial IoT represents a significant expansion of the traditional OT security
perimeter through the proliferation of connected sensors, actuators, edge
devices, and analytics platforms throughout industrial environments. IIoT
deployments aim to enable predictive maintenance by monitoring equipment
condition in real time, optimize energy consumption through granular usage
data, improve quality control through continuous process monitoring, enhance
worker safety through environmental sensing, and support digital transforma-
tion initiatives that integrate operational data with enterprise business systems
[29].

I1oT devices differ from traditional OT equipment in several ways that create
new security challenges. They are frequently consumer-grade or commercial-
grade devices repurposed for industrial use rather than engineered specifically
for harsh industrial environments, meaning they may lack the ruggedization,
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reliability certifications, and lifecycle support expected of critical infrastruc-
ture equipment. They often connect through wireless protocols including Wi-
Fi, Bluetooth, Zigbee, LoRaWAN, cellular networks, or private 5G, introducing
communication channels that are inherently more difficult to secure than
wired connections. Many run general-purpose operating systems like Linux,
Android, or Windows IoT rather than real-time industrial operating systems,
inheriting the vulnerability profiles of those platforms [30].

The connectivity patterns of IIoT deployments frequently bypass traditional
network architecture models designed for hierarchical control systems. Edge
devices may connect directly to cloud platforms without passing through
corporate networks or industrial DMZs. Wireless sensor networks may op-
erate on separate VLANs that are not monitored by existing security tools.
Data aggregation gateways may forward information from multiple sources
through protocols and ports that were not anticipated during original network
design. These patterns create visibility gaps where security teams cannot
observe traffic flows, detect anomalies, or enforce access controls because the
connections exist outside established architecture boundaries [31].

IIoT security requires specific attention to device identity management
because the sheer number of devices makes manual credential management
impractical. Automated provisioning systems using certificates, pre-shared
keys, or hardware-based secure elements become essential for ensuring that
only authorized devices can join networks and communicate with backend
platforms. Network segmentation strategies must account for IIoT traffic
patterns that may not fit neatly into traditional Purdue model boundaries,
requiring more granular microsegmentation approaches that isolate device
groups based on function rather than physical location [32].

Data protection in IIoT environments extends beyond the confidentiality
concerns typical of IT security to include integrity requirements critical for
operational decisions. Predictive maintenance algorithms depend on accurate
sensor readings to forecast equipment failures. Process optimization systems
use real-time data to adjust operating parameters. Automated safety monitor-
ing relies on environmental sensors to detect hazardous conditions. If attack-
ers can manipulate IIoT data streams, they can cause incorrect maintenance
decisions that lead to unplanned failures, suboptimal process adjustments that
reduce efficiency or product quality, or false readings that mask developing
safety hazards [33].

The convergence of IT and OT through IIoT also creates organizational
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challenges because responsibility for these devices often falls between tra-
ditional team boundaries. IT teams may manage the cloud platforms and
enterprise networks that IloT data flows through while OT teams own the
physical processes that the sensors monitor, leaving gaps in accountability
for the devices themselves and the connections they establish. Effective
IIoT security requires governance structures that clarify ownership, establish
unified policies covering both IT and OT aspects, and ensure coordination
between teams throughout the device lifecycle from procurement through
decommissioning [34].

Cyber-Physical Systems and the Reality of Coupled
Domains

The term cyber-physical systems describes environments where computa-
tional algorithms and physical processes are tightly integrated through con-
tinuous feedback loops. In these systems, digital components sense physical
conditions, process that information using software algorithms, and actuate
changes in the physical environment that are then sensed again, creating
closed-loop control that bridges the cyber and physical domains. Industrial
control systems are quintessential cyber-physical systems because their entire
purpose is to use computation to manage physical processes [35].

Understanding cyber-physical coupling matters for security because at-
tacks can propagate between domains in ways that pure IT or pure physical
security models do not anticipate. A cyber attack that manipulates sensor
readings can cause physical processes to deviate from safe operating con-
ditions without triggering alarms because the monitoring system sees the
falsified data as normal. A physical attack that damages sensors or actuators
can create cascading failures as control algorithms respond to incorrect inputs
or lost feedback signals. A combined cyber-physical attack can exploit both
domains simultaneously, using cyber means to disable protective systems
while using physical means to create hazardous conditions [36].

The Stuxnet attack demonstrated cyber-physical coupling exploitation at
an unprecedented scale by targeting the digital control systems managing
physical centrifuges in a uranium enrichment facility. The malware manipu-
lated speed commands sent to centrifuge motors while feeding false normal-
speed readings back to monitoring systems, causing the centrifuges to spin



Chapter 1: Foundations of Operational Technology and Industrial Control 20
Systems

outside their design parameters and self-destruct while operators believed
they were functioning correctly [37]. This attack required deep understanding
of both the specific control system architecture and the physical characteris-
tics of the centrifuges it controlled, demonstrating that sophisticated adver-
saries are capable of researching and exploiting cyber-physical relationships
in critical infrastructure.

Modern industrial environments feature increasingly complex cyber-
physical interactions through advanced process control systems that use
real-time optimization algorithms, digital twins that create virtual models
of physical processes for simulation and analysis, autonomous operations
capabilities that reduce human intervention in routine decisions, and Al-
enabled systems that learn optimal operating parameters from historical data.
These capabilities improve efficiency and reliability but also increase the
attack surface by adding computational complexity to control loops, creating
new data flows between physical and digital representations, and introducing
decision-making algorithms whose behavior may be difficult to predict or
verify under adversarial conditions [38].

Security for cyber-physical systems requires approaches that account for
both domains simultaneously. Traditional network security controls that
focus on protecting data confidentiality and system access are necessary but
insufficient because they do not address the physical consequences of com-
promised control actions. Physical security measures that protect equipment
from unauthorized access are equally insufficient because they do not prevent
remote attacks through network connections. Effective protection requires
integrated strategies that consider how cyber vulnerabilities can create phys-
ical hazards, how physical failures can expose cyber weaknesses, and how
defensive controls in one domain can support or undermine protections in the
other [39].

This chapter has established the foundational vocabulary and concepts
necessary for understanding operational technology security. The systems
we have discussed, from programmable logic controllers to safety instru-
mented systems, from SCADA networks to industrial IoT deployments, form the
backbone of modern critical infrastructure and require protection approaches
that respect their unique characteristics, constraints, and the physical conse-
quences of their operation. The following chapters build on this foundation by
exploring how these systems are architected, what threats they face, and how
security controls can be designed and implemented to protect them without
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compromising the safety and reliability that makes them essential to modern
society.



Chapter 2: Industrial Network
Architectures, Purdue Model, Zones
and Conduits

Industrial network architecture determines how control systems communicate
with each other, with operators, and with enterprise business systems. Under-
standing these architectures is essential for security because they define trust
boundaries, data flow patterns, and the structural foundations upon which
defense-in-depth controls are layered. This chapter explains the Purdue model
and ISA-95 standard that organize industrial hierarchies into functional levels,
the zones and conduits approach from IEC 62443 that provides a risk-based
segmentation methodology, how data flows across architectural boundaries in
practice, and why real-world implementations often deviate from ideal models
in ways that create security challenges.

ISA-95 and the Purdue Model: Layers of Industrial
Hierarchy

The Purdue Reference Model for Computer Integrated Manufacturing was
developed at Purdue University in the 1980s as a framework for organizing
the complex mix of business systems, manufacturing execution systems, and
control systems within industrial enterprises. It was later standardized as ISA-
95 by the International Society of Automation and has become the de facto
architecture model for describing how industrial environments are structured
from physical processes up to enterprise-level business planning [40].

The model organizes an industrial enterprise into hierarchical levels that
represent increasing abstraction from physical reality to business decision-
making. Each level has distinct functions, time horizons, data requirements,
and technology characteristics that make it different from adjacent levels.
Security implications vary across these levels because the consequences of
compromise differ depending on whether affected systems control physical
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equipment directly or manage business information at a distance from the
process [41].

ISA-95 formally codified the Purdue model’s hierarchical approach into
standardized terminology that enterprises can apply regardless of specific
technology choices. The standard defines enterprise-control system integra-
tion requirements including data models, interface specifications, and func-
tional hierarchies that enable interoperability between systems from different
vendors operating at different levels. This standardization has been critical
for enabling modern industrial ecosystems where equipment manufacturers,
automation integrators, software providers, and plant operators collaborate
using shared architectural vocabulary [42].

The significance of the Purdue model in modern industrial security lies
in how it translates hierarchical structure into concrete cybersecurity pro-
tections. Its layered organization provides natural trust boundaries between
OT environments that control physical processes and IT environments that
manage business information. These boundaries enable defense-in-depth
through layered security zones where each level implements appropriate
controls based on its risk profile and operational requirements [43].

ISA /IEC 62443 built its zones and conduits security architecture directly on
the Purdue model’s foundation, using the hierarchical levels as a starting point
for defining security zones and then refining those zones based on specific
risk assessments rather than assuming that all systems at the same level share
identical security requirements [44].

Level-by-Level Breakdown: From Enterprise to Field
Devices

The Purdue model defines five primary levels plus an enterprise network
layer above them. Understanding what resides at each level, how systems
communicate across levels, and what security concerns are unique to each is
fundamental for designing effective protection strategies.

Level 0: Physical Process. This is not a computing level but the phys-
ical reality that industrial control systems exist to manage. It encompasses
the actual processes, equipment, materials, energy flows, and environmental
conditions that constitute industrial operations. In a power plant, Level O
includes turbines, generators, boilers, fuel lines, and electrical busbars. In a
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water treatment facility, it includes reservoirs, pumps, filters, chemical dosing
systems, and distribution pipes. In a manufacturing plant, it includes assembly
lines, robots, conveyors, furnaces, and work-in-progress inventory [45].

Security at Level O is primarily physical security because there are no digital
systems to protect directly. However, cyber attacks targeting higher levels can
create consequences at Level 0 by causing equipment to operate outside design
parameters, disabling protective systems, or disrupting processes in ways that
damage physical assets or endanger personnel. Understanding Level 0 matters
for cybersecurity because it defines what is ultimately being protected and
provides the basis for evaluating the severity of potential cyber attack impacts
[46].

Level 1: Control Devices. This level contains the programmable logic
controllers, distributed control system controllers, remote terminal units,
safety instrumented system controllers, field instruments with digital com-
munication capabilities, and other devices that directly interface with physical
processes through sensors and actuators. These devices execute control logic
in real time, reading sensor inputs, processing them according to programmed
algorithms, and generating actuator outputs within specific time constraints
measured in milliseconds or microseconds [47].

Level 1 devices communicate using industrial protocols like Modbus RTU,
Profibus, Foundation Fieldbus, PROFINET, EtherNet/IP, and others that prior-
itize determinism and reliability over security. Many of these protocols were
designed before network security was a consideration and lack authentication,
encryption, or integrity verification mechanisms. The devices themselves of-
ten run real-time operating systems without memory protection, have limited
processing resources that cannot support cryptographic operations, and may
have been in service for decades with firmware versions that can no longer
receive updates [48].

Security challenges at Level 1 include protecting against unauthorized pro-
gram modifications to controllers, preventing injection of malicious commands
through protocol interfaces, ensuring integrity of sensor data used for control
decisions, and maintaining availability when devices are targeted by denial-of-
service attacks. Traditional IT security tools like antivirus software or host-
based intrusion detection systems are generally unsuitable for Level 1 devices
because they would consume resources needed for real-time control functions
or introduce latency that violates timing requirements [49].
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Level 2: Supervisory Control. This level includes human-machine inter-
faces, supervisory control servers, data historians, and other systems that pro-
vide operators with visibility into processes and capabilities to issue commands
to Level 1 controllers. SCADA master stations and DCS operator consoles
operate at this level, aggregating data from multiple controllers across a facility
or geographic area and presenting it through graphical displays that enable
operators to monitor conditions, respond to alarms, adjust setpoints, and
initiate manual overrides when necessary [50].

Level 2 systems typically run on general-purpose operating systems like
Windows, Linux, or vendor-specific real-time operating systems that support
complex software applications. HMI servers run visualization software from
vendors like Wonderware, Rockwell FactoryTalk View, Siemens WinCC, Igni-
tion, or GE Digital Proficy. Historians run specialized time-series database
platforms like OSIsoft PI System or AspenTech IP.21 that collect and archive
process data at high resolution for analysis and reporting [51].

Security challenges at Level 2 are more tractable than Level 1 because these
systems use standard computing platforms that can support conventional
security controls. However, they face unique constraints including the need
to maintain continuous operation without scheduled downtime for patching,
compatibility requirements with legacy protocols and applications, and the
critical importance of availability because operators depend on these systems
for situational awareness during both normal operations and emergency con-
ditions [52].

Level 2 represents a critical security boundary because it is where human
operators interact with control systems. Compromising HMI systems can give
attackers visibility into process conditions, allow them to issue commands that
operators believe they are issuing themselves, or disable alarms and displays
that would alert personnel to developing problems. Engineering workstations
used to program Level 1 controllers are also typically classified as Level 2 assets
and represent high-value targets because compromising them enables direct
modification of control logic [53].

Level 3: Manufacturing Operations Management. This level encompasses
manufacturing execution systems, production scheduling systems, quality
management systems, maintenance management systems, inventory control
systems, and other applications that manage the business aspects of manufac-
turing operations. MES systems coordinate production orders with available
capacity, track work-in-progress through manufacturing processes, collect
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quality data for analysis, manage material requirements, and generate reports
for operational decision-making [54].

Level 3 systems bridge the gap between real-time process control at Levels
0-2 and strategic business planning at Level 4. They operate on time hori-
zons measured in hours, shifts, or days rather than milliseconds or seconds,
aggregating data from control systems into formats useful for production man-
agers, quality engineers, maintenance planners, and supply chain coordinators.
These systems typically run on standard enterprise software platforms using
relational databases, web application frameworks, and enterprise service buses
for integration [55].

Security at Level 3 can more closely resemble traditional IT security because
the systems use standard enterprise technologies, operate with business-
appropriate downtime windows for maintenance, and handle information
rather than directly controlling physical processes. However, they still face
constraints related to integration with lower-level OT systems that may not
support modern authentication or encryption protocols, requirements for
continuous availability during production operations, and the need to preserve
data integrity because decisions made based on corrupted operational data can
have cascading effects throughout the organization [56].

Level 3 represents a significant convergence point where IT security prac-
tices and OT security requirements must be reconciled. Systems at this
level may be managed by IT departments using enterprise security policies
while simultaneously serving as critical interfaces to OT environments that
require different protection approaches. Effective security requires coordi-
nation between IT and OT teams to ensure that controls implemented for IT
compliance do not disrupt OT connectivity and that OT-specific protections
extend appropriately into the manufacturing operations layer [57].

Level 4. Enterprise Business Planning. This level includes enterprise
resource planning systems, financial management systems, customer relation-
ship management platforms, supply chain management applications, and other
business information systems that support strategic decision-making across
the entire organization. These systems operate on time horizons measured in
weeks, months, or years, using aggregated data from manufacturing operations
to inform production planning, capacity investment, market strategy, and
financial forecasting [58].

Level 4 is a conventional IT environment where standard enterprise security
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practices apply without the special constraints of operational technology. Sys-
tems can be taken offline for maintenance during business-appropriate win-
dows, patched according to vendor release schedules, protected with modern
authentication and encryption protocols, monitored with enterprise security
tools, and governed by information security policies focused on confidentiality,
integrity, and availability in the traditional IT sense [59].

However, Level 4 systems increasingly integrate with lower levels through
data flows that bring operational information into business analytics platforms
and send planning decisions down to manufacturing execution systems. These
integrations create attack paths from enterprise networks into OT environ-
ments if not properly controlled. A compromise of an ERP system could
theoretically provide access to MES systems at Level 3, which in turn could
connect to HMI systems at Level 2 and ultimately reach controllers at Level 1 if
segmentation controls between levels are insufficient [60].

The Colonial Pipeline incident in May 2021 demonstrated this cross-level
attack path risk when attackers compromised IT systems through a stolen VPN
credential, moved laterally within the corporate network, encrypted billing
and operational databases, and forced the company to shut down pipeline
operations as a precaution because they could not determine whether OT
control systems were also affected. The shutdown was not caused by direct
compromise of SCADA systems but by the inability to quickly verify their
integrity due to insufficient separation between IT and OT environments [61].

Level 5: Enterprise Network and External Connections. This level rep-
resents connections beyond the industrial facility to corporate headquarters,
partner organizations, cloud services, vendor support portals, and the broader
internet. It encompasses wide area networks, internet gateways, remote
access solutions, email systems, and external communication channels that
connect enterprise IT environments with outside entities [62].

Level 5 is where most initial compromise attempts originate because it
represents the boundary between internal networks and untrusted external
networks. Phishing emails targeting employees, exploitation of publicly ex-
posed services, compromised credentials obtained through credential stuffing
attacks, and supply chain compromises affecting software vendors all enter
organizations through this level before potentially moving inward toward OT
environments [63].

Security at Level 5 follows conventional IT perimeter defense practices
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including firewalls, intrusion detection systems, email security gateways, web
filtering, secure remote access solutions, and threat intelligence integra-
tion. However, the critical consideration for OT security is ensuring that
compromises at this level cannot easily propagate inward to affect industrial
control systems through properly designed segmentation, monitored conduits
between levels, and architectural principles that assume perimeter defenses
will eventually be breached [64].

Zones and Conduits: The IEC 62443 Approach to
Segmentation

While the Purdue model provides a useful hierarchical framework for organiz-
ing industrial environments, it treats all systems at the same level as having
similar security requirements. In practice, this assumption is often incorrect
because different processes within the same facility may have vastly different
risk profiles, safety implications, and regulatory requirements. The zones and
conduits model defined by IEC 62443 addresses this limitation by providing
a risk-based approach to segmentation that refines Purdue’s levels into more
granular security domains [65].

A zone is a grouping of assets that share common security requirements
based on factors including the criticality of the processes they control, the
sensitivity of data they handle, the severity of consequences if compromised,
applicable regulatory requirements, and the trustworthiness of their operating
environment. Zones are not defined solely by network topology or physical
location but by risk characteristics that determine what level of protection they
require. A single Purdue Level 2 might contain multiple zones if it includes both
safety-critical control systems requiring high security levels and non-critical
monitoring systems with lower requirements [66].

The IEC 62443 standard defines Security Levels from SL 1 to SL 4 that
characterize the protection capability required for each zone based on the
threat environment and consequence severity. SL1provides protection against
casual or accidental misuse by individuals with minimal resources and skills.
SL 2 protects against deliberate attacks using simple means by individuals
or small groups with limited resources. SL 3 defends against determined
attacks using sophisticated tools and methods by organized groups with sig-
nificant resources and motivation. SL 4 provides protection against highly
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sophisticated, well-resourced attackers including nation-state actors pursuing
specific objectives regardless of cost [67].

Security Level assignment follows a structured process that begins with
defining the System Under Consideration, identifying safety hazards and cyber
threats through risk assessment, determining target security levels for each
zone based on assessed risks, evaluating achieved security levels through
technical and procedural analysis, and implementing additional controls where
achieved levels fall below targets. This process is documented in IEC 62443-
3-2 and provides a repeatable methodology that organizations can apply
consistently across their environments [68].

A conduit is any controlled communication path between zones that en-
ables data exchange while limiting the security impact of compromise in
one zone on other zones. Conduits implement specific security functions
appropriate to the security levels of the connected zones, including access
control, encryption, integrity verification, traffic filtering, and monitoring.
The security requirements for a conduit are determined by the security levels
of both endpoint zones, with the principle that data flowing from a higher-
security zone to a lower-security zone must be protected at the higher level
until it crosses the boundary [69].

Conduits can be implemented through various technologies depending on
requirements including firewalls with protocol-aware filtering rules, virtual
local area networks separating traffic flows, unidirectional gateways or data
diodes for one-way communication, VPN tunnels for encrypted remote con-
nections, and industrial DMZs that provide buffer zones between zones with
significantly different security levels. The choice of implementation technol-
ogy depends on factors including latency requirements, protocol compatibil-
ity, throughput needs, cost constraints, and the specific security functions
required by the zone security levels [70].

The zones and conduits model provides several advantages over simple
Purdue-level segmentation. It enables more precise allocation of security
resources by focusing stronger controls on higher-risk areas rather than
applying uniform protection across entire levels. It accommodates hetero-
geneous environments where different vendors, technologies, and process
types coexist within the same facility. It supports incremental improvement
because organizations can start with coarse zones aligned to Purdue levels and
progressively refine them as risk assessments identify more granular security
requirements [71].



Chapter 2: Industrial Network Architectures, Purdue Model, Zones and Con- 30
duits

Practical implementation of zones and conduits begins with asset inven-
tory and process mapping to understand what systems exist and how they
communicate. Risk assessment identifies which processes have the highest
safety, environmental, operational, or financial impact if disrupted. Initial
zone definitions group assets with similar risk profiles together, often starting
with Purdue levels as a rough guide. Conduit designs then specify allowed
communications between zones and the security controls applied to each path.
This architecture becomes the foundation for implementing technical controls,
developing security policies, configuring monitoring systems, and planning
incident response procedures [72].

Data Flow Patterns Across Architectural Boundaries

Understanding how data moves across architectural boundaries is essential
for designing security controls that protect against unauthorized access while
allowing legitimate operations to function without disruption. Industrial envi-
ronments feature characteristic data flow patterns that reflect the hierarchical
nature of control systems and the integration requirements between opera-
tional technology and information technology domains [73].

Upward Data Flows. The most common pattern is upward data flow from
lower levels to higher levels, where process data collected by field devices and
controllers is aggregated through supervisory systems into manufacturing ex-
ecution platforms and ultimately into enterprise business systems for analysis
and decision-making. Sensor readings from Level O are read by controllers at
Level 1, reported to HMI servers and historians at Level 2, summarized by MES
systems at Level 3, and incorporated into production reports, quality analytics,
and financial metrics at Level 4 [74].

Upward data flows are generally lower risk from a security perspective
because they involve reading information rather than issuing commands that
could affect physical processes. This asymmetry enables the use of unidi-
rectional gateways or data diodes for some upward flows, providing physical
assurance that data can move from OT to IT without creating return paths that
attackers could exploit to reach control systems from compromised enterprise
networks [75].

However, upward data flows still require protection because process data
may contain sensitive information about production capabilities, operational
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parameters, intellectual property embedded in control strategies, or safety-
critical conditions whose disclosure could enable targeted attacks. Integrity
protection is also important because decisions made at higher levels based
on corrupted data can have downstream consequences even if the corruption
does not directly affect control actions [76].

Downward Command Flows. Downward flows carry commands, setpoints,
configuration changes, and program updates from higher levels to lower levels.
Production schedules from MES systems determine batch parameters that
HMI operators enter into control systems. Engineering workstations download
updated logic programs to PLCs. Enterprise maintenance systems trigger
firmware update procedures on field devices. These flows are inherently
higher risk because they enable external systems to modify the behavior of
equipment controlling physical processes [77].

Downward command flows require stronger security controls than upward
data flows because unauthorized commands could cause equipment to operate
incorrectly, bypass safety limits, or create hazardous conditions. Authentica-
tion is critical to ensure that only authorized sources can issue commands.
Integrity verification protects against modification of commands in transit.
Authorization controls enforce least privilege so that systems and users can
only issue commands appropriate to their roles. Audit logging records all
command activity for forensic analysis if incidents occur [78].

The challenge with downward flows is balancing security against oper-
ational needs. Strict authentication requirements may conflict with legacy
protocols that do not support modern credential mechanisms. Encryption
overhead may introduce latency unacceptable for time-sensitive control oper-
ations. Complex authorization policies may impede emergency response when
operators need to issue urgent commands during process upsets. Effective
security requires understanding these trade-offs and designing controls that
provide necessary protection without creating operational impediments [79].

Lateral Data Flows. Lateral flows occur between systems at the same ar-
chitectural level, such as communication between PLCs coordinating machine
operations, data exchange between DCS controllers managing interconnected
process units, or information sharing between HMI servers for redundant
operator displays. These flows are critical for coordinated operation but often
receive less security attention because they occur within zones assumed to
share similar trust levels [80].
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Lateral flows present unique challenges because they frequently use proto-
cols and communication patterns that differ from vertical flows between lev-
els. Industrial Ethernet protocols like PROFINET, EtherNet/IP, and Ethernet
Powerlink operate at Layer 2 with real-time modes that bypass standard IP
stacks, making conventional network security tools ineffective for monitoring
or controlling this traffic. Broadcast communications common in industrial
protocols mean that all devices on a segment receive all messages, creating
opportunities for unauthorized devices to intercept data or inject commands
if physical access controls are insufficient [81].

Security for lateral flows relies heavily on network segmentation at the
switch level using VLANS, port security, and MAC address filtering to limit
which devices can communicate with each other. Protocol-aware firewalls
can filter industrial protocol traffic between segments when protocols operate
over IP. Monitoring systems that understand industrial protocols can detect
anomalous communications patterns indicating potential compromise. Phys-
ical security controls prevent unauthorized devices from being connected to
control networks where they could participate in lateral communication [82].

External Connections. Connections to external entities including vendors
for remote maintenance, cloud platforms for data analytics, partner organiza-
tions for supply chain integration, and regulatory agencies for compliance re-
porting create additional data flows that cross the boundary between internal
industrial environments and untrusted external networks. These connections
are increasingly common as digital transformation initiatives drive connectivity
but represent significant security risks if not properly controlled [83].

External connections should be mediated through industrial DMZs that
provide buffer zones between trusted internal networks and untrusted exter-
nal networks, with strict access controls limiting what external entities can
reach and what data they can access. Remote access solutions must enforce
strong authentication including multi-factor authentication, use encrypted
tunnels, implement least privilege principles so vendors can only access sys-
tems necessary for their specific tasks, and maintain comprehensive audit logs
of all activity [84].

Cloud connections require particular attention because cloud platforms
introduce shared responsibility models where security obligations are divided
between the cloud provider and the organization. Network architecture must
ensure that data flowing to cloud services passes through appropriate security
controls, that cloud-based applications cannot initiate unauthorized connec-
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tions back into OT networks, and that credentials used for cloud authentication
are managed securely with rotation policies and access reviews [85].

Common Deviations from Ideal Architecture in the Real
World

Ideal architectural models like Purdue and zones and conduits provide valuable
frameworks for organizing industrial environments and designing security
controls. However, real-world implementations frequently deviate from these
ideals due to historical evolution, budget constraints, operational pressures,
technology limitations, and organizational factors. Understanding these com-
mon deviations is essential for security practitioners because they create gaps
between theoretical security posture and actual risk exposure [86].

Flat Network Architectures. Many facilities operate with flat network
architectures where all devices at Levels 1 and 2 share the same broadcast
domain without VLAN segmentation or firewalls separating different process
areas. This pattern emerged when industrial networks were small, protocols
were vendor-proprietary and incompatible between segments, and security
was not a design consideration. As networks grew and Ethernet became
ubiquitous, many organizations simply added more devices to existing flat
topologies rather than redesigning network architecture [87].

Flat architectures create security problems by allowing any device on
the network to communicate with any other device without restrictions. A
compromised HMI workstation can reach every PLC in the facility. A malicious
USB drive connected to one engineering station can spread malware across all
systems on the same segment. There is no containment to limit the blast radius
of a breach because there are no internal boundaries to slow lateral movement
[88].

Remediating flat architectures requires careful planning because introduc-
ing segmentation into an existing environment may break communications
that were never documented but are essential for operations. The process
typically begins with passive traffic monitoring to map actual communication
patterns, followed by gradual introduction of VLANs and firewalls configured to
allow observed legitimate traffic while blocking everything else. This approach
minimizes operational disruption but requires sustained effort over months or
years in large environments [89].
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Persistent Engineering Workstation Connections. Engineering worksta-
tions are designed for intermittent use during programming, configuration
changes, and maintenance activities. However, many facilities leave these
systems permanently connected to control networks because engineers find it
convenient to have always-available access for diagnostics and troubleshoot-
ing. Some engineering stations even run continuously as additional HMI
displays or data collection points, blurring the distinction between temporary
engineering tools and permanent operational systems [90].

Permanently connected engineering workstations represent significant se-
curity risks because they typically run general-purpose operating systems
with large software footprints that include many potential vulnerabilities,
have direct network access to controllers for program downloads, often store
credentials and configuration files in accessible locations, and may be used by
multiple engineers with varying levels of security awareness. A compromised
engineering workstation provides attackers with a privileged position from
which to modify control logic, capture credentials, or move laterally across
the control network [91].

Best practice recommends that engineering workstations be disconnected
from control networks when not actively in use for authorized tasks, connected
through dedicated ports with strict access controls, hardened through appli-
cation allowlisting and endpoint protection appropriate for OT environments,
and monitored for anomalous activity. However, operational convenience
often conflicts with these recommendations, requiring security programs to
find practical compromises that reduce risk without eliminating legitimate
engineering capabilities [92].

Cross-Level Connections Bypassing Boundaries. Integration
requirements sometimes lead to connections that bypass intended
architectural boundaries, such as an MES database server directly querying
historian databases instead of receiving aggregated data through defined
interfaces, a cloud analytics platform connecting directly to HMI servers
instead of receiving data through an industrial DMZ, or a vendor remote
access gateway reaching engineering workstations without passing through
corporate security controls. These shortcuts are often implemented to solve
immediate operational problems without considering long-term security
implications [93].

Cross-level bypasses undermine the defense-in-depth architecture by cre-
ating direct paths from lower-security zones to higher-security zones that
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circumvent intermediate controls. They create visibility gaps because traffic
on these connections may not pass through monitoring points designed for
standard architectural flows. They complicate incident response because
containment strategies based on ideal architecture assumptions may not effec-
tively isolate compromised systems when unexpected connections exist [94].

Addressing cross-level bypasses requires reconciling operational needs
with security principles through proper interface design. Instead of allowing
direct connections, organizations should implement defined integration points
that enforce appropriate security controls while still enabling required data
flows. This may involve deploying API gateways, message brokers, or mid-
dleware platforms that mediate communications between systems at different
levels, providing both the connectivity needed for operations and the controls
needed for security [95].

Legacy Protocol Islands. Many facilities operate islands of legacy equip-
ment using obsolete protocols that cannot communicate with modern systems
through standard interfaces. These islands may be connected to contempo-
rary networks through protocol converters, gateways, or custom integration
software that translate between old and new communication formats. While
these solutions enable continued operation of valuable legacy equipment, they
introduce complexity and potential vulnerabilities at translation points [96].

Protocol conversion devices can become single points of failure if they
malfunction or are compromised. Custom integration software may contain
security flaws because it was developed without formal secure development
practices. Legacy protocols lacking security features remain exposed even
when connected through modern networks unless compensating controls are
implemented at boundaries. The age and obscurity of legacy equipment may
mean that vendors no longer provide security updates or technical support,
leaving known vulnerabilities unpatched indefinitely [97].

Securing legacy protocol islands requires compensating controls that pro-
tect against the inherent weaknesses of old technology. Network segmentation
isolates legacy equipment from more critical systems. Protocol-aware firewalls
filter traffic entering and leaving legacy segments. Monitoring systems watch
for anomalous behavior indicating compromise. Physical access controls
prevent unauthorized connections to legacy networks. Where possible, orga-
nizations should plan gradual replacement of legacy equipment with modern
alternatives that support security features, though this requires capital invest-
ment planning aligned with asset lifecycle management [98].
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Designing Security Controls That Respect Operational
Topology

Effective OT security architecture does not impose idealized models onto
operational environments regardless of consequences. It adapts security con-
trols to fit the actual topology, protocols, processes, and constraints of each
specific environment while progressively moving toward stronger protection
as resources and organizational maturity allow. This pragmatic approach
requires understanding both what security controls are theoretically optimal
and what is practically achievable within each organization’s context [99].

The first principle is that security architecture must be based on accurate
knowledge of the actual environment rather than assumed or documented
topology. Passive network monitoring provides the most reliable method for
discovering what systems exist, how they communicate, what protocols they
use, and what data flows are essential for operations. This empirical baseline
enables security designs that accommodate real requirements rather than
theoretical ideals that may conflict with undocumented dependencies [100].

The second principle is that segmentation should be introduced incremen-
tally rather than all at once. Organizations operating flat networks should
begin by identifying the most critical assets and processes, then create zones
around those crown jewels with appropriate conduits controlling access. Less
critical areas can remain in broader segments initially while resources focus
on protecting highest-risk elements first. This phased approach delivers
measurable risk reduction early while building organizational capability for
more comprehensive segmentation over time [101].

The third principle is that security controls must be protocol-aware and
latency-sensitive. Industrial firewalls should understand the protocols they
filter rather than relying solely on port-based rules, enabling them to dis-
tinguish legitimate control commands from malicious traffic using the same
ports. Controls should measure their impact on communication latency and
avoid introducing delays that could affect real-time process control. Testing
in laboratory or staging environments before production deployment validates
that controls function correctly without disrupting operations [102].

The fourth principle is that monitoring must be passive rather than active
in operational networks. Security tools deployed in OT environments should
capture traffic through SPAN ports, network TAPs, or dedicated monitoring
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VLANs without injecting packets, sending queries, or otherwise interacting
with control systems. Active scanning tools common in IT security can disrupt
sensitive industrial protocols, overload legacy devices, or trigger false alarms
that erode trust in security monitoring capabilities [103].

The fifth principle is that architecture design must involve both IT security
professionals and OT engineering professionals from the beginning. Security
architects who do not understand process requirements may design controls
that break operations. Process engineers who do not understand security
threats may resist controls that are essential for protection. Joint design
teams ensure that resulting architectures address both security objectives
and operational needs, creating solutions that are actually implemented and
maintained rather than documented and ignored [104].

This chapter has established the architectural frameworks that organize
industrial environments and provide the structural foundation for OT secu-
rity. The Purdue model and ISA-95 define hierarchical levels from physical
processes to enterprise business systems. IEC 62443’s zones and conduits
refine those levels into risk-based security domains with defined communi-
cation paths. Understanding data flow patterns across these architectures
reveals where controls are most needed and how they should be configured.
Recognizing common deviations from ideal architecture helps practitioners
design security that works in real environments rather than theoretical ones.

The following chapter explores the fundamental differences between IT
and OT security approaches, explaining why traditional information security
practices must be adapted for operational technology contexts and how or-
ganizations can navigate the tensions created by IT/OT convergence without
compromising either security or operations.
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