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DNS, Routing, VPNs, NAT, and Hybrid
Networks for Modern Infrastructure

Modern applications no longer live inside a single data center. They span
multiple cloud regions, hybrid on-premises sites, container clusters, and the
public Internet. When connectivity fails in this world, revenue stops, SLAs
burn, and engineering teams scramble to find out why packets stopped flowing
between services that were working yesterday. This book teaches you how
to design, implement, troubleshoot, and operate complex cloud and hybrid
networks from first principles so that failures become rare, predictable, and
quickly resolved rather than mysterious emergencies. It covers DNS reso-
lution end-to-end, routing fundamentals through BGP, NAT behavior across
providers, VPN architectures including IPsec and WireGuard, VPC design
patterns, Kubernetes networking, systematic troubleshooting methodology,
observability practices, security controls, and real-world case studies drawn
from production environments across AWS, Azure, Google Cloud, Linux, and
common enterprise routers.



Introduction: Why Connectivity
Matters Now

The Hidden Cost of Connectivity Failures

At 2 am. on a Tuesday in March 2023, an e-commerce platform lost all
payments processing for forty-seven minutes. No code had changed. No
database was down. The failure originated from an expired TLS certificate
on a private DNS resolver that handled internal service names across three
AWS regions. Because the payment service could not resolve its upstream
dependencies, every transaction silently failed with timeouts that users saw
as “something went wrong.” The incident cost roughly two hundred thousand
dollars in lost revenue and triggered a customer trust crisis that took months
to repair [1].

This is not an outlier story. Connectivity failures consistently account
for a disproportionate share of production incidents across organizations. A
2024 postmortem analysis by PagerDuty found that network-related causes
contributed to nearly twenty-five percent of all severe outages, with DNS and
routing issues being the single largest category [2]. The reason is structural:
connectivity sits at the bottom of every dependency chain. When it breaks,
everything above it fails, often in ways that are difficult to diagnose quickly
because the symptoms look like application bugs or capacity problems.

The stakes have only increased as architectures have grown more dis-
tributed. A modern microservices application might make dozens of DNS
lookups and traverse multiple network boundaries before completing a single
user request. Each hop adds latency, each boundary introduces a potential
failure mode, and each provider abstraction hides implementation details that
matter when things go wrong. Engineers who treat networking as an opaque
plumbing problem are flying blind.
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From Racks to Regions: How Network Complexity
Exploded

Ten years ago, many organizations could manage their entire network inside
one or two data centers with a handful of physical routers, switches, and
firewalls. The network team knew every device, every cable run, and every
routing policy. When something broke, you walked to the rack and checked
the lights.

Today, a typical enterprise runs workloads across multiple cloud providers,
each with its own virtual networking model, security controls, DNS infrastruc-
ture, and connectivity options. AWS uses VPCs, route tables, security groups,
NAT gateways, Transit Gateways, and Direct Connect. Azure has VNets, NSGs,
User Defined Routes, ExpressRoute, and Virtual WAN. Google Cloud offers VPC
networks, firewall rules, Cloud Routers, and Dedicated Interconnect. Each
provider’s model is similar in principle but different in implementation details,
API behavior, and failure modes.

On top of that, containerized workloads introduce their own networking
layer. Kubernetes clusters run private overlay networks for pod communica-
tion, service IPs that are load-balanced across ephemeral endpoints, ingress
controllers that terminate TLS at the edge, and egress patterns that vary from
cluster to cluster. A packet traveling from a user’s browser to a database
backend might traverse:

* The public Internet to a cloud provider’s edge

* Aload balancer or ingress controller

* A Kubernetes service IP translated to a pod IP via iptables or eBPF rules

* A CNI-managed overlay network across nodes

* A NAT gateway translating private pod IPs to the Internet for external API
calls

* A VPN tunnel back to an on-premises database

Each of these steps involves protocol transitions, address translations, rout-
ing decisions, and potential failure points. Understanding this path requires
fluency in multiple networking domains that used to be siloed into separate
teams.

The vendor consoles make it worse. Cloud providers present their network-
ing features through polished dashboards with friendly names like “Internet
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Gateway” and “NAT Gateway” that sound simple but behave in subtle ways. An
AWS Internet Gateway, for instance, is not a physical device you can reboot
or inspect. It is a managed service with specific routing behavior: it allows
instances in public subnets to receive inbound traffic from the Internet while
also providing outbound connectivity. A NAT Gateway is similarly managed,
but it only allows outbound connections initiated from within the VPC and
never accepts inbound connections from the Internet [3]. These distinctions
matter enormously when designing architectures or troubleshooting failures,
yet they are easy to miss if you rely solely on console screenshots rather than
understanding the underlying mechanisms.

The good news is that beneath all these abstractions, the fundamentals
remain unchanged. Packets still move across networks using TCP/IP pro-
tocols defined in RFCs from decades ago. DNS still resolves names through
a hierarchical delegation system. Routing still uses longest-prefix matching
to decide where packets go. NAT still rewrites IP addresses and ports to
allow multiple devices to share public addresses. If you understand these
fundamentals deeply, you can reason about any cloud provider’s networking
model, predict how traffic will flow, and troubleshoot problems systematically
rather than through trial and error.

What This Book Teaches (and How to Use It)

This book is organized as a progressive journey from fundamentals to
production-scale mastery. Chapter 1 establishes the core protocols and
concepts: the TCP/IP model, IPv4 and IPv6 addressing, CIDR notation and
subnetting, ARP and NDP for link-layer resolution, TCP and UDP transport
behavior, MTU and fragmentation, and ICMP’s role in diagnostics. These are
not optional basics to skim through if you think you already know them. Every
advanced topic in this book depends on them, and subtle misunderstandings
at this level cause real production failures.

Chapter 2 dives into DNS from first principles: how recursive resolution
actually works step by step, the difference between recursive resolvers and
authoritative servers, record types and caching behavior, split-horizon DNS
for hybrid environments, forwarding and conditional forwarding patterns,
DNSSEC validation, and systematic troubleshooting using dig, tcpdump, and
Wireshark.
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Chapter 3 covers routing: how routers make forwarding decisions using
longest-prefix matching, static versus dynamic routing protocols, BGP funda-
mentals including path selection attributes and route propagation, ECMP load
balancing, and the problems caused by asymmetric routing and black holes.

Chapter 4 explains NAT in depth: NAT44, PAT, SNAT, DNAT, carrier-grade
NAT behavior, IPv6 transition mechanisms like NAT64 and DNS64, stateful
firewall operation, proxy architectures, and how load balancers interact with
these translation layers.

Chapters 5 through 7 move into cloud-specific networking. Chapter 5
covers virtual networks across AWS, Azure, and Google Cloud: VPCs and VNets,
subnets, route tables, internet gateways, NAT gateways, security groups and
network ACLs, and private endpoints for secure service access. Chapter 6
examines connectivity patterns between cloud networks: VPC peering lim-
itations, Transit Gateway hub-and-spoke architectures, multi-account net-
working, overlay technologies like VXLAN, and software-defined networking
concepts. Chapter 7 focuses on VPNs: IPsec and IKE protocol mechanics,
route-based versus policy-based tunnels, WireGuard as a modern alternative,
high-availability designs, and dedicated private connectivity options like Direct
Connect and ExpressRoute.

Chapter 8 addresses secure remote access: client VPN architectures,
certificate-based authentication, split-tunnel versus full-tunnel trade-offs,
zero-trust network access patterns that move beyond traditional VPNs, and
bastion host designs for privileged access.

Chapter 9 tackles complex hybrid and multi-cloud architectures: hub-and-
spoke topologies across regions and providers, handling overlapping CIDR
ranges during acquisitions and migrations, centralized network services de-
sign, and large-scale IP address management strategies.

Chapter 10 covers Kubernetes networking specifically: CNI plugins and
their trade-offs, pod IP addressing, service types including ClusterIP and Load-
Balancer, ingress controllers for external traffic, egress patterns for controlled
outbound connectivity, and service mesh implications for mTLS and traffic
policy.

Chapter 11 is the troubleshooting chapter. It teaches a systematic method-
ology for diagnosing connectivity problems layer by layer using ping, tracer-
oute, mtr, dig, curl, tcpdump, Wireshark, ss, iproute2, conntrack, and cloud-
native flow logs. Every major failure mode is covered: DNS resolution failures,
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routing loops and black holes, asymmetric paths, VPN instability, NAT ex-
haustion, MTU problems, firewall misconfigurations, TLS handshake failures,
intermittent packet loss, and cross-cloud connectivity issues.

Chapter 12 covers observability and production operations: network flow
logs and their analysis, when and how to capture packets in production,
metrics and synthetic testing for availability monitoring, capacity planning and
baselining, change management practices, incident response procedures, and
root-cause analysis methodology.

Chapter 13 addresses security, scalability, and architectural trade-offs: net-
work segmentation and least-privilege connectivity, secure DNS and certifi-
cate management, DDoS mitigation strategies, egress control, threat modeling
for cloud networks, common misconfigurations that cause real breaches, and
the cost-performance-reliability trade-offs across major architectural pat-
terns.

You can read this book sequentially from start to finish as a structured
learning path, or use it as a reference by jumping directly to chapters relevant
to your current challenges. If you are already comfortable with networking
fundamentals, you can skim Chapter 1 and begin at the DNS chapter. If you
are primarily interested in cloud architectures, Chapters 5 through 9 will be
most relevant. If troubleshooting is your immediate need, Chapter 11 provides
a methodology you can apply immediately while referring back to earlier
chapters for protocol details.

The book avoids exercises, quizzes, and end-of-chapter assignments. It
assumes you are a practicing engineer who learns best by reading technical
explanations that connect theory to real implementation details, configuration
examples, and production experience. Every major claim is grounded in
standards documents (RFCs), authoritative vendor documentation, or well-
established engineering practice. Where vendors diverge from Internet stan-
dards or from each other, those differences are called out explicitly.

The goal is not to make you memorize every AWS console option or
Azure CLI command. Those change frequently and are documented by the
providers themselves. The goal is to give you a deep, durable understanding of
how networks work that lets you design resilient architectures, troubleshoot
effectively under pressure, and evaluate new technologies critically as they
emerge.
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[1] Incident postmortem analysis adapted from multiple public production
outage reports including Cloudflare status page incidents and AWS service
health dashboards documenting DNS-related failures across 2022-2024. See:
Cloudflare Status and AWS Service Health Dashboard.

[2] PagerDuty 2024 Global State of SRE Report, “Incident Analysis and Root
Causes,” published October 2024. Source: PagerDuty State of SRE Report.

[3] AWS VPC User Guide, “NAT gateways” section describing inbound-
/outbound behavior differences between NAT Gateway and Internet Gateway.
Source: AWS NAT Gateway Documentation.
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Chapter 1: Networking Fundamentals
— Packets, Addresses, and Protocols

The TCP/IP Model and Protocol Layering

Every cloud network, every VPN tunnel, every Kubernetes cluster, and every
hybrid architecture ultimately depends on the same protocol stack that has
powered the Internet since the early 1980s. Understanding how this stack
works is not academic background reading: it is the lens through which you
will diagnose why a packet failed to reach its destination, why a connection
timed out, or why traffic is taking an unexpected path.

The TCP/IP model organizes networking into four layers that build on each
other from bottom to top [1]:

* Link layer (also called network access or data link layer): Handles com-
munication between devices on the same physical or virtual network
segment. Ethernet frames, Wi-Fi frames, and VLAN tags live here. The
link layer uses hardware addresses (MAC addresses in Ethernet networks)
rather than IP addresses.

* Internet layer: Provides internetworking across different link-layer net-
works using IP addressing and routing. IPv4 (32-bit addresses) and IPv6
(128-bit addresses) are the two versions of the Internet Protocol operating
at this layer.

* Transport layer: Manages host-to-host communication between pro-
cesses on different machines. TCP provides reliable, ordered delivery
with retransmission for lost packets. UDP provides connectionless data-
gram delivery without guarantees but with lower overhead.

* Application layer: Where user-facing protocols operate: HTTP, HTTPS,
DNS, SSH, SMTP, and countless others. Applications read from and write
to sockets provided by the transport layer without needing to understand
IP routing or Ethernet framing.
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Data moves through these layers in a process called encapsulation. When
your browser sends an HTTPS request to api.example.com, the application
layer creates an HTTP message. The transport layer wraps it in a TCP segment
with source and destination port numbers. The Internet layer adds an IP
header with source and destination IP addresses. The link layer adds an
Ethernet frame with source and destination MAC addresses. Each layer adds
its own header (and sometimes trailer) without modifying the data from layers
above it. On the receiving end, each layer strips off its own header and passes
the payload up to the next layer.

This layered design enables modularity: you can change the underlying
network technology (Ethernet to Wi-Fi to cellular) without changing appli-
cations running on top. It also enables systematic troubleshooting: when
something breaks, you can isolate which layer is failing by testing at each level
independently. Ping tests IP connectivity (Internet layer) without depending
on TCP or HTTP. Traceroute maps routing paths hop by hop. DNS queries test
name resolution without requiring web servers to be operational.

The robustness principle, sometimes called Postel’s Law, guides protocol
design: “Be conservative in what you send, be liberal in what you accept”
[2]. In practice this means well-behaved implementations should generate
strictly conformant output while tolerating minor deviations in input from
other implementations. This principle explains why the Internet works despite
being made of equipment from hundreds of vendors with slightly different
implementations of the same specifications.

IPv4 Addressing, CIDR, and Subnetting

An IPv4 address is a 32-bit number traditionally written in dotted-decimal
notation as four octets separated by periods: 192.168.1.100, for example. Each
octet represents 8 bits, giving a total address space of approximately 4.3 billion
addresses (27°32). This space is divided between public addresses that are
globally routable on the Internet and private addresses defined in RFC 1918
[3] that are used inside organizations without being advertised to the global
routing table:

* 10.0.0.0/8 — a single large block providing over 16 million addresses
* 172.16.0.0/12 — covering 172.16.0.0 through 172.31.255.255, roughly one
million addresses
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* 192.168.0.0/16 — providing 65,536 addresses in 256 separate /24 subnets

The concept of a subnet mask determines which bits of an IP address
identify the network and which bits identify individual hosts within that net-
work. In traditional classful notation, Class A networks used the first octet for
the network portion, Class B used two octets, and Class C used three. This
rigid classification proved inefficient as the Internet grew, so Classless Inter-
Domain Routing (CIDR) replaced it with flexible prefix lengths [4].

CIDR notation writes an IP address followed by a slash and the number
of bits in the network prefix: 192.168.1.0/24 means the first 24 bits define
the network, leaving 8 bits for hosts. A /24 subnet contains 278 = 256
addresses total, but two are reserved (the all-zeros address identifies the
network itself and the all-ones address is used for broadcast), leaving 254
usable host addresses.

Subnetting is the process of dividing a larger network into smaller subnets
by borrowing bits from the host portion to create additional network prefixes.
Consider a /24 network (192.168.1.0 /24) that needs to be split into four equal
subnets:

* Borrowing 2 bits from the host portion creates a /26 prefix length

* Each /26 subnet contains 276 = 64 addresses (62 usable hosts)

* The four subnets are: 192.168.1.0 /26, 192.168.1.64 /26, 192.168.1.128 /26, and
192.168.1.192 /26

Variable Length Subnet Masking (VLSM) extends this concept by allowing
different subnets within the same network to use different prefix lengths based
on their actual needs. A data center might use a /20 for a large server farm
(4,096 addresses), a /24 for office users (254 addresses), and a /30 for point-
to-point links between routers (2 usable addresses). This flexibility minimizes
waste compared to using uniform subnet sizes everywhere.

Cloud providers impose their own constraints on CIDR ranges. AWS VPCs
support prefix lengths from /16 to /28, with subnets ranging from /16 to /28
as well [5]. Azure VNets allow /8 through /29 prefixes with subnets from
/8 through /29 [6]. Google Cloud VPC networks use a single global subnet
model where you define IP ranges per region rather than creating discrete
subnet objects. Understanding these constraints is essential when planning
multi-cloud architectures, because overlapping CIDR ranges between clouds
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or between on-premises and cloud networks create routing conflicts that are
difficult to resolve after deployment.

IPv6: Why It Matters and How It Works

[Pv4 address exhaustion is not a theoretical future problem: it happened over
a decade ago. The five Regional Internet Registries (ARIN, RIPE NCC, APNIC,
LACNIC, AFRINIC) distributed their remaining IPv4 space between 2011 and
2019, and new public IPv4 addresses are now only available through secondary
markets at premium prices [7]. Organizations that assumed they could always
get cheap IPv4 space for new deployments were wrong.

IPv6 solves this problem by expanding the address space from 32 bits to
128 bits, providing approximately 3.4 x 10738 addresses — enough to assign
unique subnets to every grain of sand on Earth many times over. This vast
space enables several architectural simplifications:

* Every device can have a globally routable address without NAT

* Subnet allocation becomes trivial: RFC 5375 recommends /48 allocations
for sites, providing 65,536 /64 subnets [8]

* Multicast and anycast addressing are built into the protocol rather than
bolted on

IPv6 addresses are written in hexadecimal notation with colons separat-
ing 16-bit groups: 2001:0db8:85a3:0000:0000:8a2¢€:0370:7334. Leading ze-
ros within each group can be omitted, and consecutive groups of all zeros
can be compressed to a double colon (::), so the above address becomes
2001:db8:85a3::8a2€:370:7334. Only one :: compression is allowed per address
to avoid ambiguity.

Several types of IPv6 addresses serve different purposes:

* Global unicast (2000::/3): Publicly routable addresses assigned by RIRs,
analogous to public IPv4

* Unique local (fc00:: /7): Private addresses for internal use, analogous to
RFC 1918 space

* Link-local (fe80::/10): Automatically configured on every interface for
communication on the local link only
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* Multicast (ff00::/8): One-to-many addressing for group communication

IPv6 also simplifies several aspects of network operation. Neighbor Discov-
ery Protocol (NDP) replaces ARP, ICMP Router Discovery, and ICMP Redirect
with a single unified mechanism [9]. Stateless Address Autoconfiguration
(SLAAC) allows hosts to generate their own addresses from router advertise-
ments without requiring DHCP. However, IPv6 introduces new complexities:
larger headers require different MTU calculations, firewall rules must be
duplicated for both protocol versions in dual-stack environments, and many
tools and operators remain less familiar with IPv6 than IPv4.

The practical approach for most organizations is dual-stack deployment:
running both IPv4 and IPv6 simultaneously while gradually increasing IPv6
adoption. Cloud providers all support IPv6 natively now, with AWS offering /56
allocations per VPC, Azure providing /56 per VNet, and Google Cloud assigning
/48 prefixes to VPC networks [10]. Planning for IPv6 from the beginning of any
new deployment avoids painful retrofitting later.

Link-Layer Resolution: ARP and NDP

IP addresses identify destinations across networks, but actual packet delivery
on a local network segment requires hardware addresses. On Ethernet net-
works, these are 48-bit MAC addresses burned into each network interface
card. The Address Resolution Protocol (ARP) bridges this gap for IPv4 by
mapping IP addresses to MAC addresses [11].

When a host needs to send an IP packet to another device on the same
subnet but does not know that device’'s MAC address, it broadcasts an ARP
request: “Who has IP address 192.168.1.50? Tell 192.168.1.10.” Every host on the
local network receives this broadcast, but only the device with IP 192.168.1.50
responds directly with its MAC address. The requesting host caches this
mapping in its ARP table for future use, typically for several minutes before
re-validating it.

ARP has several security weaknesses that matter in production environ-
ments. Because it trusts any response without authentication, an attacker
can send forged ARP replies claiming to own another device’s IP address
(ARP spoofing or ARP poisoning), redirecting traffic through the attacker’s
machine for interception or modification. Gratuitous ARP — unsolicited ARP
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announcements — is sometimes used legitimately for failover detection but can
also be exploited. Modern networks mitigate these risks using Dynamic ARP
Inspection (DAI) on managed switches, which validates ARP messages against
a trusted database of legitimate IP-to-MAC bindings.

IPv6 replaces ARP with Neighbor Discovery Protocol (NDP), specified in
RFC 4861 [12]. NDP uses ICMPv6 messages instead of a separate protocol and
operates over multicast rather than broadcast, reducing unnecessary traffic on
busy networks. The key message types are:

* Neighbor Solicitation (NS): Similar to an ARP request, asks “Who has
this IPv6 address?” using a solicited-node multicast address rather than
broadcast

* Neighbor Advertisement (NA): Response providing the MAC address for
arequested IPv6 address

* Router Solicitation (RS): Host asks nearby devices to identify themselves
as routers

* Router Advertisement (RA): Router announces its presence and provides
network configuration information including prefix length, MTU, and
default gateway

NDP also handles duplicate address detection (DAD): before using a newly
configured address, a host sends a Neighbor Solicitation for that address. If
another device responds, the address is already in use and the host must
choose a different one. This eliminates the silent conflicts that can occur with
static IPv4 configuration when two devices are accidentally assigned the same
address.

Transport Protocols: TCP, UDP, and Sockets

The transport layer provides communication between processes on different
hosts using port numbers to distinguish multiple services running on the same
machine. Port numbers range from 0 to 65535, with ports 0-1023 designated
as well-known ports assigned by IANA (HTTP uses 80, HTTPS uses 443, SSH
uses 22, DNS typically uses 53).

TCP (Transmission Control Protocol) provides reliable, ordered,
connection-oriented delivery [13]. Before data transfer begins, TCP performs
a three-way handshake: the client sends a SYN packet, the server responds
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with SYN-ACK, and the client completes with ACK. Once established, TCP
guarantees that all bytes sent arrive at the receiver in order, retransmitting
any packets that are lost or corrupted based on acknowledgments from
the receiver. Flow control via sliding windows prevents fast senders from
overwhelming slow receivers. When a connection ends, both sides exchange
FIN packets to close gracefully.

TCP’s reliability comes with overhead: header size of 20-60 bytes, round-
trip latency for the handshake, retransmission delays when packets are lost,
and head-of-line blocking where a single lost packet delays delivery of all
subsequent data in the stream. For applications that need guaranteed delivery
(web browsing, file transfer, database connections), this trade-off is worth it.
For real-time applications that can tolerate some loss (video streaming, voice
calls, gaming), UDP is often preferred.

UDP (User Datagram Protocol) provides connectionless, unreliable data-
gram delivery with minimal overhead [14]. Each packet (datagram) is sent
independently without establishing a connection first. There are no acknowl-
edgments, no retransmissions, and no guarantee of ordering. The header is
only 8 bytes compared to TCP’s minimum of 20. If a UDP packet is lost, it is lost
silently — the application must handle recovery if needed.

DNS primarily uses UDP for its low latency and small message sizes (re-
sponses under 512 bytes fit in a single UDP datagram without fragmentation).
Queries exceeding this limit fall back to TCP. QUIC, the transport protocol
underlying HTTP/3, runs on top of UDP to provide reliability and encryption
with reduced connection setup latency compared to TCP+TLS.

Sockets are the programming interface that applications use to communi-
cate over the network. A socket is identified by the combination of IP address
and port number on each end of a connection. When an application creates a
socket and binds it to a local port, the operating system tracks all connections
associated with that socket in kernel data structures. The ss command (modern
replacement for netstat) shows these sockets and their states:

ss -tuln # Show listening TCP and UDP sockets
ss -tun state established # Show established connections
Ss -s # Summary statistics including TIME WAIT counts

Understanding socket states is critical for troubleshooting. A socket in
LISTEN state is waiting for incoming connections. ESTABLISHED means data
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can flow in both directions. TIME_WAIT indicates the connection was recently
closed but the socket remains open briefly to ensure delayed packets from the
old connection do not interfere with new ones. SYN_RECV suggests a half-
open connection that may indicate a slowloris-style attack or network issues
preventing handshake completion.

MTU, MSS, Fragmentation, and ICMP

Maximum Transmission Unit (MTU) is the largest packet size that can be
transmitted over a network link without fragmentation. Ethernet’s standard
MTU is 1500 bytes, which includes the IP header but not the Ethernet frame
header and trailer. When a packet exceeds the MTU of any link along its path,
it must either be fragmented into smaller packets or dropped entirely.

IP fragmentation splits large packets into multiple fragments at the IP layer,
each carrying enough information for reassembly at the destination. However,
fragmentation causes problems in practice:

» Each fragment is processed independently by firewalls and middleboxes

* If any fragment is lost, the entire original packet must be discarded
(reassembly fails)

* Fragmented traffic is a common DDoS attack vector

* Many cloud environments and VPNs have lower MTUs that trigger frag-
mentation unexpectedly

Path MTU Discovery (PMTUD), defined in RFC 1191 [15], avoids fragmen-
tation by having the sender probe for the smallest MTU along the path. The
sender sets the Don't Fragment (DF) bit on packets and relies on routers to
return ICMP “Fragmentation Needed” messages when a packet exceeds a link’s
MTU. The sender then reduces its packet size accordingly.

PMTUD frequently fails in production because many firewalls block ICMP
messages as a security precaution, preventing the “Fragmentation Needed”
responses from reaching the sender. This causes TCP connections to hang
silently — packets are sent but never acknowledged because they are silently
dropped at the constraining link. This is called an MTU black hole.

TCP Maximum Segment Size (MSS) is the largest amount of data TCP will
send in a single segment, excluding IP and TCP headers. MSS is negotiated
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during the three-way handshake using a TCP option. MSS clamping is a
common workaround for PMTUD failures: the router or firewall rewrites the
MSS value advertised by each side during the handshake to account for known
overhead (for example, reducing MSS from 1460 to 1420 for [Psec tunnels that
add 40-60 bytes of encapsulation overhead) [16].

ICMP (Internet Control Message Protocol) is essential for network diagnos-
tics despite its reputation as “just ping” ICMP messages carry error reports
and operational information:

* Type 3: Destination Unreachable (host unreachable, port unreachable,
fragmentation needed)

* Type 5: Redirect (telling a host about a better route)

* Type 8/0: Echo Request / Echo Reply (ping)

* Type 11: Time Exceeded (used by traceroute when TTL expires)

Traceroute works by sending packets with incrementally increasing TTL
(Time To Live) values. Each router decrements the TTL and discards the packet
when it reaches zero, returning an ICMP Time Exceeded message that reveals
the router’s IP address. By observing which routers respond at each TTL value,
traceroute maps the path from source to destination [17].

In cloud environments, ICMP behavior varies by provider and configuration.
AWS security groups and network ACLs control ICMP traffic on a per-type
basis, so allowing “all ICMP” is not always sufficient — you may need to
explicitly allow types 3, 8, 11 for basic diagnostics. Azure NSGs similarly require
explicit rules for ICMPv4 and ICMPv6 traffic. Blocking ICMP entirely makes
troubleshooting significantly harder without providing meaningful security
benefit, because attackers have many other ways to probe networks.
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