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A Practical Guide to Modern, Secure,
and Observable Network Architecture

This book teaches software engineers, DevOps engineers, SREs, platform
engineers, systems administrators, and advanced IT professionals how to
design, deploy, secure, operate, and maintain production-grade zero-trust
infrastructure using Tailscale, WireGuard, and modern networking practices.
You will learn the cryptographic foundations of WireGuard, master Tailscale’s
control plane and features, build multi-cloud and hybrid architectures with
subnet routers and exit nodes, integrate with Kubernetes and containers,
automate deployments with Terraform and Ansible, implement comprehensive
monitoring and observability, harden security posture with Tailnet Lock and
audit logging, and migrate from legacy VPNs with minimal disruption. Every
chapter contains complete, production-ready examples you can reproduce
without filling in gaps or guessing at missing pieces.



Introduction: Why Zero Trust Matters
Now

In 2017, a contractor’s compromised credentials gave attackers access to
Equifax’s internal network, resulting in the exposure of personal data belonging
to 147 million people. The breach exploited a classic perimeter-based assump-
tion: once inside the corporate network, through any means, you are trusted.
By 2026, that assumption is not just outdated, it is dangerous.

Modern infrastructure has no single perimeter. Your servers live across
multiple cloud providers, your engineers work from home or coffee shops, your
CI/CD pipelines run on ephemeral runners, and your containers spin up and
down in Kubernetes clusters. Traditional VPNs, designed for a world where
employees connected from laptops to a central office network, cannot handle
this reality without becoming brittle, slow, and expensive to maintain.

Zero trust is the architectural response to this shift. At its core, zero
trust means never implicitly trusting any connection, user, or device based
solely on network location. Every request must be authenticated, authorized,
and encrypted before access is granted. NIST Special Publication 800-207
defines zero trust architecture as a set of cybersecurity principles built on the
assumption that no implicit trust exists in any network, whether internal or
external [1].

WireGuard and Tailscale make zero trust practical for real-world infras-
tructure. WireGuard provides a minimal, auditable, high-performance VPN
protocol that can be understood in a single afternoon by someone who knows
basic networking and cryptography. Tailscale builds on WireGuard to add
identity management, NAT traversal, policy enforcement, and operational
tooling at scale. Together, they give you a network architecture where:

* Every connection is end-to-end encrypted using modern cryptography

* Access is controlled by identity and device posture, not IP addresses alone

* Devices connect directly peer-to-peer whenever possible, avoiding cen-
tral bottlenecks

* Policies are centralized, version-controlled, and enforced on every node
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¢ You can observe, audit, and troubleshoot network behavior with struc-
tured logs and metrics

This book takes you from the fundamentals through production-grade de-
ployments. We begin with the networking and cryptographic foundations that
make WireGuard and Tailscale work, then move into hands-on configuration of
real infrastructure, and finally cover advanced topics like Kubernetes integra-
tion, multi-cloud architectures, observability, and migration from legacy VPNs.

The examples in this book are designed to be production-ready. Every
configuration file, shell command, Terraform module, Kubernetes manifest,
and ACL policy is complete and internally consistent. You can copy them
into your own environment and adapt them to your needs without hunting for
missing pieces or guessing at defaults.

By the end of this book, you will understand not just how to deploy Tailscale
and WireGuard, but why they work the way they do, when to choose one
approach over another, what trade-offs each design decision entails, and how
to operate these systems reliably at scale. That is the foundation of truly
reliable infrastructure.

How This Book Is Organized

Chapters 1 through 3 establish the conceptual and technical foundations.
Chapter 1 explains why zero trust matters and how it differs from traditional
perimeter-based security. Chapter 2 covers the networking primitives that
underpin modern overlay networks: IP addressing, routing, NAT, DNS, and
transport protocols. Chapter 3 dives deep into WireGuard’s protocol design,
cryptographic choices, and performance characteristics.

Chapters 4 through 7 cover core deployment and configuration. Chapter 4
walks through raw WireGuard deployments for scenarios where you want full
control without a managed control plane. Chapters 5 and 6 explain Tailscale’s
architecture, control plane, identity system, and access control policies in
depth. Chapter 7 covers Tailscale’s key features: MagicDNS, subnet routers,
exit nodes, Serve, Funnel, and SSH.

Chapters 8 through 10 address advanced security and specialized envi-
ronments. Chapter 8 covers Tailnet Lock, audit logging, compliance con-
siderations, and threat modeling. Chapter 9 explains how to self-host your



Introduction: Why Zero Trust Matters Now 4

control plane using Headscale when Tailscale’s managed service does not fit
your requirements. Chapter 10 covers container and Kubernetes networking,
including the Tailscale Kubernetes Operator and sidecar patterns.

Chapters 11 through 13 focus on production operations. Chapter 11 covers
cloud deployments across AWS, Azure, and Google Cloud, including site-to-
site connectivity and hybrid architectures. Chapter 12 explains infrastructure
as code with Terraform and Ansible, plus CI/CD integration and GitOps work-
flows. Chapter 13 covers monitoring, troubleshooting, performance tuning,
and disaster recovery.

Chapter 14 brings everything together with migration strategies from legacy
VPNs, production architecture patterns, common pitfalls to avoid, and lessons
learned from real-world deployments at scale.

Throughout the book, inline citations link claims to their sources. The
References section at the end provides full bibliographic details for every
source used.

Who Should Read This Book

This book assumes you are comfortable with Linux command-line tools, basic
networking concepts (IP addresses, routing, firewalls), and have some expe-
rience deploying and operating infrastructure in production environments.
You should understand what a virtual machine, container, and Kubernetes
cluster are, even if you do not use them daily. Familiarity with cloud platforms
like AWS, Azure, or Google Cloud is helpful but not required, as the relevant
concepts are introduced where needed.

If you are a software engineer who wants to understand how your in-
frastructure network works and how to secure it, this book will give you
that understanding without drowning you in networking theory. If you are
a DevOps engineer, SRE, or systems administrator responsible for keeping
services running reliably and securely, this book will give you practical patterns
and configurations you can deploy immediately.

Versions and Compatibility Notes

The examples in this book target recent stable versions of the software dis-
cussed: Tailscale 1.70+, WireGuard 1.0.20230223 (Linux kernel module) or
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wireguard-go 0.0.20240618, Headscale v0.24+ for self-hosted deployments,
and Terraform 1.5+ with the official Tailscale provider. Where behavior differs
significantly between versions, those differences are noted explicitly in the
text.

The Tailscale ecosystem evolves rapidly with regular releases of new fea-
tures and improvements. If you encounter discrepancies between this book
and the current state of the software, consult the official documentation at
tailscale.com/docs and the WireGuard documentation at wireguard.com for
the most up-to-date information.



Chapter 1: The Case for Zero-Trust
Networking

The Death of the Perimeter

For most of the history of enterprise networking, security architecture was
built around a simple metaphor: the castle and moat. Your corporate network
was the castle, protected by firewalls (the moat), and anything inside was
implicitly trusted. Employees connected via VPN tunnels that terminated at the
edge of the network, after which they had broad access to internal resources
simply because they were “inside.”

This model worked reasonably well when it matched reality: employees
sat in offices, accessed resources on internal servers, and the internet was
something you carefully controlled access to. The perimeter was visible,
manageable, and enforceable.

Then the world changed, and the perimeter dissolved.

Cloud computing moved workloads outside the corporate firewall into AWS,
Azure, and Google Cloud. Remote work became not a nice-to-have but a
fundamental requirement, accelerated by the pandemic of 2020-2021. Bring-
your-own-device policies blurred the line between personal and corporate
hardware. Microservices architectures created hundreds of internal service-
to-service connections that traditional firewalls could not meaningfully con-
trol. Container orchestration platforms like Kubernetes introduced ephemeral
workloads with lifespans measured in minutes.

The result is infrastructure with no single perimeter. Your “internal net-
work” spans multiple cloud regions, on-premises data centers, home offices,
and public Wi-Fi networks. A laptop connecting from a coffee shop may need
access to a database in AWS us-east-1 and an API server in GCP europe-
west2. A CI/CD pipeline running on GitHub Actions needs temporary access
to staging environments to run integration tests. An IoT device in a factory
floor needs to report telemetry to a cloud service while remaining accessible
for diagnostics by engineers anywhere in the world.
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In this environment, the question “is this connection coming from inside the
network?” has no useful answer. The perimeter is everywhere and nowhere
simultaneously. Security controls based on network location alone are no
longer sufficient, and often not even meaningful.

What Zero Trust Actually Means for Networking

Zero trust is not a product, a protocol, or a single technology. It is an archi-
tectural philosophy with specific implications for how we design and operate
networks. NIST Special Publication 800-207 defines zero trust architecture
(ZTA) as a set of cybersecurity principles built on the assumption that no
implicit trust exists in any network, whether internal or external [1].

The core principles of zero trust for networking are:

Never trust, always verify. Every request to access a resource must be
authenticated and authorized before access is granted. This applies regardless
of whether the request originates from inside or outside any traditional net-
work boundary. Authentication and authorization are discrete steps that occur
before session establishment, not assumptions based on where the connection
comes from.

Use identity as the primary control. Access decisions should be based
on who is making the request (user identity) and what is making it (device
identity), augmented by device posture and contextual factors. Network
location becomes secondary information, not the primary trust signal.

Enforce least privilege access. Every user, device, and service should have
only the minimum access required to perform its function. This means granular
policies that specify exactly which resources can be accessed from which
sources, on which ports, using which protocols. Broad “internal network”
access is replaced by explicit rules for each resource.

Assume breach. Design your network so that if an attacker compromises
one device or user account, the damage is contained. Microsegmentation
ensures that lateral movement within the network requires additional authen-
tication and authorization at each step, rather than free access once inside.

Encrypt everything. All traffic should be encrypted end-to-end, not just at
the perimeter. This protects data in transit from eavesdropping and tampering,
whether it travels across public networks or internal infrastructure.
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These principles sound straightforward, but implementing them at scale in
a way that does not destroy developer productivity or operational efficiency
is hard. Traditional approaches required complex firewall rules, certificate
management, VPN concentrators, and dedicated security appliances. Zero
trust architectures that actually work in production need to be simple enough
that engineers can adopt and maintain them without a team of networking
specialists.

From VPNs to Mesh: A Paradigm Shift

Traditional VPNs implement a hub-and-spoke topology. All remote clients
connect to a central VPN gateway server, which terminates the tunnels and
routes traffic to internal networks. This architecture has several fundamental
limitations in modern environments:

Single point of failure and bottleneck. All traffic flows through the central
gateway, creating a performance bottleneck and single point of failure. If the
gateway goes down, all remote access is lost. High-availability setups mitigate
this but add complexity and cost.

Suboptimal routing. When two VPN clients communicate with each other,
traffic typically traverses the hub twice: client A to gateway, gateway to client
B. This adds latency and consumes bandwidth on the central link unnecessarily.
For geographically distributed teams, this “trombone routing” can be painful.

Perimeter-based access control. Once connected to the VPN, clients
typically have broad access to internal networks based on their assigned 1P
address range. Fine-grained access control requires additional firewall rules
and segmentation that are complex to manage and often incomplete.

NAT traversal complexity. Traditional VPNs struggle with devices behind
NAT, especially carrier-grade NAT (CGNAT) common in mobile networks and
residential ISPs. Clients behind restrictive firewalls may not be able to establish
connections at all.

Operational burden. Managing certificates, rotating keys, configuring
split tunneling, troubleshooting connectivity issues, and scaling to support
thousands of users requires dedicated operational effort.

Mesh networking replaces the hub-and-spoke model with a topology where
every node can communicate directly with every other node. In a true mesh,
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if device A needs to talk to device B, they establish a direct connection without
routing through an intermediary. This provides several advantages:

Lower latency. Direct peer-to-peer connections minimize hops and avoid
unnecessary detours through central servers. Traffic takes the shortest path
between endpoints.

Better bandwidth utilization. Each link uses its own available bandwidth
rather than competing for capacity on a central gateway. A slow connection
from one client does not affect traffic between other clients.

Improved resilience. There is no single point of failure. If one node goes
down, it affects only that node, not the entire network. Redundant paths can
provide failover for critical connections.

Natural microsegmentation. Access policies can be enforced on each node
independently, controlling exactly which other nodes it can communicate with
and what traffic is allowed. This makes lateral movement harder for attackers.

The challenge with mesh networking has historically been complexity:
how do you discover peers, negotiate encryption keys, traverse NATSs, and
maintain security policies across a dynamic set of nodes without centralized
coordination? This is precisely the problem that WireGuard and Tailscale solve.

The WireGuard and Tailscale Story

WireGuard was created by Jason A. Donenfeld as a response to the complexity
and insecurity of existing VPN protocols. In his original RFC submission to
the Linux kernel mailing list in June 2016, he described WireGuard as “an
extremely simple yet extremely fast and modern VPN that utilizes state-of-
the-art cryptography” [2]. His goals were clear:

* Make it significantly simpler than IPsec, with a codebase small enough to
be audited thoroughly

* Avoid the complexity and security issues of OpenSSL by using modern
cryptographic primitives

» Achieve performance competitive with or better than existing solutions
through kernel-level implementation

* Provide a clean interface that integrates naturally with existing network-
ing tools
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WireGuard’s simplicity is its defining characteristic. The entire protocol
specification and core implementation fit in approximately 4,000 lines of code,
compared to OpenVPN'’s 100,000+ lines. This small attack surface has made
WireGuard the subject of extensive security audits and formal verification, with
no critical vulnerabilities found [3].

WireGuard was merged into the mainline Linux kernel in version 5.6 (re-
leased April 2020), cementing its position as a first-class networking technol-
ogy. It is now available natively on Linux, Windows (via a kernel driver), macOS,
iOS, Android, and various embedded systems.

Tailscale was founded in 2019 by Avery Pennarun and David Anderson
with the goal of making mesh networking practical for everyone. Tailscale
uses WireGuard as its underlying transport protocol but adds a managed
control plane that handles the complexity of key exchange, peer discovery,
NAT traversal, and policy enforcement. The result is a zero-configuration
VPN experience: install the client on your devices, authenticate with your
existing identity provider (Google, Microsoft, GitHub, Okta, or a custom OIDC
provider), and your devices automatically form a secure mesh network [4].

Tailscale’s architecture separates the control plane from the data plane. The
control plane (hosted at login.tailscale.com for managed users) coordinates
authentication, distributes public keys, and enforces access policies. The
data plane consists of WireGuard tunnels between peers that are end-to-end
encrypted. Tailscale never sees or can decrypt your traffic because private
keys never leave the device.

When direct peer-to-peer connections are not possible due to NAT or
firewalls, Tailscale falls back to DERP (Designated Encrypted Relay for Packets)
servers, a global relay infrastructure that forwards encrypted packets between
peers. DERP is used only as a fallback; most connections establish direct paths
using STUN and ICE-based NAT traversal techniques.

The combination of WireGuard’s cryptographic soundness and perfor-
mance with Tailscale’s operational simplicity has made this stack a popular
choice for organizations of all sizes, from individual developers securing their
home labs to enterprises replacing legacy VPN infrastructure across thousands
of devices.
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Key Terminology

Before we dive deeper, let us establish the terminology used throughout this
book:

* Tailnet: A Tailscale network. Each tailnet is an isolated mesh network
identified by the domain of its owner. Devices in one tailnet cannot
communicate with devices in another unless explicitly shared.

* Node: A device running Tailscale that is part of a tailnet. Each node has
a unique identity and a stable Tailscale IP address (in the 100.64.0.0/10
CGNAT range).

* Control plane: The coordination infrastructure that manages authenti-
cation, key distribution, and policy enforcement. For managed Tailscale
users, this is hosted by Tailscale. For self-hosted deployments, this is
typically Headscale.

* Data plane: The actual encrypted tunnels (WireGuard) through which
traffic flows between nodes.

* DERP: Designated Encrypted Relay for Packets. A relay server used when
direct peer-to-peer connections are not possible.

* MagicDNS: Tailscale’s automatic DNS system that assigns human-
readable names to all devices in the tailnet.

e Subnet router: A node that advertises routes for non-Tailscale networks,
allowing tailnet devices to reach resources without the Tailscale client
installed.

* Exit node: A node that routes all internet traffic from other nodes through
itself, effectively acting as a VPN exit point.

* ACL (Access Control List): Rules that define which nodes and users can
communicate with which resources on which ports. Tailscale’s newer
“grants” syntax supersedes traditional ACLs but both are supported.

* Tailnet Lock: An advanced security feature that requires cryptographic
signatures from trusted nodes before new nodes can join the tailnet,
reducing trust in the control plane.

Understanding these terms will make the rest of the book easier to follow.
We will encounter each of them again in much greater detail as we explore
specific features and configurations.
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Summary

The traditional perimeter-based security model is broken for modern, dis-
tributed infrastructure. Zero trust provides a principled alternative: verify
every connection, use identity as the primary control, enforce least privilege,
assume breach, and encrypt everything. WireGuard gives us a simple, fast,
auditable protocol for encrypted tunnels. Tailscale builds on WireGuard to
provide a managed mesh networking platform that makes zero trust practical
at scale.

The rest of this book shows you how to use these technologies to build
reliable, secure, observable infrastructure that works in the real world.



Chapter 2: Networking Foundations
for Zero Trust

Before diving into WireGuard and Tailscale configurations, we need to establish
a shared understanding of the networking concepts they build upon. This
chapter is not an exhaustive networking textbook, but it covers the specific
primitives that are directly relevant to zero-trust overlay networks: IP address-
ing and subnetting, routing, NAT, DNS, and transport protocols. If you already
know this material well, you can skim or skip this chapter and return to it as a
reference when needed.

IP Addressing and Subnetting Refresher

Every network communication between devices requires addresses. IPv4 uses
32-bit addresses (e.g., 192.168.1.10), while IPv6 uses 128-bit addresses (e.g.,
2001:db8::1). Both address families are relevant to Tailscale, which assigns each
node both an IPv4 and an IPv6 address in the tailnet.

Classless Inter-Domain Routing (CIDR) notation is how we express IP
ranges. The format is address/prefix-length, where the prefix length indicates
how many bits define the network portion of the address. For example:

* 192.168.1.0/24 means the first 24 bits are the network, leaving 8 bits for
hosts (256 addresses, minus network and broadcast = 254 usable)

* 10.0.0.0/16 provides 65,536 addresses

* 100.64.0.0/10 is the CGNAT range that Tailscale uses for node IPs

Tailscale allocates node IPs from the Carrier-Grade NAT (CGNAT) range
100.64.0.0/10, which is reserved by IANA specifically for this purpose and
will never conflict with real public IP addresses or typical private network
ranges like 10.0.0.0/8, 172.16.0.0 /12, or 192.168.0.0/16. This is an important
design choice: it means Tailscale IPs can coexist with your existing network
addressing without conflicts.
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Private vs public IP addresses matters for understanding how devices
reach each other. Private addresses (RFC 1918 ranges: 10.0.0.0/8, 172.16.0.0 /12,
192.168.0.0/16) are not routable on the public internet. Devices with private
addresses communicate through NAT (Network Address Translation) gateways
that translate between private and public addresses. Public IP addresses are
globally unique and directly reachable from anywhere on the internet.

When you deploy Tailscale across multiple networks, understanding these
address spaces helps you design routing correctly. A subnet router in your AWS
VPC might advertise routes for 10.0.0.0/24, while another in your office net-
work advertises 192.168.1.0 /24. Tailscale nodes can then reach both networks
using their respective subnet routers as gateways.

Routing, Gateways, and Default Routes

Routing is the process of determining which path network packets should take
to reach their destination. Every device maintains a routing table that maps
destination IP ranges to next-hop addresses or interfaces.

The default route (0.0.0.0/0 for IPv4, :: /0 for IPv6) is the catch-all entry
used when no more specific route matches. When you use a Tailscale exit
node, Tailscale adds default routes that send all internet traffic through the
exit node’s WireGuard tunnel.

Longest prefix match is the rule routers use when multiple routes could
apply. More specific routes (longer prefixes) take precedence over less specific
ones. For example, if you have routes for 10.0.0.0/16 and 10.0.1.0/24, traffic
destined for 10.0.1.50 uses the /24 route because it is more specific.

This matters for Tailscale subnet routers in production environments. If
you have overlapping subnets across different sites (e.g., two offices both using
10.0.0.0/24), you cannot simply advertise both routes. Tailscale uses longest
prefix match, so if one router advertises 10.0.0.0/16 and another advertises
10.0.1.0/24, traffic to 10.0.1.x goes through the more specific /24 route, but
there is no automatic failover if that router goes down. For high availability,
you should deploy multiple routers advertising identical routes so Tailscale can
fail over between them.

Source NAT (SNAT) modifies the source IP address of outgoing packets.
When a subnet router forwards traffic from a tailnet node to an on-premises
network, SNAT makes it appear as if the traffic originated from the router
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itself. This is convenient (the destination network does not need routes back to
Tailscale IPs) but can break applications that rely on seeing the original source
IP.

Tailscale enables SNAT by default for subnet routers. On Linux, you can
disable it with —snat-subnet-routes=false, but then you must configure return
routes on the destination network so it knows how to reach 100.64.0.0/10. This
is important for site-to-site networking where you want end-to-end visibility
of source addresses.

NAT, CGNAT, and Port Forwarding

Network Address Translation (NAT) allows multiple devices on a private net-
work to share a single public IP address. When a device behind NAT sends a
packet to the internet, the NAT gateway rewrites the source IP and port to its
own public address and tracks the mapping. When the reply arrives, it looks
up the mapping and forwards the packet to the correct internal device.

This is essential for understanding how Tailscale establishes connections.
When two Tailscale nodes try to connect directly, they must traverse any NAT
devices between them. Tailscale uses several techniques for this:

STUN (Session Traversal Utilities for NAT) allows a device behind NAT to
discover its public IP address and port as seen from the internet. Tailscale
queries STUN servers to learn how it appears externally, then shares this
information with peers so they know where to send packets.

UDP hole punching exploits the stateful nature of most NAT implemen-
tations. If device A sends a UDP packet to device B’s public address, and
simultaneously device B sends a UDP packet to device A's public address, many
NAT devices will create bidirectional mappings that allow subsequent packets
to flow directly. Tailscale coordinates this through its control plane.

UPnP and NAT-PMP are protocols that allow devices to request port
mappings from their NAT gateway automatically. Tailscale uses these when
available to make direct connections more reliable.

Carrier-grade NAT (CGNAT) adds another layer of complexity. Your ISP
may place you behind a NAT device in addition to your own router. This means
your “public” IP is actually shared with many other customers and is not globally
unique. CGNAT makes UDP hole punching much harder because the ISP’s NAT
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is typically symmetric and does not support UPnP. Tailscale handles this by
falling back to DERP relays when direct connections cannot be established.

Port forwarding manually maps a specific port on the public IP to an inter-
nal device. While useful for hosting services, it is brittle and requires manual
configuration. Tailscale eliminates the need for port forwarding in most cases
because it establishes encrypted tunnels through NAT automatically.

Understanding NAT behavior helps you troubleshoot connectivity issues.
If two nodes cannot connect directly, check whether one or both are behind
symmetric NAT or CGNAT. You can inspect connection details with tailscale
status and look for DERP relay indicators, which show when direct connections
failed.

DNS Fundamentals for Modern Infrastructures

DNS (Domain Name System) translates human-readable names like myserver
into IP addresses. For zero-trust networks, DNS plays a crucial role in service
discovery and access control.

The resolution process typically works as follows: your operating system
queries its configured DNS resolver, which may cache the answer or forward
the query to upstream resolvers (like 8.8.8.8 or 1.1.11) until it reaches an
authoritative server for the domain. The response includes the IP address and
a TTL (time-to-live) indicating how long the answer can be cached.

Split DNS (also called split horizon DNS) means different DNS resolvers
return different answers for the same domain depending on where the query
originates. This is useful when your public website and internal infras-
tructure use different IP addresses for the same hostname. For example,
app.example.com might resolve to a public load balancer IP for external users
but to an internal private IP for employees.

Tailscale implements split DNS through its admin console. You can config-
ure restricted nameservers that handle queries only for specific domains. For
instance, you can set up a nameserver for *.internal that points to your cor-
porate DNS, while all other queries go to a public resolver. This allows tailnet
devices to resolve internal service names automatically without exposing those
names on the public internet.

MagicDNS is Tailscale’s automatic DNS feature. When enabled (it is by
default for new tailnets), MagicDNS creates fully qualified domain names for
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every device in your tailnet using the format hostname.tailnet-name.ts.net. For
example, anode named webserver in a tailnet owned by acme.com would be ac-
cessible as webserver.acme.ts.net. MagicDNS does not require an external DNS
server for Tailscale v1.20+, as it uses the built-in resolver at 100.100.100.100.

MagicDNS integrates with split DNS seamlessly. You can configure addi-
tional search domains so that short names resolve correctly. If you set inter-
nal.cloudapp.net as a search domain, typing kubectl get pods will automatically
try kubectl get pods.internal.cloudapp.net if the short name does not resolve.

DoH (DNS over HTTPS) encrypts DNS queries using HTTPS, preventing
eavesdropping and manipulation. Tailscale uses encrypted DNS by default for
public resolver queries. This is important for zero-trust architectures where
DNS spoofing could redirect traffic to malicious endpoints.

When configuring DNS in production, consider these guidelines:

* Enable MagicDNS for easy device discovery within the tailnet

* Use split DNS for internal domains that should not be publicly resolvable

* Configure search domains to allow short names for frequently accessed
services

* Ensure your DNS configuration survives network changes (e.g., roaming
between Wi-Fi networks)

Transport Layer: TCP, UDP, QUIC, and TLS

The transport layer determines how data is delivered between endpoints.
Understanding the differences between protocols is essential for optimizing
Tailscale performance.

TCP (Transmission Control Protocol) provides reliable, ordered delivery
with flow control and congestion avoidance. It guarantees that all bytes
arrive in sequence or the connection fails. Most application protocols (HTTP,
SSH, databases) use TCP. The downside is overhead: TCP connections require
handshakes, maintain state, and can be slow to recover from packet loss.

UDP (User Datagram Protocol) provides unreliable, unordered delivery
with minimal overhead. Packets may be lost, duplicated, or arrive out of
order. Applications using UDP must implement their own reliability if needed.
WireGuard uses UDP because it gives the protocol full control over reliability
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and congestion behavior. UDP is also easier to traverse NAT than TCP in many
cases.

WireGuard’s choice of UDP has important implications:

* Most firewalls allow outbound UDP, making client connectivity more
reliable

* WireGuard implements its own retransmission logic optimized for tunnel
use cases

* QUIC-based applications (HTTP/3) can run efficiently over WireGuard
because they also use UDP

QUIC is a modern transport protocol that combines TCP’s reliability with
UDP’s flexibility, built on top of UDP. It provides encrypted, multiplexed
streams with connection migration support. Tailscale uses QUIC for its control
plane communication (to login.tailscale.com) because it works well through
restrictive firewalls and provides good performance on lossy networks.

TLS (Transport Layer Security) encrypts application-layer traffic. TLS 1.3,
the current standard, uses elliptic curve cryptography for key exchange and
provides forward secrecy. Tailscale’s control plane uses TLS for all commu-
nication between clients and coordination servers. DERP relays use TLS to
protect traffic in transit, although the WireGuard tunnels themselves provide
end-to-end encryption.

For production deployments, understanding transport behavior helps with
troubleshooting:

 If TCP connections are slow but UDP works fine, the issue may be TCP
window sizing or congestion control interacting with the tunnel

» High-latency links (e.g., satellite) benefit from protocols that handle
retransmission efficiently

* Firewalls that block non-standard UDP ports will force Tailscale to use
DERP relays, adding latency

The interplay between these protocols and overlay networks like Wire-
Guard is subtle but important. WireGuard preserves TCP’s end-to-end se-
mantics while adding its own encryption layer. Applications running over
WireGuard see a normal IP network and are unaware of the tunnel underneath,
which is exactly what you want.
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Summary

Networking fundamentals matter for zero-trust architectures because they
determine how devices discover each other, how traffic routes across bound-
aries, and how performance and reliability behave under real-world conditions.
IP addressing and CIDR notation define the address spaces your network uses.
Routing determines where packets go. NAT and its traversal techniques enable
connectivity across network boundaries. DNS provides service discovery.
Transport protocols deliver data with appropriate guarantees.

WireGuard and Tailscale build on these foundations to create overlay
networks that are simpler, more secure, and easier to operate than traditional
approaches. The next chapter dives into WireGuard’s protocol design in
detail, explaining how it achieves its performance and security characteristics
through careful cryptographic choices and minimalist architecture.
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