BUILDING
AUTONOMOUS

IT OPERATIONS

A PRACTICAL GUIDE TO DESIGNING, DEPLOYING,
AND OPERATING PRODUCTION-GRADE
AGENTIC Al FOR IT INFRASTRUCTURE

4l

- -
MONITORING

KUBERNETES
OPERATIONS

INCIDENT RESPONSE SECURITY
L° 3 OPERATIONS
rd -
" -
-~ o O o o
@ : =
' MULTI-AGENT
REMEDIATION ORCHESTRATION
COMPLETE AGENT REASONING PRODUCTION SECURITY EVALUATE AND
AND RUNNABLE PATTERNS FOCUSED BY DESIGN MEASURE
EOUE Design agents that Deploy, operate, Build secure and Assess performance,
Every example think, decide, and observe, and compliant agentic reliability, and
W":ﬁs EUt of take action improve systems business impact
e box

ERIC LAWSON




Building Autonomous IT Operations Agents
with MCP

A Practical Guide to Designing, Deploying, and Operating
Production-Grade Agentic Al for IT Infrastructure

Steve Publications

This book is available at
https:/ /leanpub.com /buildingautonomousitoperationsagentswithmcp

This version was published on 2026-08-25

)

Leanpub

This is a Leanpub book. Leanpub empowers authors and publishers with the
Lean Publishing process. Lean Publishing is the act of publishing an

in-progress ebook using lightweight tools and many iterations to get reader
feedback, pivot until you have the right book and build traction once you do.

© 2026 Steve Publications


https://leanpub.com/buildingautonomousitoperationsagentswithmcp
https://leanpub.com
https://leanpub.com
https://leanpub.com/manifesto

Contents

A Practical Guide to Designing, Deploying, and Operating Production-
Grade Agentic Al for IT Infrastructure . . ... ..............

Introduction: The Autonomous Operations Imperative . . . . . .. .. ..
The Scale Problem in Modern Infrastructure . .. .............
From Alerts to Autonomy: A New Operating Model . . . ... ... ...
What Is Agentic Al (And WhatItIsNot). . . .................
Why MCP Matters for Operations Agents . . . ...............
How This Book Is Structured . . ... ........ ... ...........

Chapter 1: Foundations of Autonomous Agents . . . .............
Defining Autonomy in IT Operations . . ...................
Agent Capabilities: Perception, Reasoning, Action, Memory . . . . . . .
Traditional Automation vs Agentic Al . . ... ................
Core Architectural Patterns for Operations Agents . . ..........
The Role of Large Language Models . . . ... ................

Chapter 2: The Model Context Protocol DeepDive . . . . ... .......
The Problem MCP Solves . . .. ........... ... ... ... ....
MCP Architecture: Clients, Servers,and Hosts . . . ............
Tools: Defining Agent Capabilities . . . .. ........ ... ... ... ...
Resources: Structured Context forAgents . . . .. .............
Prompts: Reusable Interaction Patterns . . . ... .............
Sampling, Logging, and Root Arguments . . . .. ..............
Transports: STDIO, SSE,and HTTP . . .. ..................
Protocol Semantics and Message Flow . . .. ................

Chapter 3: Building Your First MCP Operations Agent . .. ... ... ..
Project Setup and Dependencies . . . . ... .................
Building a Minimal MCP Host Client. . . . .. ................
Creating Your First Operations MCP Server . . . . . ... .........

N Uk W NN



CONTENTS

Connecting ClienttoServer. . . .. ........ .. ............ 38
Running End-to-End Scenarios . ....................... 38
Chapter 4: Designing Effective Operations Tools . . . . ... ........ 39
Tool Design Principles for Operations . . . ................. 39
Schema Design and Argument Validation . ................. 39
Error Handling and Failure Modes . . . . .. ................. 39
Idempotency and Safety Patterns . . . ... ........... . ..... 39
Performance and Rate Limiting. . . . . .................... 39
Reference Implementations: Common Operations Tools . . . . . . ... 39
Chapter 5: Context Management and Structured Outputs . . . . . . ... 41
Resources as Operations Data Sources . . . ... .............. 41
Prompt Templates for Reusable Patterns . . . .. .............. 41
Structured Outputs for Reliable Agent Behavior . . .. .......... 41
Context Window Management Strategies . . ................ 41
Conversation State and History . ... .................... 41
Chapter 6: Reasoning, Planning, and Decision Making ... ... ... .. 42
Single-Step vs Multi-Step Reasoning . . . .. ................ 42
Planning Strategies for Operations Tasks . . ... ............. 42
Hypothesis Generation and Validation . . .................. 42
Confidence Estimation and Decision Thresholds . . . . . ... ... ... 42
Escalation Patterns and Human Handoff . . . .. .............. 42
Chapter 7: State, Memory, and Persistence ... ............... 43
Short-Term vs Long-Term Memory . . .. .................. 43
Persisting Conversation History . . . ... .................. 43
Knowledge Bases for Runbooks and Procedures . . . ........... 43
Semantic Search with Vector Embeddings . . . . ... ........... 43
Caching Strategies for Performance. . . . .. ................ 43
Chapter 8: Multi-Agent Architectures and Orchestration . . . . ... .. 44
When Single Agents Are Not Enough . . . .................. 44
Agent Specialization Patterns . . . . . ... ... ... L oL 44
Orchestration Strategies: Hierarchical and Peer-to-Peer ... ... .. 44
Inter-Agent CommunicationviaMCP . . . .. ... ... ... ... ..... 44
Coordinating Complex Operations Workflows . . ... ... ....... 44

Chapter 9: Safety, Security, and Controlled Autonomy . .......... 45



CONTENTS

The Safety Problem in Autonomous Operations . . ... .........
Least-Privilege Accessand Identity . . .. ..................
Secrets Management for Agents . . .. .......... ... . . ... ..
Sandboxing and Execution Isolation. . . . . .................
Tool Permissions and Policy Enforcement . . . ... ............
Approval Gates and Human-in-the-Loop Controls . ... ........
Blast-Radius Controlsand Rollback . . .. ..................
Audit Trails and Observability . . ........... .. ....... ...
Prompt-Injection and Tool Abuse Defenses . . . . .............

Chapter 10: Infrastructure Monitoring and Observability Agents . . . .
Monitoring as an Agentic Capability . . . . .. ................
Metric Analysis and Anomaly Detection Tools . . ... ..........
Log Parsing and Pattern Recognition . . . .. ................
Multi-Source Alert Correlation . . .. .....................
Implementing a MonitoringAgent . . . . .. ... ... .. .....

Chapter 11: Incident Detection, Triage, and Root-Cause Analysis
Automated Incident Detection Patterns . . . . ... ............
Severity Assessment and Impact Analysis . .. ...............
Hypothesis-Driven Root-Cause Investigation . . . . ... ... ......
Evidence Gathering Across Systems. . . .. .................
Structured Incident Reporting . . .. ........ . ... .. ... ..

Chapter 12: Automated Remediation and Self-Healing Infrastructure
From DiagnosistoAction . .. ........... ... ... . ... ...
Runbook Automation with MCPTools . .. .................
Progressive Autonomy for Remediation Actions . .............
Remediation Verification and Feedback . ..................
Escalation Patterns When Remediation Fails . . . ... ..........

Chapter 13: Kubernetes, Cloud, and CI/CD Operations . . . . . ... ...
Kubernetes Operations with MCP Agents . . .. ... ...........
Cloud Infrastructure Management Agents . . . .. .............
CI/CD Pipeline Troubleshooting Agents . . . ... .............

Chapter 14: Security Operations and Compliance . .............
Security Operations as an Agentic Domain . ... .............
Threat Detection and Log Analysis . . .. ..................
Vulnerability Management Automation . . . . . ...............

47
47
47
47
47
47

48
48
48
48
48



Compliance Monitoring and Automation . . . . . .............. 51

Chapter 15: Testing and Evaluation of Autonomous Agents . . ... ... 52
Why Agent Testing Is Different . . . . .. ................... 52
Unit Testing MCP Tools and Components . . .. .............. 52
Integration Testing with Mocked Services . . .. .............. 52
Scenario Testing and Fault Injection . . . .................. 52
Performance Benchmarking and Cost Analysis . . .. ........... 52

Chapter 16: Deployment, Scaling, and Operations . .. ... ........ 53
Containerizing MCP Servers and Agents . . . ... ............. 53
Kubernetes Deployment Architecture . ................... 53
Scalability Patterns for Agent Systems . . . ................. 53
Telemetry and Observability for Agent Systems . . . ........... 53
CI/CD for Agent SyStems . . . . . ... ..o v, 53
Operational Runbooks for Agent Systems . . ... ............. 53

Chapter 17: End-to-End Case Study — Autonomous Incident Response . 55

SCenario SELUP . . . . . ¢ o 55
Phase 1: Incident Detection . . . ... ..................... 55
Phase 2: Root-Cause Investigation. . . . . .................. 55
Phase 3: Remediation Decision and Execution . .............. 55
Phase 4: Recovery Verification . . ... .................... 55
Phase 5: Incident Documentation and Follow-Up . ... ......... 55
Complete Implementation: End-to-End Agent System . . . .. ... .. 56
Conclusion: The Path to Autonomous Operations . . ............ 57
What This Book Has Covered . . . . .. .................... 57
Key Principlesfor Success . . . . .. ... ... ... .. .. 57
The EvolutionPath . .. ......... ... ... ... ... ... ... ... 57
What Remains Open . . ... ... ... ... 57
Final Thoughts . . .. ... ... ... . . . . . 57

References . . . . . . . . . . e 58



A Practical Guide to Designing,
Deploying, and Operating
Production-Grade Agentic Al for IT
Infrastructure

This book shows you how to design, implement, deploy, secure, evaluate, and
operate production-grade autonomous IT operations agents using the Model
Context Protocol. You will learn everything from MCP fundamentals and agent
reasoning patterns through complete implementations of monitoring, incident
response, remediation, Kubernetes operations, security operations, and multi-
agent orchestration systems. Every code example is complete and runnable.
The material is written for platform engineers, SREs, DevOps practitioners, and
technical leaders who want to move beyond demos into safely autonomous
infrastructure operations.



Introduction: The Autonomous
Operations Imperative

The Scale Problem in Modern Infrastructure

At 2:47 AM on a Tuesday in March 2025, an e-commerce platform processing
over two million daily orders experienced what would become a textbook
incident for the next generation of operations teams. A routine database mi-
gration had introduced a subtle index fragmentation issue that only manifested
under peak write load. By the time the first latency alert fired, the cascade
was already underway: slow queries saturated connection pools, application
timeouts triggered retry storms, upstream services began failing health checks,
and Kubernetes started evicting pods in an escalating death spiral.

The operations team responded exactly as they had been trained to re-
spond. They paged engineers, joined a bridge call, pulled logs from six dif-
ferent systems, correlated timestamps across three time zones, identified the
root cause after forty-three minutes, rolled back the migration, and watched
metrics slowly recover over the next hour. Total incident duration: two hours
and seventeen minutes. Business impact: estimated $480,000 in lost revenue.

This story is not unusual. It is the baseline experience for most organiza-
tions running complex infrastructure today. The problem is structural, not
cultural. Modern systems are too large, too distributed, and too dynamic
for human-only operations to keep pace with at scale. A typical enterprise
environment might generate millions of log lines per minute, tens of thousands
of active metrics, hundreds of microservices with complex dependency graphs,
and thousands of alerts daily. The cognitive load required to monitor, diagnose,
and respond effectively exceeds what any team of humans can sustain without
burnout.

The industry has been incrementally addressing this problem for decades.
We built monitoring systems to detect problems faster. We built dashboards to
visualize complexity. We built runbooks to encode tribal knowledge. We built
automation pipelines to eliminate toil. And yet the fundamental bottleneck
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remains: when something novel happens, when an incident does not match a
known pattern, when multiple systems fail in unexpected combination, humans
are still required to think through the problem, form hypotheses, gather
evidence, and decide what to do next.

Agentic Al changes that equation.

From Alerts to Autonomy: A New Operating Model

Autonomous IT operations agents are not another monitoring tool or alerting
system. They represent a fundamentally different approach to how we operate
infrastructure. Instead of humans watching dashboards and responding to
alerts, autonomous agents continuously observe the system, detect anomalies,
investigate root causes, take corrective action, and report on what happened
and why.

The key distinction from traditional automation is in the word
“autonomous.” Traditional automation follows predefined rules: if metric
X exceeds threshold Y, then execute script Z. This works beautifully for known
problems with known solutions. It fails completely when faced with novel
situations that require reasoning, adaptation, or judgment.

Autonomous agents combine observation, reasoning, and action in a loop
that mirrors how experienced engineers operate. They perceive the state of
the system through telemetry data. They reason about what they observe by
comparing it against expected behavior, forming hypotheses about anomalies,
and planning investigations. They take action by calling tools to gather more
information or execute remediation steps. And crucially, they adapt their
reasoning based on what they learn at each step.

This is not science fiction. The technology exists today. Large language
models provide the reasoning capability. Modern observability platforms
provide the data. And the Model Context Protocol provides the standardized
interface that connects them together into composable, interoperable systems.

The operating model shift is substantial. Instead of:

* Human watches dashboard
* Alert fires when threshold exceeded
* Human investigates by checking multiple systems manually
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* Human identifies root cause after gathering evidence
* Human executes remediation or escalates to another team
* Human documents what happened and why

We move toward:

» Agent continuously observes system state across all telemetry sources

» Agent detects anomaly based on patterns, not just static thresholds

» Agent automatically investigates by calling tools across systems

» Agent forms and validates hypotheses about root cause

» Agent proposes or executes remediation within defined safety boundaries

» Agent documents investigation and outcomes automatically

* Human is engaged only when confidence is low, risk is high, or policy
requires it

This is not about replacing human operators. It is about giving them
superpowers. An autonomous agent can monitor thousands of systems si-
multaneously, investigate incidents in parallel across dozens of data sources,
and execute remediation steps in seconds rather than hours. The human
operator shifts from firefighter to commander: defining the boundaries within
which agents operate, reviewing critical decisions, handling edge cases that
require judgment, and continuously improving the system based on what
agents discover.

What Is Agentic Al (And What It Is Not)

The term “agentic Al” has become ubiquitous in 2024 and 2025, applied to
everything from chatbots that can search the web to coding assistants that
write entire applications. This proliferation of terminology obscures important
distinctions. Not every Al system that takes action is an agent, and not every
agent is suitable for autonomous operations.

An autonomous agent, in the sense relevant to IT operations, has four core
capabilities:

Perception: The ability to observe its environment through structured data
sources. For operations agents, this means accessing metrics, logs, events,
configuration state, and system health information across the infrastructure
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stack. Perception is not passive monitoring; it is active sensing directed by the
agent’s current goals and hypotheses.

Reasoning: The ability to process observations, identify patterns and
anomalies, form hypotheses about causes, plan sequences of actions, and
make decisions under uncertainty. This is where large language models play a
central role, providing natural language understanding, pattern recognition,
causal reasoning, and planning capabilities that traditional machine learning
systems cannot match for open-ended problems.

Action: The ability to execute operations in the real world through well-
defined interfaces. For operations agents, actions include querying databases,
executing commands on servers, calling APIs to manage cloud resources,
modifying configurations, restarting services, and opening tickets. Actions
are mediated through tools that expose capabilities in a structured, safe, and
auditable way.

Memory: The ability to retain information across interactions, learn from
past incidents, maintain context about the environment, and improve over
time. Memory includes short-term working memory for ongoing investiga-
tions, long-term storage of runbooks and procedures, semantic search over
historical incidents, and adaptive knowledge that evolves as the infrastructure
changes.

A system lacking any one of these capabilities is not truly autonomous. A
chatbot that can answer questions about your infrastructure but cannot act
on its own is a query tool, not an agent. A monitoring system that detects
anomalies and triggers predefined remediation scripts is automation, not an
agent. An LLM that generates code when prompted but has no persistent
context or ability to execute actions is a text generator, not an agent.

The combination of all four capabilities creates something qualitatively
different: a system that can independently perceive problems, think about
solutions, execute actions, and learn from outcomes without requiring human
intervention at every step. This is the class of system we are building in this
book.

Why MCP Matters for Operations Agents

Before the Model Context Protocol, integrating Al agents with external tools
and data sources was a fragmented, vendor-specific problem. OpenAl in-
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troduced function calling in late 2023, allowing models to request execution
of predefined functions with structured arguments. Google’s Gemini added
similar capabilities. Various frameworks like LangChain built their own ab-
stractions for tool use. Each approach worked within its own ecosystem but
created lock-in and interoperability problems.

MCP, introduced by Anthropic in November 2024, solves this problem by
establishing an open standard for how Al applications connect to external
tools, data sources, and workflows. It is protocol-level standardization that
allows any MCP-compatible client to work with any MCP-compatible server,
regardless of the underlying LLM provider or application framework.

For IT operations agents specifically, MCP provides several critical advan-
tages:

Composability: Instead of building a monolithic agent with all capabili-
ties baked in, you can build specialized MCP servers for different domains
(Kubernetes operations, database management, cloud provider APIs, ticketing
systems) and compose them together through a shared protocol. An opera-
tions agent gains new capabilities by connecting to new MCP servers, not by
rewriting its core logic.

Separation of concerns: MCP cleanly separates the agent’s reasoning layer
from its tool layer. The client handles LLM interaction, conversation man-
agement, and orchestration. Servers expose tools, resources, and prompts
through a standardized interface. This separation makes it easier to swap
LLM providers, update tools independently, test components in isolation, and
reason about system behavior.

Standardized primitives: MCP defines three core server-side primitives that
map naturally to operations use cases:

Tools are executable actions the agent can invoke, such as “list running
pods,” “query metrics for the last hour,” or “restart a service” Each tool has
a name, description, and JSON Schema defining its arguments. Tools are how

agents take action in the world.

Resources are structured data sources the agent can read, such as system
configuration files, recent log entries, or current infrastructure state. Re-
sources provide context for agent decisions without requiring tool calls. They
are file-like abstractions that expose operational data in a consistent format.

Prompts are reusable interaction templates that guide how the agent ap-
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proaches specific tasks. For operations, prompts might encode standard
investigation procedures, runbook steps, or escalation patterns that ensure
consistent behavior across incidents.

Transport flexibility: MCP supports multiple transport mechanisms for
client-server communication. The stdio transport enables local process-based
servers ideal for CLI tools and scripts. HTTP-based transports (Streamable
HTTP) enable remote servers accessible across networks. This flexibility
means you can deploy MCP servers wherever makes sense: as local processes
on monitoring hosts, as containerized services in Kubernetes, or as managed
services in the cloud.

Ecosystem momentum: By mid-2025, MCP had become the de facto stan-
dard for Al tool integration, adopted by major LLM providers including OpenAl
and Google, supported by development environments like VS Code and Cursor,
and backed by a rapidly growing ecosystem of reference servers and commu-
nity implementations. Building on MCP means building on an open standard
with broad industry support rather than a proprietary framework that may
change or disappear.

This book assumes MCP as the foundational protocol for operations agent
architecture. Every implementation uses MCP for tool integration, context
management, and inter-component communication. Understanding MCP
deeply is essential to understanding everything else in this book.

How This Book Is Structured

The book is organized as a progressive journey from foundations through
production deployment. Each chapter builds on previous material while
remaining sufficiently self-contained that you can reference specific chapters
for particular topics.

The Introduction (this chapter) establishes the problem space, defines what
autonomous operations agents are and why they matter, explains MCP’s role
in enabling them, and sets expectations for what you will learn.

Chapter 1 covers the foundations of autonomous agents: defining autonomy
in IT operations context, the four core capabilities (perception, reasoning,
action, memory), how agentic Al differs from traditional automation and
chatbots, and key architectural patterns used in production systems. This
chapter establishes terminology and concepts used throughout the book.
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Chapter 2 provides a deep dive into the Model Context Protocol:
its design goals and architecture, the client-server-host model,
tools/resources/prompts primitives, sampling and elicitation features,
transport mechanisms (stdio and Streamable HTTP), protocol semantics,
and message flow. By the end of this chapter, you will understand MCP at
specification level.

Chapter 3 is your first hands-on implementation: building a minimal but
complete MCP operations agent from scratch. You will set up the development
environment, implement an MCP host client with LLM integration, create an
operations MCP server with system information tools, connect them together,
and run end-to-end scenarios. This chapter establishes the basic pattern that
all subsequent implementations extend.

Chapter 4 focuses on tool design: the principles of building effective
operations tools, schema design and argument validation, error handling pat-
terns, idempotency and safety considerations, performance optimization, and
reference implementations for common operations tools like file operations,
process management, API calls, and database queries. Tools are the foundation
of agent capability; this chapter ensures that foundation is solid.

Chapter 5 covers context management: using resources as structured
data sources, designing prompt templates for reusable patterns, structured
outputs for reliable agent behavior, context window management strategies for
long-running operations tasks, and conversation state management. Effective
context management is what separates agents that work reliably from those
that hallucinate or lose track.

Chapter 6 addresses reasoning and planning: single-step versus multi-
step reasoning, planning strategies including ReAct and Tree-of-Thoughts
patterns, hypothesis generation and validation for troubleshooting workflows,
confidence estimation and decision thresholds, and escalation patterns for
human handoff. This chapter explains how agents think about operations
problems.

Chapter 7 covers state, memory, and persistence: short-term versus long-
term memory architectures, persisting conversation history, building knowl-
edge bases for runbooks and procedures, semantic search with vector embed-
dings, and caching strategies for performance. Memory enables agents to learn
from experience and maintain continuity across sessions.

Chapter 8 explores multi-agent architectures: when single agents are insuf-
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ficient, specialization patterns for different operational domains, orchestration
strategies (hierarchical, peer-to-peer, event-driven), inter-agent communica-
tion via MCP, and coordination patterns for complex multi-step operations
workflows. Most production systems require multiple cooperating agents.

Chapter 9 is the most critical chapter in the book: safety, security, and
controlled autonomy. It covers least-privilege access design, identity and
secrets management, sandboxing and execution isolation, tool permissions and
policy enforcement, approval gates and human-in-the-loop controls, blast-
radius limits and rollback mechanisms, audit trails and observability of agent
decisions, prompt-injection and tool abuse defenses, and strategies for pre-
venting destructive autonomous actions. This chapter is essential reading
before deploying any autonomous agent to production.

Chapters 10 through 14 cover major IT operations use cases with complete
implementations:

Chapter 10 covers infrastructure monitoring and observability agents:
building agents that continuously monitor metrics and logs, detect anomalies
using multiple techniques, correlate alerts across systems, and generate
actionable insights. Includes complete implementations for metric analysis,
log parsing, and multi-source alert correlation.

Chapter 11 covers incident detection, triage, and root-cause analysis: au-
tomated incident detection patterns, severity assessment and impact analy-
sis, hypothesis-driven root-cause investigation workflows, evidence gathering
across multiple systems, and structured incident reporting. Features a com-
plete case study with realistic scenario.

Chapter 12 covers automated remediation and self-healing infrastructure:
designing safe automated remediation workflows, runbook-driven fixes with
policy enforcement, progressive autonomy levels that increase as trust is
earned, post-remediation verification patterns, rollback and compensation
mechanisms, and implementation of self-healing capabilities for common in-
frastructure problems.

Chapter 13 covers Kubernetes, cloud, and CI/CD operations: special-
ized tools and patterns for Kubernetes operations including pod diagnostics
and cluster health analysis, cloud provider interaction via MCP servers for
AWS/Azure/GCP management, CI/CD pipeline troubleshooting agents that
diagnose build failures automatically, and cross-platform orchestration pat-
terns.
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Chapter 14 covers security operations and compliance: agents for security
monitoring integrating with SIEM systems, vulnerability assessment and prior-
itization workflows, automated compliance checking against frameworks like
SOC2 and HIPAA, incident response support for security events, and policy
enforcement automation. Emphasis on safety given the sensitive nature of
security operations.

Chapter 15 addresses testing and evaluation: unit testing of MCP servers
and tools, integration testing with mocked dependencies, scenario-based
agent testing with realistic workflows, fault injection and resilience testing,
agent evaluation metrics including task success rate and accuracy, reliability
engineering practices for production agents, and security testing method-
ologies. This chapter ensures your agents work correctly before they touch
production.

Chapter 16 covers deployment and operations: deployment options from
local development to Kubernetes clusters, scalability patterns for agent work-
loads, high availability and fault tolerance design, async workflows with queue
integration, observability of agent operations through logging /tracing /met-
rics, versioning and CI/CD for agents, disaster recovery planning, and opera-
tional runbooks. This chapter shows you how to run agents reliably at scale.

Chapter 17 is a comprehensive end-to-end case study: designing and
implementing a complete multi-agent operations platform for a mid-size e-
commerce organization. It brings together concepts from all previous chapters
into a realistic architecture with full source code, deployment configuration,
and operational procedures. This chapter demonstrates how everything fits
together in production.

The Conclusion synthesizes the book’s lessons into a practical roadmap for
evolving from assisted automation to safely bounded autonomous operations,
discusses key success factors and common pitfalls, examines emerging trends
in agentic Al for operations, and provides forward-looking guidance on where
this space is headed.

Throughout the book, code examples are complete and runnable. Every
major implementation includes all required source files, project structure,
configuration, dependencies, environment variables, run commands, expected
outputs, and troubleshooting guidance. The material distinguishes clearly
between prototype approaches suitable for experimentation and production-
grade patterns required for reliability and safety.
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By the end of this book, you will be able to design, implement, deploy,
secure, evaluate, and operate autonomous IT operations agents that genuinely
reduce operational burden while maintaining safety and reliability. Let us
begin.



Chapter 1: Foundations of
Autonomous Agents

Defining Autonomy in IT Operations

Autonomy is a spectrum, not a binary property. In IT operations context, we
can define five levels of autonomy that describe how much decision-making
and action execution an agent performs without human intervention. Under-
standing where your systems sit on this spectrum is essential for designing
appropriate safety controls and managing organizational expectations.

Level 0: Manual Operations. Humans perform all monitoring, diagnosis, and
remediation. Tools assist by providing data (dashboards, log viewers, CLI tools)
but do not make decisions or take actions independently. This is the baseline
that most organizations started from and remains common for complex or
high-risk environments.

Level 1: Assisted Automation. Predefined automation executes known pro-
cedures when specific conditions are met. Examples include auto-scaling rules
that add capacity when CPU exceeds a threshold, runbook scripts triggered
by specific alert combinations, and chatbots that answer frequently asked
questions from a knowledge base. The automation follows fixed rules; humans
design the rules and handle everything outside them.

Level 2: Augmented Intelligence. Al systems analyze data and provide
recommendations to human operators. Examples include anomaly detection
algorithms that flag unusual patterns, root-cause analysis tools that suggest
likely causes based on historical correlation, and chatbots that can query live
systems to answer operational questions. The Al provides insight but humans
make all decisions and take all actions.

Level 3: Supervised Autonomy. Agents independently perceive problems,
reason about causes, and execute remediation within defined boundaries,
with human oversight for critical decisions. Examples include agents that
automatically restart failed services within approved parameters, dynamically
adjust configurations based on performance data, or triage and route incidents
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to appropriate teams. Humans define the boundaries, review agent actions,
and handle situations outside the agent’s authority.

Level 4: Bounded Autonomy. Agents operate independently across broad
operational domains with minimal human intervention, constrained by policy
frameworks rather than explicit rules for each action. Examples include self-
healing infrastructure that detects, diagnoses, and remediates a wide range of
failures autonomously, capacity management agents that continuously opti-
mize resource allocation across the environment, or security operations agents
that investigate and contain threats within defined risk parameters. Humans
engage primarily for strategic decisions, policy changes, and edge cases.

Level 5: Full Autonomy. Agents make all operational decisions and take
all actions without human oversight. This level is theoretically possible but
practically undesirable for production IT operations due to the risk of cas-
cading failures, alignment problems, and accountability issues. No reputable
organization should deploy fully autonomous agents in critical infrastructure
without human-in-the-loop controls at some level.

This book focuses primarily on Levels 3 and 4: supervised and bounded
autonomy that provides substantial operational benefit while maintaining ap-
propriate human oversight. The key design principle throughout is progressive
autonomy: start with lower levels, demonstrate reliability and safety, then
gradually expand agent authority as trust is earned through measured perfor-
mance.

The distinction between autonomy and automation is worth emphasizing.
Automation executes predefined procedures deterministically. If condition
X occurs, action Y happens every time. This works perfectly for known
problems but fails completely when faced with novel situations. Autonomy
adds reasoning: the agent perceives a situation it has not seen before, analyzes
it using its capabilities, forms hypotheses about causes and solutions, and
selects actions based on that analysis rather than hardcoded rules.

This reasoning capability is what makes autonomous agents genuinely
useful for IT operations at scale. Modern infrastructure generates too many
edge cases, too many novel failure modes, and too many complex interactions
for rule-based automation to cover comprehensively. An autonomous agent
can handle situations it has never encountered by applying general operational
knowledge and analytical reasoning rather than matching against predefined
patterns.
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Agent Capabilities: Perception, Reasoning, Action,
Memory

Every autonomous agent, regardless of domain or implementation, requires
four core capabilities. These are not optional features; they are the minimal
requirements for genuine autonomy. An IT operations agent lacking any one
of these is not truly autonomous and will not deliver the operational benefits
that justify the complexity of building and maintaining such systems.

Perception is the agent’s ability to observe its environment through struc-
tured data sources. For IT operations, perception means accessing telemetry
data across the infrastructure stack: metrics from monitoring systems like
Prometheus or Datadog, logs from applications and infrastructure compo-
nents, events from orchestration platforms like Kubernetes, configuration
state from management tools, health status from service meshes, and alerts
from detection systems.

Effective perception is not passive data collection; it is active sensing
directed by the agent’s current goals and hypotheses. When investigating an
incident, the agent does not simply dump all available data into its context
window. It queries specific metrics relevant to the suspected problem area, re-
trieves logs from affected time periods and components, checks configuration
state for recent changes, and examines dependency relationships that might
explain cascading failures. This targeted perception is what makes agents
efficient rather than overwhelmed by data volume.

The MCP protocol provides natural abstractions for perception. Resources
expose read-only access to operational data: current system state, recent
events, configuration files, monitoring snapshots. Tools enable active queries:
“get metrics for service X over the last hour, “retrieve logs containing error
pattern Y, “list all pods in namespace Z with non-healthy status” The agent
composes these capabilities into a coherent view of the environment relevant

to its current task.

Reasoning is the agent’s ability to process observations, identify patterns
and anomalies, form hypotheses about causes, plan sequences of actions, and
make decisions under uncertainty. This is where large language models play
their central role in modern autonomous agents.

LLMs provide capabilities that traditional machine learning systems cannot
match for open-ended operational problems: natural language understanding
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for interpreting unstructured data like logs and error messages, pattern recog-
nition across heterogeneous data sources, causal reasoning about relationships
between events and system behavior, planning multi-step investigation and
remediation sequences, and adaptation to novel situations not covered by
historical training data.

The reasoning process in operations agents typically follows a cycle:
observe the current state, compare it against expected behavior or known
patterns, identify deviations or anomalies, generate hypotheses about what
caused those deviations, plan actions to test hypotheses or gather more
evidence, execute those actions, and update understanding based on results.
This cycle repeats until the agent reaches sufficient confidence in its diagnosis
or remediation decision.

Different reasoning strategies are appropriate for different situations. Sim-
ple problems may require single-step reasoning: observe high CPU usage,
identify the process consuming resources, recommend or execute termination.
Complex incidents require multi-step reasoning with hypothesis testing across
multiple systems, iterative refinement based on evidence, and potentially
backtracking when initial hypotheses prove incorrect. Chapter 6 covers these
strategies in detail.

Action is the agent’s ability to execute operations in the real world through
well-defined interfaces. For IT operations agents, actions span the full range
of operational tasks: querying databases for diagnostic information, executing
commands on servers to gather state or perform remediation, calling cloud
provider APIs to manage resources, modifying configuration files or deploy-
ment manifests, restarting services or containers, scaling infrastructure up or
down, opening and updating tickets in ITSM systems, and sending notifications
to human operators.

Actions are where agents interact with reality and where mistakes have
consequences. A reasoning error that leads to an incorrect diagnosis is
contained within the agent’s analysis. An action error that deletes production
data or shuts down critical services causes real damage. This asymmetry
drives every safety consideration in autonomous agent design: actions must
be carefully controlled, monitored, reversible where possible, and constrained
by policies that prevent catastrophic outcomes even when reasoning fails.

MCP tools are the primary mechanism for agent actions. Each tool exposes
a specific capability through a well-defined interface with typed arguments and
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documented behavior. The agent selects tools based on its current goals and
the descriptions provided by each tool. Tool design directly affects what the
agent can do, how safely it can do it, and how reliably it uses those capabilities.
Chapter 4 covers tool design in depth.

Memory is the agent’s ability to retain information across interactions, learn
from past incidents, maintain context about the environment, and improve
over time. Without memory, an agent starts each interaction with a blank slate,
unable to leverage experience or maintain continuity across related tasks.

Agent memory operates at multiple levels:

Short-term working memory holds the current conversation context, on-
going investigation state, intermediate reasoning steps, and recent observa-
tions. This is typically managed within the LLM’s context window and includes
the full interaction history for the current session. Working memory enables
multi-step reasoning and coherent behavior within a single task.

Long-term persistent memory stores information that survives across
sessions: historical incidents and their resolutions, runbooks and standard
procedures, infrastructure topology and relationships, known issues and
workarounds, performance baselines and trends, and operational policies.
Long-term memory enables the agent to recognize recurring patterns, apply
lessons learned from past incidents, and maintain an evolving understanding
of the environment it operates in.

Procedural memory encodes how to perform specific tasks: step-by-step
investigation procedures for common incident types, remediation workflows
for known failure modes, escalation procedures when confidence is low or risk
is high. Procedural memory ensures consistent, reliable behavior for routine
operations while freeing reasoning capacity for novel problems.

Semantic memory stores facts and relationships about the operational
environment: which services depend on which databases, what regions run
which workloads, who owns which systems, what configurations are consid-
ered standard versus custom. Semantic memory provides context that enables
more accurate diagnosis and more appropriate remediation decisions.

Implementing effective agent memory requires careful architecture
choices. Chapter 7 covers memory implementation in detail, including
conversation persistence, knowledge base construction, vector search for
semantic retrieval, and caching strategies for performance.
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Traditional Automation vs Agentic Al

Understanding what makes agentic Al different from traditional automation
is essential for determining when each approach is appropriate and how they
can work together effectively. They are not competing technologies; they are
complementary tools in the operations toolkit, each with distinct strengths and
limitations.

Traditional automation is rule-based, deterministic, and narrow in scope.
An auto-scaling policy that adds instances when average CPU exceeds 80
percent for five minutes is automation. A cron job that runs a cleanup
script daily at 3 AM is automation. A monitoring alert that pages the on-call
engineer when disk usage exceeds 95 percent is automation. These systems
excel at executing known procedures reliably and efficiently for well-defined
conditions.

The strengths of traditional automation are clarity, predictability, and
efficiency. You can reason about exactly what an automation will do in any
given situation because its behavior is entirely determined by its rules. You
can test automations comprehensively because the space of possible behaviors
is finite and enumerable. You can deploy automations with high confidence
because they do not make unexpected decisions or take creative approaches
to problems.

The weaknesses of traditional automation are brittleness and limited scope.
Automation fails when faced with situations not covered by its rules. If a new
type of error appears that does not match any configured alert pattern, au-
tomation does nothing. If multiple systems fail in an unusual combination that
was not anticipated when rules were written, automation may take incorrect
actions or fail to act at all. Extending automation to cover new scenarios
requires humans to identify the patterns, write the rules, test them, and deploy
them: a slow process that cannot keep pace with the rate at which novel
problems emerge in complex systems.

Agentic Al is reasoning-based, adaptive, and broad in scope. An operations
agent that detects unusual latency patterns, investigates by checking recent
deployments, database performance, network metrics, and dependent ser-
vices, identifies the root cause as a problematic configuration change, pro-
poses reverting the change, and executes the revert after receiving approval is
exhibiting agentic behavior. The agent did not follow a predefined rule for this
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specific situation; it reasoned through the problem using general capabilities
applied to novel data.

The strengths of agentic Al are adaptability, generality, and reasoning
depth. Agents can handle situations they have never encountered before by
applying operational knowledge and analytical reasoning rather than matching
against predefined patterns. They can integrate information from multiple
heterogeneous sources in ways that rule-based systems cannot easily encode.
They can explain their reasoning in natural language, making it easier for
humans to understand, trust, and improve their behavior.

The weaknesses of agentic Al are non-determinism, complexity, and poten-
tial for error. Because agents reason rather than follow rules, their behavior
is not perfectly predictable. Two agents given the same situation might
take different approaches or reach different conclusions. Agents can make
mistakes: misinterpreting data, forming incorrect hypotheses, selecting wrong
tools, or executing actions with unintended consequences. Managing these
risks requires sophisticated safety controls, extensive testing, and careful
operational procedures that add complexity compared to simple automation.

The practical approach is to use both in combination, each for what it does
best. Traditional automation handles high-frequency, well-understood oper-
ations where predictability is essential: auto-scaling based on clear metrics,
routine backups, scheduled maintenance tasks, standard health checks. Agen-
tic Al handles complex, variable, or novel situations that require reasoning:
investigating unusual incidents, diagnosing problems with multiple potential
causes, optimizing configurations across trade-offs, responding to security
events that do not match known patterns.

This combination is not just theoretically sound; it is operationally neces-
sary. Pure automation cannot cover the full space of operational scenarios
in complex systems. Pure agentic Al introduces too much unpredictability
for reliable operations. The effective operating model layers automation for
routine tasks beneath agents for complex reasoning, with humans overseeing
both and engaged proportionally to risk and complexity.

Core Architectural Patterns for Operations Agents

Autonomous IT operations agents can be implemented using several architec-
tural patterns, each with distinct trade-offs in complexity, flexibility, reliability,
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and operational overhead. Understanding these patterns is essential for
selecting the right architecture for your specific requirements and constraints.

The single-agent monolithic pattern implements all capabilities within one
agent process: perception through direct integration with monitoring systems
and APIs, reasoning through a single LLM interaction loop, action execution
through integrated tool functions, and memory through local state manage-
ment. This is the simplest pattern to implement and understand, making it
appropriate for initial prototypes, small environments with limited operational
complexity, or use cases focused on a narrow domain like database operations
or Kubernetes troubleshooting.

The advantages of monolithic agents are simplicity, ease of debugging, and
low operational overhead. There is one codebase to maintain, one process
to monitor, one set of logs to review when something goes wrong. The
disadvantages are limited scalability, tight coupling between capabilities, and
difficulty evolving the system over time. As operational requirements grow
more complex, a single agent becomes a monolithic application that is hard to
modify, test, and deploy reliably.

The specialized multi-agent pattern decomposes operations into domain-
specific agents: a monitoring agent focused on detection and alerting, an
investigation agent that performs root-cause analysis, a remediation agent
that executes fixes within safety boundaries, a reporting agent that documents
incidents and updates tickets. Each agent specializes in its domain with
tailored tools, prompts, and reasoning patterns optimized for its specific
responsibilities.

The advantages of specialized agents are clear separation of concerns,
independent scalability (investigation can scale separately from monitoring),
focused expertise (each agent can be optimized for its specific tasks), and im-
proved safety (remediation capabilities are isolated from detection logic). The
disadvantages are increased architectural complexity, coordination overhead
between agents, more components to operate and maintain, and potential for
communication failures or inconsistent state between agents.

The orchestrator-worker pattern combines orchestration and specializa-
tion: a central orchestrator agent receives operational tasks or alerts, de-
composes them into subtasks, assigns them to specialized worker agents,
collects results, makes higher-level decisions, and coordinates the overall
workflow. Worker agents execute specific capabilities like querying metrics,
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analyzing logs, or executing remediation steps, reporting results back to the
orchestrator.

This pattern is common in production systems because it balances flexibil-
ity with control. The orchestrator maintains a global view of the operational
situation and enforces policies and safety constraints. Worker agents provide
specialized capabilities that can be developed, tested, and deployed indepen-
dently. The pattern scales well as operational requirements grow: new worker
agents can be added for new capabilities without modifying existing agents or
the orchestrator.

The event-driven reactive pattern structures agent behavior around events
rather than continuous operation. Agents remain in a low-activity state until
triggered by specific events: alerts from monitoring systems, failed health
checks, anomalous metrics, manual requests from operators. When triggered,
agents execute their workflows to investigate and respond, then return to
waiting state.

This pattern is efficient for environments where incidents are relatively
infrequent compared to normal operation. It avoids the cost and complexity
of continuously running sophisticated reasoning loops when nothing requires
attention. The challenge is ensuring that event triggers are comprehensive
enough to catch all situations requiring agent intervention without generating
excessive false positives.

The continuous monitoring proactive pattern runs agents in a persistent
active state, continuously observing system telemetry, running analysis loops,
and proactively identifying issues before they trigger alerts or impact users.
This pattern is appropriate for high-value environments where preventing in-
cidents is more valuable than responding to them efficiently: financial trading
systems, healthcare platforms, large-scale e-commerce operations.

Continuous monitoring provides earlier detection and prevention but re-
quires significantly more computational resources and careful tuning to avoid
alert fatigue from excessive findings. It also raises the stakes for false positives:
an agent continuously making recommendations or taking actions based on in-
correct analysis can be more disruptive than one that only acts when explicitly
triggered.

Most production systems use hybrid patterns that combine elements of
these approaches: event-driven triggers for incident response combined with
periodic proactive monitoring, specialized agents coordinated by an orches-
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trator, automation handling routine operations beneath agents managing com-
plex situations. The right pattern depends on your operational requirements,
environment complexity, risk tolerance, and organizational maturity with Al
systems.

The Role of Large Language Models

Large language models are the reasoning engine at the core of modern au-
tonomous agents. Understanding their capabilities, limitations, and appro-
priate usage patterns is essential for building reliable operations agents that
deliver value without introducing unacceptable risks.

LLMs excel at tasks requiring natural language understanding, pattern
recognition across heterogeneous data, causal reasoning about complex sys-
tems, planning multi-step procedures, and adapting to novel situations. These
capabilities map directly to the core requirements of IT operations: interpret-
ing error messages and log entries written in natural language, recognizing
failure patterns across different system components, reasoning about cause-
and-effect relationships in distributed systems, planning investigation and
remediation sequences, and handling incidents that do not match known
patterns.

The key insight is that LLMs are general-purpose reasoning engines applied
to specific domains through context and tools. An LLM does not come
pre-loaded with knowledge about your infrastructure, your services, your
operational procedures, or your organizational policies. It gains this knowledge
through the context you provide: system descriptions in prompts, telemetry
data through resources, historical incidents from memory systems, and oper-
ational constraints encoded in tool definitions and safety policies.

This separation of reasoning capability from domain knowledge is both a
strength and a responsibility. The strength is flexibility: the same underlying
LLM can operate across different environments and domains by changing
the context it receives rather than retraining the model. The responsibility
is ensuring that the context provided is accurate, complete, current, and
appropriate for safe decision-making. An agent reasoning with incorrect or
incomplete context will reach incorrect conclusions with high confidence.

LLMs have important limitations that directly affect operations agent de-
sign:
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Non-determinism: LLMs are probabilistic models that can produce differ-
ent outputs for the same input. This means agent behavior is not perfectly
predictable, which creates challenges for reliability, testing, and safety assur-
ance. Mitigation strategies include structured outputs with schema validation,
deterministic safeguards for critical decisions, confidence thresholds requir-
ing human review when certainty is low, and extensive testing across many
scenarios to understand behavioral variance.

Hallucination: LLMs can generate plausible-sounding but incorrect infor-
mation, including fake error codes, nonexistent tools, or fabricated system
states. In operations context, hallucination can lead to agents pursuing incor-
rect investigation paths, calling tools that do not exist, or making decisions
based on imagined data. Mitigation requires grounding agent reasoning in
actual tool outputs and verified data rather than model-generated claims,
validation of tool arguments against schemas, and verification steps after
actions are taken.

Context window limits: LLMs can only process a finite amount of text in
a single interaction, typically ranging from 64K to 200K tokens depending on
the model. Complex operational tasks involving extensive telemetry data, long
conversation histories, or detailed system documentation can exceed these
limits. Mitigation requires careful context management: selective retrieval of
relevant information, summarization of historical data, hierarchical reasoning
that processes large datasets in chunks, and efficient tool designs that return
focused results rather than dumping all available data.

Latency and cost: LLM inference takes time and money. Complex multi-
step agent interactions involving many tool calls and reasoning iterations can
take minutes to complete and accumulate significant API costs. For time-
sensitive operations like incident response, this latency may be unacceptable.
Mitigation includes using smaller or faster models for routine tasks, caching
common responses, parallelizing independent tool calls, and reserving sophis-
ticated reasoning for situations that genuinely require it rather than applying
it to every operational event.

Token limits also affect cost directly. Each token in the input context and
output response has a monetary cost at current API pricing. An agent that
inefficiently loads all available data into context before filtering will be orders
of magnitude more expensive than one that selectively retrieves only what is
needed. Production agents must be designed with cost awareness as a first-
class constraint, not an afterthought.
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Model selection matters for operations agents. Different models have
different strengths: some excel at code understanding and generation (useful
for configuration management and CI/CD troubleshooting), others at logical
reasoning (important for root-cause analysis), others at following complex
instructions precisely (critical for safety-critical remediation actions). The
choice of model affects agent capability, reliability, latency, and cost. Most pro-
duction systems use multiple models: a powerful model for complex reasoning
tasks, faster cheaper models for routine operations, and potentially specialized
models for specific domains like code or structured data analysis.

The relationship between LLMs and MCP is symbiotic. LLMs provide
the reasoning capability that makes agents intelligent. MCP provides the
standardized interface through which those agents perceive their environment
and take action in it. Together they enable autonomous systems that combine
general-purpose reasoning with domain-specific capabilities in a composable,
interoperable architecture.

The next chapter dives into MCP at specification level, explaining every
aspect of how the protocol works so you can build agents that leverage it
effectively and reliably.



Chapter 2: The Model Context
Protocol Deep Dive

The Problem MCP Solves

Before MCP existed, integrating Al models with external tools and data sources
was a fragmented landscape of proprietary solutions and custom integrations.
OpenAl introduced function calling in late 2023, allowing GPT models to
request execution of predefined functions with structured arguments. Google
added similar capabilities to Gemini. Various frameworks like LangChain and
Llamalndex built their own abstractions for tool use and data retrieval. Each
approach worked within its own ecosystem but created significant problems
for real-world deployments.

The fundamental problem was the N-times-M integration complexity. If
you have N Al applications (a monitoring dashboard chatbot, a CI/CD trou-
bleshooting assistant, a security operations agent) and M external systems they
need to access (Prometheus, Kubernetes API, GitHub, ServiceNow, AWS APIs),
each application traditionally requires its own custom integration with each
system. Adding a new application means writing M new integrations. Adding
a new system means updating N existing applications. The complexity grows
quadratically.

MCP solves this by introducing a standardized protocol layer between Al
applications and external systems. Instead of each application implementing
custom integrations, applications implement the MCP client protocol once.
External systems expose their capabilities through MCP servers using the same
protocol. Any MCP client can work with any MCP server without custom
code. Adding a new application means implementing MCP client support once.
Adding a new system means building one MCP server that all applications can
use. The complexity grows linearly instead of quadratically.

This is not just a developer convenience; it is an architectural necessity
for scalable autonomous operations. An enterprise environment might have
dozens of Al-powered tools and hundreds of external systems they need
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to interact with. Without protocol standardization, the integration burden
becomes unmanageable. With MCP, each component implements the protocol
once and gains interoperability with everything else in the ecosystem automat-
ically.

MCP also solves lock-in problems. Before MCP, applications using OpenAl
function calling were tightly coupled to OpenAl's API. Switching to a different
model provider required rewriting all tool integration code. MCP separates the
tool integration layer from the model layer: any MCP-compatible client can
use any MCP server regardless of which LLM provider it uses underneath. This
separation enables swapping models as capabilities improve or pricing changes
without disrupting tool integrations.

The protocol is intentionally designed to be simple, extensible, and
transport-agnostic. It defines a clear boundary between client responsibilities
(managing the LLM interaction, conversation state, and orchestration) and
server responsibilities (exposing tools, resources, and prompts through a
standardized interface). This clean separation makes MCP servers easy to
build, test, and deploy independently of the clients that use them.

MCP Architecture: Clients, Servers, and Hosts

MCP defines three architectural roles that separate concerns cleanly and en-
able flexible system design. Understanding these roles and their relationships
is essential for designing effective operations agent architectures.

The MCP Host is the application that the user directly interacts with.
Examples include Claude Desktop, VS Code with Copilot, Cursor IDE, or a
custom operations dashboard with embedded Al chat. The host provides the
user interface, manages the overall application experience, and coordinates
connections to multiple MCP servers on behalf of the user’s tasks. In au-
tonomous agent architectures, the host is often the agent orchestrator itself:
the application that presents tasks to the LLM, manages conversation flow, and
coordinates tool execution across multiple servers.

The MCP Client lives within the host application and manages a dedicated
connection to one specific MCP server. Each client maintains a 1-to-1relation-
ship with its server: one client instance connects to one server instance, initial-
izes a session, exchanges protocol messages, and closes when done. The client
handles all protocol mechanics for that connection: capability negotiation
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during initialization, sending requests to list or invoke tools, reading resources,
retrieving prompts, handling responses and errors, managing notifications
about changes, and maintaining session state.

A single host typically manages multiple clients, one per connected server.
For example, an operations agent host might maintain clients connected to
a Kubernetes MCP server, a Prometheus metrics MCP server, a GitHub MCP
server, and a ServiceNow MCP server simultaneously. When the agent needs
to perform a task requiring multiple systems, it routes requests through the
appropriate client to the appropriate server.

The MCP Server is an external program that exposes capabilities (tools),
data (resources), and interaction patterns (prompts) through the MCP pro-
tocol. Servers run as independent processes that can be local or remote,
implemented in any language with an MCP SDK available. A server’s job is to
respond to client requests according to the protocol specification: list available
tools when asked, execute a tool when called with valid arguments, return
resource contents when read, provide prompt templates when requested, and
send notifications when capabilities change.

Servers are where domain expertise lives. A Kubernetes operations server
knows how to interact with the Kubernetes API, translate natural language
queries into kubectl-equivalent operations, and expose cluster state in a format
useful for agent reasoning. A database operations server understands SQL,
query optimization, schema inspection, and performance analysis. Each server
encapsulates its domain knowledge and exposes it through MCP’s standardized
primitives without requiring clients to understand domain-specific APIs or
protocols.

This architecture enables powerful composition patterns. An operations
agent host connects to multiple specialized servers: one for infrastructure
monitoring, one for container orchestration, one for cloud provider manage-
ment, one for incident ticketing. The agent orchestrates across these servers
seamlessly because they all speak the same protocol. Adding a new capability
means deploying a new server and configuring the host to connect; existing
servers and clients require no modification.

The architecture also enables independent evolution. Servers can be
updated, scaled, or replaced without affecting clients that use them, as long as
the MCP protocol contract is maintained. A monitoring server can be rewritten
in a different language, deployed on different infrastructure, or enhanced with
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new tools while existing agent hosts continue to work without changes. This
independence is essential for production systems where different teams may
own different components and need to evolve them at different paces.

Tools: Defining Agent Capabilities

Tools are the primary mechanism through which MCP servers expose action-
able capabilities to agents. A tool represents a specific operation the agent can
invoke: querying data, executing a command, modifying configuration, calling
an external API, or performing any well-defined action. Tools are how agents
take action in the world rather than just generating text responses.

Every MCP tool has three essential components:

A name that uniquely identifies the tool within the server’s namespace.
Names should be descriptive and follow consistent naming conventions so
agents can reliably identify the right tool for their needs. Examples: “list_pods,’

M« ” W«

“get_metrics,” “restart_service, “create_incident_ticket”

A description that explains what the tool does, when it should be used, and
any important constraints or side effects. The description is critical because
the LLM uses it to decide whether to call this tool for a given task. Good
descriptions are specific about capabilities, clear about prerequisites, explicit
about side effects, and include examples when behavior might be ambiguous.

An input schema defined using JSON Schema that specifies the arguments
the tool accepts: their names, types, whether they are required or optional,
allowed values, validation constraints, and descriptions for each parameter.
The schema enables automatic argument validation on the server side and
provides the LLM with precise information about how to call the tool correctly.

When an agent needs to perform an action, it follows this flow: the host
sends a tools/list request to discover available tools, the server responds
with tool definitions including names, descriptions, and schemas, the LLM
analyzes the task and selects appropriate tools based on descriptions, the LLM
generates tool call requests with arguments conforming to schemas, the host
validates arguments against schemas and sends tools/call requests to servers,
servers execute the requested operations and return results, and the host
provides results back to the LLM for further reasoning.

For IT operations agents, tools span a wide range of capabilities organized
by domain:
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Infrastructure tools: list_servers, get_server_metrics, check_disk_usage,
restart_service, deploy_configuration, scale_instance, snapshot_volume.

Observability tools: query_prometheus_metrics, fetch_logs_by_-
time_range, search_logs_by_pattern, get_alert_status, correlate_events,
analyze_anomaly.

Container orchestration tools: list_pods, describe_pod, get_pod_logs,
list_deployments, rollout_status, scale_deployment, cordon_node, drain_-
node.

Cloud management tools: list_ec2_instances, describe_security_groups,
get_cloudwatch_metrics, create_s3_snapshot, modify_autoscaling_policy,
check_cost_anomalies.

Database tools: query_database_readonly, analyze_query_performance,
list_slow_queries, check_replication_status, get_connection_pool_stats,
validate_schema_ change.

Security tools: scan_vulnerabilities, check_compliance_status, analyze_ -
security_events, list_open_ports, review_access_policies, detect_anoma-
lous_access.

Ticketing tools: create_incident, update_ticket, search_tickets, assign_-
ticket, add__comment, link_related_incidents.

Tool design directly affects agent reliability and safety. Well-designed tools
have clear single responsibilities, predictable behavior, appropriate argument
validation, meaningful error messages, and documented side effects. Poorly
designed tools that are ambiguous, overloaded with functionality, lack vali-
dation, or have undocumented consequences lead to agent errors, incorrect
actions, and safety violations. Chapter 4 covers tool design principles in depth.

MCP also supports tool annotations that provide metadata about tool
characteristics: readOnlyHint indicates the tool does not modify state (safe
for unrestricted use), destructiveHint warns the tool may cause irreversible
changes (requires elevated approval), idempotentHint indicates repeated calls
produce the same result (safe for retries). These annotations help clients
implement appropriate safety controls and approval workflows based on tool
risk profiles.
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Resources: Structured Context for Agents

Resources are MCP’s mechanism for exposing structured data to agents in
a read-only, file-like format. While tools enable actions, resources provide
context: the information agents need to understand their environment, make
informed decisions, and ground their reasoning in actual system state rather
than hallucinated data.

Resources are identified by URIs following a consistent naming
scheme that reflects their content and structure. Examples
include  “file:///etc/nginx/nginx.conf” for a  configuration file,
“prometheus: /metrics/cpu_usage?service=web&range=1h" for time-series
metrics, “k8s://namespace/production/pods” for Kubernetes resource
listings, or “incident: //INC-12345 /details” for incident information.

Servers expose resources through two mechanisms:

Static resources with fixed URIs that always return the same type of content.
For example, a server might expose “config: /infrastructure /topology.yaml” as
a static resource containing the current infrastructure topology definition.
Clients can list these resources using resources/list and read their contents
using resources/read with the URL

Resource templates with parameterized URIs that generate
dynamic content based on URI parameters. For example, a template
“logs: //service /{service_name}/recent” might return recent logs for any
specified service when the {service_name} parameter is filled in. Templates
are listed via resources/templates/list and enable servers to expose large or
infinite sets of related resources without enumerating them all explicitly.

The distinction between tools and resources is important: tools perform
actions that may have side effects and can produce different results each
time they are called based on current state. Resources provide read-only
access to data at a point in time. An agent uses a tool to restart a service;
it reads a resource to check the service’s current status. Using resources
for read operations is more efficient than tools because resources can be
cached, preloaded into context, and accessed without the overhead of tool call
validation and execution.

For IT operations agents, resources are essential for providing grounded
context:
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System state resources expose current configuration, running processes,
network connections, disk usage, memory status, and other operational data
that agents need to understand what is happening in the environment.

Telemetry resources provide access to metrics time series, log entries,
event streams, and traces that agents analyze to detect anomalies, diagnose
problems, and verify remediation effectiveness.

Knowledge resources contain runbooks, standard operating procedures,
known issues documentation, escalation contacts, and organizational policies
that guide agent behavior and decision-making.

Historical resources store past incidents, their investigations, root causes,
and resolutions that enable agents to recognize recurring patterns and apply
lessons learned from previous experiences.

Effective resource design follows principles of discoverability (clear naming
conventions and templates), efficiency (returning focused data relevant to
the URI rather than dumping all available information), consistency (stable
URIs and predictable content formats), and freshness (appropriate caching
strategies that balance performance with data currency). Resources should be
designed with the agent’s reasoning process in mind: what information does
it need, when does it need it, and how should it be structured for efficient
consumption within context window constraints?

Prompts: Reusable Interaction Patterns

Prompts are MCP’s mechanism for defining reusable interaction templates that
guide how agents approach specific tasks. While tools define what actions
agents can take and resources provide what data they can access, prompts
encode how agents should reason about particular types of problems, follow
standard procedures, or apply domain expertise consistently.

A prompt template defines a structured message pattern with placeholders
for dynamic content. For example, an incident investigation prompt might
include sections for describing the incident, listing available evidence sources,
specifying investigation steps to follow, and defining criteria for determining
root cause. When the agent needs to investigate an incident, it retrieves the
prompt template, fills in the specific incident details, and uses the resulting
prompt to guide its reasoning process.
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Prompts serve several important functions in operations agents:

Standardization: Prompts encode standard procedures and best practices
so that agents handle similar situations consistently rather than approaching
each problem from scratch with variable quality. An incident triage prompt
ensures every incident gets assessed against the same criteria for severity,
impact, and urgency.

Expertise encoding: Prompts capture domain expertise in a reusable for-
mat. A database performance analysis prompt might encode expert knowledge
about what metrics to check, what patterns indicate specific types of problems,
and what remediation steps are appropriate for different scenarios. This makes
expert-level reasoning available even when the underlying LLM does not have
specialized training in that domain.

Safety enforcement: Prompts can include safety constraints, approval
requirements, and escalation criteria that guide agent behavior toward safe
outcomes. A remediation prompt might explicitly require the agent to verify
preconditions before taking action, check for dependent services that might
be affected, obtain human approval for high-risk changes, and validate results
after remediation.

Context structuring: Prompts organize complex information in formats that
help LLMs reason effectively. Rather than dumping raw telemetry data into
context, a well-designed prompt structures the data into relevant sections,
highlights key findings, presents hypotheses to evaluate, and guides systematic
analysis rather than unstructured exploration.

MCP prompts support arguments that allow dynamic customization: a
root-cause analysis prompt might accept arguments for the affected service,
time range of the incident, and list of related alerts. The server fills in these
arguments when providing the prompt to the client, creating a customized
reasoning template for the specific situation while maintaining the standard
structure and guidance.

For IT operations, common prompt patterns include:

Investigation prompts that guide systematic root-cause analysis through
hypothesis generation, evidence gathering, validation, and conclusion.

Remediation prompts that encode safe remediation procedures with pre-
condition checks, step-by-step execution guidance, verification requirements,
and rollback instructions.
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Triage prompts that standardize incident assessment across severity levels,
business impact categories, and escalation criteria.

Reporting prompts that structure incident documentation to ensure com-
pleteness, clarity, and actionable follow-up items.

Escalation prompts that guide agents in preparing clear, concise handoffs
to human operators with all relevant context, analysis, and recommended next
steps.

Prompts are not a substitute for good tool design or accurate data; they
work best when combined with well-designed tools that provide reliable capa-
bilities and resources that supply grounded context. A prompt guiding an agent
through investigation is only as effective as the tools available for gathering
evidence and the quality of data those tools return.

Sampling, Logging, and Root Arguments

MCP includes several additional protocol features beyond tools, resources, and
prompts that enable more sophisticated agent behaviors and better integration
between components.

Sampling allows MCP servers to request LLM completions through the
client rather than requiring direct LLM API access. This is useful when a server
needs reasoning capability for complex operations but should not have direct
access to LLM APIs for security or policy reasons. For example, a database
management server might use sampling to ask the host LLM to generate an
optimized query plan or explain a complex error message. The server sends a
sampling request with context and instructions; the client processes it through
its configured LLM and returns the result. This keeps LLM access centralized
in the client while enabling servers to leverage reasoning when needed.

Note that as of the 2026-07-28 specification, sampling has been redesigned
and in some contexts deprecated in favor of more explicit multi-round-trip
request patterns. Implementation details vary by SDK version; consult current
documentation for your target specification version.

Logging enables servers to send diagnostic and informational messages
back to clients for observability purposes. Operations agents generate sub-
stantial activity across multiple tools and systems; logging provides visibility
into what servers are doing, why they are making certain decisions, and what
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intermediate results they encounter. Clients can configure log levels (debug,
info, warning, error) and routing to capture appropriate detail for debugging
without overwhelming production systems with verbose output.

Root arguments allow clients to provide servers with information about the
user’s workspace or environment context during initialization. For file system
servers, roots might specify directories the server is allowed to access. For
operations agents, roots could define which clusters, namespaces, regions, or
environments the agent is authorized to operate in. This mechanism enables
servers to scope their capabilities based on client-provided boundaries rather
than requiring hardcoded configuration.

These features are secondary to tools, resources, and prompts but impor-
tant for building production-quality systems that are observable, secure, and
flexible. Logging is particularly critical for operations agents: when an agent
takes an action with real consequences, you need clear audit trails of what
happened, why it happened, and what the results were.

Transports: STDIO, SSE, and HTTP

MCP defines multiple transport mechanisms for client-server communication,
each appropriate for different deployment scenarios. The transport layer
handles message framing, delivery, and connection management while the data
layer (JSON-RPC 2.0 protocol) remains consistent across all transports.

The stdio transport communicates through standard input and output
streams between a parent process (client) and child process (server). The client
spawns the server as a subprocess, writes JSON-RPC requests to the server’s
stdin, and reads responses from its stdout. This is the simplest transport to
implement and use, making it ideal for local integrations where the server runs
on the same machine as the client.

Stdio transport advantages include simplicity (no network configuration
required), natural process lifecycle management (server starts and stops with
the client session), automatic isolation (each client gets its own server process),
and security (no network exposure). Disadvantages include single-client limi-
tation (one server process per client connection), local-only constraint (client
and server must be on the same machine), and process spawn overhead for
each new connection.
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For IT operations agents, stdio is appropriate for servers that wrap local
tools or scripts: a server that executes kubectl commands on the local machine,
a server that queries a locally running Prometheus instance, or a server that
reads configuration files from the local filesystem. These servers benefit from
direct local access and do not need to serve multiple clients simultaneously.

The Server-Sent Events (SSE) transport was MCP’s first HTTP-based trans-
port, using HTTP POST for client-to-server messages and SSE streams for
server-to-client responses. It enabled remote server deployment with multiple
concurrent clients. However, SSE had architectural limitations: it required
two separate endpoints (one for sending messages, one for receiving the event
stream), created complexity in session management, and was asymmetric in
how it handled bidirectional communication.

As of the 2025-03-26 specification update, SSE transport has been dep-
recated in favor of Streamable HTTP, which provides a cleaner and more
capable design. Existing implementations using SSE should plan migration to
Streamable HTTP for new development.

Streamable HTTP is MCPs modern standard for remote server
communication. It uses HTTP for all communication with streaming support
for long-running operations. The transport supports session management
through cookies or headers, enables multiple concurrent clients connecting to
a single server instance, works across network boundaries through standard
HTTP/HTTPS, and integrates naturally with existing infrastructure like load
balancers, API gateways, and authentication systems.

Streamable HTTP advantages include remote deployment (servers can run
on different machines or in different cloud regions from clients), multi-client
support (one server process Serves many concurrent connections), infras-
tructure integration (works with existing HTTP tooling for auth, rate limiting,
monitoring), and scalability (servers can be horizontally scaled behind load
balancers). Disadvantages include network dependency (requires reliable
connectivity between client and server), additional configuration complexity
(endpoints, authentication, TLS certificates), and potential latency compared
to local stdio communication.

For IT operations agents, Streamable HTTP is appropriate for servers that
need to be shared across multiple agent instances, deployed in centralized
infrastructure, or accessed from different environments. A Kubernetes opera-
tions server running as a service in your cluster, a metrics server aggregating
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data from multiple monitoring backends, or a ticketing server connecting to
ServiceNow are all good candidates for Streamable HTTP deployment.

Transport selection is primarily a deployment decision rather than a proto-
col decision. The MCP protocol semantics are identical regardless of transport;
the choice affects where servers run, how they scale, and how they integrate
with existing infrastructure. A well-designed server implementation should
support multiple transports so it can be deployed flexibly across different
environments without code changes.

Protocol Semantics and Message Flow

Understanding MCP’s protocol mechanics at the message level is essential for
implementing correct clients and servers, debugging integration issues, and
designing systems that handle errors and edge cases gracefully.

MCP uses JSON-RPC 2.0 as its underlying RPC protocol. Every message
between client and server is a JSON object with the following structure:

Requests contain “jsonrpc™ “2.0” to identify the protocol version,
“method” specifying the operation to perform (e.g., “tools/list”, “tools/call’,
“resources/read”), “params” containing method-specific arguments as a JSON
object, and “id” as a unique identifier for matching responses to requests.

", W«

Responses contain “jsonrpc™ “2.0% “result” with the method’s return value
if successful, “error” with an error object containing code and message if the
request failed, and “id” matching the original request’s id for correlation.

Notifications are like requests but without an “id” field, meaning no re-
sponse is expected. Notifications are used for one-way communication like ca-
pability change announcements (notifications /tools/list_changed when avail-
able tools are updated) or progress updates during long-running operations.

The protocol lifecycle follows a defined sequence:

Initialization begins when the client sends an initialize request with its
capabilities and protocol version. The server responds with its own capabil-
ities, protocol version, server information (name and version), and optional
instructions for how to use the server. Both sides validate that they support
a compatible protocol version; if not, the connection is terminated.

Capability negotiation occurs during initialization. The client learns what
the server supports: which tools are available, whether resources are exposed,
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whether prompts are defined. The server learns what the client can handle:
whether it supports structured content responses, notifications, sampling
requests. This negotiation enables both sides to adapt their behavior to each
other’s capabilities rather than assuming features that may not be supported.

Session activation happens after successful initialization. The client sends a
notifications/initialized notification confirming the session is ready. From this
point forward, normal protocol operations proceed: the client lists and calls
tools, reads resources, retrieves prompts; the server responds to requests and
sends notifications as appropriate.

Normal operation involves the ongoing exchange of requests, responses,
and notifications that constitute the agent’s interaction with the server. The
client discovers available tools via tools/list, invokes them via tools/call with
validated arguments, reads data via resources/read, and receives results that
feed into LLM reasoning loops. Servers may send notifications to announce
capability changes or provide progress updates for long-running operations.

Session termination occurs when either side closes the connection. Well-
behaved implementations clean up resources, close database connections,
release locks, and perform any necessary shutdown operations before termi-
nating. For stdio transport, this typically means the client terminates the server
subprocess. For HTTP transports, it involves closing the session and releasing
associated state.

Error handling is a critical aspect of protocol semantics. MCP servers
should return structured error responses rather than throwing unhandled
exceptions or returning malformed JSON. Errors include standard JSON-RPC
codes for protocol-level issues (parse error, invalid request, method not found)
and application-level codes for tool-specific failures. Clients must handle
errors gracefully: retrying transient failures where appropriate, reporting
permanent failures to the LLM so it can adapt its reasoning, and never silently
swallowing errors that indicate real problems.

For operations agents specifically, error handling in tools is particularly
important. When a tool call fails because a service is unreachable, a permission
is denied, or a configuration is invalid, that failure information is essential
context for the agent’s reasoning. The agent might need to try an alternative
approach, escalate to a human operator, or report the infrastructure problem
itself. Tools should return descriptive error messages that explain what went
wrong in terms useful for operational diagnosis, not just technical stack traces.



Chapter 2: The Model Context Protocol Deep Dive 37

The protocol is designed to be stateless from the server’s perspective: each
request contains all information needed to process it independently. Servers
do not maintain conversation state or reasoning context between requests;
that responsibility lies with the client and the LLM. This statelessness enables
horizontal scaling of servers behind load balancers and simplifies server im-
plementation by eliminating distributed state management complexity.

With MCP fundamentals established, the next chapter puts this knowledge
into practice by building a complete operations agent from scratch: setting up
the development environment, implementing an MCP host client with LLM in-
tegration, creating an operations MCP server with real tools, connecting them
together, and running end-to-end scenarios that demonstrate autonomous
operations behavior.
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