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Assessment Objectives 
 

This assignment was completed for the Web Security module in the second year, second 

semester of the second year. I was given the task of conducting a security evaluation of 

the website http://twitter.com. The primary goal of this assignment is to identify 

potential security vulnerabilities in the target domain that could result in a breach of 

security, and to categorize those vulnerabilities according to the level of risk they pose. 
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Introduction 

 
In my hunt for bug bounty programs on Hacker One, I came across a bug bounty 

program for the social media platform Twitter. I have selected this as my assignment in 

second year second semester web security module.  
 

hackerone Link: https://hackerone.com/twitter?type=team  
 

Overview of the Twitter.  
 

Twitter is one of the most widely used social media platforms, and it is mostly used for 

microblogging and short messages. In 2006, Jack Dorsey, Noah Glass, Biz Stone, and 

Evan Williams founded the social networking site Twitter. Mr. Jack Dorsey serves as 

the company's chief executive officer at the moment. 
 

  

The primary goal of this project is to detect vulnerabilities in the Twitter platform and 

identify the relevant risks to those vulnerabilities. The auditing scope will be limited for 

domains that are published by twitter in hackerone.  
 

In scope domains  
 

1) *.twitter.com  

2) *. vine.co  

3) *. periscope.tv  

4) *. pscp.tv  

5) *.twimg.com  

6) gnip.com  

7) mopub.com 

8) niche.co 

https://hackerone.com/twitter?type=team
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9) snappytv.com 

10) twitterflightschool.com  

 
 

  
  
  

  

  

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 
Out Of Scope Domains  

 
1) Status.twitter.com  

  

Out Of Scope Vulnerabilities  

 

• Physical attacks on a user's device  

• Physical attacks on Twitter's property or data centers  

• Forms with missing CSRF tokens (we require evidence of actual CSRF vulnerability) 

• Password and account recovery policies, such as expiration of reset links or password 

complexity 

• Invalid or missing SPF (Sender Policy Framework) data  
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• Content spoofing / text injection  

• Issues with applications or protocols outside of Twitter's control  

• Spam reports  

• Bypassing URL malware detection 

• Issues with no clearly recognized security impact, such as clickjacking on a static 

website, missing security headers, or detailed error messages  

• Social engineering of Twitter employees or contractors 

• Network or application layer issues that cause a Denial of Service (DoS) to Twitter's 

servers. 

• Broken URLs from Twitter blog posts, press releases, or support articles that lead to 

unclaimed Twitter Handles or a site where the controlled contents cannot be 

downloaded to the victim's disk. 

• Issues with unlocking client-side capabilities in Twitter programs that have been 

changed, rooted, or jailbroken.  
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Risk Level Information 
  

High This indicates that the highest level of risk is associated with a specific 

vulnerability. When a vulnerability is classified as high-risk, there is 

a high likelihood that an attacker will attempt to exploit it. The 

attacker's actions may result in the modification or destruction of data 

from the web application. 

 

Medium This indicates that a specific vulnerability is associated with a medium 

risk level. By taking advantage of these types of vulnerabilities, an 

attacker can obtain access to sensitive information at a low level. 

 

Low This indicates that a given vulnerability is associated with a low risk 

level. If an attacker succeeds in exploiting a low-level vulnerability, 

the resulting impact on the web application will be minimal. The 

attacker may be able to obtain some insight into the web application. 

 

Informative The risk level associated with these types of vulnerabilities is quite 

low. 
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Vulnerability Overview 
 
1. *.twitter.com 
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2. *.vine.co 
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3. *.pscp.tv

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 13 

 

 

 

 

 

 

4. gnip.com 
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5. mopub.com 
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6. periscope.tv 
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Information Gathering   
 

Information gathering is one of the most important stage in bug bounty process. Pen 

testers are gathered all the publicly available information about the website. This 

Information gathering process is also known as reconnaissance phrase. Hacker one 

and all other bug bounty platforms publish all the in-scope domains and out scope 

domains. Pen testers mainly focused about in-scope websites and tend to collect as 

much as possible information about the relevant company. Information gathering can 

be done is two ways. 

  

1. Passive: This refers to collect publicly available information and other data 

without contacting the target web site or application   

2. Active: This refers to collect information by contacting target web application 

or website.  

  

For this assignment, I will use passive information gathering technique.  
 

Subdomain Enumeration  
 

Subdomain Enumeration is the process of finding valid and resolvable subdomains for 

one or more domains. For subdomain enumeration process I have used several tools.  

1. Sublist3r  

2. Recon –ng  

3. Crt.sh  
 

Sublist3r  
 

This tool is created using python and most of the pen testers and bug bounty hunter 

use to collect subdomain for the domain they are targeting.   

First, I have installed sublist3r to my virtual machine.  

To install this, I have visited to below GitHub page and then I have cloned it to my 

machine.  

GitHub Link: https://github.com/aboul3la/Sublist3r  

https://github.com/aboul3la/Sublist3r


 17 

  

  

Then after cloning process, Next, I installed pip to my virtual machine.   
 

  

As mentioned before sublist3r is python tool. In that case, install python to the 

machine as well.   
 

  

Then I have entered python sublist3r.py -h to view the help options.  
 

  

After that, to check this tool I have entered python sublist3r.py -d gmail.com to get 

subdomain of entered domain.  
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Using Sublist3r to find subdomains of twitter.com  

  

Total of 961 unique subdomains has been found.  
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Using Sublist3r to find subdomains of vine.co 
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Using Sublist3r to find subdomains of periscope.tv 
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Using Sublist3r to find subdomains of pscp.tv 
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Using Sublist3r to find subdomains of twimg.com 
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Using Sublist3r to find subdomains of gnip.com 
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Using Sublist3r to find subdomains of mopub.com 

 
 

 
 

Using Sublist3r to find subdomains of niche.co 
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Using Sublist3r to find subdomains of snappytv.com 
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Using Sublist3r to find subdomains of twitterflightschool.com 
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Recon –ng  

Recon-ng is also a python-based tool. This tool is one of the widely used tool because 

it provides a powerful environment and also its interface is similar to the Metasploit as 

well.   

Like the sublist3r this tool is can clone from GitHub to your machine.  
 

GitHub link: https://github.com/lanmaster53/recon-ng  
 

  

  

Then I have open the recon-ng directory.  
 

  

After that, I have installed pip by using pip install –r REQUIREMENTS command  
 

  

Then installation will complete and can open by giving recon-ng command  
 

https://github.com/lanmaster53/recon-ng
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Then I used recon-ng tool to find subdomains in twitter.com. Before that step we have 

set twitter.com as the host in recon-ng.  
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After setting up the domain, give run command to proceed forward.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 31 

Crt.sh  

This tool is a web interface known as certificate transparency log. Anyone can find 

certificates of any domain with a pattern. In that case I have searched using term of 

“twitter.com” to find sub domains.  
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Find Open Ports and Running Devices on The Target Network 
  

Nmap  

Nmap is used to find hosts and services on a particular computer network by sending 

packets and analysing the responses. This tool is free, and it is created by Gordon 

Lyon in 1997.  

  

Before using this tool, first we must install it to our machine. For that enter sudo apt-

get Nmap on the terminal and then give password. Normally it takes two minutes for 

the installation process. 

  

  

Then to check is it install correctly or not, type nmap and observe the output.  
 

  

After Completing installation process, I have entered command to Nmap to find open 

ports and running devices on twitter.com which is target URL.  
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Click here to view the results of Nmap scan.  
 

Finding open ports and running devices on vine.co 

 
 

 

https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EWVyHCGkfF5Omxv6gek1pr4BGTINYGjmR4R4SL3SV460GQ?e=rrnNif
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Finding open ports and running devices on pscp.tv 
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Finding open ports and running devices on gnip.com 
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Finding open ports and running devices on mopub.com 
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Finding open ports and running devices on snappytv.com 

 
 
Finding open ports and running devices on twitterflightschool.com

 
 
Finding open ports and running devices on twimg.com 
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Public Device Enumeration 

  

Shodan.io  

Shodan.io is one of the most popular search engines used to find devices which are 

connected over the internet. The main difference between Shodan and google is, 

Google used to find webpages and Shodan tries to the find devices which are 

connected over a public IP address.   
 

Website Link: https://www.shodan.io/ 

  

  

We use shodan.io to collect details about web server and other relevant information 

about the target. 

  

  

https://www.shodan.io/
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Check The Status of Firewall Protection In Target Domains 

  
For this check-up I used wafw00f tool.  
 

Wafw00f  

Wafw00f is one of the widely used web application firewall detection tool. Wafw00f 

is a python tool, and it finds firewalls of web applications by analysing the 

responses. First, I installed that tool to my machine. To do that I have cloned wafw00f 

from GitHub.  
 

GitHub Link: https://github.com/EnableSecurity/wafw00f  
 

  

Then I have followed below steps to complete the installation process.  
 

  

https://github.com/EnableSecurity/wafw00f
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After completing the installation process. I have entered my in-scope domains to 

check the status of firewall detection.   

 

Results of wafw00f 

  

*.twitter.com  
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*. vine.co  

  

*. periscope.tv  
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gnip.com  

  

*. pscp.tv  
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mopub.com  

  

*.twimg.com  

This domain output error.  

  

*.niche.co 

This domain output error.  
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*.snappytv.com 

This domain output error.  

 
 

*twitterflightschool.com 
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Vulnerability Scanning Tool 

  
Nikto  

Nikto is a web scanner which is used to scan web servers. This tool is free and open 

source. Mainly nikto scans for dangerous files, outdated versions and versions specific 

problems. However, nikto is not a stealthy web scanning tool because it tests the 

webserver in the quickest way possible. 

  

To check the in-scope domains I have used nikto –h <domain> command structure 

and to save the results I have modified the command like nikto –h <domain> -o 

<name.txt>. I provided the links to view the output text files in each domain.  
 

Results of Nikto 

  
*.twitter.com  

  

Click here to view the output of *.twitter.com   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 49 

 

*. vine.co  

 Click here to view the output of *. vine.co  
 

*. periscope.tv  

 Click here to view the output of *. periscope.tv  
 

*. pscp.tv  

 Click here to view the output of *. pscp.tv  

 

 

 

 

 

https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/Eau9rHPeipJFoAssliLYGPMBehmydjDYqCXnMDmMXbN8kQ?e=cuzOHp
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EZRLXM8ASzNDgEEcuDkFFGkBgBaUCBzM31iSevdbQylO-A?e=uRxrA4
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*.twimg.com  

 Click here to view the output of *.twimg.com  

 

gnip.com  

 Click here to view the output of gnip.com  

 

mopub.com  

 Click here to view the output of mopub.com  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EdkD27DIPUpFlcMguhJv9MYB4WWt6UxFpCGI5aavhGaKTw?e=aiDeBk
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EQCLf2a0oy5ErTSvMBKeo6sBwOesEvBtv5p3SAVMbLa7nA?e=16mkpE
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EdEqocJmxvtOq4EekgOEVKcBDgZmpzRO9ZsxWTXsKID4Kg?e=RBE9hl


 51 

Netsparker  
 

Netsparker is one of the widely used vulnerability identification tool among pen 

testers and bug bounty hunters. Netsparker is web application security solution which 

is used to identify vulnerabilities automatically. It is first released to the market in the 

2009. Ferruh Mavituna is the founder and current CEO of the Netsparker.   

This tool is very popular because we do not want have access to source code, do not 

need to install an agent or specialized software. Netsparker is available as desktop 

software and it available as multi-user cloud-based service.  
 

Link: https://www.netsparker.com/product/  

  

  

Netsparker Interface  

  

https://www.netsparker.com/product/
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OWASP ZAP  

Like Netsparker, OWASP ZAO is also one of widely used web app scanner. You can 

download OWASP ZAP by going to this link. Then you can choose the correct 

download file according to your operating system.   

  

  

  

First, let’s look at what OWASP ZAP is. OWASP ZAP is an open-source web 

application security scanner. The main goal of Zap is to allow easy penetration testing 

to find the vulnerabilities in web applications. It is one of the most widely used web app 

scanners in the world. Both beginners and pentester experts use OWASP ZAP.   

  

After installing OWASP ZAP to the Parrot OS, we can open it, and its interface will 

look like this.   

https://www.zaproxy.org/download/
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1. Menu bar - This bar is used to access automated and manual tools.  

2. Toolbar - This provides easy access to commonly used access.  

3. Tree Window - Displays the Sites tree and the Scripts tree.  

4. Workspace window - Show requests, responses, and scripts and allow 

editing of them.  

5. Information Window - Show all the information of automated and manual 

tools.  

6. Footer - Show summary of the alerts.   
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Burp Suite Professional   

As we discussed before Burp Suite is another set of tools which used for penetration 

testing of web apps. Ports-wigger has developed this tool. Mainly burp suite has three 

editions and they are community edition, professional edition, enterprise edition. 

Community edition is available free and we have to pay subscription fee for 

professional and enterprise editions.  

  

Link: https://portswigger.net/burp  

  

Burp Suite Professional Edition Interface  

  

  

  

  
 

  

https://portswigger.net/burp


 55 

Vulnerability Scanning 

 
To the vulnerability scanning purpose I have used Netsparker professional version. 

 

Vulnerability Summary 
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 1.Weak Ciphers Enabled  

 Severity: MEDIUM  

 Method: GET  

 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  

 

Vulnerability Details   

 While using encrypted communication, Netsparker discovered that weak 

ciphers were being utilized (SSL). 
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 When it comes to protecting secure communication with your visitors, you 

should only allow powerful ciphers on your web server to be used. 

Request  

 

[NETSPARKER] SSL Connection  
 

Response   
 

[NETSPARKER] SSL Connection  
 

Solutions to take  

 

  

2. [Possible] BREACH Attack Detected  

 Severity: MEDIUM  

 Method: GET  

 

Impact  

 In spite of the fact that you are utilizing an SSL/TLS protected connection, an 

attacker can still monitor the victim's encrypted traffic and cause the victim's 

computer to submit HTTP requests to the compromised web server by using 

invisible frames. Using these procedures, an attacker might steal information 

from the website and use it to carry out the following actions: 

1. Inject partial plaintext they have uncovered into a victim's requests   

2. Measure the size of encrypted traffic  
 

Request  
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Response  
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Solutions to take  
 

 

 
 

3. [Possible] Cross-site Scripting  

 Severity: MEDIUM  

 Method: GET  
 

Impact   

 Many various attacks can be carried out with the use of XSS, including but not 

limited to the following: 

1. Interfering with a user's current active session. 

2. Changing the look of the page within the victim's browser.   

3. Mounting a successful phishing attack.   

4. Intercepting data and performing man-in-the-middle attacks.  

 

Request  

  

Response   
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Solutions to take  
 

 
 

4. HTTP Strict Transport Security (HSTS) Errors and Warnings  

 Severity: MEDIUM  

 Method: GET  

 

Impact  
The HSTS Warning and Error messages may provide an opportunity for attackers to 

circumvent HSTS, allowing them to view and modify your interactions with the 

website. 

  
Request  

  

 

Response  
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Solutions to take  
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5. Out-of-date Version (jQuery)  

 Severity: MEDIUM  

 Method: GET  

 

Impact  

Due to the fact that this is an old version of the software, it may be susceptible to 

attacks. 

 

Request  

  

Response  
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Known Vulnerabilities in this version  
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To the vulnerability scanning purpose I have used Netsparker professional version.  

 

Vulnerability Summary 
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Target Domain: https://vine.co/

  

1. Out-of-date Version (Moment.js)  

 Severity: HIGH  

 Method: GET  

 

Impact  

 Because of the out-of-date version, this vulnerability can be exploited to launch 

a variety of attacks. 
 

Known Vulnerabilities  

  

Request  

  
 

 

 

https://vine.co/
https://vine.co/
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Response   
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2. Weak Ciphers Enabled  

 Severity: MEDIUM 

 Method: GET  

 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  

 

Vulnerability Details   

 While using encrypted communication, Netsparker discovered that weak 

ciphers were being utilized (SSL). 

 When it comes to protecting secure communication with your visitors, you 

should only allow powerful ciphers on your web server to be used. 

 

Request  
 

[NETSPARKER] SSL Connection  
 

Response  

  

[NETSPARKER] SSL Connection  
 

Solutions to take  
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3.HTTP Strict Transport Security (HSTS) Errors and Warnings  
 Severity: MEDIUM  

 Method: GET  

 

Impact  
The HSTS Warning and Error messages may provide an opportunity for attackers to 

circumvent HSTS, allowing them to view and modify your interactions with the 

website. 

 

Request  

  

Response  
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 Solutions to take  

  
 

4.Out-of-date Version (jQuery)  

 Severity: MEDIUM  

 Method: GET  

 

Impact  
Due to the fact that this is an old version of the software, it may be subject to 

exploitation. 
 

Vulnerabilities   
According to Netsparker, the target web site is utilizing jQuery, and it has been 

determined that it is out of date. 

 

Request  
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Response  
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Known Vulnerabilities in this Version  
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5. Insecure Transportation Security Protocol Supported (TLS 1.0)  
 Severity: LOW  

 Method: GET  

 

Impact  
In order to see the encryption communication between your website and its visitors, 

attackers can undertake man-in-the-middle attacks on your website. 

 

Vulnerability   

 Netsparker has determined that your web server is capable of supporting the 

insecure transportation security protocol (TLS 1.0). 

 There are various problems with TLS 1.0. In order to exploit vulnerabilities 

such as BEAST (Browser Exploit Against SSL/TLS), an attacker might cause 

connection failures and prompt the use of TLS 1.0 to trigger the use of the 

protocol. 

 Since June 30, 2018, websites that use TLS 1.0 are declared non-compliant by 

the PCI Security Standards Council. 
 

Request  
 
[NETSPARKER] SSL Connection  
 

Response  
 
[NETSPARKER] SSL Connection  
 

Solutions to take  
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6. Insecure Transportation Security Protocol Supported (TLS 1.1)  

 Severity: HIGH  

 Method: GET  

 

Impact  

Due to the deprecation of web browsers, your website will be inaccessible to visitors. 
 

Request  
 

[NETSPARKER] SSL Connection  
 

Response   
 

[NETSPARKER] SSL Connection  
 

Solutions to take  
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To the vulnerability scanning purpose of below domain, I have 

used Netsparker professional version and Burp Suite professional version. 

 

Vulnerability Summary 

 

 

 
 

Target Domain: https://www.periscope.tv/  

https://www.periscope.tv/
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1. Weak Ciphers Enabled  

 Severity: LOW  

 Method: GET  
 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  
 

Request  
 
[NETSPARKER] SSL Connection  
 

Response   
 
[NETSPARKER] SSL Connection  
 

Solutions to take  
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2. Strict Transport Security Not Enforced  

 Severity: LOW  

 Method: GET  
 

Impact  
Users connecting to the application using unencrypted connections are not prevented 

by the application. An attacker with access to a legitimate user's network traffic might 

circumvent the application's SSL/TLS encryption and use it as a platform for assaults 

on its users. This attack is carried out by rewriting HTTPS links to HTTP, ensuring 

that if a user clicks on a link to the site from an HTTP website, their browser will 

never attempt to use an encrypted connection. This operation is automated with the ssl 

strip utility. 

 

An attacker must be in a position to intercept and manipulate the victim's network 

communication in order to exploit this vulnerability. When a client talks with the 

server across an insecure connection, such as public Wi-Fi or a corporate or home 

network that is shared with a compromised machine, this scenario occurs. 

 

Switched networks and other common defences are insufficient to prevent this. This 

attack might also be carried out by an attacker in the user's ISP or the application's 

hosting infrastructure. It's worth noting that a sophisticated opponent might target any 

connection made across the Internet's basic infrastructure. 
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Request  

   

Response  

  

Part this issue has is: Strict-Transport-Security: max-

age=10886400000; includeSubDomains;  
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To the vulnerability scanning purpose of below domain, I have 

used Netsparker professional version and Burp Suite professional version.  

 

Vulnerability Summary 

 

 
 

 
 

Target Domain: https://www.pscp.tv/  

https://www.pscp.tv/
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1. Weak Ciphers Enabled  

 Severity: LOW  

 Method: GET  

 

During secure communication, weak ciphers are permitted to be used (SSL). 
 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  
 

Request  
 
[NETSPARKER] SSL Connection  
 

Response   
 
[NETSPARKER] SSL Connection  
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Solutions to take:  

  

1. Strict Transport Security Not Enforced  
 Severity: LOW  

 Method: GET  

 

Impact  
Users are able to connect to the program via unencrypted connections because the 

application does not detect this. Using network traffic modification, an attacker might 

bypass the application's usage of SSL/TLS encryption, allowing them to utilize the 

application as a platform for attacks on the application's users. It is possible to carry out 

this attack by rewriting HTTPS links to appear as HTTP, so that when a targeted victim 

clicks on a link to the site from an HTTP website, their browser does not attempt to use 

an encrypted connection. SslStrip is an automated tool that streamlines this operation. 

 

For an attacker to be successful in exploiting this vulnerability, they must be in a 

position to intercept and manipulate the victim's network communication. In most cases, 

this scenario occurs when a client talks with a server across an insecure connection, 

such as a public Wi-Fi hotspot or a workplace or home network that is shared with a 

malicious computer. Common defenses, such as switched networks, are insufficient to 

keep this from happening. This attack might also be carried out by an attacker who is 

located within the user's Internet service provider or within the application's hosting 

infrastructure. Important to keep in mind: a highly sophisticated opponent might 

possibly target any connection made across the Internet's fundamental infrastructure.  
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Request  

   

Response  
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Part this issue has is: Strict-Transport-Security: max-

age=10886400000; includeSubDomains;  
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To the vulnerability scanning purpose of below domain, I have 

used Netsparker professional version. 

 

Vulnerability Summary 
 

 
 

 
 

Target Domain: https://www.gnip.com  

https://www.gnip.com/
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1. HTTP Strict Transport Security (HSTS) Errors and Warnings  

 Severity: MEDIUM  

 Method: GET  

 

Impact  

The HSTS Warning and Error messages may provide an opportunity for attackers to 

circumvent HSTS, allowing them to view and modify your interactions with the 

website. 
 

Request  

  

Response  
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Solutions to take  
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2. Weak Ciphers Enabled  

 Severity: LOW  

 Method: GET  

 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  

 
Request  
 
[NETSPARKER] SSL Connection  
 

Response   
 
[NETSPARKER] SSL Connection  
 

Solutions to take  
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To the vulnerability scanning purpose of below domain, I have 

used Netsparker professional version.  

 

Vulnerability Summary 

 

 
 

 
 

 

Target Domain: https://www.mopub.com  

https://www.mob.com/
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1. HTTP Strict Transport Security (HSTS) Errors and Warnings  

 Severity: MEDIUM  

 Method: GET  

  

Impact  

The HSTS Warning and Error messages may provide an opportunity for attackers to 

circumvent HSTS, allowing them to view and modify your interactions with the 

website. 

 

Request  

  

Response   
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Solutions to take  

 

 
     

2. Weak Ciphers Enabled  

 Severity: MEDIUM  

 Method: GET  

 

During secure communication, weak ciphers are permitted to be used (SSL) 
 

Impact  

 In some cases, attackers may decode SSL traffic that is transmitted between 

your server and your visitors.  
 

Request  
 
[NETSPARKER] SSL Connection  
 

Response   
 
[NETSPARKER] SSL Connection  
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Solutions to take  
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Overview of Vulnerabilities 

 

Vulnerability Risk Level 

twitter.com 

Weak Ciphers Enabled Medium 

[Possible] BREACH Attack Detected Medium 

[Possible] Cross-site Scripting  Medium 

HTTP Strict Transport Security (HSTS) Errors and 

Warnings 

Medium 

Out-of-date Version (jQuery) Medium 

vine.co 

Out-of-date Version (Moment.js) High 

Weak Ciphers Enabled Medium 

HTTP Strict Transport Security (HSTS) Errors and 

Warnings 

Medium 

Out-of-date Version (jQuery) Medium 

Insecure Transport Security Protocol Supported (TLS 1.0) Low 

Insecure Transport Security Protocol Supported (TLS 1.0) High 

periscope.tv 

Weak Ciphers Enabled Low 

Strict Transport Security Not Enforced  Low 

pscp.tv 

Weak Ciphers Enabled Low 

Strict Transport Security Not Enforced  Low 

gnip.com 

HTTP Strict Transport Security (HSTS) Errors and 

Warnings 

Medium 

Weak Ciphers Enabled Low 

mopub.com 

HTTP Strict Transport Security (HSTS) Errors and 

Warnings 

Medium 

Weak Ciphers Enabled Medium 
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 Conclusion 

 
This study has emphasized the vulnerabilities of the www.twitter.com domain and made 

recommendations for its protection. All of the vulnerabilities that have been identified 

are classified according to their risk level, which includes high, medium, low, and 

informational. Aside from that, I've included detailed descriptions of the tools I've used 

and the installation process I went through to complete this work. 

 

A comprehensive security strategy was developed and implemented to ensure that the 

web application is protected from cyber-attacks. I've uncovered two high-risk 

vulnerabilities that need to be addressed. Aside from that, the majority of the 

vulnerabilities are of low to medium severity.  

  

http://www.twitter.com/
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