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Assessment Objectives

This assignment was completed for the Web Security module in the second year, second
semester of the second year. | was given the task of conducting a security evaluation of
the website http://twitter.com. The primary goal of this assignment is to identify
potential security vulnerabilities in the target domain that could result in a breach of
security, and to categorize those vulnerabilities according to the level of risk they pose.



Introduction

In my hunt for bug bounty programs on Hacker One, | came across a bug bounty
program for the social media platform Twitter. | have selected this as my assignment in
second year second semester web security module.

hackerone Link: https://hackerone.com/twitter?type=team

Overview of the Twitter.

Twitter is one of the most widely used social media platforms, and it is mostly used for
microblogging and short messages. In 2006, Jack Dorsey, Noah Glass, Biz Stone, and
Evan Williams founded the social networking site Twitter. Mr. Jack Dorsey serves as
the company's chief executive officer at the moment.

Twitter @

Home

Explore

Notifications

Messages

You might like

Bookmarks Twitter @

o YouTube @
Lists what's happening?!

) Twitter Support
Profile ‘ i

10 59.5M

& More @ '8 KATY PERRY @
£

- —
Twitter @
ok but why should we follow you

Twitter @ Dhoni
hello to everyone reading this while you should be doing something else

Trends for you

The primary goal of this project is to detect vulnerabilities in the Twitter platform and
identify the relevant risks to those vulnerabilities. The auditing scope will be limited for
domains that are published by twitter in hackerone.

In scope domains

1) *.twitter.com
2) *.vine.co

3) *. periscope.tv
4) *. pscp.tv

5) *.twimg.com
6) gnip.com

7) mopub.com

8) niche.co


https://hackerone.com/twitter?type=team

9) snappytv.com

10) twitterflightschool.com

Domain *.twitter.com @ Critical
Domain *.vine.co @ Critical
Domain * periscope.tv @ Critical
Domain * pscp.tv @ Critical
Domain *.twimg.com @ Critical
Domain gnip.com @ Critical
Domain mopub.com @ Critical
Domain niche.co @ Critical
Domain snappytv.com @ Critical
Domain twitterflightschool.com @& Medium

Out Of Scope Domains

1) Status.twitter.com
Out Of Scope Vulnerabilities

* Physical attacks on a user's device

* Physical attacks on Twitter's property or data centers

* Forms with missing CSRF tokens (we require evidence of actual CSRF vulnerability)
* Password and account recovery policies, such as expiration of reset links or password
complexity

* Invalid or missing SPF (Sender Policy Framework) data



* Content spoofing / text injection

* [ssues with applications or protocols outside of Twitter's control

* Spam reports

* Bypassing URL malware detection

* Issues with no clearly recognized security impact, such as clickjacking on a static
website, missing security headers, or detailed error messages

* Social engineering of Twitter employees or contractors

* Network or application layer issues that cause a Denial of Service (DoS) to Twitter's
servers.

* Broken URLs from Twitter blog posts, press releases, or support articles that lead to
unclaimed Twitter Handles or a site where the controlled contents cannot be
downloaded to the victim's disk.

» Issues with unlocking client-side capabilities in Twitter programs that have been

changed, rooted, or jailbroken.



Risk Level Information

High

This indicates that the highest level of risk is associated with a specific
vulnerability. When a vulnerability is classified as high-risk, there is
a high likelihood that an attacker will attempt to exploit it. The
attacker's actions may result in the modification or destruction of data
from the web application.

Medium

This indicates that a specific vulnerability is associated with a medium
risk level. By taking advantage of these types of vulnerabilities, an
attacker can obtain access to sensitive information at a low level.

Low

This indicates that a given vulnerability is associated with a low risk
level. If an attacker succeeds in exploiting a low-level vulnerability,
the resulting impact on the web application will be minimal. The
attacker may be able to obtain some insight into the web application.

Informative

The risk level associated with these types of vulnerabilities is quite
low.




Vulnerability Overview

1. *.twitter.com

& https://twitter.com/

Scan Time :9/28/2021 1:32:36 PM (UTC+05:30) :
Scan Duration - 00:01:24:59 Risk Level:
Total Requests 123,884 MEDIUM
Average Speed 1 4.7r/s

IDENTIFIED CONFIRMED CRITICAL

[ 5 ~ 9

0 MEDIUM LOW

(1]
HIGH 6 ) 17
BEST PRACTICE INFORMATION
Identified Vulnerabilities Confirmed Vulnerabilities
M Critical 0 M critical 0
M High 0 M High 0
M Medium 5 I Medium 1
Low 9 Low 4
M Best Practice 6 M Best Practice 0
M information 17 B Information 3
TOTAL 37 TOTAL 8
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*.vine.co

& https://vine.co/
Scan Time
Scan Duration :00:00:06:12
Total Requests 13,097
Average Speed :8.3r/s
IDENTIFIED
o
HIGH

Identified Vulnerabilities

M Critical

M High

I Medium
Low

M Best Practice

M information
TOTAL

:9/25/2021 11:21:39 PM (UTC+05:30)

Risk Level:

HIGH

5 0

CONFIRMED CRITICAL

3 I 1

MEDIUM LOW
5 ¢ 9
BEST PRACTICE INFORMATION

Confirmed Vulnerabilities

0 M Critical

1 M High

3 B Medium

1 Low

5 M Best Practice

9 M information
19 TOTAL

o

L I S ==

11



3. *.pscp.tv

& https://pscp.tv/
Scan Time 1972872021 9:53:11 AM (UTC+05:30) :
Scan Duration £00:00:01:36 Risk Level:
Total Requests 1598 M EDl U M
Average Speed 16.2r/s

IDENTIFIED CONFIRMED CRITICAL

[ 1 ~ 0

0 MEDIUM LoW

o
HIGH 1 ) 0
BEST PRACTICE INFORMATION

Identified Vulnerabilities Confirmed Vulnerabilities
M Critical 0 M Critical 0
M High 0 M High 0
M Medium 1 M Medium 1
Low 0 Low 0
M Best Practice 1 M Best Practice 0
B information 0 B Information 0
TOTAL 2 TOTAL 1
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4. gnip.com

& https://gnip.com/

Scan Time :9/28/2021 10:31:23 AM (UTC+05:30)

Scan Duration :00:00:05:12

Total Requests 189

Average Speed :0.3r/s

IDENTIFIED CONFIRMED
[~ 1

0 MEDIUM
HIGH 1

Identified Vulnerabilities

M Critical

M High

M Medium
Low

M Best Practice

M information
TOTAL

BEST PRACTICE

[~

Risk Level:

MEDIUM

0

CRITICAL

0

LOwW

0

INFORMATION

Confirmed Vulnerabilities

N ©O = O = O O

M Critical

M High

M Medium
Low

M Best Practice

M information
TOTAL

o

o O O 0O o o o
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mopub.com

& https://mopub.com/

Scan Time 1 9/28/2021 11:42:14 AM (UTC+05:30)
Scan Duration :00:00:01:40
Total Requests 1690
Average Speed 16.9r/s
IDENTIFIED CONFIRMED
[ 2
0 MEDIUM
HIGH 1
BEST PRACTICE

Identified Vulnerabilities

M Critical

M High

I Medium
Low

M Best Practice

M information
TOTAL

]~

Risk Level:

MEDIUM

0

CRITICAL

0

LOwW

0

INFORMATION

Confirmed Vulnerabilities

w o - o NN OO

M Critical

M High

M Medium
Low

M Best Practice

M information
TOTAL

- O O o = O o
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periscope.tv

& https://periscope.tv/
Scan Time :9/27/2021 12:36:18 PM (UTC+05:30) _
Scan Duration £ 00:00:01:43 Risk Level:
Total Requests 1598 M EDI U M
Average Speed :5.8r/s
IDENTIFIED CONFIRMED CRITICAL
[ 1 r 0
0 MEDIUM LOW
9
HIGH 1 O
BEST PRACTICE INFORMATION

Identified Vulnerabilities

M Critical

M High

M Medium
Low

M Best Practice

M information
TOTAL

Confirmed Vulnerabilities

M Critical

M High

M Medium
Low

M Best Practice

M information
TOTAL

N ©O = O = O O

- 0O O O = O O
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Information Gathering

Information gathering is one of the most important stage in bug bounty process. Pen
testers are gathered all the publicly available information about the website. This
Information gathering process is also known as reconnaissance phrase. Hacker one
and all other bug bounty platforms publish all the in-scope domains and out scope
domains. Pen testers mainly focused about in-scope websites and tend to collect as
much as possible information about the relevant company. Information gathering can
be done is two ways.

1. Passive: This refers to collect publicly available information and other data
without contacting the target web site or application

2. Active: This refers to collect information by contacting target web application
or website.

For this assignment, | will use passive information gathering technique.
Subdomain Enumeration

Subdomain Enumeration is the process of finding valid and resolvable subdomains for
one or more domains. For subdomain enumeration process | have used several tools.
1. Sublist3r
2. Recon-ng
3. Crt.sh

Sublist3r

This tool is created using python and most of the pen testers and bug bounty hunter
use to collect subdomain for the domain they are targeting.

First, | have installed sublist3r to my virtual machine.

To install this, | have visited to below GitHub page and then I have cloned it to my
machine.

GitHub Link: https://github.com/aboul3la/Sublist3r

16


https://github.com/aboul3la/Sublist3r

& aboul3la/Sublist3r  Puic

<> Code Issues 117 Pull requests 66 Actions Projects Wiki Security Insights

P master + P 1branch ©2tag Gotofile Code + About

Fast subdomains enumeration tool for
@ aboulla Fixed cannot pickle *_thread.lock’ error in python 38+ 1 7294649 on 29 Jul 2020 ¥ 138 commi penetration testers

I subbrute 0 Readme

O gitignore 83 GPL-2.0 License
[ LICENSE

© 2
O MANIFEST.in Releases 2

[ README.md

© Sublist3r V1.1 (Latest
on 7 Apr 202¢

[ requirements.txt +1re

O setup.py

O sublist3rpy Packages

o packages publishe
= README.md

About Sublist3r Used by 36

Sublist3r is a python tool designed to enumerate subdomains of websites using OSINT. it helps penetration testers “g88ic
and bug hunters collect and gather subdomains for the domain they are targeting. Sublist3r enumerates

subdomains using many search engines such as Google, Yahoo, Bing, Baidu and Ask. Sublist3r also enumerates

subdomains using Netcraft, Virustotal, ThreatCrowd, DNSdumpster and ReverseDNS. Contributors (25

subbrute was integrated with Sublist3r to increase the possibility of finding more subdomains using bruteforce with e E m 2 . ( el G

As mentioned before sublist3r is python tool. In that case, install python to the
machine as well.

hethine@chethine-vmwarevirtualplatformi—
— $sudo apt-get install -y python3-pip

hine@chethine-vmwarevirtualplatform
sublist3r.py -h

After that, to check this tool | have entered python sublist3r.py -d gmail.com to get
subdomain of entered domain.

17



hine@chethine-vmwarevirtualplatform
on sublist3r.py -d gmail.com

# Coded By Ahmed Aboul-Ela - @aboul3la

LhwownoL

LN

earching
earching
Searching
Searching

Ln

Total of 961 unique subdomains has been found.

18



@chethi-vmwarevirtualplatform

# Coded By Ahmed Aboul-Ela - @aboul3la

PassiveDN!

] Total Unique Subdomains Found: 37




Using Sublist3r to find subdomains of periscope.tv

# Coded By Ahmed Aboul-Ela - @aboul3la




Using Sublist3r to find subdomains of pscp.tv

# Coded By Ahmed Aboul-Ela - @aboul3la

[-] Total Unique Subdomains Found: 239







Using Sublist3r to find subdomains of twimg.com

# Coded By Ahmed Aboul-Ela - @aboul3la

[-1 Total Unique Subdomains Found: 256




Using Sublist3r to find subdomains of gnip.com

@chethi-vmwarevirtualplatforn

$

# Coded By Ahmed Aboul-Ela - @aboul3la




Using Sublist3r to find subdomains of mopub.com

# Coded By Ahmed Aboul-Ela - @aboul3la

Using Sublist3r to find subdomains of niche.co

# Coded By Ahmed Aboul-Ela - @aboul3la




Using Sublist3r to find subdomains of snappytv.com

# Coded By Ahmed Aboul-Ela - @aboul3la




g Su

heth’

blist3r to find subdomains of twitterflightschool.com

revirtualplatforn

Usin

$

# Coded By Ahmed Aboul-Ela - @aboul3la

oun
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Recon —ng

Recon-ng is also a python-based tool. This tool is one of the widely used tool because
it provides a powerful environment and also its interface is similar to the Metasploit as
well.

Like the sublist3r this tool is can clone from GitHub to your machine.

GitHub link: https://github.com/lanmaster53/recon-ng

Go to file Code ~

Open Source Intelligence gathering

0 1,021 commit tool aimed at reducing the time spent
harvesting information from open
sources.

[ns]

[ LICENSE

[ README.md Y the READM ide references to Pl 5 months ag Releases

Y REQUIREMENTS Added Swaggr to-docum: n-A agy © 106 tag:

(3 VERSION

Y docker-compose,yml fied th ile and docker-cor yml files to simplify 3 Packages

recon-web d CLI ar en w & the host and port u... ag Contributors 24

00+ 9/ 0t
° ™

+ 13 contribut

= README.md

The Recon-ng Framework

irtualplatform
i ! 1_ arn

Then | have open the recon-ng directory.

chethi@chethi-vmwarevirtualplatform
$cd recon-ng

After that, | have installed pip by using pip install -+ REQUIREMENTS command

J-[chethigchethi-vmwarevirtualplatform

$pip install -r REQUIREMENTS]]

Then installation will complete and can open by giving recon-ng command

28


https://github.com/lanmaster53/recon-ng

Then | used recon-ng tool to find subdomains in twitter.com. Before that step we have
set twitter.com as the host in recon-ng.
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Crt.sh

This tool is a web interface known as certificate transparency log. Anyone can find
certificates of any domain with a pattern. In that case | have searched using term of
“twitter.com” to find sub domains.

Criteria Type: Identity Match: ILIKE Search: ‘twitter.com

Certificates ort.

ID  Logged At {+ NotBefore NotAfter Common Name Matching Identities Issuer Name

5234101&37 2021-09-16  2021-09-16 2021-10-15 twitter.com

5212712276
5212712339
5188791983
5188791832

5188792110
5188792142
5179968737
5179960833
5179966846

5179965759
5146143413

L 5146142076

2021-03-16

2021-08-16

20210913
20210913
2021-08-09
2021-05-09

2021-03-09
2021-09-09

2021-03-07
2021-09-07
2021-08-07
2021-05-07
2021-09-01

2021-09-01

2021-09-16 2021-10-15 twitter.com

2021-09-16 2021-10-15 twitter.com

2021-09-13 2022-09-12 docker.smf1.twitter.com
2021-09-13 2022-09-12 docker-test.smf1.twitter.com
2021-02-09 2022-02-07 api.twitter.com

2021-02-09 2022-02-07 *twitter.com

2021-02:09 2022-02-07 mobile twitter.com
2021-02-09 2022-02-08 twitter.com

2021-09-07 2021-12-05 smf1-gao-25-sr1.prod.twitter.com
2021-09-07 2022-09-06 docker-test.atla.twitter.com
2021-09-07 2021-12-05 smf1-gao-25-sr1.prod.twitter.com
2021-09-07 2021-12-05 smf1-gao-25-sr1.prod.twitter.com
2021-09-01 2021-09-30 twitter.com

2021-09-01 2021-09-30 twitter.com

analytics.twitter.com
api-stream. twitter.com

api twitter.com
caps.twitter.com

mobile twitter.com
probe.twitter.com
syndication.twitter.com
ton.twitter.com

tweetdeck twitter.com
‘witter.com

upload twitter.com

ww twitter.com
api-stream. twitter.com

api twitter.com

mobile twitter.com
twitter.com

api- suream. twmsr com
api.twitter.

mobile. (wmev com
probe.twitter.com
twitter.com
docker.smf1.twitter.com
docker-test.smf1.twitter.com
api twitter.com

* twitter.com

twitter.com

mobile twitter.com
twitter.com
wwwtwitter.com
smf1-gao-25-sr1.prod twitter.com
docker-test.atla.twitter.com
smf1-gao-25-sr1.prod.witter.com
smf1-gao-25-sr1.prod.twitter.com
analytics.twitter.com
api-stream. twitter.com

api twitter.com
caps.twitter.com
mobile.twitter.com

probe twitter com
syndication.twitter.com
‘tontwitter.com

tweetdeck twitter.com
twitter.com
upload.twitter.com
wwutwitter.com
api-stream. twitter.com

Cc=Us,

DigiCert Inc, CN=DigiCert TLS RSA SHA256 2020 CA1

C=US, 0=DigiCert Inc, CN=DigiCert TLS RSA SHA256 2020 CA1
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Find Open Ports and Running Devices on The Target Network

Nmap

Nmap is used to find hosts and services on a particular computer network by sending
packets and analysing the responses. This tool is free, and it is created by Gordon
Lyon in 1997.

Before using this tool, first we must install it to our machine. For that enter sudo apt-
get Nmap on the terminal and then give password. Normally it takes two minutes for
the installation process.

Then to check is it install correctly or not, type nmap and observe the output.

After Completing installation process, | have entered command to Nmap to find open
ports and running devices on twitter.com which is target URL.

32



hethi-vawarevirtualplatforn




Click here to view the results of Nmap scan.

@chethi-vmwarevirtualplatforn

Finding open ports and running devices on vine.co



https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EWVyHCGkfF5Omxv6gek1pr4BGTINYGjmR4R4SL3SV460GQ?e=rrnNif

ing open ports and running devices on pscp.tv

@chethi-vmwarevirtualplatforn

Find
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Finding open ports and running devices on gnip.com




Finding open ports and running devices on mopub.com

echethi- virtualplatform







Finding open ports and running devices on snappytv.com

Finding open ports and running devices on twitterflightschool.com

echethi-vawarevirtualplatforn

Finding open ports and running devices on twimg.com

echethi-vawarevirtualplatform
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Public Device Enumeration

Shodan.io

Shodan.io is one of the most popular search engines used to find devices which are
connected over the internet. The main difference between Shodan and google is,
Google used to find webpages and Shodan tries to the find devices which are
connected over a public IP address.

Website Link: https://www.shodan.io/

« C O @ shodanio v P GEDe s n®

i Apps ¥ Analysing TCPhe.. % TCP - Computer N... TCP Connection T... B WS Assignments Twitter - Bug Bou... €Toro - Vulnerabili. TikTok - Bug Boun... [E) Reading List

"SHODAN Ervlore Frena @ _ - ‘

Search Engine for the
Internet of Everything

jai
nter

@ Beyond the Web 5% Monitor Network Exposure &% Intemet Intelligence
Websites are just one part of the Internet Use Keep track of all your devices that are directly Learn more about who is using various
Shodan to discover everything from power accessible from the Internet. Shodan provides products and how they're changing over time

plants. mobile phones. refrigerators and acompre w of all exposed services Shodan gives you a data-driven view of the

Minecraft servers. to help you stay secure technology that powers the Intemnet

We use shodan.io to collect details about web server and other relevant information
about the target.

0’, SHODAN Explore  Pricing 2 LT n m

& View Report (I View on Map

21 H 1 04 New Service: Keep track of what you have connected to the Intemnet. Check out Shodan Monitor
Home (7
104244 26 2
ge=, z
S tetsential
- - = United States, Houston
United States 1018
Germany 2232 Supporied SSL Versions:
TLsviz
Ireland 923
United Kingdom 906
=z
France 67 41.214.73244 7
SONATEL HITE/1.1 200
More 1 senegal, Dakar 2 0B Sep 2021 10:15:39 GMT
443 15,008 0, mus: Lid
80 3,202
utt-g
8081 797
9000 649
8083 230 .
E] Absa | Personal Banking [/
Mo 24621136 & SSL Certificate
o Issued By:
RGANIZATIONS e . . I+ Comman Name:
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https://www.shodan.io/

// LAST UPDATE: 2021-09-20

@ General Information

Hostnames wwwwestcancercenterstore.org
Domains WESTCANCERCENTERSTORE ORG
Country United States

City Houston

o com, Inc.

Isp YHC Corporation

ASN AS3900

B Web Technologies

/#/80/TCPZ

Microsoft IIS httpd 100

BTTP/1.1 301 Moved Permanently
Cache-Control: no-cache, no-store,

Pragma: no-cache
Content-Type: text/htal; charsetsUTF-8
Expires: 0

Location: hteps://104.244.28.27/
Sorver: Microsoft-118/10.0
X-Frame-Options: SAMEORIGIN
x-¥sS-Protection: 1; modesblock

Date: Tue, 14 Sep 2021 19:08:00 GMT
Content-Length: 145

// 443/ TCP [

max-age=0, s-maxage=0
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Check The Status of Firewall Protection In Target Domains

For this check-up I used wafw0Of tool.

Wafw00f

WafwOOf is one of the widely used web application firewall detection tool. Wafw0Of
is a python tool, and it finds firewalls of web applications by analysing the

responses. First, | installed that tool to my machine. To do that | have cloned wafw00f
from GitHub.

GitHub Link: https://github.com/EnableSecurity/wafw00f

O Why GitHub? Team Enterprise Explore Marketplace Pricing

B3 EnableSecurity / wafw0Of

ssues 1

master ~ £ 1br ©7tag

WAFWOOF allows one to identify and
beoles Add Shieldon Firewall (#14 2 fingerprint Web Application Firewall
(WAF) products protecting a website.
| github

| docs

M wafwoof

Releases 7

WAFWOOF v2.1.0 (L
[) CODE_OF_CONDUCT.md

3 CREDITS.txt
) LICENSE

[ MANIFEST.in
3 Makefile

[ README.md
Used by as8a

42


https://github.com/EnableSecurity/wafw00f

After completing the installation process. | have entered my in-scope domains to
check the status of firewall detection.

Results of wafw0Of

* twitter.com
1-I @chethi-vmwarevirtualplatform
#waftwddf https://twitter.com

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

L L

No WAF detec
Number

e s—p—
5 ; o
Ll
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*. vine.co

@chethi-vmwarevirtualplatform

wooef!

AL
404 Hack Not Found

405 Not Allowed
403 Forbidden
502 Bad Gateway 500 Internal Error

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

@chethi-vmwarevirtualplatform
#waf f https periscope. tv

]

-1

-1

/ ==

Wi 99 / I__I

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

Mo WAF de

Number of rec

i
i
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gnip.com
ot@chethi-vmwarevirtualplatform
#watwdof https://gnip.com

iesl
HES]
sl
| e
AN TN £+ e

~ WAFWOOF
The Web Application Firewall Fingerprinting Toolkit

e | |
| SN R Ny Sy |

No WAF detet

Number of

[.
[
[
|:,.

@chethi-vmwarevirtualplatform

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit
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mopub.com

404 Hack Not Found

405 Not Allowed

403 Forbidden

502 Bad Gateway 500 Internal Error

~ WAFWOOF
The Web Application Firewall Fingerprinting Toolkit

Number of

*.twimg.com
This domain output error.

8= i- |
() s mmis o )
g | 1—1
I 11

]

C 7))
(L)L)

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

*.niche.co
This domain output error.

1251
1
[
[
(|

WS )
(L))

~ WAFWOOF
The Web Application Firewall Fingerprinting Toolkit
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*.shappytv.com
This domain output error.

echethi-vawarevirtualplatform

404 Hack Not Found

405 Not Allowed
403 Forbidden

502 Bad Gateway 500 Internal Error

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

404 Hack Not Found

405 Not Allowed
403 Forbidden

502 Bad Gateway 500 Internal Erro

~ WAFWOOF :
The Web Application Firewall Fingerprinting Toolkit

AWS Elastic Load Balancer (Amazon)
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Vulnerability Scanning Tool

Nikto

Nikto is a web scanner which is used to scan web servers. This tool is free and open
source. Mainly nikto scans for dangerous files, outdated versions and versions specific
problems. However, nikto is not a stealthy web scanning tool because it tests the
webserver in the quickest way possible.

To check the in-scope domains I have used nikto —h <domain> command structure
and to save the results | have modified the command like nikto —h <domain> -0
<name.txt>. | provided the links to view the output text files in each domain.

Results of Nikto

* twitter.com

@chethi-vawarevirtual, platform
$niktc twitter.cc

Click here to view the output of *.twitter.com
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*. vine.co

Click here to view the output of *. vine.co

Click here to view the output of *. periscope.tv

Click here to view the output of *. pscp.tv
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https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/Eau9rHPeipJFoAssliLYGPMBehmydjDYqCXnMDmMXbN8kQ?e=cuzOHp
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EZRLXM8ASzNDgEEcuDkFFGkBgBaUCBzM31iSevdbQylO-A?e=uRxrA4

* twimg.com

chethi@chethi-vmwa tualplatform

h https:/ img.com -0 niktotwimg.txt

+ ERROR: Inva

Click here to view the output of *.twimg.com

gnip.com

cthigchethi-viwarevirtualplatforn
- $nikto tpsi//gnip. ca ktog

Clic here to view the output of gnip.com

mopub.com

L

Clic here to view the output of mopub.com
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https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EdkD27DIPUpFlcMguhJv9MYB4WWt6UxFpCGI5aavhGaKTw?e=aiDeBk
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EQCLf2a0oy5ErTSvMBKeo6sBwOesEvBtv5p3SAVMbLa7nA?e=16mkpE
https://mysliit-my.sharepoint.com/:t:/g/personal/it20250256_my_sliit_lk/EdEqocJmxvtOq4EekgOEVKcBDgZmpzRO9ZsxWTXsKID4Kg?e=RBE9hl

Netsparker

Netsparker is one of the widely used vulnerability identification tool among pen
testers and bug bounty hunters. Netsparker is web application security solution which
is used to identify vulnerabilities automatically. It is first released to the market in the
2009. Ferruh Mavituna is the founder and current CEO of the Netsparker.

This tool is very popular because we do not want have access to source code, do not
need to install an agent or specialized software. Netsparker is available as desktop
software and it available as multi-user cloud-based service.

Link; https://www.netsparker.com/product/

Il Netsparker Productv  Why Netsparker?+  AboutUs v Resources [N
by Invicti

APPLICATION SECURITY TESTING FOR ENTERPRISE

There’s no such thing as e e

“100% secure”. Here’s how - II |

Netsparker gives you the next e
best thing. L] O

Build security automation into every step of your SDLC. So you get Severity Trend

more security with less manual effort,

& serol . —ooe

ey

Netsparker Interface

Netsparker Professional Edition v5.8.2.28358 LifeTime Activated (ViP) - [ WwW.Dr-Farfar.CoM | # [ Twitter.CoM/3X50 1 # [ FB.CoM/Dr.Farfar ]

rile (UGS View  Reporing  Help SO Search
r ik o = 2=
& = 2=
PR R (& A 2 g E @
New Schedule Incrementsl  Schedule  New nstance | Import ScanPolicy Report Policy Opions
ncremental ditor editor
Welcom:
&
I8 Netsporer Log

Support
Videos

Follow Us an Social Media
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https://www.netsparker.com/product/

OWASP ZAP

Like Netsparker, OWASP ZAO is also one of widely used web app scanner. You can
download OWASP ZAP by going to this link. Then you can choose the correct
download file according to your operating system.

a ZAP Home Blog Videos Documentation Community Q O L 4
o Checksums for all of the ZAP downloads are maintained on the and in the relevant

o As with all software we strongly recommend that ZAP is only installed and used on operating systems and JREs that are fully patched and actively maintained.

ZAP 2.10.0

Windows (64) Installer 133 M8
Windows (32) Installer 133 m8
Linux Installer 134 Mp
Linux Package 131 18
MacOS Installer 199 up
Cross Platform Package 145 e
Core Cross Platform Package az ¥p

= Most of the files contain the default set of functionality, and you can add more functionality at any time via the ZAP Marketplace.

First, let’s look at what OWASP ZAP is. OWASP ZAP is an open-source web
application security scanner. The main goal of Zap is to allow easy penetration testing
to find the vulnerabilities in web applications. It is one of the most widely used web app
scanners in the world. Both beginners and pentester experts use OWASP ZAP.

After installing OWASP ZAP to the Parrot OS, we can open it, and its interface will
look like this.
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https://www.zaproxy.org/download/

RE D RO "saoESmEmEEEE
ke -

Welcome to OWASP ZAP

ra e

1. Menu bar - This bar is used to access automated and manual tools.
2. Toolbar - This provides easy access to commonly used access.
3. Tree Window - Displays the Sites tree and the Scripts tree.

4. Workspace window - Show requests, responses, and scripts and allow
editing of them.

5. Information Window - Show all the information of automated and manual
tools.

6. Footer - Show summary of the alerts.
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Burp Suite Professional

As we discussed before Burp Suite is another set of tools which used for penetration
testing of web apps. Ports-wigger has developed this tool. Mainly burp suite has three
editions and they are community edition, professional edition, enterprise edition.
Community edition is available free and we have to pay subscription fee for
professional and enterprise editions.

Link; https://portswigger.net/burp

E1 PortSwigger

Products Vv | Solutions Vv Research Academy Daily Swig | Support v =

Burp Suite is the choice of security
professionals worldwide

Join the community of over 14,000 organizations using Burp Suite to secure the web
and speed up software delivery.

.

P .
n-A g

Automated, scalable web vulnerability scanning. The leading web security and penetration testing toolkit.

Burp Suite Professional Edition Interface

Sup Proer I Repeser W

E 82 - 0 X
Dsshbosrd  Target  Progy  Intuder  Repester Sequencer Decoder  Compsrer  logger  Exender  Projectoptons  Useroptions  Leam
PBO. oy o,
7 Fitee (Rurring 20) (Finished ) (tive task) (5can ) (Inruder atack ) ¥ Fiter ( g Low) (nfo ) ( Corain ) ( Firm ) ( Tentat )
# Time  Adion ue type h

e passiv raffic)
dd links. Add item itself, same domain and URLS in suite scope.

Copnns (@D

2. Live audit from Proxy (al traffic)

®. Adisory

Memary: 103.8M8 I 1 Diski32KB [ ]
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Vulnerability Scanning

To the vulnerability scanning purpose | have used Netsparker professional version.

Vulnerability Summary

CONFIRM

N

& https://twitter.com/

Scan Time
Scan Duration
Total Requests
Average Speed

37

IDENTIFIED

HIGH

Identified Vulnerabilities

M Critical

M High

I Medium
Low

M Best Practice

M information

TOTAL
VULNERABILITY
[Possible] BREACH Attack Detected
[Possible] Cross-site Scripting
HTTP Strict Transport Security (HSTS) Errors and Warnings

Out-of-date Version (jQuery)

Weak Ciphers Enabled

[Possible] Cross-site Request Forgery

[Passible] Cross-site Request Forgery in Login Form

X-Frame-Options Header

Missing Content-Type Header

Missing X-Frame-Options Header

Autocomplete is Enabled

Cookie Not Marked as HttpOnly.
Cookie Not Marked as Secure
Insecure Frame (External)

Content Security Policy (CSP) Not

Expect-CT Not Enabled

Missing X-XSS-Protection Header

Referrer-Policy Not Implemented

:19/28/2021 1:32:36 PM (UTC+05:30)
:00:01:24:59
123,884
14.7r/s

CONFIRMED

5

MEDIUM

6

BEST PRACTICE

Q@

Risk Level:

MEDIUM

CRITICAL

&

Low

17

INFORMATION

Confirmed Vulnerabilities

0 M Critical 0
0 M High 0
5 I Medium 1
9 Low 4
6 M Best Practice 0
17 M information 3
37 TOTAL 8
METHOD URL PARAMETER
GET https://twitter.com/search?q=3
e https://twiitter.comyi/api/graphql/uF Lsnb-I7Z)djyslliB2Cw/ Viewer? %22--%3E%3 3C/scRipt%3E%3C “variables
(0x0037BB)%3C/scRipt%3E
GET https://twitter.com/
GET https://twitter.com/i/directory/
GET https://twiitter.com/
GET https://twitter.com/i/directory/
GET https://twitter.com/i/directory/ '57
GET https://twiitter.comyi/directory/profiles
GET https://twitter.com/i/api/
GET https://twitter.com/en/tos/
GET https://twiitter.comyi/directory/profiles
GET https://twitter.com/
GET https://twitter.com/
GET hitps://twiitter.com/
GET https://twiitter.com/en/tos/
GET https://twitter.com/
GET hitps://twiitter.comy/i/api/
GET https://twiitter.com/
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9 Referrer-Policy Mot Implemented GET https://twif

9 samesSite Cookie Not Implemented GET https://witter.com/i/js_inst?c_name=ui_metrics
0 subresource Integrity (SRI) Not Implemented GET https://twitter.com/

@ [Possible] Internal Path Disclasure (Windows) GET hetps://twitter.com/e./5 js

@ [Possible] Login Page Identified GET https://twitter.com/i/directory/profiles

@ AnUnsafe Content Security Policy (CSP) Directive in Use GET https:/

@ Apple's App-Site Association (AASA) Detected GET https://twitter.com/ well-known/apple-app-site-association
© Content Security Policy (CSP) Nonce Without Matching Script Block GET https://twitter.c

@ Crossdomainxml Detected GET https://twitter.com/crossdomain.xml

© data: Used in a Content Security Policy (CSP) Directive GET https://twitter.com/

© Disabled X-XSS-Protection Header GET https://twitter.comy

@  Express)s Identified GET https://twitter.com/

Mo Script Block Detected with the Hash Value Declared in Content Security

] Policy. (CSP) https://twitter.com/en/tos
@ Nonce Usage Detected in Content Security Palicy (CSP) Directive GET https://tw om,
OpenSearch.xm| Detected GET https://twitter.com/opensearchxml
Weak Nonce Detected in Content Security Policy_ (CSP) Declaration GET https://twitter.com/
Wildcard Detected in Domain Portion of Content Security Policy (CSP) . i i
[} GE https://twitter.com,
Directive
1 @ Autocomplete Enabled (Password Field) Gl https://twitter.com/i/directory/profiles
& @ Forbidden Resource GET ps://twi fifapi

G Sign up with Google

& Sign up with Apple

Sign up with phone or email

1.Weak Ciphers Enabled
e Severity: MEDIUM

e Method: GET

Impact
e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Vulnerability Details
e While using encrypted communication, Netsparker discovered that weak
ciphers were being utilized (SSL).



e When it comes to protecting secure communication with your visitors, you
should only allow powerful ciphers on your web server to be used.
Request

[NETSPARKER] SSL Connection
Response
[NETSPARKER] SSL Connection

Solutions to take

For Apache, you should modify the SSLCipherSuite directive in the httpd . cons.

SSLCiphersuite HIGH:MEDIUM: !MDS:!RC4

Lighttpd:

ssl.honor-cipher-order =genable”
ssl.cipher-list = ”EECDIAESGCH;EDHfAESGCH”

For Microsoft IS, you should make some changes to the system registry. Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on your computer.

a. Click Start, click Run, type regedt32 or type regedit, and then click OK.
b. In Registry Editor, locate the following registry key: HRLM\ SYSTEM\CurrentControlSet\Control\SecurityProviders
<. Set "Enabled” DWORD to "0x0" for the following registry keys:

SCHANNEL\Ciphers\DES 56/56
SCHANNEL\Ciphers\RC4 64/128
SCHANNEL\Ciphers\RC4 48/128
SCHANNEL\Ciphers\RC2 56/128
SCHANNEL\Ciphers\RC2 40/128
SCHANNEL\Ciphers\hULL
SCHANNEL \Hashes\MDS

2. [Possible] BREACH Attack Detected
e Severity: MEDIUM

e Method: GET

Impact
e In spite of the fact that you are utilizing an SSL/TLS protected connection, an

attacker can still monitor the victim's encrypted traffic and cause the victim's
computer to submit HTTP requests to the compromised web server by using
invisible frames. Using these procedures, an attacker might steal information
from the website and use it to carry out the following actions:

1. Inject partial plaintext they have uncovered into a victim's requests
2. Measure the size of encrypted traffic

Request

GET /search?q=3 HTTP/1.1

Host: twitter.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Cookie: guest_id=v1%3A163281615778514028; personalization_id="v1_NzNn+YtIZpY1SL1AO4rXLg=="; gt=1442761652445712387; ct@=eB626f5c0a21dd79a61c77f13676bc12; att=1-GDMKZZOviJHdy3tcof9aMi
Referer: https://twitter.com/opensearch.xml

User-Agent: Mozilla/5.8 (Windows NT 18.8; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.8.3538.77 Safari/537.36

1@ = X-Scanner: Netsparker

e N
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Response

1 HTTP/1.1 280 OK

2 | cache-control: no-cache, no-store, must-revalidate, pre-check=8, post-check=0
3 expiry: Tue, 31 Mar 1981 05:00:00 GMT

4 transfer-encoding: chunked

5 | pragma: no-cache

6 | server: tsa_k

7 | x-content-type-options: nosniff

8 | x-xss-protection: @

9 | cross-origin-embedder-policy: unsafe-none

10 | strict-transport-security: max-age=631138519

11| x-frame-options: DENY

12 | x-connection-hash: 14ebad@a38@b52fc4420005d9220c024c7e7bf2c9729F6b17d244d72f cbf 7725
13 | x-powered-by: Express

14 | last-modified: Tue, 28 Sep 2021 88:12:085 GMT| I

15 | content-type: text/html; charset=utf-8

16 | cross-origin-opener-policy: same-origin-allow-popups

17 | content-security-policy: connect-src 'self' blob: https://*.giphy.com https://*.pscp.tv https://*.video.pscp.tv https://*.twing.com https://api.twitter.com https://api-stream. twitter
18 | date: Tue, 28 Sep 2021 08:12:85 GNT
19 | content-encoding:

21 <!DOCTYPE html>
22| <html dir="1tr"
23 | <meta charset="utf-8" />

24 | <meta name="viewport" content="width=

vice-width,initial-scale=1,maximum-scale= ,viewport-fit=cover" /><link rel="preconnect" href="//abs. “dns

wimg.com” /><link rels

25 | <meta property="og:site_name" content="Tuitter" /><meta nam acYOOCR5z6puMzLn6hLDZ I1nNHXPXt5701stz1vnCVe" /><meta name="facebook-domain-verificatic
26 | <meta name="apple-mobile-web-app-title" content="Twitter" />
27| <meta

26 | <meta name="apple-mobile-web-app-title"” content="Twitter" />

27 | <meta name="apple-mobile-web-app-status-bar-style" content="white" />

28 <meta name="theme-color" content="#ffffff" />

29 | <meta http-equiv="origin-trial® content="ApirdchqTX+4eFxKD+ErQIKRB/VtZ/dvnLfd9YINen15r1xJcf81alry THYQiuU129Q49MgGXqyaiSmqzHUGQWAAABNeyIvemlnaWdi0iJodHRwCzovL 3R3aXROZXIUY 2903 QoMY Ts:
30 html{-ms-text-size-adjust:100%; -webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(@,e,0,0);}

31 body{margin:@;}

32 button: : -moz-focus-inner,input::-moz-focus-inner{border:@;padding:0;}

33 input::-webkit-inner-spin-button, input::-webkit-outer-spin-button,input::-webkit-search-cancel-button,input::-webkit-search-decoration,input::-webkit-search-results-button,input::-we
34 [stylesheet-group="0.1"]{}

35 | :focus:not([data-focusvisible-polyfill]){outline: none;}

36 [stylesheet-group="1"

37 .css-1dbjcan{-ms-flex-align:stretch;-ms-flex-direction:column;-ms-flex-negative:@;-ms-flex-preferred-size:auto;-webkit-align-items:stretch;-webkit-box-align:stretch;-webkit-box-dire(
38 | .css-90@loao{border:@ solid black;box-sizing:border-box;color:rgba(,0,0,1.00);display:inline;font:14px -apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,Helvetica,Arial,sans-serif;r
39 .css-16my4@6{color:inherit;font:inherit;white-space:inherit;}

40 [stylesheet-group: g

41 .r-13awgtd{-ms-flex:1 1 0%;-webkit-flex:1;flex:1;}

42 .r-4qtqp9{display:inline-block;}

43 .r-ywjeS1{margin-bottom:auto;margin-left:auto;margin-right:auto;margin-top:auto;}

44 .r-hvicdv{display:none;}

45 | .r-ladg3ll{display:block;}

46 [stylesheet-grou .2"1(}

47 | .r-12vffkv>*{pointer-events:auto;}

48 .r-12vffkv{pointer-events:none!important;}

49 .r-141w9ot{background-color:rgba(255,255,255,1.00);}

50 .r-1pedtai{bottom:@px;}

51| .r-1d2f49e{left:@px;}

</style>

<div class="errorContainer">
cimg width="46" height="38" srcset="https://abs.twimg.com/errors/logod6x38.png 1x, https://abs.twimg.com/errors/logod6x38@2x.png 2x" src=
<hl>JavaScript is not available.</hl>
<p>We’ve detected that JavaScript is disabled in this browser. Please enable JavaScript or switch to a supported browser to continue using twitter.com. You can see a list of su
<p class="errorButton”><a href="https://help.twitter.com/using-twitter/twitter-supported-browsers"”>Help Center</a></p>

<p class="errorFooter">

a href="https://tuitter.com/tos">Terms of Service</a>
<a href="https://twitter.com/privacy">Privacy Policy</a>
<a href="https://support.twitter.com/articles/20170514" »Cookie Policy</a>
<a href="https://legal.twitter.com/imprint">Imprintc/a>
<a href="https://business.twitter.com/en/help/troubleshooting/how-twitter-ads-work.html?ref=web-twc-ao-gbl-adsinfo&utm_source=twc&utm_medium=web&utm_campaign=aokutm_content=ads
© 2021 Twitter, Inc.

</p>

https://abs. twimg. con/errors/logodéx38

~

</div>
</noscript><div i react-root” style="height:1@0%;display:flex;"><div class="css-1ldbjc4n r-13awgt@ r-12vffkv"><div class="css-1dbjc4n r-13awgt@ r-12vffkv"><style>
@media (prefers-color-scheme: dark) {
#placeholder {
background-color: #60006@

</div>
</noscript><div id="react-root" style="height:100%;display:flex;"><div class="css-1dbjcdn r-13awgtd r-12vffkv"><div class="css-1dbjcdn r-13awgt® r-12vffkv"><style>
@media (prefers-color-scheme: dark) {
#placeholder {
background-color: #0@00000
}

}
</stylescdiv aria-label="Loading." class="css-1dbjcdn r-14lwSot r-1p@dtai r-1d2f490 r-lxcajam r-zchlnj r-ipmSaf" id="placeholder”><svg viewBox="8 & 24 24" aria-hidden="true" class="r-
//# sourceMappingURL=https://ton.local.twitter.com/responsive-web-internal/sourcemaps/client-web-legacy/runtime.208e6aa5.js.map</script><script type="text/javascript” charset="utf-8"
if (lwindow._ SCRIPTS_LOADED_ ['main']) {
document.getElementByTd('ScriptloadFailure').style.display = 'block';
var criticalScripts = ["polyfills","vendors~main","i18n","main"];
for (var i = 8; i < criticalScripts.length; i++) {
var criticalScript = criticalScripts[i];
if (lwindow._SCRIPTS_LOADED_ [criticalScript]) {
document.getElementsByName (*failedScript')[@].value = criticalScript; I
break;
}
}

¥
D )s</scripty
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Solutions to take

Netsparker reported a Possible BREACH Attack issue because the target web page meets the following conditions that facilitate it:

* Served from a server that uses HTTP-level compression (ie. gzip)
» Reflects user-input in the HTTP response bodies
¢ Contains sensitive information (such as a CSRF token) in HTTP response bodies

To mitigate the issue, we recommend the following solutions:

1. If possible, disable HTTP level compression
2. Separate sensitive information from user input
3. Protect vulnerable pages with CSRF token. The SameSite Cookie attribute will mitigate this issue, because to exploit this issue

an attacker forces the victim to visit a target website using invisible frames. With the SameSite cookie attribute added, cookies
that belong to the target won't be sent with a request that does not include top level navigation.

4. Hide the length of the traffic by adding a random number of bytes to the responses.

5. Add in a rate limit, so that the page maximum is reached five times per minute.

3. [Possible] Cross-site Scripting
e Severity: MEDIUM

e Method: GET

Impact
e Many various attacks can be carried out with the use of XSS, including but not
limited to the following:
1. Interfering with a user's current active session.
2. Changing the look of the page within the victim's browser.
3. Mounting a successful phishing attack.
4. Intercepting data and performing man-in-the-middle attacks.

Request

1 | GET /i/api/graphql/uFLsnb-17ZJdjys1Ii82Cw/Viewer?variables="%22--%3E%3C/style%3E%3C/scRipt43E%3CsCRipt%3Enetsparker (8x@03788)%3C/SCRIpT43E HTTP/1.1
2 | Host: twitter.com

3 | Accept: */*

4 | Accept-Encoding: gzip, deflate

5 | Accept-language: en-us,en;q=8.5

6 | authorization: Bearer AAAAAAAAAAAAAAAAAAAAANRILGAAAAAANNWIZUejRCOUHSEGIBXNZzApuTs¥3D1Zv7ttfk8LFB1IUGL6cHhLTVIU4FA33AGKWICPTNA

7 | Cache-Control: no-cache

8 | Content-Type: application/json

9 Cookie: guest_id=v1%3A163281615778514828; personalization_id="v1_NzNn+YtIZpY1SL1AO4rXLg=="; gt=1442761652445712387; ct@=e@626f5c@a21dd79a61c77f13676bc12; att=1-GDMKZZOviIHdy3tcof9aMkm2x
10 | Referer: https://twitter.com/

11| User-Agent: Mozilla/5.8 (Windows NT 10.8; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.8.3538.77 Safari/537.36

12 | x-guest-token: 1442761652445712387

13| X-Scanner: Netsparker

14| x-twitter-active-user: yes

15 | x-twitter-client-language: en

Response

HTTP/1.1 400 Bad Request

server: tsa_k

content-length: 323

strict-transport-security: max-age=631138519

x-connection-hash: 17586995ee948137772b3ebd4c37150ae809ac578fcc4aBed3f7487ddd701e80
content-type: application/json; charset=utf-8

content-encoding:

date: Tue, 28 Sep 2021 08:47:41 GMT

cache-control: ho-cache, no-store, max-age=@

PR o®mSn Nk wN e

{"errors":[{"message":"Unexpected character (''' (code 39)): expected a valid value (JSON String, Number, Array, Object or token 'null’', 'true’ or 'false')\n at [Source: (String)\""\"--
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Solutions to take

This issue occurs because the browser interprets the input as active HTML, JavaScript or VBScript. To avoid this, all input and output
from the application should be filtered / encoded. Output should be filtered / encoded according to the output format and location.

There are a number of pre-defined, well structured whitelist libraries available for many different environments. Good examples of
these include OWASP Reformand Microsoft Anti-Cross-site Scriptinglibraries.

Additionally, you should implement a strong Content Security Policy (CSP) as a defense-in-depth measure if an XSS vulnerability is
mistakenly introduced. Due to the complexity of XSS-Prevention and the lack of secure standard behavior in programming languages
and frameworks, XSS vulnerabilities are still common in web applications.

CSP will act as a safeguard that can prevent an attacker from successfully exploiting Cross-site Scripting vulnerabilities in your website
and is advised in any kind of application. Please make sure to scan your application again with Content Security Policy checks enabled
after implementing CSP, in order to avoid common mistakes that can impact the effectiveness of your policy. There are a few pitfalls
that can render your CSP policy useless and we highly recommend reading the resources linked in the reference section before you
start to implement one.

4. HTTP Strict Transport Security (HSTS) Errors and Warnings
e Severity: MEDIUM
e Method: GET

Impact
The HSTS Warning and Error messages may provide an opportunity for attackers to

circumvent HSTS, allowing them to view and modify your interactions with the
website.

Request

GET / HTTP/1.1

Host: twitter.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=6.5

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
X-Scanner: Netsparker

CONOUV A WR P

Response

1 | HTTP/1.1 208 OK

2 | cache-control: no-cache, no-store, must-revalidate, pre-check=@, post-check=@

3 | set-cookie: personalization_id="v1_mPuHuboJH661rTxypWMBNQ=="; Max-Age=63072000; Expires=Thu, 28 Sep 20823 088:83:13 GMT; Path=/; Domain=.twitter.com; Secure; SameSite=None
4 | set-cookie: guest_id=vi¥3A163281619298614327; Max-Age=63072000; Expires=Thu, 28 Sep 2023 88:03:13 GMT; Path=/; Domain=.twitter.com; Secure; SameSite=None
5
6
7
8

: expiry: Tue, 31 Mar 1981 ©5:00:00 GMT
| transfer-encoding: chunked
pragma: no-cache
server: tsa_k
9 | x-content-type-options: nosniff
10 | x-xss-protection: @
11| cross-origin-embedder-policy: unsafe-none
12 | strict-transport-security: max-age=631138519
13 | x-frame-options: DENY
14 | x-connection-hash: bb74al6db8ade667f3eld1@1e60acf4873c8784175bfcab1f4043b69316c108d
15 | x-powered-by: Express
16; last-modified: Tue, 28 Sep 2021 ©8:03:13 GMT
17 | content-type: text/html; charset=utf-8
18 | cross-origin-opener-policy: same-origin-allow-popups
19 | content-security-policy: connect-src 'self' blob: https://*.giphy.com https://*.pscp.tv https://*.video.pscp.tv https://*.twimg.com https://api.twitter.com https://api-stream.twitter.
20 | date: Tue, 28 Sep 2021 08:03:13 GMT
21| content-encoding:

23 | <!DOCTYPE html>

24 | <html dir="1tr" lang="en">
25 | <meta charset="utf-8" />
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58
59
68

62
63
64
65
66
67
68
69

71
72
73
74
75
76
77
78
79
8e
81
82
83

152
153
154
158
158
157,
158
159
1608
161
162
163
164
165
166

<meta apple-mobile-web-app-title" content="Twitter" />

<meta apple-mobile-web-app-status-bar-style” content="white" />

<meta theme-color" content="#ffffff" />

<meta http-equiv="origin-trial" content="ApirdchqTX+4eFxXKD+ErQlKRB/VtZ/dvnLfd9YoNen15r1xJcf8lalry THYQiuU1z9Q49MqGXqyaiSmqlizHUGQwAAABNey Jvemlnali4iOi JodHRWe ZovL 3R3aXROZXIUY 2907 QOMy IsIn
html{-ms-text-size-adjust:100%; -webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

body{margin:@;}

button: : -moz-focus-inner,input::-moz-focus-inner{border:@;padding:0;}

input:: -webkit-inner-spin-button, input: : -webkit-outer-spin-button, input: : -webkit-search-cancel-button, input: : -webkit-search-decoration, input: : -webkit-search-results-button, input: : -wet
[stylesheet-group="0.1"]{}

:focus:not([data-focusvisible-polyfill]){outline: none;}

[stylesheet-grou
.css-1dbjcdn{-ms-flex-align:stretch;-ms-flex-direction:column;-ms-flex-negative:0;-ms-flex-preferred-size:auto;-webkit-align-items:stretch;-webkit-box-align:stretch;-webkit-box-direct
.css-901oao{border:@ solid black;box-sizing:border-box;color:rgba(0,0,0,1.00);display:inline;font:14px -apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,Helvetica,Arial,sans-serif;me
.css-16my406{color:inherit;font:inherit;white-space:inherit;}

[stylesheet-grou jE83

.r-13awgte{-ms-flex:1 1 0%;-webkit-flex:1;flex:1;}
.r-4qtqp9{display:inline-block;}

.r-ywjeS1{margin-bottom: auto;margin-left:auto;margin-right:auto;margin-top:auto;}
.r-hvic4v{display:none;}

.r-ladg3ll{display:block;}

[stylesheet-group="2.2"]{}

.r-12vffkv>*{pointer-events:auto;}

.r-12vffkv{pointer-events:none!important;}

.r-141w9ot{background-color: rgba(255,255,255,1.00);}

.r-1pedtai{bottom:@px;}

Jr-1xv1liSt{height:1.25em;}
.r-dnmrzs{max-width:100%;}
.r-bnwgim{position:relative;}
.r-1plcrui{vertical-align:text-bottom;}
.r-1rvibr{-moz-user-select:none;-ms-user-select:none;-webkit-user-select:none;user-select:none;}
.r-13gxpu9{color:rgba(29,161,242,1.00);}
. r-wyB1xf{height: 72px; }
.r-uBsld{position:absolute;}
.r-1blnp2b{width:72px; }
.r-1lykxob@{top:60%;}
.r-1b2bsem{line-height:2em;}
.r-q4m8lj{text-align:center;}</style><body style="background-color: #FF
<noscript>
<styles
body {
-ms-overflow-style: scrollbar,
overflow-y: scroll;
overscroll-behavior-y: none;

.errorContainer {
background-color: #FFF; 1
color: #BF1419;
max-width: €@epx;
margin: 8 auto;
padding: 16%;

.errorButton a {
background: #1DA1F2;
border-radius: 2.5em;
color: white;
padding: lem 2em;
‘text-decoration: none;

}

.errorButton a:hover,
.errorButton a:focus {
background: rgb(26, 145, 218)

.errorFooter {
color: #657786;
font-size: 80%;
line-height: 1.5;
padding: lem ©;

.errorFooter a, I
.errorFooter a:visited {

color: #657786;

text-decoration: nonej

padding-right: lem;

</style><div aria-label="Loading.." class="css-1dbjcdn r-141lwdot r-lpedtai r-1d2f49@ r-lixcajam r-zchlnj r-ipmSaf" id="placeholder"><svg viewBox="@ @ 24 24" aria-hidden="true" class="r-
//# sourceMappingURL=https://ton.local.twitter.com/responsive-web-internal/sourcemaps/client-web-legacy/runtime.208e6aas.js.map</script>cscript type="text/javascript" charset="utf-g8"
if (lwindow._ SCRIPTS_LOADED_ [‘'main']) {
document . getElementById('ScriptloadFailure').style.display = 'block';
var criticalScripts = [“polyfills","vendors~main®,"il8n","main"];
for (var 1 = 8; 1 < criticalScripts.length; i++) {
var criticalSeript = criticalScripts[i];
if (lwindow._ SCRIPTS_LOADED_ [criticalScript]) {
document . getElementsByName (' failedScript')[@].value = criticalScript
break;
}
}

}
1) ()s</script>cscript nonce="YTczMDhIMDQtN2Y5Yy@@OMmIxLTk2YzktYzZmNTBkZ jNjZGRj" >document.cookie = decodeURIComponent ("gt=1442761800897796099; Max-Age=18800; Domain=.twitter.com; Path=/

Solutions to take

Ideally, after fixing the errors and warnings, you should consider adding your domain to the the HSTS preload list. This will ensure that
browsers automatically connect your website by using HTTPS, actively preventing users from visiting your site using HTTP. Since this
list is hardcoded in users' browsers, it will enable HSTS even before they visit your page for the first time, eliminating the need for Trust
On First Use (TOFU) with its associated risks and disadvantages. Unless you fix the errors and warnings your website won't meet the
conditions required to enter the browser's preload list.

Browser vendors declared:

* Serve a valid certificate
* If you are listening on port 80, redirect all domains from HTTP to HTTPS on the same host. Serve all subdomains over HTTPS:
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o In particular, you must support HTTPS for the www subdomain if a DNS record for that subdomain exists

e Serve an HSTS header on the base domain for HTTPS requests:

o The max-agemust be at least 31536000 seconds (1 year)

o The includeSubDomainsdirective must be specified

o The preloaddirective must be specified

o If you are serving an additional redirect from your HTTPS site, that redirect must have the HSTS header (rather than the

page it redirects to)

5. Out-of-date Version (jQuery)

e Severity: MEDIUM
e Method: GET

Impact
Due to the fact that this is an old version of the software, it may be susceptible to
attacks.

R

CaNO W w N

equest

GET /i/directory/ HTTP/1.1

Host: twitter.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Cookie: guest_id=v1%3A163281615778512B28; personalization_id="v1_NzNn+YtIZpY1SL1AO4rXLg=="; gt=1442761652445712387; ct@=e8626f5cBa21dd79a61c77f13676bc12; _ga=GA1.2.2016665518.1632816164,
User-Agent: Mozilla/5.6 (Windows NT 18.8; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.8.3538.77 Safari/537.36

X-Scanner: Netsparker

Response

HTTP/1.1 208 OK

cache-control: no-cache, no-store, must-revalidate, pre-check=@, post-check=8

set-cookie: fm=0; Max-Age=8; Expires=Tue, 28 Sep 20821 08:03:33 GMT; Path=/; Domain=.twitter.com; Secure; HTTPOnly
set-cookie: _twitter_sess=BAh7CSIKZmxhc2h]QzonQWN@aWduQ29udHIvbGxlc jo6Rmxhc 2g60kZ sYXNo%258ASGFzaHsABjoKQHVzZZWR7ADoHaWQ1IWYxMDQSY zM 3NmEwWNDUwWNWM2NWNmZ j Ew%258AMTVIMGVjY2Zk0gd jemVhdGVkX2
strict-transport-security: max-age=631138519

server: tsa_k

x-twitter-response-tags: BouncerCompliant

X-content-type-options: nosniff

x-xss-protection: @

x-transaction: fcd97a91680ad102

expires: Tue, 31 Mar 1981 85:00:80 GMT

x-frame-options: DENY

content-security-policy: script-src https://ssl.google-analytics.com https://twitter.com 'unsafe-eval' https://*.twimg.com https://api.twitter.com 'nonce-EWdk/LQ4KcYe2BEodigGIQ==" ht
content-length: 87090

x-connection-hash: 8829281e4be231476a8c51bac63eaa2895d3f129af7d2c95182991calee3bd2

last-modified: Tue, 28 Sep 2021 88:03:33 GMT

content-type: text/html;charset-utf-8

x-ua-compatible: TE=edge,chromgd=1

status: 200 0K

pragma: no-cache

date: Tue, 28 Sep 2021 @8:03:33 GMT

content-encoding:

<!DOCTYPE html>
<html lang="en" data-scribe-reduced-action-queue="true">

<meta charset="utf-8">
<script  nonce="EMdk/LQ4KcYe20E04igGIQ==">
Ifunction(){window. initErrorstack| | (window.initErrorstack=[]),window.onerror=function(r,i,n,0,t){r.index0f("Script error.")>-1||window.initErrorstack.push({errorMsg:r,url:i,1
</script>

<script id="bouncer_terminate_iframe" nonce="EWdk/LQ4KcYe20E04igGIQ:
if (window.top != window) {
window. top.postMessage({ 'bouncer': true, 'event': 'complete'}, '*');

</script>
<script id="swift_action_queue" nonce="EWdk/LQ4KCYe2@Eo4igGIQ=
Ifunction(){function e(e){if(e||(e=windon.event),!e)return!1;if(e.timestamp=(new Date).getTime(), 'e.target8&e.srcElement&&(e. target=e. srcElement), document .documentElement . getAttr
</script>
<script id="composition_state" nonce="EWdk/LQ4KcYe20E04igGIQ==">
Ifunction(){function t(t){t.target.setAttribute("data-in-composition","true")}function n(t){t.target.removeAttribute("data-in-composition")}document.addEventlListener&(document.a
</script>

<link rel="stylesheet” href="https://abs.twimg.com/a/1631636492/css/t1/twitter_core.bundle.css" class="coreCSSBundles">
<link rel="stylesheet” class="moreCSSBundles" href="https://abs.twimg.com/a/1631636492/css/t1/twitter_more_1.bundle.css">
<link rel="stylesheet" class="moreCsSBundles" href="https://abs.twimg.com/a/1631636492/css/t1/twitter_more_2.bundle.css">

<link rel="dns-prefetch” href="https://pbs.twimg.com">
<link rel="dns-prefetch” href="https://t.co">
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58 <link rel="dns-prefetch” href="https://t.co">
59 <link rel="preload" href="https://abs.twimg.com/k/en/init.en.40304fbSce7a3d755fd2.js" as="script">
5@ <link rel="preload" href="https://abs.twimg.com/k/en/@.commons.en.9d80b91c33318d17ddel.js" as="script">

52 <title>Twitter / Profiles Directory / a - Azzzzzzzreenc/title>
DP" >

54 <meta name="description" content=

58 <meta
59 <meta

'msapplication-TileImage" content="//abs.twimg.com/favicons/win8-tile-144.png"/>
‘msapplication-TileColor" content="#@8aced"/>

73 | <meta name="facebook-domain-verification" content="moho2ug7zs57jijiywrewd8wbSa08h” />

75 I

77 <link rel="mask-icon" sizes="any" href="https://abs.twimg.com/a/1631636492/icons/favicon.svg" color="#1dalf2">

image/x-icon">
con-192x192.png" sizes="192x192">

79 <link rel="shortcut icon" href="//abs.twimg.com/favicons/favicon.ico" typ
30 | <link rel="apple-touch-icon" href="https://abs.twimg.com/icons /apple-touch

31

82 «link rel="manifest" href="/manifest.json">

33

286 <li>ca href="?lang=de" data-lang-code="de" title="German" class="js-language-link js-tooltip" rel="noopener">Deutsch</a></1i>

287 n-gb" data-lang-code="en-gb" title="British English" class="js-language-1link js-tooltip” rel="noopener”>English UK</as</1is
288 ?lang=es" data-lang-code="es" title="Spanish" class="js-language-link js-tooltip" rel="noopener">Espafiolc/a></1i>

289 Filipino” <lass="js-language-link js-tooltip” rel="noopener">Filipino</as</lir

200 data-lang-code= " class="js-language-1link js-tooltip" rel="noopener">Francaisc/a></li>

291 data-lang-cod s-language-1link js-tooltip™ rel oopener”>Hrvatski</a></1i>

202 data-lang-cod js-language-link js-tooltip" rel="noopener">Italiano</a></1i>

293 data-lang-cod ‘Hungarian® class="js-language-link js-tooltip" rel="noopener">Magyar</a></li>

294 utch" class="js-language-link js-tooltip" rel="noopener">Nederlands</a></1i>

205 "js-language-link js-tooltip" rel="noopener*>Norskc/a></1ix

296 js-language-link js-tooltip" rel="noopener">Polski</a></li>

207 class="js-language-link js-tooltip" rel="noopener”>Portuguésc/a»</1i>

298 s-language-link js-tooltip” rel="noopener”>Romana</a></li>

299 oopener”>Slovenéinac/a></1i>

300 rel="noopener”>Suomi</a></1li>

301 js-language-link js-tooltip" rel="noopener”>Svenskac/a></1i>

302 " class="js-language-link js-tooltip” "noopener”>Tiéng Vietc/a></li>
363 urkish"tlas js-language-link js-tooltip" rel="noopener”>Tirkce</a></1i>

304 reek" class="js-language-link js-tooltip" rel="noopener”>EAAnvikd</a></1i>

3085 'js-language-1link js-tool rel="noopener”>bbnrapcku esuk</ax</1i>
306 s-language-link js-tooltip" rel="noopener">Pycckuiic/a>c/1i>

307 s-language-1link js-toolti noopener”>Cpncku</a></1i>

308 js-language-1link js-tooltip" rel="noopener">Yxpainceka mosac</a></1i>
309 data-lang-cod js-language-1ink js-tooltip” rel="noopener”>nmu</a></1i>

310 data-lang-cod: js-language-link js-tooltip" rel="noopener">dyall</a></1i>

311 cli>ca href="?lang=fa" data-lang-code= i persian” class="js-language-1link js-tooltip" rel="noopener®>u., l</a></1i>

</div>
</div>
</div>

<div class="hidden" id="hidden-content">
<iframe aria-hidden="true" class="tweet-post-iframe" name="tweet-post-iframe"></iframe>
<iframe aria-hidden="true" class="dm-post-iframe" name="dm-post-iframe"></iframe>

</div>

ind friends and people you&#39;re interested in on the Twitter Profiles Directory, featuring profiles from a to Azzzzzzzreen">

<input type="hidden" id="init-data" class="json-data" value="{&quot;keyboardShortcuts&quot;:[{&quot;name&quot;:&quot;Actions&quot;,&quot;description&quot;:&quot;Shortcuts for c

hidden" class="swift-boot-module" value="app/pages/directory/directory">
hidden" id="swift-module-path" value="https://abs.twimg.com/k/swift/en">

<input typ
<input type='

<script src="https://abs.twimg.com/k/en/init.en.48304fb5ce7a3d755fd2.Js" async></scripts>

</body>
</html>

<span class="Icon Icon--reply UINalkthrough-icon"></span>
Join the conversation

</h3>

<p class="UIWalkthrough-message">
Add your thoughts about any Tweet with a Reply. Find a topic you’re passionate about, and jump right in.

</p>

</div>

<div class IWalkthrough-step UIWalkthrough-step--trends">
<h3 class="UIWalkthrough-title">

<span class="Icon Icon--discover UIWalkthrough-icon"></span>
Learn the latest
</h3>
<p class="UIWalkthrough-message">
Get instant insight into what people are talking about now.
</p>
<fdiv>
1

<div class="UIWalkthrough-step UIWalkthrough-step--wtf">
<h3 clas UIWalkthrough-title">
<span class="Icon Icon--follow UIWalkthrough-icon"></span>
Get more of what you love
</h3>
<p class="UIWalkthrough-message">
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Known VVulnerabilities in this version

jQuery Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) Vulnerability

In jQuery versions greater than or equal to 1.0.3 and before 3.5.0, passing HTML containing &lt;option&gt; elements from untrusted
sources - even after sanitizing it - to one of jQuery&#39;s DOM manipulation methods (i.e. .html(), .append(), and others) may execute
untrusted code. This problem is patched in jQuery 3.5.0.

Affected Versions
1.9.0to 3.4.1

External References
e CVE-2020-11023 I
jQuery Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) Vulnerability

In jQuery versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after sanitizing it - to
one of jQuery&#39;s DOM manipulation methods (i.e. .html(), .append(), and others) may execute untrusted code. This problem is
patched in jQuery 3.5.0.

Affected Versions
1.9.0to0 3.4.1

External References
e CVE-2020-11022
JQuery Prototype Pollution Vulnerability

jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because of
Object.prototype pollution. If an unsanitized source object contained an enumerable __proto__ property, it could extend the native
Object.prototype.

Affected Versions
1.0to 3.3.1

External References
e CVE-2019-11358
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To the vulnerability scanning purpose | have used Netsparker professional version.

Vulnerability Summary

& https://vine.co/

Scan Time 1 9/25/2021 11:21:39 PM (UTC+05:30) .

Scan Duration £ 00:00:06:12 Risk Level:
Total Requests :3,097 H IG H
Average Speed :8.3r/s

19

IDENTIFIED CONFIRMED CRITICAL

N 3 ™ 1

MEDIUM LOW

HIGH 5 9 o

BEST PRACTICE INFORMATION

@

Identified Vulnerabilities Confirmed Vulnerabilities

M critical 0 M critical 0
M High 1 M High 0
¥ Medium 3 M Medium 1
Low 1 Low 1
B Best Practice 5 B Best Practice 1
M information 9 M information 2
TOTAL 19 TOTAL 5
CONFIRM VULNERABILITY METHOD URL PARAMETER

i m Out-of-date Version (Moment js) GET https://vine.co/

iLm HTTP Strict Transport Security (HSTS) Errors and Warnings GET https://vine.co/

L ™ Out-of-date Version (jQuery) GET https://vine.co/

Fa Weak Ciphers Enabled GET https://vine.co/

F 3 Insecure Transportation Security Protocol Supported (TLS 1.0) GET https://vine.co/

L9 Expect-CT Not Enabled 33 https://vine.co/

L9 Missing X-XSS-Protection Header GET https://vine.co/

L0 Referrer-Policy Not Implemented GET https://vine.co/

L9 Integrity (SRI) Not GET https://vine.co/

L0 Insecure Transportation Security Pratocel Supported (TLS 1.1) GET https://vine.co/

L e An Unsafe Content Security Policy (CSP) Directive in Use GET https://vine.co/

L0 Content Security Policy (CSP) Contains Out of Scope report-uri Domain GET https://vine.co/

L0 data; Used in a Content Security Policy (CSP) Directive GET https://vine.co/

L 0 default-sre Used in Content Security Policy (CSP) GET https://vine.co/

L 0 Email Address Disclosure GET https://vine.co/privacy

L0 OpenSearch.xm| Detected GET https://vine.co/opensearch.xml

L0 Wildeard Detected in Domain Portion of Content Security Policy (CSP) Directive GET https://vine.co/

L O OPTIONS Method Enabled OPTIONS https://vine.co/

L1 0 Robots.txt Detected GET https//vine.co/robots.txt
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Target Domain: https://vine.co/

Dear Vine Community - thank you for all the in ion, laughs, and loops. We have now placed Vine in an archived state. For more information, click here.

%

N\

M‘Y

Help Terms Privacy Attribution Did it for the Vine. © 2018 Twitter, Inc.

1. Out-of-date Version (Moment.js)
e Severity: HIGH

e Method: GET

Impact
. Because of the out-of-date version, this vulnerability can be exploited to launch
a variety of attacks.

Known Vulnerabilities

Momentjs Regular Expression Denial of Service (ReDoS) Vulnerability

Affected versions of the package are vulnerable to Regular Expression Denial of Service (ReDoS) attacks for any locale that has separate format and standalone options and format input can be controlled by the user. An attacker can provide a specially crafted input to the format function, which
nearly matches the pattern being matched, This will cause the regular expression matching to take a long time, all the while occupying the event loop and preventing it from processing other requests and making the server unavailable (a Denal of Service attack).
hitps//snykcio/vuln/npm:monne 19

Affected Versions

030t02.15.1

External References

Momentjs Uncontrolled Resource Consumption Vulnerability

The moment module before 2.19.3 for Nodejs is prone to a regular on denial of service via a crafted d: a2 ity than CVE-2016-4055.

Affected Versions

030102192

External References

CVE-2017-18214

Request

GET / HTTP/1.1

Host: vine.co

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

User-Agent: Mozilla/5.@ (Windows NT 10.8; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
X-Scanner: Netsparker

BV ~NOU b wN R

[
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https://vine.co/
https://vine.co/

Response

HTTP/1.1 280 OK
X-Content-Type-Options: nosniff
Connection: keep-alive

Content-Security-Policy: default-src https: data: vine:;img-src 'self' data: https://vine.co https://vines.s3.amazonaws.com https://archive.vine.co https://*.twimg.com https://*.cdn.vine

Content-Length: 6718

X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=631138519
Content-Type: text/html; charset=utf-g

Date: Sat, 25 Sep 2021 17:56:25 GMT
Cache-Control: max-age=600

<!DOCTYPE html> I

<html lang="en">chead><meta charset="utf-8">cmeta http-equiv="X-UA-Compatible" content="IE=edge"><meta name="viewport" content="width=device-width,initial-scale=1,minimum-scale=1,maximun

.body {
background-color: white;
min-height: 1@@vh;

}

.banner {
background: #7878cc;
color: white;
font-size: 18px;
font-weight: 300;
line-height: 1.5;
margin-bottom: 2@px;
padding: 3@px 20px.
text-align: center;

3

.banner a {
color: white;
text-decoration: underline;

.content > * {
margin-bottom: 25px;

.footer {
bottom: ©;
display: -webkit-box;
display: -ms-flexbox;
display: flex;
position: fixed;
width: 108%;

}

footer 1i {
color: rgba(238, 128, 92, .75);
font-size: 18px;

}

I

.footer 1i a {
color: rgba(238, 128, 92, ©.75);
text-decoration: none;

}

.footer 1i a:hover {
text-decoration: underline;

}
</styles><base href="/"><meta name="vine-ember/config/environment"” content="%78%22modulePrefix%22%3A%22vine -ember%22%2C%22environment%22%3A%22production%22%2C%22baseURL%22%3A%22/%22%2(%22

window.APP_CONFIG.ASSETS_CON_PREFIX = 'https://v.cdn.vine.co/w/a@@1567d-assets/';</script>c/body></html>
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2. Weak Ciphers Enabled
e Severity: MEDIUM

e Method: GET

Impact

e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Vulnerability Details
e While using encrypted communication, Netsparker discovered that weak
ciphers were being utilized (SSL).
e When it comes to protecting secure communication with your visitors, you
should only allow powerful ciphers on your web server to be used.

Request

[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

Solutions to take

For Apache, you should modify the SSLCipherSuite directive in the httpd. conf.

SSLCipherSuite HIGH:MEDIUM: !MDS:!RC4

Lighttpd:

ssl.honor-cipher-order = "enable”
ssl.cipher-list = "EECDH+AESGCM:EDH+AESGCM"

For Microsoft IIS, you should make some changes to the system registry. Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you

should back up any valued data on your computer.

a. Click Start, click Run, type regedt32 or type regadit, and then click OK.
b. In Registry Editor, locate the following registry key: HERLM\SYSTEM\CurrentControlSet\Control\SecurityProviders
¢. Set "Enabled” DWORD to "0x0" for the following registry keys:

SCHANMEL\Ciphers\DES 56/56
SCHANNEL\Ciphers\RC4 64/128
SCHANNEL\Ciphers\RC4 48/128
SCHANMEL\Ciphers\RC2 56/128
SCHANNEL\Ciphers\RC2 4@/128
SCHANMEL\Ciphers\NULL
SCHANNEL\Hashes\MD5
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3.HTTP Strict Transport Security (HSTS) Errors and Warnings

Impact
The HSTS Warning and Error messages may provide an opportunity for attackers to

circumvent HSTS, allowing them to view and modify your interactions with the
website.

Request

WoNoubhwne

=
(o]

G
H

ET / HTTP/1.1
ost: vine.co

Severity: MEDIUM
Method: GET

I

Accept: text/html,application/xhtml+xml,application/xml;q=@.9,1image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate
Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache
User-Agent: Mozilla/5.@ (Windows NT 1@.8; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/7@.8.3538.77 Safari/537.36
X-Scanner: Netsparker

Response

HTTP/

/1.1 200 OK

X-Content-Type-Options: nosniff
Connection: keep-alive

Content-Security-Policy: default-src https: data: vine:;img-src

Content-Length: 6718

X-Frame-Options: SAMEORIGIN
strict-Transport-Security
Content-Type: text/html; charsef

Date.

£-8

Sat, 25 Sep 2021 17:56:40 G

Cache-Control: max-age=600

<IDOCTYPE html>

<html lang="en"s<head><meta charset="utf-8"><meta http-equiv="X-UA-Compatible” conte

-body {

background-color: white;
min-height: 108vh;

}

-banner {

background: #7876cc;
color: white;
font-size: 18px;
font-weight: 360;
line-height: 1.5;
margin-bottom: 20px;
padding: 3@px 20px;
text-align: center;

¥

.banner a ¢

color: white;
text-decoration: underline;

.content {

}

}

-webkit-box-align: center;
-ms-flex-align: center;
align-items: center;
display: -webkit-box;
display: -ms-flexbox;
display: flex;
-webkit-box-orient: vertical;
-webkit-box-direction: normal;
-ms-flex-direction: column;
flex-direction: column;
font-size: 72px;
height: Sevh;
-webkit-box-pack: center;
-ms-flex-pack: center;
justify-content: center;
margin-top: S@px;

content > * {
margin-bottom: 25px;

footer {
bottom: 8;

weblit-box;
: -ms-flexbox;
: flex;
position: fixed;
width: 166%;

max-age=631138519

s

* data: https

fvine.co https://vines.s3.amazonaws.com https://archive.vine.co https://*.twimg.com https://*.cdn.vine.co https://media.vineapp.com h

“"IE=edge”><meta name="viewport" content="width=device-width,initial-scale=1,mininum-scale=1,maxinun-scale=1"><link rel="search" hr
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58 .footer {

59 bottom: ©;
60 display: -webkit-box;

61 display: -ms-flexbox;

62 display: flex;

63 position: fixed; I
64 width: 100%;

65 ¥

66

67 .footer 1i {

68 color: rgba(238, 128, 92, 8.75);

69 font-size: 18px;

70 ¥

71

72 .footer 1i a {

73 color: rgba(238, 128, 92, 8.75);

74 text-decoration: none;

75 }

76

77 .footer 1i azhover {

78 text-decoration: underline;

79

80 | </stylescbase href="/">cneta nane="vine-ember/config/environment” content="%78: dulePrefix%22 i ber%22%; vironment¥22%3A%22producti URL %22 C%2210cationT %22auto%22%21

Solutions to take

Ideally, after fixing the errors and warnings, you should consider adding your domain to the the HSTS preload list. This will ensure that browsers automatically connect your website by using
HTTPS, actively preventing users from visiting your site using HTTP. Since this list is hardcoded in users® browsers, it will enable HSTS even before they visit your page for the first time,
eliminating the need for Trust On First Use (TOFU) with its associated risks and disadvantages. Unless you fix the errors and warnings your website won't meet the conditions required to
enter the browser's preload list.

Browser vendors declared:

Serve a valid certificate
If you are listening on port 80, redirect all domains from HTTP to HTTPS on the same host. Serve all subdomains over HTTPS:
In particular, you must support HTTPS for the www subdomain if a DNS record for that subdomain exists
Serve an HSTS header on the base domain for HTTPS requests:
The max-age must be at least 31536000 seconds (1 year)
The includeSubDomains directive must be specified
The preload directive must be specified
If you are serving an additional redirect from your HTTPS site, that redirect must have the HSTS header (rather than the page it redirects to)

4.0ut-of-date Version (jQuery)
e Severity: MEDIUM

e Method: GET

Impact
Due to the fact that this is an old version of the software, it may be subject to
exploitation.

Vulnerabilities
According to Netsparker, the target web site is utilizing jQuery, and it has been
determined that it is out of date.

Request

GET / HTTP/1.1

Host: vine.co

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
X-Scanner: Netsparker I

BV NOU AW P
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Response

1 HTTP/1.1 288 OK

2 | X-Content-Type-Optioffs: nosn

3 Connection: keep-aliVe

4 | Content-security-Policy: default-src https: data: vine:;img-src "self’ data: https://vine.co https://vines.s3.amazonaws.com https://archive.vine.co https://*.twimg.com https://*.cdn.vine.co https://media.vineapp.com |
5

3

7

3

Content-Length: 6718
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=631138519
Content-Type: text/html; charset=utf-8

9 | Date: Sat, 25 Sep 2021 17:56:25 GMT

16 Cache-Control: max-age=600

12 <!DOCTYPE html>
13 <html lang="en"><head><meta charset="utf-8"><meta http-equiv="

-UA-Compatible” content="IE=edge”><meta name="viewport" content="width=device-width,initial-scale=1,minimum-scale=1,maximum-scale=1"><link rel="search" hr

14 _body {
15 background-color: white;

6 min-height: 1eevh;

17 )

8

19 “banner {

20 background: #7878cc;

21 color: white;

22 font-size: 18px;

23 font-weight: 300;

24 line-height: 1.5;

25 margin-bottom: 2@px;

26 padding: 3epx 20px;

27 text-align: center;

28 }

29

38 .banner a {

31 color: white;

32 text-decoration: underline;

33

34

34

35 .content {

36 -webkit-box-align: center;

37 -ms-flex-align: center;

8 align-items: center;

39 display: -webkit-box;

40 display: -ms-flexbox;

a1 display: flex;

a2 -webkit-box-orient: vertical;
43 -webkit-box-direction: normal;
a4 -ms-flex-direction: column;
a5 flex-direction: column;
46 font-size: 72px;

47 height: 5evh;

43 -webkit-box-pack: center;

a9 -ms-flex-pack: center;

50 justify-content: center;
51 margin-top: 50px;

52 ¥

53

54 .content > *

55 margin-bottom: 25px;

56 I
57

58 .footer {

59 bottom: @;

60 display: -webkit-box;

61 display: -ms-flexbox;

62 display: flex;

63 position: fixed;

64 width: 100%;

65 }

66

66

67 -footer 1i {

68 color: rgba(238, 128, 92, 0.75);
69 font-size: 18px;

70 }

7 I
72 -footer 1i a {

73 color: rgba(238, 128, 92, 0.75);
74 text-decoration: none;

75 }

76

77 -footer 1i a:hover

78 text-decoration: underline;

79 }

80  </style>cbase href="/">cmeta name="vine-ember/config/environment" content="%78%2; 1 i ber%22%2C%22envi 2%3A%22product ion%22%2C %22%2C%2210cationT) %
81 window.APP_CONFIG.ASSETS_CON_PREFIX = 'https://v.cdn.vine.co/w/a8@1567d-assets/ " ;</script></body></html>
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Known VVulnerabilities in this Version

jQuery Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') Vulnerability

JQuery before 3.0.0 is vulnerable to Cross-site Scripting (XSS) attacks when a cross-domain Ajax request is performed without the dataType option, causing
text/javascript responses to be executed.

Affected Versions

1.80t0 224

External References

CVE-2015-9251

jQuery Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) Vulnerability

In jQuery versions greater than or equal to 1.0.3 and before 3.5.0, passing HTML containing <option> elements from untrusted sources - even after sanitizing it - to
one of jQuery's DOM manipulation methods (i.e..html(), .append(), and others) may execute untrusted code. This problem is patched in jQuery 3.5.0.

Affected Versions

1.9.0t0 341

External References
CVE-2020-11023

jQuery Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) Vulnerability

In jQuery versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after sanitizing it - to one of jQuery’s DOM
manipulation methods (i.e. .html(), .append(), and others) may execute untrusted code. This problem is patched in jQuery 3.5.0.

Affected Versions
1.9.01t0 341

External References
CVE-2020-11022

JQuery Prototype Pollution Vulnerability

JQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ..) because of Objectprototype pollution. If an
unsanitized source object contained an enumerable __proto__ property, it could extend the native Objectprototype.

Affected Versions

1.0t0 3.3.1

Bxternal References

CVE-2019-11358
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5. Insecure Transportation Security Protocol Supported (TLS 1.0)
e Severity: LOW
e Method: GET

Impact
In order to see the encryption communication between your website and its visitors,

attackers can undertake man-in-the-middle attacks on your website.

Vulnerability

o Netsparker has determined that your web server is capable of supporting the
insecure transportation security protocol (TLS 1.0).

e There are various problems with TLS 1.0. In order to exploit vulnerabilities
such as BEAST (Browser Exploit Against SSL/TLS), an attacker might cause
connection failures and prompt the use of TLS 1.0 to trigger the use of the
protocol.

e Since June 30, 2018, websites that use TLS 1.0 are declared non-compliant by
the PCI Security Standards Council.

Request

[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

Solutions to take

Configure your web server to disallow using weak ciphers. You need to restart the web server to enable changes.

For Apache, adjust the SSLProtocol directive provided by the mod_ssl module. This directive can be set either at the server level or in a virtual host configuration.

For Nginx, locate any use of the directive ssl_protocols in the nginx. conf file and remove

ss1_protocols TLSV1.2;

For Microsoft IIS, you should make some changes on the system registry. Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on your

computer.
hen dlick OK

Click on Start and then Ri

e if it does not exist:

In Registry Editor, locate the

Locate a k
Under the key, locate a DWORD value named Enabled or create if it doesn't exist and set its value to "0".

For lighttpd, put the following lines in your configuration file

d = ("Protocol” => "-TLSvi.1, -TLSvi, -SSLv3") # v1.4.48 or up
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6. Insecure Transportation Security Protocol Supported (TLS 1.1)
e Severity: HIGH

e Method: GET

Impact
Due to the deprecation of web browsers, your website will be inaccessible to visitors.

Request

[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

Solutions to take

Configure your web server to disallow using weak ciphers. You need to restart the web server to enable changes.

* For Apache, adjust the SSLProtocol directive provided by the mod_ssl module. This directive can be set either at the server level
or in a virtual host configuration.

SSLProtocol +TLSv1l.2

* For Nginx, locate any use of the directive ssl_protocols in the nginx. conffile and remove TLSv1.1.
24 / 66

ssl_protocols TLSv1.2;

¢ For Microsoft IIS, you should make some changes on the system registry. Incorrectly editing the registry may severely
damage your system. Before making changes to the registry, you should back up any valued data on your computer.
1. Click on Start and then Run, type regedt32or regedit, and then click OK.
2. In Registry Editor, locate the following registry key or create if it does not exist:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\T
L'S; 1.2\

3. Locate a key named Serveror create if it doesn't exist.
4. Under the Serverkey, locate a DWORD value named Enabledor create if it doesn't exist and set its value to "0".
e For lighttpd, put the following lines in your configuration file:

ssl.use-sslv2 = "disable"
ssl.use-sslv3 = "disable"
ssl.openssl.ssl-conf-cmd = ("Protocol" => "-TLSv1l.1, -TLSvl, -SSLv3") # v1.4.48 or up
ssl.ec-curve = "secp384ri"
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To the vulnerability scanning purpose of below domain, | have
used Netsparker professional version and Burp Suite professional version.

Vulnerability Summary

& https://periscope.tv/

Scan Time
Scan Duration :00:00:01:43
Total Requests 1598

Average Speed :5.8r/s

IDENTIFIED

0

HIGH

Identified Vulnerabilities

M Critical

M High

M Medium
Low

M Best Practice

M Information
TOTAL

CONFIRM VULNERABILITY

L~ Weak Ciphers Enabled

B

Expect-CT Not Enabled

:9/27/2021 12:36:18 PM (UTC+05:30)

1

Risk Level:

MEDIUM

0

CONFIRMED CRITICAL
1 ™ 0
MEDIUM Low
1 9 0

BEST PRACTICE INFORMATION

N O -~ O = O O

METHOD

GET

GET

Target Domain: https://www.periscope.tv/

Confirmed Vulnerabilities

M Critical

M High

™ Medium
Low

M Best Practice

M Information
TOTAL

URL
https://periscope.tv/

https://periscope.tv/

PARAMETER

- O O © = O O
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https://www.periscope.tv/

©
@

Periscope is saying goodhbye ./

Periscope is grateful to you for going LIVE together and being part of this community. Past public broadcasts will continue to
be available on Periscope web. Learn more

Keep the conversation geing on Twitter.

1. Weak Ciphers Enabled
e Severity: LOW
e Method: GET

Impact
e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Request

[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

Solutions to take
1. For Apache, you should modify the SSLCipherSuite directive in the httpd. conf.

SSLCipherSuite HIGH:MEDIUM:!MD5:!RC4

2. Lighttpd:

76



ssl.honor-cipher-order = "enable"
ssl.cipher-1ist = "EECDH+AESGCM:EDH+AESGCM"

3. For Microsoft IS, you should make some changes to the system registry. Incorrectly editing the registry may severely

damage your system. Before making changes to the registry, you should back up any valued data on your computer.

a.Click Start, click Run, type regedt32or type regedit, and then click OK.
b.In Registry Editor, locate the following registry key: HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders
c.Set "Enabled" DWORD to “0x0" for the following registry keys:

SCHANNEL\Ciphers\DES 56/56
SCHANNEL\Ciphers\RC4 64/128
SCHANNEL\Ciphers\RC4 40/128
SCHANNEL\Ciphers\RC2 56/128
SCHANNEL\Ciphers\RC2 40/128
SCHANNEL\Ciphers\NULL
SCHANNEL\Hashes\MD5

2. Strict Transport Security Not Enforced
e Severity: LOW
e Method: GET

Impact

Users connecting to the application using unencrypted connections are not prevented
by the application. An attacker with access to a legitimate user's network traffic might
circumvent the application's SSL/TLS encryption and use it as a platform for assaults
on its users. This attack is carried out by rewriting HTTPS links to HTTP, ensuring
that if a user clicks on a link to the site from an HTTP website, their browser will
never attempt to use an encrypted connection. This operation is automated with the ssl
strip utility.

An attacker must be in a position to intercept and manipulate the victim's network
communication in order to exploit this vulnerability. When a client talks with the
server across an insecure connection, such as public Wi-Fi or a corporate or home
network that is shared with a compromised machine, this scenario occurs.

Switched networks and other common defences are insufficient to prevent this. This
attack might also be carried out by an attacker in the user's ISP or the application's
hosting infrastructure. It's worth noting that a sophisticated opponent might target any
connection made across the Internet's basic infrastructure.
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Request

GET /ios-attribution/ HTTP/1.1

Host: www.periscope.tv

Bccept-Encoding: gzip, deflate

Accept: */*

Rccept-Language: en-US,en-GB;g=0.9%,en;g=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =64) RAppleWebKit/537.36 (KHTML, like
Gecko) Chrome/%2.0.4515.159 safari/537.36

7 Connection: close

8 Cache-Control: max-age=0

[

oy o W

Response

HTTE/1.1 400 Bad Pequest
Cache-Control: no-store
Content-gSecurity-Policy: media-src 'self' data: b
ault-src 'self' blob: https://*.glo

b
al.ssl.fastly.net htt

tv/ https://*.global.ssl.f
tv/; object-src 'self' https

stly.net https://+. twimg.

https:

/*.pscp.tv/ https://*.

-src 'sel
ogle.com/ https://*.google.com/recaptc
global.bitmovin.com https://wew.googl

eapis.com/ https://securetoken.googleapis.com https://s3.us-west-2.amazonaws.com/perisc

Content-Type: text/html; charset=utf-8
5 Date: Mom, 27 Sep 2021 07:13:15 GMT
€ Referrer-Policy: origin
7 set-Cookie: pscp-csrf=¢102dfal-déb3 8fb7-70a7102£732%e; Max-Age=2582000; Domain=.periscope.tv; Path=/; Expires=Wed, 27 Oct 2021 07:13:13 GMT; Httponly;

9 Strict-Transport-Security: max-age=10886400000; includeSubDomains; preload
9 Vary: Accept-Language, ept-Encoding

10 X-Content-Type-Options: nosniff

11 X-Download-Options: noopen

12 X-Frame-Options: ALLOW-FROM https://twitter.com/

3 X-Peris e-Web-Version: 3

-RateLimit-Limit: 3000

X-RateLimit-Remaining: 2998

16 X-XSs-P
] Connec
Content-Length: 15425

tection: 1; mode=block

<!doctype html>

<html>
<head>
<title data-r -helmet="true">
400
</title>
<meta data-react-helmet="true" name="robots" content="noindex, nofollow"/>

charSet

alable=no"/>

device-width, initial-scale=1.0, maximum-scale=1.0, uw

https:/
f="http

49£681. cas"/>
latUan" data-styled-components-is-local="

" data-styled-components
sc-keyframes-ivAUyz */
8-webkit-keyframesivAUyz{

0%{

Part this issue has is: Strict-Transport-Security: max-
age=10886400000; includeSubDomains;

' blob: https://*.pscp.tv/ https://*.periscope.tv/ https://twitter.com https://periscope-all.firebaseapp.com/ https://*.google.com/recaptcha/
a/ https://*.gstatic.com/recaptcha/ https://appleid.cdn-apple.com "unsafe-eval' 'nonce-ldfal3¢fadc7484lbeS52bdeddcc

e-user-data-reports-prod/ htt)
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To the vulnerability scanning purpose of below domain, I have
used Netsparker professional version and Burp Suite professional version.

Vulnerability Summary

& https://pscp.tv/
Scan Time :9/28/2021 9:53:11 AM (UTC+05:30) .
Scan Duration :00:00:01:36 Risk Level:
Total Requests 1598 M E Dl U M
Average Speed 16.2r/s

IDENTIFIED CONFIRMED CRITICAL

[ 1 ~ 0

0 MEDIUM LOW
0

HIGH 1 ’ 0

BEST PRACTICE INFORMATION
Identified Vulnerabilities Confirmed Vulnerabilities
M critical 0 M critical
M High 0 M High
I Medium 1 M Medium
Low 0 Low
M Best Practice 1 M Best Practice
M information 0 M information
TOTAL 2 TOTAL
CONFIRM VULNERABILITY METHOD URL PARAMETER
|é o Weak Ciphers Enabled GET https://pscp.tv/

|L 9 [Expect-CT Mot Enabled GET https;//pscp.tv/

Target Domain: https://www.pscp.tv/

- O O O = O O
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1. Weak Ciphers Enabled
e Severity: LOW
e Method: GET

During secure communication, weak ciphers are permitted to be used (SSL).

Impact
e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Request
[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

80



Solutions to take:

1. For Apache, you should modify the SSLCipherSuite directive in the httpd.conf.

SSLCipherSuite HIGH:MEDIUM: !MD5:!RC4

2. Lighttpd:

ssl.honor-cipher-order = "enable”
ssl.cipher-1list = "EECDH+AESGCM:EDH+AESGCM"

3. For Microsoft IIS, you should make some changes to the system registry. Incorrectly editing the registry may severely damage your system.
Before making changes to the registry, you should back up any valued data on your computer.

a.Click Start, click Run, type regedt32or type regedit, and then click OK.
b.In Registry Editor, locate the following registry key: HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders
c.Set "Enabled" DWORD to "0x0" for the following registry keys:

SCHANNEL\Ciphers\DES 56/56
SCHANNEL\Ciphers\RC4 64/128
SCHANNEL\Ciphers\RC4 4@/128
SCHANNEL\Ciphers\RC2 56/128
SCHANNEL\Ciphers\RC2 40/128
SCHANNEL\Ciphers\NULL
SCHANNEL\Hashes\MD5

1. Strict Transport Security Not Enforced
e Severity: LOW
e Method: GET

Impact

Users are able to connect to the program via unencrypted connections because the
application does not detect this. Using network traffic modification, an attacker might
bypass the application's usage of SSL/TLS encryption, allowing them to utilize the
application as a platform for attacks on the application's users. It is possible to carry out
this attack by rewriting HTTPS links to appear as HT TP, so that when a targeted victim
clicks on a link to the site from an HTTP website, their browser does not attempt to use
an encrypted connection. SsIStrip is an automated tool that streamlines this operation.

For an attacker to be successful in exploiting this vulnerability, they must be in a
position to intercept and manipulate the victim's network communication. In most cases,
this scenario occurs when a client talks with a server across an insecure connection,
such as a public Wi-Fi hotspot or a workplace or home network that is shared with a
malicious computer. Common defenses, such as switched networks, are insufficient to
keep this from happening. This attack might also be carried out by an attacker who is
located within the user's Internet service provider or within the application's hosting
infrastructure. Important to keep in mind: a highly sophisticated opponent might
possibly target any connection made across the Internet's fundamental infrastructure.
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Request

=

U ol W N

W00 =]

GET /privacy.html/ HTTP/1.1

Host: www.psScp.twv

Accept-Encoding: gzip, deflate

Dccept: */*

Accept-Language: en-US,en-GB;g=0.%,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/%2.0.4515.159
Safari/537.3¢

Connection: close

Cache-Control: max-age=0

=
(=]

Response

W e

[P RTINS

0
11
12
13

15

16
19

HTTE/1.1 400 Bad Request
cache-Control: no-store

Content-Security-Policy: media-src 'self' data: blob: https://*.pscp.tv/ https://*.periscope.tv/ http: /*.global.ssl.fastly.net https://*.twimg.con
ault-src 'self' blob: https://*.global.ssl.fastly.net https://*.pscp.tv/ https://*.periscope.tv/; object-src 'self' https://*.pscp.tv/ https://*.periscope.tv/
-src 'self' blob: https://*.pscp.tv/ https://*.periscope.tv/ https://twitter.com https://periscope-all.firebaseapp.com/ https://*.google.com/recaptcha/ https:
.google.com/ https://*.google.com/recaptcha/ https://#.gstatic.com/recaptcha/ https://appleid.cdn-apple.com 'unsafe—eval® 'nonce-cacc??2£86304bef8050b2c592bab

ss-global.bitmovin.com https://www.googleapis.com/ https://securetoken.googleapis.com https://s3.us-west-2.amazonaws.com/periscope-user-data-reports-prod/ htt
Content-Type: text/html; charset=utf-8

Date: Tue, 28 Sep 2021 04:40:20 GMT

Referrer-Policy: origin

Set-Cookie: pscp-csrf=Bbacbc90-6251-4%¢8-a922-8db518b42b0; Max-Age=25%2000; Domain=.pscp.tv; Path=/; Expires=Thu, 28 Oct 2021 04:40:1% GMT; HttpOnly; Secure
Strict-Transport-Security: max-age=10886400000; includeSubDomains; preload

Vary: Accept-language, AcC Encoding

¥-Content-Type-Options: nosiff

%-Download-Options: noopen

X-Frame-Options: ALLOW-FROM https://twitter.com/
%-Periscope-Web-Version: 3

¥-RateLimit-Limit: 3000

%-RateLimit-Remaining: 2998

X-XSs-Protection: 1; mode=block

Content-Length: 15411

Connection: Close

</title>
<meta data-react-helmet="true"
<meta charset="utf-8"/>
<meta name="viewport" content="width=d
s

content="on"/>

name="robots" content= index, >1low™/>

lable

initial-s

<meta name="referrer" content="al

<meta name="twitter:widget:
bitmovin"

conten s/bitmovin-7.

. tv/images/favicon.ico

a18% />
/>
ss/stylesheet.2a699898d2605bd

1ttps://assets.ps
href="http
data-styled-component,
mponent-i sc-keyframes AUyz */
t-keyframesivAUyz{

0 549£68f.css"/>
cdTfJ dHiwkq latUan" data-styled-components-is-local="true">

"ivAUyz cfWLEm jSziNk hqIxtk bgBCY

opacity:0;
-webkit-transform: translateX (-60px) ;
-ms-transform: translateX (-60px) ;
transform: translateX(-60px) ;

}

65%{
opacity:.6;

}

a0% {
-webkit-transform: translateX(-24px);
-ms-transform: translateX(-24px) ;
transform: translateX (-24px) 7
opacity:.6;

}

100%{
-webkit-transform: translateX(-25px);
-ms-transform: translateX (-25px) ;
transform: translateX(-25n%) :
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</head>
<body class="">
<noscript>
Sorr this site requires JavaScript for full functionality. Please enable JavaScript in your browser and reload the page.
</noscript>
<div id="page-container” style="height:100%;min-height:100%" data-store="{&quot;routingsquot;:{s&quot;locationBeforeTransitions&quot;:null}, &quot;Authsquc
st&quot; : {&quot ceUpdates&quot; : false, &quot; failedequo [1,&quot;pending&quot; : [], &quot;errorsaquot }, &quot;errorsquot; : { &quot; isNotFoundsacuot; : false
:{}, &quot;isProfilesquot; :false, &quot; isProfileVisible&quot; :false}, &quot;Chat&cuot; : { &quot; chatSessionsquot; : (}, &quot; eration&quot; :null, &quot;pending
quot; :0, &quot; shouldFlush&quot; :false, &quot; timer&quot; :null, &quot; quenedMessagesiquot; : {&quot; chats&quot; : [], &quot;heartsé&quot;: [1}, &quot;mutedMessagessq
quot;, &quot; en-xxéquot; ], &quot; locale&quot; : équot;en-gb&quot;, &quot;playbackDevice&quot; : &quot; DEFAULT&quot; }, &q ;CommentInputéquot; : {&quot; replyUsernam
pendingGroups&quot; :false}, squot;GlobalDrawersquot; : (&quot;visiblesquot; : false, &quot; componentéaquot; inull, &ouc mponentProps&quot; : {}), &quot; optionsaquot
t;:false, squot;animatescuot; : false, &quot;mouseLeaveDismissscquot; : false, &quot; idequot; tnull, &quot; spacing&quot }, &quot;Modal&quot; : {&quot;visiblesquot; : f
&quot; : (}, &quot;ServiceToken&quot; : { &quot; channelsé&quot; : { &quot; token&quot; :null, &quot;pendingéquot; : false, &quot; failedsquot; : false}, &quot; safetysquot; : {&
null}, &quot;Roster&guot; : {&quot; rooms&quot; : { }}, &quot; Science&quot; : { équot; idéquot; inull, &quot; experiments&quot; : {}}, &quot;SessionToken&quot; : { kquot; authe
dmPzFKFBgO1lulbTYJoTUsiuUEghBJuEu8 _%amBjjJ6E3d80igWQrEBrn9h2 rsrsh5GijcdvpXgfGequot; }, &quot; expiry&quot; : 1632807619358}, &quot; serviceTokensquot; : { &quot; toke
KjY8SREyySssgOUz)GROAEIJXrtEs88Qu-DgeYlr) zHLX) raq i}, &quot;expirysquot; : 1632807619358}, &quot; thumbnailPlaylistaquot; : {&quot; tokensquot; : (&quot;session_i
HPplDSH14kG31wacquot; ), &quot;expirysquo 1632807619358} )}, &quot; Settings&quot; : { squot;hasSetMutedsaquot; : false, squot;mutedsquot; : false, squot; teachingaquot;
t;:false, &quot; receive_sparkle&quot;:true, &quot;send_sparkle&quot;:true, &quot;enable 360_rendering&quot; :true, &quot;num curated_global channels&quot;:4, &q
7, &quot; /help&quot;, &ouot; /i&quot;, &quot; /partners&quot;, &quot; /presséquot;, &quot; /privacy&quot;, &quot; /tos&quot;, &quot; /véquot;, &quot; /vipprogramequot;, &
quot; failedaquot; : [&quot;privacy.htmléquot; ], &quot;pendingFollowing&quot; : [], &quot; failedFollowing&quot; : [], &quot;pendingUnfollowing&quot;: [], &quot; failed
quot; :squot;Tue, 28 Sep 2021 04:40:20 GMTaquot;, &quot;last-modifiedsquot; :squot;Tue, 28 Sep 2021 04:40:20 GMT&quot;:, SqUOt;pragmasquot; :&quot;no-cachesquo
t;bodysquot; : &quot; {\ &quot;success\ &quot; : false, \ &quot;msg\ &quot; : \ &quot;Bad Request)&quot; ) \n&quot;, &quot;url&quot; : &quot; https://p ee.pscp.tv/api/v2/
:null, &quot; pending&quot; : [1, &quot; failed&quot; : [1}, &quot;VideoPlayer&quot; : {&quot;adPlaylistéquot; tnull, &quot; audio&quot; : &quot; OFF&quot;, &quot; appAvaila
&quot;, &quot;presentation&quot; : &quot; INTERSTITIAL&quOt;, &quot; isCinemaPlayer&quot; : false, &quot; isAutoplayéquot; :false, équot;videoHasStarted&gquot; :false, &
uot; isLiveMode&quot; : false, &quot; isReplayMode&quot; : false, &quot; isVideoPresentation&quot; : false, équot;isInterstitialPresentationéquot; :true, &quot;isUnknow
<div id="PageView" class="AppView" style="height:100vh">
<div class="error-fill">

<section class="bg-map">

</section>

<section class="content">

<header>
<hl class="title">

class="subtitle">
span>Sorry, this page doesn’t exist!</span>
</h2>
</header>
</section>
</div>

<input type="text" id="blur-hack" style="position:absolute;bottom:0;right:0;height:0;visibility:hidden"/>
<div id="GlobalTooltip" class="GlobalTooltip GlobalTooltip--bottom GlobalTooltip--isNotVisible" style="z-index:50">
<div class="GlobalTooltip-content” style="position:absolute;top:0;left:0">
</div>
<div class="GlobalTooltip-arrow-container" style="position:absolute;top:0;left:0;background-color:transparent">
<div class="GlobalTooltip-arrow">
</div>
</div>
</div>
</div>
</div>
<script src
</script>
<script nonce="cacc772£86394bef8059b2c592babf29">
(function(i,s,o,g,r,a,m {
i['GoogleAnalyticsObject']=r;
ifr]l=i[r]||function() {
(i[r).g=i[r].qll[]) .push(arguments)
},i[r].l=1*new Date();
a=s.createElement (o),
m=s.getElementsByTagName (o) [0]/
a.async=1;
a.src=g;
m.parentNode. insertBefore(a, m)

https://assets.pscp.tv/univ/main-57b32e28d47102b4c187.js" charSet="utf-8">

}

) (window, document, 'script', 'https://www.google-analytics.com/analytics.js', 'ga');

// analytics.js documentation
// https://developers.google.com/analytics/devguides/collection/anallyticsjs/field-reference

ga('create', 'UA-409677430-1', {
'sampleRate': 1,

}

)i

ga('set', 'anonymizeIp', true);
</script></body></html>

Part this issue has is: Strict-Transport-Security: max-
age=10886400000; includeSubDomains;
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To the vulnerability scanning purpose of below domain, I have

used Netsparker professional version.

Vulnerability Summary

& https://gnip.com/

Scan Time :9/28/2021 10:31:23 AM (UTC+05:30)

Scan Duration :00:00:05:12

Total Requests -89

Average Speed :0.3r/s

IDENTIFIED CONFIRMED
o 1

0 MEDIUM
HIGH 1

Identified Vulnerabilities

M Critical

M High

I Medium
Low

M Best Practice

M information

TOTAL
CONFIRM VULNERABILITY
L~ HTTP Strict Transport Security, (HSTS) Errors and Warnings
| L 09 Expect-CT Not Enabled

BEST PRACTICE

Risk Level:

MEDIUM

o

0

CRITICAL

e 0

LOow

@

INFORMATION

Confirmed Vulnerabilities

N ©O - O = O O

Target Domain: https://www.gnip.com

M Critical

M High

I Medium
Low

M Best Practice

M information
TOTAL

© O O O o O o

METHOD URL PARAMETER
GET https://gnip.com/

GET https://gnip.com/

0 (i)
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¥ Developer Platform Products Use cases Docs Community Updates Support  Apply # Q

X
Help us build a better experience for you!

Twitter API for Enterprise

Unleash the
power of Twitter
data

Twitter’s enterprise API platform delivers real-time and historical
social data to power your business at scale.

Apply for enterprise access

1. HTTP Strict Transport Security (HSTS) Errors and Warnings
e Severity: MEDIUM

e Method: GET

Impact
The HSTS Warning and Error messages may provide an opportunity for attackers to

circumvent HSTS, allowing them to view and modify your interactions with the
website.

Request

GET / HTTP/1.1

Host: developer.twitter.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;qg=0.5

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
X-Scanner: Netsparker

[N RV R S VYR =

®

Response

1 HTTP/1.1 200 0K

2 set-cookie: personalization_id="v1_GiiHRX/EShzGMDETX6aevA=="; Max-Age=63072000; Expires=Thu, 28 Sep 2023 ©5:01:33 GMT; Path=/; Domain=.twitter.com; Secure; SameSite=None
3 set-cookie: guest_id=v1%3A163280529301430661; Max-Age=63072000; Expires=Thu, 28 Sep 2023 ©5:01:33 GMT; Path=/; Domain=.twitter.com; Secure; SameSite=None

4 set-cookie: ct@=55f@3blb2a634ceedfdleca732dd763b; Max-Age=21680; Expires=Tue, 28 Sep 2021 11:81:33 GMT; Path=/; Domain=.twitter.com; Secure

5 set-cookie: cms-csp-nonce=1c94ef556971c24cdd28f97bafed37f; Max-Age=15; Expires=Tue, 28 Sep 2021 05:01:48 GMT; Path=/; Secure

6 server: tsa_k

7 transfer-encoding: chunked

8 expires: Tue, 28 Sep 2021 @5:01:33 GMT

9 x-connection-hash: da6761b99ff7f9339ef864928bFEFfcocba2f316762701c83a99f0F256512655

10 X-Xss-protection: @

11 | content-security-policy: default-src 'self' ; connect-src 'self' https://*.twimg.com https://*.twitter.com https://api.meetup.com https://s1258914507.t.eloqua.com https://api.compan:
12 age: 355043

13 x-frame-options: SAMEORIGIN

14 accept-ranges: bytes

15 strict-transport-security: max-age=631138519

16 content-type: text/html

17 content-encoding:

18 date: Tue, 28 Sep 2021 ©5:01:33 GMT

19 vary: Cookie,X-Twitter-Internal,X-Twitter-IP-Tags

20 cache-control: max-age=0

21

22 <!DOCTYPE html>

23 <html lang="en" dir="lrt" prefix="og: http://ogp.me/ns#" data-behavior="i18n" data-environment="prod" data-server-mode="publish" data-dc="s" class=" twtr-type--chirp">
24 <head>

25 <meta charset="utf-8"/>

26

27 <meta name="viewport" content="width=device-width, initial-scale=1"/>
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29 ctitle>Twitter Enterprise APIs | Tuwitter Developer Platform «</title>
3e <meta name="description” content="Twitter’s enterprise API platform delivers real-time and historical social data to power your business at scale. Apply for enterprise access to Twit

32 <link rel="canonical® href="https://developer.twitter.com/en/products/twitter-api/enterprise”/>
33 <meta property="og:url" content="https://developer.twitter.com/en/products/twitter-api/enterprise"/>

39 | <meta property="og:type" content="article"/>
40 <meta property="og:title" content="Twitter Enterprise APIs"/>

a1 meta property="og:description" content="Twitter’s enterprise API platform delivers real-time and historical social data to power your business at scale. Apply for enterprise access
42 <meta property="og:image" content="https://cdn.cms-twdigitalassets.com/content/dam/developer-twitter/redesign-2021-images/og-social-card/devwebsite_card_tn.jpg.twimg.768.3pg"/>

43 <meta name="keywords"/>

46 | <meta name="twitter:card” content="summary_large_image"/>

62 <meta name="twitter:widgets:new-embed-design" content="on"/>
63 <meta name="twitter:widgets:csp” content="on"/>

67 <link href="https://abs.twimg.com/favicons/favicon.ico"” rel="shortcut icon" type="image/x-icon"/>

72 <script type="application/json" id="analytics-settings">{&quot;google&quot;:{&quot;accounts&quot;:[],&quot;options&quot;:{&quot;displayAdvertisingFeatures&quot;:false}},&quot;scribe

74

75

76

77

78

79

80 <link preload” href="https://fonts.twitter.com/chirp/chirp-bold-italic-web.woff2" as="font" type="font/woff2" crossorigin/>

81 clink ttps://fonts. twitter.com/chirp/chirp-bold-web.wof2" as="font" type="font/woff2" crossorigin/>

82 <link ttps://fonts.twitter.com/chirp/chirp-display-extended-black-web.woff2" as="font" type="font/woff2" crossorigin/>
83 <link ttps://fonts.twitter.com/chirp/chirp-regular-web.woff2" as="font" type="font/woff2" crossorigin/>

84 <link ttps://fonts.twitter.com/chirp/chirp-regular-italic-web.woff2" a ont"” type="font/woff2" crossorigin/>
85 clink rel="preload" href="https://fonts.twitter.com/chirp/chirp-extended-bold-web.woff2" as="font" type="font/woff2" crossorigin/>

SLL LldSST ULZ_ LLNK-Liem >
<a href="https://help.twitter.com/en/rules-and-policies” title="Rules and policies" target="_blank" class="uB2_link twtr-type--roman-14 twtr-color--gray-8 is-opaq
Rules and policies
</a>
</1i>

<1i class="u@2_ link-item">

<a href="https://help.twitter.com/en/forms.html" title="Contact us" target="_blank" class="u@2__link twtr-type--roman-14 twtr-color--gray-@ is-opaque has-hover">
Contact us
</a>
</1i>
</ul>
</div>

<div class="js-accordion u@2__column">

<h4 class="u@2__column__parent twtr-type--bold-14 twtr-color--gray-@ is-opaque">
Developer resources
"u@2__icon twtr-dtc-fill--extra-light-gray twtr-hidden--md twtr-hidden--lg twtr-hidden--x1">
ttp://www.w3.0org/2000/svg" width="17" height="9.5" viewbox="@ @ 17 9.5" aria-hidden="true" focusable="false" class="twtr-icon--sm">
<path d="M16.767.293c-.39-.39-1.023-.39-1.414 0L8.5 7.886 1.767.293c-.39-.39-1.023-.39-1.414 6s-.39 1.023 @ 1.41417.5 7.5¢.195.195.45.293.707.2935.512-.098.707-.29317.5-7.5¢.39-.39
</svg>

</spany
</ha>
<ul class="u@2_ column_ list">

<1i clas 92__link-item">

Solutions to take
Ideally, after fixing the errors and warnings, you should consider adding your domain to the the HSTS preload list. This will ensure that
browsers automatically connect your website by using HTTPS, actively preventing users from visiting your site using HTTP. Since this
list is hardcoded in users' browsers, it will enable HSTS even before they visit your page for the first time, eliminating the need for Trust
On First Use (TOFU) with its associated risks and disadvantages. Unless you fix the errors and warnings your website won't meet the

conditions required to enter the browser's preload list.
Browser vendors declared:

e Serve a valid certificate

 If you are listening on port 80, redirect all domains from HTTP to HTTPS on the same host. Serve all subdomains over HTTPS:
o In particular, you must support HTTPS for the www subdomain if a DNS record for that subdomain exists

* Serve an HSTS header on the base domain for HTTPS requests:
o The max-agemust be at least 31536000 seconds (1 year)
o The includeSubDomainsdirective must be specified

o The preloaddirective must be specified
4/10

o |fyou are sg;\/ing an additional redirect from your HTTPS site, that redirect must have the HSTS header (rather than the

page it redirects to)
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2. Weak Ciphers Enabled
e Severity: LOW
e Method: GET

Impact
e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Request

[NETSPARKER] SSL Connection
Response

[NETSPARKER] SSL Connection

Solutions to take

Configure your web server to respond with Expect-CT header.

Expect-CT: enforce, max-age=7776000, report-uri="https://ABSOLUTE REPORT URL"

Note: We strongly suggest you to use Expect-CT header in report-only modefirst. If everything goes well and your certificate is ready,
go with the Expect-CT enforcemode. To use report-only modefirst, omit enforceflag and see the browser's behavior with your
deployed certificate.

Expect-CT: max-age=7776000, report-uri="https://ABSOLUTE_REPORT_URL"
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To the vulnerability scanning purpose of below domain, | have

used Netsparker professional version.

Vulnerability Summary

& https://mopub.com/

Scan Time 1 9/28/2021 11:42:14 AM (UTC+05:30)
Scan Duration :00:00:01:40

Total Requests 1690

Average Speed 16.9r/s

3 1

IDENTIFIED CONFIRMED

[ 2

O MEDIUM
o

HIGH 1

BEST PRACTICE

Identified Vulnerabilities

B Critical 0
M High 0
M Medium 2
Low 0
M Best Practice 1
M information 0
TOTAL 3
CONFIRM VULNERABILITY
1~ HTTP Strict Transport Security (HSTS) Errors and Warnings
4 = Weak Ciphers Enabled
I L0 Expect-CT Not Enabled

Target Domain: https://www.mopub.com

Risk Level:

MEDIUM

0

CRITICAL

0

LOwW

0

INFORMATION

Confirmed Vulnerabilities

METHOD

M critical

M High

M Medium
Low

M Best Practice

M Information
TOTAL

- O O o = O o

URL PARAMETER
https://mopub.com/
https://mopub.com/

https://mopub.com/
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v
mopub App developers -~ Programmatic buyers~  Blog  Resources~  Docs  Contact  Signin 2 Get started

#Elevat

Get started

MoPub, a Twitter provides for mobile

Featured solutions usproebnphepoamiigmderarmrey

1. HTTP Strict Transport Security (HSTS) Errors and Warnings

e Severity: MEDIUM
e Method: GET

Impact

The HSTS Warning and Error messages may provide an opportunity for attackers to
circumvent HSTS, allowing them to view and modify your interactions with the
website.

Request

YNV AW

VE N e R W e

GET / HTTP/1.1

Host: www.mopub.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
X-Scanner: Netsparker

Response

HTTP/1.1 280 OK

set-cookie: cms-csp-nonce=266ffe544282a9741987cbbf43e62e7c; Max-Age=15; Expires=Tue, 28 Sep 2021 ©6:12:39 GMT; Path=/; Secure
server: tsa_a

transfer-encoding: chunked

expires: Tue, 28 Sep 2021 06:12254 GMT

x-connection-hash: 75e5879e536db5bd9c6eecce368614bf78ede@3babedd3bbd338ae8dd7fd552¢

X-xss-protection: @

content-security-policy: default-src "self' ; connect-src 'self' https://s1259914587.t.eloqua.com https://www.google-analytics.com https://syndication.twitter.com https://api.company
age: 6747

x-frame-options: SAMEORIGIN

accept-ranges: bytes

strict-transport-security: max-age=631138519

content-type: text/html

content-encoding:

date: Tue, 28 Sep 2021 06:12:24 GMT

vary: X-Twitter-Internal,X-Twitter-IP-Tags

cache-control: max-age=0

<!DOCTYPE html>
<html lang="en" dir="1rt" prefix="og: http://ogp.me/ns#" data-behavior="i18n" data-environment="prod" data-server-mode="publish" data-dc="s">
<head>
<meta charset="utf-8"/>

<meta name="viewport" content="width=device-width, initial-scale=1"/>

<title>In-app monetization for app publishers | MoPub</title>
<meta name="description” content="MoPub, a Twitter company, provides monetization solutions for mobile app publishers and developers around the globe. See how we help maximize your a
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36 <meta property="og:type" content="article"/>

37 <meta property= tle" content="In-app monetization for app publishers | MoPub"/>

38 <meta property=' idescription” content="MoPub, a Twitter company, provides monetization solutions for mobile app publishers and developers around the globe. See how we help maximize
30 | <meta property="og:image" content="https://www.mopub.com/content/dam/mopub-aem-twitter/resource-pdf/en/homepage/mopub-web-tweetcard-rl. jpg. twimg.768. jpg" />

40 <meta name="keywords"/>

41

42

43 <meta name="twitter:card" content="summary_large_image"/>

44 <meta name="twitter:site" content="mopub"/>

45

Solutions to take

Ideally, after fixing the errors and warnings, you should consider adding your domain to the the HSTS preload list. This will ensure that
browsers automatically connect your website by using HTTPS, actively preventing users from visiting your site using HTTP. Since this
list is hardcoded in users' browsers, it will enable HSTS even before they visit your page for the first time, eliminating the need for Trust
On First Use (TOFU) with its associated risks and disadvantages. Unless you fix the errors and warnings your website won't meet the
conditions required to enter the browser's preload list.

Browser vendors declared:

e Serve a valid certificate

* If you are listening on port 80, redirect all domains from HTTP to HTTPS on the same host. Serve all subdomains over HTTPS:
o In particular, you must support HTTPS for the www subdomain if a DNS record for that subdomain exists

e Serve an HSTS header on the base domain for HTTPS requests:
o The max-agemust be at least 31536000 seconds (1 year)
o The includeSubDomainsdirective must be specified

o The preloaddirective must be specified
4/10

o |Ifyou are sgf-ving an additional redirect from your HTTPS site, that redirect must have the HSTS header (rather than the
page it redirects to)

2. Weak Ciphers Enabled
e Severity: MEDIUM
e Method: GET

During secure communication, weak ciphers are permitted to be used (SSL)

Impact
e In some cases, attackers may decode SSL traffic that is transmitted between
your server and your visitors.

Request

[NETSPARKER] SSL Connection

Response

[NETSPARKER] SSL Connection
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Solutions to take

1. For Apache, you should modify the SSLCipherSuite directive in the httpd.conf.

SSLCipherSuite HIGH:MEDIUM:!MD5:!RC4

2. Lighttpd:

ssl.honor-cipher-order = "enable"
ssl.cipher-list = "EECDH+AESGCM:EDH+AESGCM"

3. For Microsoft IIS, you should make some changes to the system registry. Incorrectly editing the registry may severely
damage your system. Before making changes to the registry, you should back up any valued data on your computer.

a.Click Start, click Run, type regedt32or type regedit, and then click OK.
b.In Registry Editor, locate the following registry key: HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders
c.Set "Enabled" DWORD to "0x0" for the following registry keys:

SCHANNEL\Ciphers\DES 56/56
SCHANNEL\Ciphers\RC4 64/128
SCHANNEL\Ciphers\RC4 40/128
SCHANNEL\Ciphers\RC2 56/128
SCHANNEL\Ciphers\RC2 40/128
SCHANNEL\Ciphers\NULL
SCHANNEL\Hashes\MD5
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Overview of Vulnerabilities

Vulnerability Risk Level
twitter.com
Weak Ciphers Enabled Medium
[Possible] BREACH Attack Detected Medium
[Possible] Cross-site Scripting Medium
HTTP Strict Transport Security (HSTS) Errors and Medium
Warnings
Out-of-date Version (jQuery) Medium
vine.co
Out-of-date Version (Moment.js) High
Weak Ciphers Enabled Medium
HTTP Strict Transport Security (HSTS) Errors and Medium
Warnings
Out-of-date Version (jQuery) Medium
Insecure Transport Security Protocol Supported (TLS 1.0) Low
Insecure Transport Security Protocol Supported (TLS 1.0) High
periscope.tv
Weak Ciphers Enabled Low
Strict Transport Security Not Enforced Low
pscp.tv
Weak Ciphers Enabled Low
Strict Transport Security Not Enforced Low
gnip.com
HTTP Strict Transport Security (HSTS) Errors and Medium
Warnings
Weak Ciphers Enabled Low
mopub.com
HTTP Strict Transport Security (HSTS) Errors and Medium
Warnings
Weak Ciphers Enabled Medium
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Conclusion

This study has emphasized the vulnerabilities of the www.twitter.com domain and made
recommendations for its protection. All of the vulnerabilities that have been identified
are classified according to their risk level, which includes high, medium, low, and
informational. Aside from that, I've included detailed descriptions of the tools I've used
and the installation process | went through to complete this work.

A comprehensive security strategy was developed and implemented to ensure that the
web application is protected from cyber-attacks. I've uncovered two high-risk
vulnerabilities that need to be addressed. Aside from that, the majority of the
vulnerabilities are of low to medium severity.
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