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Introduction

The most useful perspective you can adopt as a security professional is the
attacker’s view of memory.

Most developers think about their code at the level of functions and data
structures. The attacker has to think one layer lower: bytes on the stack, return
addresses, process mappings, system call tables. If you want to understand
modern exploits, rootkits, and malware patterns, you must be fluent in that
lower-level view.

This book is an end-to-end treatment of how attacks are implemented in C
and assembly on real systems. The through-line is simple:

* Start with a vulnerable program.

* Understand the underlying OS and hardware mechanics.

» Show exactly how control flow is hijacked.

* Add evasion, persistence, and stealth.

* For each technique, state the corresponding defenses clearly.

You will encounter concrete C code examples, annotated assembly snip-
pets, and step-by-step walkthroughs that show how vulnerabilities are trig-
gered and exploited in a controlled environment. The goal is not to impress
with clever tricks; the goal is to make sure you can look at unfamiliar binary
behavior and explain what it is doing and why.

How to use this book

* Prerequisites:
- Working knowledge of C, including pointers, structs, and memory
layout.
- Comfort with a Linux command line and basic tools (gcc, gdb, obj-
dump).
- Familiarity with x86 /x86_64 assembly is helpful but not required; key
concepts are explained.
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* Environment:
- Use an isolated lab: a VM or container running a deliberately vulner-
able target.
- Do not run these examples on production systems.
- Ensure your use is legal and authorized.
* Reading strategy:
- Read Chapters 1-3 straight through to establish fundamentals.

- Use later chapters as reference when encountering specific vulner-
ability classes, evasion techniques, or malware patterns in real work.

Ethical note

Several examples in this book demonstrate potentially risky behavior: shell-
code execution, privilege escalation, kernel hooking, process injection, and
stealth techniques. All are provided for educational and defensive engineering
purposes. Every chapter that contains such material includes an explicit
reminder to use it only in isolated, legal, ethical environments. If you are unsure
whether your use is appropriate, assume it is not.

The rest of the book now moves from fundamentals to advanced topics:
memory layout and calling conventions, stack overflows, format string bugs,
heap exploitation and use-after-free, shellcoding, bypassing ASLR/DEP/ca-
naries, position-independent code, anti-analysis tricks, kernel rootkits, and
modern malware development patterns. Each chapter closes with a defensive
summary so you can translate what the attacker can do into what your systems
should enforce.
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