Key Pair

@D New EC2 Experience

Tall us what you think

EC2 Key pairs

Volumes Key pairs
Snapshots
L] Q 1 (O]
Lifecycle Manager
» NETWORK & Name v Fingerprint v

SECURITY

Security Groups new No key pairs to display

Elastic IPS new
Placement Groups new
Key Pairs new
Network Interfaces

¥ LOAD BALANCING
Load Balancers

Target Groups

EC2 Key pairs Create key pair

Create key pair

Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.

Name

| MyKeyPa ir|

The name can be up to 255 characters long. Valid characters include _, -, a-z, A-Z, and 0-9.

File format

pem
For use with OpenSSH

O ppk

For use with PuTTY

Cancel Create key pair

@D new EC2 Experience
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© Successfully created key pair

Volumes EC2 Key pairs

Snapshots 4
Key pairs (1/1)

Lifecycle Manager

NETWORK & Q 1 @
SECURITY

it .
Security Groups New Name k-4 Fingerprint v/

Elastic IPs new
MyKeyPair ee:a3:42:53:2a:51:01:08:5d:9:f1:8c:ec:6c:00:68:11:ef:6 2:e1 |

Placement Groups new

Key Pairs new
Network Interfaces
¥ LOAD BALANCING
Load Balancers
Target Groups

¥ AUTO SCALING
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Launch EC2 Instance

@D new EC2 Experience i
unch Instance Actions v
Tell us what you think _ A & % 0

EC2 Dashboard new = Q Filter by tags and attributes or search by keyword 9 None found
Events new . B "
p You do not have any running instances in this region.
Tags
First time using EC2? Check out the Getting Started Guide.
Reports
N Click the Launch Instance button to start your own server.
Limits
Instances

Tnsfance Tvnes

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Ganceland Exit
An AMI is a template that contains the software configuration (operating system. application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, =
or the AWS Marketplace; or you can select one of your own AMIs

Q Search for an AMI by entering a search term e.g. "Windows" X
Quick Start 110 40 of 40 AMIs
My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0fc61db8544a617ed (64-bit x86) / ami-0f90a34c9dfa77efb (64-bit m

Arm)

Amazon Linux

AWS Marketplace ® B4-bit (x86)

Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, © 64-bit (Am)

GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras.
Community AMIs

Root device fype: ebs  Viualization type: hvm  ENAEnabled: Yes

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPL, memory, storage, and  ~
networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs

Filterby: | Allinstance types v Current generation v | Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz. Intel Xeon Family, 1 GiB memory, EBS only)

- - IPv6
Frh 2 T oo RO o (e o eemEEmmiEs) oSSl Ol e om0 Smmm o
W ) 0)
General purpose 2.nano 1 05 EBS only - Low to Moderate Yes
[™] General purpose 2 1 1 EBS only = Low to Moderate Yes
General purpose 12.small 1 2 EBS only - Low to Moderate Yes
General purpose 12 medium 2 4 EBS only - Low to Moderate Yes
Cancel Previous Review and Launch Next: Configure Instance Details
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Caonfigure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the =
instance, and more.

Number of instances (i) Launch into Auto Scaling Group (i)

Purchasing option (i) [ Request Spot instances

Network (i) (ypc7baB8101 (default) t| C Create new VPC

Subnet | subnet-88858eef | Default in us-east-1a

4091 IP Addresses available

Create new subnet

Auto-assign Public IP | Enable

Placementgroup (j) ) Add instance to placement group

Capacity Reservation (j) | Open J) C Create new Capacity Reservation

Cancel | Previous Review and Launch Next: Add Storage




1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type (i) Device (i) Snapshot (1) Size (GiB) (1) | Volume Type (i) I0PS (1) (M;‘::f 'I’"
Root Idevixvda snap-0e27a39c6e2091079 |8 | [General Purpose 5D (ap2) v 100/3000 WA

Add New Volume

Free tier efigible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage resirictions

Cancel Previous

Delete on

Termination Encryption (i)
®

7] Not Encrypte w

COUEUELGIETL M | Next: Add Tags.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum} Instances (i) Volumes (i)

[Name | [senkin-Tesq ]

Add another tag (Up to 50 tags maximum)

Cancel | Previous Review and Launch Next: Configure Security Group

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and

allow Internet fraffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more about

Amazon EC2 security grouj

Assign a security group: ® Create a new security group

) Select an existing security group

I

Security group name: [JenkinsG

Description: | JenKinSG Testing |
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
TCP [custom v [0.00.010 | [e-- SSH for Admin Desktop <)
Custom TCP f * TCcP 8080] [custom v [0.00.00, 10 | [e-- SSH for Admin Desktop <)
Add Rule
[ A Waming

Cancel Previous Review and Launch



1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process. =

A Improve your instances' security. Your security group, launch-wizard-1, is open to the world.
Your instances may be accessible from any |P address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group 1o facilitate access to the application or service you're running. €.g.. HTTP (80) for web servers. Edit security groups

~ AMI Details Edit AMI

[} Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0fc61db8544a617ed

Era @ Amazen Linux 2 comes with five years support. It provides Linux kemnel 4.14 tuned for optimal perfermance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest
AT software packages through extras.

Root Device Typs: ebs  Virtualization type: hvm
~ Instance Type Edit instance type

Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

Cancel Previous m

Select an existing key pair or create a new Key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
‘obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about femoving existing_key_pairs rom a public Al .

| Choose an existing key pair
Select a key pair
| MyKeyPair

I acknowledge that | have access to the selected private key file (MyKeyPair pem). and that
without this file, | won't be able to log into my instance.

Cancel Launch Instances

Launch Status

& Yourinstances are now launching
The following instance launches have been initiated: i-093543ca75fd49a%  View launch log

©  Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue to
accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances

~ Here are some helpful resources to get you started
= How fo connect to your Linux instance « Amazon ECZ: User Guide
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@D New EC2 Experience [ETOLEEI R Al Connect | Actions v
Tell us what you think A O % 0

EC2 Dashboard - Q Filter by tags and attributes or search by keyword [~] 1to20f2
Events P .
P Name ~ | Instance ID + | Instance Type -~ Availability Zone ~ Instance State ~ Status Checks ~ Alarm Status Public DNS (IPv4)
Tags
@  Jenkin-Test i-00b59b64bc097df24 12 micro us-east-a @ running z Initializing None “e ec23-231-153-19.compute-1.¢
Reports
Jenkin-Test i-0132a5ddeb8b495...  £2.micro us-east-1d @ terminated None =
Limits
¥ INSTANCES "
Instances 1 df24 (Jenkin-Test) Public DNS: ec2-3-231-153-19.compute-1.amazonaws.com _B=A ==

Instance Types
Description Status Checks Monitoring Tags

Launch Templates

Instance D i-00b59b64bc097df24 Public DNS (IPv4)  ec2-3-231-153-19 compute-

Spot Requests
1.amazonaws.com

Savings Plans Instance state  running IPv4 Public IP 3.231.153.19

Reserved Instances Instance type  12.micro

Dedicated Hosts Finding Optinto AWS.Cumpule Optimizer for Elastic IPs
recommendations. Leamn more

Scheduled Instances Private DNS  ip-172-31-3-199 ec2 internal Availability zone  us-east-1a

Capacity Reservations

To Connect to Your Linux Instance from Windows Using PuUTTY 1. From the Start menu, choose All
Programs > PuTTY > PuTTY. 2. In the Category pane, select Session, and complete the following fields: a.
In Host Name, enter ec2-user@ec2-3-231-153-19.compute-1.amazonaws.com

ﬁ PuTTY Cenfiguration ? >

Categony:
=R Sfassiun | Basic options for your PuTTY session |
i Logging Specify the destination you wart to connect to
=~ Terminal
- Keyboard Host Mame (or IP address) Port
- Bell |ec2ﬂser@ec2-}231-15}15.cumpute-1.| |22 |
- Features Connection type:
=~ Window {(JRaw () Telnet () Rlogin @ 55H () Seral
Appea.rance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
[~ Selection | |
- Colours :
Default Settings
= Connection DEV =
- Data PRD
- Proxy R Server Save
- Telnet UAT Delete
- Rlogin
- 55H
- Serial

Close window on exit:
() Mways (O Mever (@ Only on clean exit

About Help Cpen Cancel


mailto:ec2-user@ec2-3-231-153-19.compute-1.amazonaws.com

ﬁ PuTTY Configuration ? =
Category:
i Features ~ Options cortroling 55H authentication
= Window
Appearance Dizplay pre-authentication banner (S5H-2 only)
- Behaviour [ Bypass authentication entirely (SSH-2 anly)
Transl.?ltlnn Authentication methods
+- Selection
‘... Colours Attempt authentication using Pageant
2. Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- [Data [+] Attempt "keyboard-interactive” auth (S5H-2)
- P
Tzl:;t Authertication parameters
- Rlogin [ ] Allow agent forwarding
--55H attempted changes of usemame in 55H-2
- e Private key file for autherfic
- Host keys shDownloads My KeyPair ppk
i Cipher
+- Auth
- X117
- Tunnels
- Bugs
- Maore bugs v
About Help Cancel

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed25519 key fingerprint is:
5sh-ed25519 255
el:BaieSiVadl2dicodeiaaidefid5 e dd: c5:0a

If you trust this host, hit Yes to add the key to

PuUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection.

Help

Cancel



EF ec2-user@ip-172-31-3-199:~

Before doing the steps make sure you have javal.8 rather then default javal.7 ship with Amazon AMI. If you could
see the 1.7 version you can uninstall and install the 1.8 using following commands,

[ec2-user ~]$ sudo yum remove java-1.7.0-openjdk

[ec2-user ~]$ sudo yum install java-1.8.0

Download and Install Jenkins

1. To ensure that your software packages are up to date on your instance, use the following command to perform
a quick software update:

[ec2-user ~]$ sudo yum update —y

2. Add the Jenkins repo using the following command:

[ec2-user ~]$ sudo wget -O /etc/yum.repos.d/jenkins.repo http://pkg.jenkins-ci.org/redhat/jenkins.repo

3. Import a key file from Jenkins-Cl to enable installation from the package:

[ec2-user ~]$ sudo rpm --import http://pkg.jenkins-ci.org/redhat/jenkins-ci.org.key

4. Install Jenkins:

[ec2-user ~]$ sudo yum install jenkins -y


http://pkg.jenkins-ci.org/redhat/jenkins.repo
http://pkg.jenkins-ci.org/redhat/jenkins-ci.org.key

5. Start Jenkins as a service.

[ec2-user ~]$ sudo service jenkins start

Open Browser and paste : http://3.231.153.19:8080/

nstances | EC2 Management Cor X {: Sign in [Jenkins] X +
& C ¥ @ Notsecure | 3.231.153.19:8080/login?from =%2F
H Apps @ ChannelYou & Google @ Help - Ab Initio My BookMarks NK & DifiNow - Compare.. gy Audit20 =% Canvas

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a pass
to the log (not sure where to find it?) and this file on the server:

ord has been written

/var/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password



http://3.231.153.19:8080/

Getting Started Jenkins Page

Then you could visit the directory path shown in above image and get the initial password to proceed with the
installation.

[ec2-user ~]$ sudo cat /var/lib/jenkins/secrets/initial AdminPassword

and paste it in the above image.

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

fvar/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password




Wil Instances | EC2 Management Cor X {3 SetupWizard [Jenkins] X +

&€ > C { O Notsecure | 3.231.153.19:8080

i Apps @ ChannelYou G Google @ Help-Ablinitio [ MyBookMarks [ NK & DiffNow - Compare.. $& Audit20 <% Canvas

Getting Started

Customize Jenkins

Plugins extend Jenkins with additional features to support many different needs.

Install suggested Select plugins to

plugins install

Install plugins the Jenkins Select and install plugins
community finds most most suitable for your needs.
useful.

Jenkins 2.225

Click on Install suggested plugins

Getting Started

Getting Started

+ Folders " OWASP Markup +* Build Timeout < Credentials Binding ;sll':iiead APT
(e ** Oracle Java SE Development Kit

¥ Timestamper ¥ Workspace Cleanup ~ Ant ¥ Gradle 3:522:1;‘ .

** Command Agent Launcher
¥ Pipeline ¥ GitHub Branch Source < Pipeline: GitHub Groovy £ Pipeline: Stage View ?:Ag'zr::'t‘:“p Formatter

Libraries ## pipeline: Step API
o Git > Subversion > SSH Build Agents ¥ Matrix Authorization - ;g':ﬁ:y’:::,‘;ge .
Strategy

< PAM Authentication ¥ LDAP ¥ Email Extension ¥ Mailer

#* - reguired dependency

Jenkins 2.225




Getting Started

Create First Admin User

Username: admin
Password: P
Confirm password:  sesssses

Full name: NK

E-mail address: n*====== @ amail.com|

Jenkins 2.225 Continue as admin Save and Con

Username: admin

Password: Password

Getting Started

Instance Configuration

Jenkins URL: | hitp://3.231.153.19:8080 |

The Jenkins URL is used to provide the root URL for absolute links to various Jenkins resources. That means this value is required for proper
operation of many Jenkins features including email nofifications, PR status updates, and the BUILD_URL environment variable provided to build
steps.

The proposed default value shown is not saved yet and is generated from the cumrent request, if possible. The best practice is to set this value

to the URL that users are expected to use. This will avoid confusion when sharing or viewing links.

Jenkins 2.225 Not now




Getting Started

Jenkins is ready!

Your Jenkins setup is complete.

Start using Jenkins

Jenkins

= New ltem

&‘ People

~# Build History

2 Manage Jenkins
& My Views

4. Credentials

*‘:) Lockable Resources

B New View

Build Queue

No builds in the queue
Build Executor Status

1 Idle
2 Idle

sudo yum install git

Welcome to Jenkins!

Please create new jobs to get staried.

NK $llogout

[radd description




Create another Instance:

Open Putty and get the latest Hugo release

wget https://github.com/gohugoio/hugo/releases/download/v0.67.0/hugo 0.67.0 Linux-32bit.tar.gz

tar xzvf hugo_0.67.0_Linux-32bit.tar.gz

Manage Genkins -> Manage Plugins


https://github.com/gohugoio/hugo/releases/download/v0.67.0/hugo_0.67.0_Linux-32bit.tar.gz

Search Git in Filter Option



