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About the Author

	My name is Ojula Bright. I’m the CEO of Ojula Technology Innovations. My educational background is in software development, and I work with a few software developers and system engineers. I spent over 17 years as a software developer, and I’ve done a bunch of other things too. I've been involved in SDLC/process, data science, operating system security and architecture, and many more.

	My most recent project is serverless computing where I simplify the building and running of distributed systems. I always use a practical approach in my projects and courses.

	 

	I hold a bunch of AWS certifications. As far as GCP goes, I've been certified by Google as both Associate Cloud Engineer and Professional Cloud Architect. Now I specialize in cloud computing and machine learning. I have created courses on cloud computing, operating systems, machine learning, data science and databases.

	 

	 


1. Getting Started

	1.0. Introduction: How to Fast-Track Your CLF-C01 Exam Success

	In this guide you're going to learn all about AWS (Amazon Web Services). I’m also going to get you prepared and fast-track your AWS Certified Cloud Practitioner exam success. The great thing about the cloud practitioner exam is it's very suitable for people coming from many different backgrounds. So, it doesn't matter if you have little or no technical experience, or if you do have a technical background and you're looking to transition your skill sets into the cloud.

	Whatever background you’re coming from, this is the right guide for you. Everything you need is here to make sure that you do pass your exam. You’re not in this alone because I’m going to help you through it. My support link is in this book for you to contact me any time if you need further help.

	Whatever your preferred learning style, I've also got you covered. If you're a visual learner, you'll love my clear diagrams and illustrations throughout this book. You'll enjoy the facts I present to you and the cheat sheets I created because they have exam specific information in them. If you're a practical learner, you'll love my hands-on lessons so that you can get practical with AWS and learn in a hands-on way.

	About the hands-on lessons, there're two different types of practical lesson in this guide. The first one is a demo. A demo is a pure demonstration in which I show you something, but you don't need to follow along. The reason I do that is that there are a few examples of where I want to show you something visually so that I can demonstrate to you some feature of AWS. But the set up might be a bit more complex than the cloud practitioner exam requires. Although there're just a few of those, they're a useful way to show you some things.

	Now, the other one is a hands-on lesson. A hands-on lesson is a follow-along, so you can go through AWS in your own free tier account and actually build on AWS. It will give you practical experience, which is really the best way to learn and become competent.

	At the end of many chapters of this book, you'll find a lesson with links to cheat sheets and quizzes that you can use to test yourself as you go through the lessons. There's often an exam cram lesson as well at the end of each chapter. This is a fast-paced run through of the cool facts ideal for quick revision before you sit your exam.

	At the end of Chapter 5 and a few other chapters of this book, I also provide a link to download training resources, graphics and screenshots used in this book, cheat sheets, assessment tests, practice exams, and other helpful documents. You can use them for quick references and revision as well. In this guide, I also provide a link to full-length practice exams so you can test yourself and see if you're ready to sit the real thing. So, everything you need is here in this guide. I really hope you’ll enjoy it.

	 


1.1. About The CLF-C01 Exam

	In this lesson, I'm going to teach you about the AWS Certified Cloud Practitioner exam, so you understand what you're getting yourself into and what to expect when you sit your exam. The code of this exam is CLF-C01. When you take the exam, you have three years before you need to take it again because it expires every three years.

	I do retake the exam myself, and I've taken it lots of times. The reason I do that is not because it is expiring, but because I want to make sure that I understand what's happening in the exam presently, and what knowledge you need to know to make sure that you pass the exam. That way, I can keep this book and my other AWS courses up to date.

	1.2. The Exam Blueprint

	Question Format

	The exam is comprised of 65 questions all of which are either multiple choice or multiple response. I'll explain a bit more about that in a moment.

	
		With the multiple-choice questions, there are 4 answers and you have to pick one (1).

		With the multiple response, there's 2 or more correct responses out of 5 or more options. In other words, there are 5 options, and you have to choose 2 correct answers.



	Exam Type/Level

	The exam is foundational. So, the CLF-C01 is the beginner level really of AWS certifications. 

	Delivery Method

	There are two different ways you can take your exam: either through a testing center or online. There may be one testing center in your area but there have been lots of closures over the last 12 months. If there is one open in your area, you can certainly take the exam there. Otherwise, you just got to make sure you fulfill the requirements of having a quiet space with good internet connectivity and take the exam from home. You'll have a proctor who watches you through the exam.

	Time

	You’ll get 90 minutes to complete the exam. That doesn't give you a huge amount of time per question but don't worry, the questions are generally relatively short. Once you've been through this guide and taken the practice tests I provide, you shouldn't find them too difficult.

	Cost

	The cost of the CLF-C01 exam is USD100 and it's available in a few different languages.

	Languages

	The exam is available in English, Indonesian (Bahasa), Japanese, Korean, and simplified Chinese

	1.3 Recommended Knowledge

	This comes from AWS themselves. They recommend you have at least 6 months experience working with the AWS cloud in any role including technical, managerial, sales, purchasing or financial.

	Now, don't worry if you don't have that experience. I’ll make sure I cover everything you need to know within this book. So, everything you need will be here. Even if you have no background with AWS, I’m here to help and you can pass this exam. The time and length as I mentioned before is 90 minutes and 65 questions.

	 

	1.4 Scoring

	
		The scoring is a scale between 100 – 1000 points.

		The minimum passing mark is 700 (70%).



	1.5 Exam Domains and Objectives

	The exam domains are the different knowledge areas the questions will come from. The knowledge required for the exam is broken into 4 different domains, and each domain has its own objectives. So, the questions will come from the following domains:

	1.5.1 Domain 1: Cloud Concepts

	The objectives of this domain are

	
		Define AWS Cloud and its value proposition.

		Identify aspects of AWS Cloud economics.

		List the different cloud architecture design principles.



	1.5.2 Domain 2: Security

	Next, we have Security. You need to be able to

	
		Define the AWS Shared Responsibility model.

		Define AWS Cloud security and compliance concepts.

		Identify AWS access management capabilities.

		Identify resources for security support.



	1.5.3 Domain 3: Technology

	The objectives of the Technology domain are

	
		Define the methods of deploying and operating in the AWS Cloud.

		Define the AWS global infrastructure.

		Identify the core AWS services.

		Identify resources for technology support.



	1.5.4 Domain 4: Billing and Pricing

	
		Compare and contrast the various pricing models for AWS. In other words, you need to be able to understand the different pricing models and options available to you in AWS.

		Recognize the various account structures that you can use for billing and pricing.

		Identify resources available for billing support. That is, how you can get support for billing.



	Now, each domain actually comprises of a certain percentage of the exam as shown in the table below:

	 

	 

	 

	 

	 

	
		
				Domain

				% of Exam

		

		
				Domain 1: Cloud Concepts

				26

		

		
				Domain 2: Security

				25

		

		
				Domain 3: Technology

				33

		

		
				Domain 4: Billing and Pricing

				16

		

		
				Total

				100

		

	

	That's what the exam is made up of. Now, don't worry if any of that didn't make sense to you. Everything is going to be explained. We're going to go into all of those different domains, and I'll make sure that in this guide all the four domains and all of the knowledge required for the exam are covered. So, are you ready to begin? Head over to the first lesson!

	 


2. How to Create AWS Free Tier Account (Hands-on Lab)

	2.0. Introduction

	In this section, you're going to learn how you can create a free tier account on AWS. Now, it's not essential that you do the hands-on exercises for the cloud practitioner exam. But for all other AWS exams, you 100% need the practical experience. For the cloud practitioner, you can get away with it and just do the theory. But I strongly recommend that if you've got the time, create your free tier account and follow along.

	The reason I’m jumping ahead a little bit is that it's the next section where I will teach you all about cloud computing and AWS. But I want you to set your account up now. You don't need any background knowledge for this at all. Just follow along with the steps, get your account set up, and then when we get into the real practical lessons, you'll be ready. So, as I mentioned, it's not 100% essential, but I do highly recommend that you do the practical exercises.

	2.1. Creating AWS Free Tier Account

	In this lesson, you're going to learn step by step how to create your free tier account on AWS. So, head over to your web browser and follow these steps to create your account.

	1. Go to www.google.com and search for AWS free tier. Choose the first result at the top (the one that says “Amazon Web Services - Start with a Free Tier Account”). Alternatively, you can just go straight to www.aws.amazon.com/free. You will arrive at a page similar to Figure 2.1.1.

	[image: Image]

	Figure 2.1.1: AWS home page for creating a Free Tier account

	On this page, you'll see that there are over 100 products (1) that you can use with the free tier. Some are always free (2) while some are free for the first 12 months. There're also free trials. The good news is that what we need to do in the hands-on in this guide will be covered within the free tier.

	For instance, we will be able to access Amazon EC2, Amazon S3, and Amazon RDS (3). Now, there are limits. As you can see in Figure 2.1.1, there's a certain amount of time (hours) and you have to choose the right type of resource so that you don't run up any bills. I’m going to help you to help you with that.

	Now, it's really important to follow what I do in the course to terminate resources when I terminate them and also set up a billing alarm. The billing alarm will give you an alert if there's any chance that you're going to go over a certain threshold.

	2. Click the Create a Free Account button. You should arrive at the AWS console signup page shown in Figure 2.1.1.

	[image: Image]

	Figure 2.1.2: AWS console signup page for AWS account

	3. You need to provide an email address and a password on this page (1). You'll also need to confirm your password and enter an account name to complete this step (something like John-aws-account is ok, assuming your name is John). Click Continue (step 1 of 5) (2) to move on to the next step.

	4. Under the Contact Information section, Amazon asks you “How do you plan to use AWS?” Choose personal (1). See Figure 2.1.3.

	[image: Image]

	Figure 2.1.3: Contact information form on AWS signup page

	You'll also need to put in your full name, phone number, select your region and enter your address with postal/zip code (2). Click the AWS Customer Agreement link (3) to open the AWS customer agreement page. When you’re done reading the agreement, tick the check box in (3) to indicate you agree. Then click Continue (step 2 of 5) (4) to move to the next step.

	5. In this step you'll now need to supply a credit card. See Figure 2.1.4.

	[image: Image]

	Figure 2.1.4: The Billing information page

	Amazon wants you to provide your billing information (1) just in case you go over the free tier and have to pay something. Remember, we will be setting up a billing alarm, which is really important to make sure that if you do exceed a certain threshold, you get notified. But you will need to supply your credit card information on this page. In certain cases, Amazon may place a small USD1 charge on your card to verify it. So, first make sure your card has about this amount in it. Once you've done that, click on Verify and Continue (step 3 of 5) to go to the next step.

	6. In this step, you need to confirm your identity.

	[image: Image]

	Figure 2.1.5: The identity confirmation page step 1

	There're two ways you can confirm your identity: either through a text message or a voice call (1). I usually choose the text message option. Then choose your country and enter your phone number. Next, enter the security check (2) and then click the Send SMS (step 4 of 5) button. You should get an SMS.

	7. Simply enter the verification code that you were sent via SMS in the field provided. See Figure 2.1.6.

	[image: Image]

	Figure 2.1.6: The identity confirmation page step 2 (entering the verification code)

	Click on the Continue (step 4 of 5) button to move to the next step.

	8. You need to select your support plan on this page. I strongly advise you keep the basic plan selected as shown in Figure 2.1.7.

	[image: Image]

	Figure 2.1.7: The support plan selection page

	We'll learn about support plans later on as part of the exam. Basic is free, so you probably don't want to spend any money at this point. So, keep the selection on basic (1) and then click the Complete sign up button (2). That completes the sign-up process as shown in Figure 2.1.8. Congrats!

	[image: Image]

	Figure 2.1.8: End of the AWS sign up

	Now that you have signed up, you'll get some confirmation in your email.

	9. Click the Go to the AWS Management Console button (1) to open the AWS management console sign in page. Alternatively, you can just go to https://console.aws.amazon.com to sign in to your account.

	10. On the AWS management console, you'll want to choose the option to sign in as a root user as shown in Figure 2.1.9.

	[image: Image]

	Figure 2.1.9: AWS Management Console sign in page

	With root user selected, put in your email address that you signed up with a moment ago in the field provided (1). Then click the Next button (2) to continue to the next step.

	11. In this step. you may a security check to pass similar to Figure 2.1.5. Just type in the character you see on the screen an click the Submit button.

	12. Put in your password in the field provided (1) and click the Sign in button (2). See Figure 2.1.10. You should be able to get inside the console after a few seconds.

	[image: Image]

	Figure 2.1.10: Final step in signing in to the AWS Management Console page

	That's all there is to creating a free tier AWS account. You have now signed into the AWS management console with your free tier account. It should look like Figure 2.1.11.

	[image: Image]

	Figure 2.1.11: AWS Management Console

	That's it for this lesson. In the next lesson, we're going to come back into the management console, so keep it open. You will learn how to configure your account.

	 

	 

	 

	2.2. How to Configure AWS Account & Create Billing Alarm

	In this lesson, we're going to go back into the AWS management console to make some configuration changes to our account, especially around billing. We're also going to set up a billing alarm to make sure that we get notified if we're going to spend over a certain amount of money.

	Once you’re back in your AWS management console, follow this path:

	Services (1) > Security, Identity, & Compliance (2). See Figure 2.2.1.

	[image: Image]

	Figure 2.2.1: How to navigate to IAM in your AWS Management Console

	Choose IAM (3) which stands for Identity and Access Management. It’s the service that we can use to create users, groups, roles and policies. Those are all things we're going to cover in quite a bit of detail shortly.

	Now, there's sign-in URL in your IAM Account (See 1 in Figure 2.2.2). It contains your account number, but it's not very user friendly.

	[image: Image]

	Figure 2.2.2: How to customize your IAM sign in URL in AWS Management Console

	Click on the customize link (2). This opens a dialog box where you can give your account name your own preferred alias. This will help you will change the URL to make it a bit easier to remember.

	When you’re done, click the Create alias button to submit your change. If this name is unavailable, the dialog box will return for you to retry. Otherwise, your change will be accepted, and you now have a new URL in your AWS account, which should look like shown in Figure 2.2.3 (see 2). That's a URL that you can now use to log in.

	[image: Image]

	Figure 2.2.3: New sign in URL with a preferred alias in AWS account

	The next thing you’re going to do is head up to the top right-hand side of the console where you have the name of your account and a small down arrow (See 1 in Figure 2.2.4), such as, YourName AWS Account. When you open this menu, you will see a link called My Account. Click on this link. The Account Settings page will open.

	Keep scrolling down on this page until you find a subheading that says, IAM User and Role Access to Billing Information. See 2 in Figure 2.2.4.

	[image: Image]

	Figure 2.2.4: How to edit the IAM User and Role Access to Billing Information

	By default, only the root user of the AWS account is able to access billing information. Now, you’re going to change that by clicking on the Edit button (3) in Figure 2.2.4. This will reveal the Update button shown in Figure 2.2.5. After making sure the Activate IAM Access option is checked (1), click on the Update button to enable the option to allow other users to access your information.
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	Figure 2.2.5: How to enable other users to access IAM Billing Information

	Now, the root user is the email address you used to create your account, so it's the user account you're logged in with right now. The best practice is that you don't continue to log in with that account because it's very highly privileged. So, you're going to create your own separate user accounts in another lesson. Immediately after you’ve clicked on the Update button, it and the Activate IAM Access option disappear.

	Next, scroll back up to the top of the page, find Billing preferences (1) from the left panel and click on it. See Figure 2.2.6.
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	Figure 2.2.6: How to open the Billing preferences page

	When the Billing Preferences page has loaded, check the boxes shown in Figure 2.2.7 as follows (if they’re not already checked):

	1. Check Receive a PDF invoice By Email.

	2. Check Receive Free Tier Usage Alerts and 

	3. enter the email address you want to use in the filed. This is different than the billing alarm we're going to create.

	4. Check Receive Billing Alerts.
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	Figure 2.2.7: How to open the Billing preferences page

	Finally, save your preferences by clicking the Save preferences button. Now, let's open CloudWatch. Navigate as follows:

	Services (1) > Management & Governance (2) > CloudWatch. See Figure 2.2.8.
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	Figure 2.2.8: How to navigate to CloudWatch

	This will take you to the new CloudWatch management console shown in Figure 2.2.9. As you can see, one alarm was already created. But I will explain how you can create yours in a moment.
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	Figure 2.2.9: The CloudWatch management console

	CloudWatch is a performance monitoring system. What we're going to use it for now is creating our billing alarm. So, from the left panel click on Alarms (1) to open more options, and then choose the Billing (2) option. This opens the Billing alarms page shown in Figure 2.2.10.
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	Figure 2.2.10: The Billing alarms page showing the button (1) for creating an alarm

	Click the Create alarm button (1). This opens the Specify metric and conditions page shown in Figure 2.2.11.
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	Figure 2.2.11: Step 1: Creating an alarm. Just click on the Select metric button

	Before you click the Next button to begin creating an alarm, you have to select a metric first. So, click on the Select metric button. This opens the Select metric page shown in Figure 2.2.12.
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	Figure 2.2.12: The Select metric window showing some metrics

	In Figure 2.2.12, the metric we’re interested in is Billing. Click on it. This opens two options we can measure under billing. See Figure 2.2.13.
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	Figure 2.2.13: Two options available under the Billing metrics

	The metric name we want is Total Estimated Charge (I already set up one earlier). So, click on it. As you can see in Figure 2.2.14, the currency for our bills is US dollars.
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	Figure 2.2.14: The Total Estimated Charge is measured in US dollars under the Billing metrics

	Check the small box on the left of USD in Figure 2.2.14 to indicate you accept this currency. After a few seconds, the Select metric button shown in Figure 2.2.15 appears.
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	Figure 2.2.15: The US dollar currency is checked and this brings out the Select metric button on the lower right

	Click on the Select metric button on the lower right to continue.
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	Figure 2.2.16: Back to Specify metric and conditions page where we can now specify the conditions to trigger our alert

	As you can see in Figure 2.2.16, this brings us back to the Specify metric and conditions page shown earlier in Figure 2.2.11. Leave everything under the Metric section as default and just scroll down till you reach the Conditions section.

	In the than… field (1), you can specify the amount in US dollars that you want to be alerted at

	when it looks like your bill is going to reach or exceed that amount. you can define your threshold value. Since I put 5 in mine as shown in Figure 2.2.17 (2), I'll get an alert if my bill is going to exceed 5 USD.
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	Figure 2.2.17: How to specify your threshold value and the conditions to trigger an alert

	Then just click Next (3). This will take you to step 2, the Configure actions page. See Figure 2.2.18.
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	Figure 2.2.18: Step 2: How to create an SNS topic in the Configure actions step

	First ensure that the Alarm state trigger is set as In alarm (this is selected by default as shown in Figure 2.2.18). Next, what you need to do is create something called an SNS topic. This simply means Simple Notification Service. It's a service that will send you a notification via email when you reach your preset threshold. That's the alert you're going to get.

	Next, select the Create new topic (1) option and then enter a topic name like MyCloudWatchAlarm in the field under Create a new topic… (2). Now, put in your email address in the field under Email endpoints that will receive the notification…. (3). Once you've done that, click the Create topic (4). After a few seconds your topic is created.

	Now, scroll down to the bottom and click the Next button in the right corner. This will take you to step 3, the Add name and description section. See Figure 2.2.19.
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	Figure 2.2.19: Step 3: The Add name and description section where you can give your alarm a name

	In Figure 2.2.19, you can give your alarm a name (1) such as BillingAlarm. Enter a description (2) for the alarm if you like since this is optional. Then click Next (3). This will take you to step 4, the Preview and create page. See Figure 2.2.20.
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	Figure 2.2.20: Step 4: The Preview and create section where you can preview your metric and finally create your alarm

	You’re not going to see any data yet because there's nothing really meaningful (other than the 5 USD you set) on this screen.

	Finally, scroll down to the bottom of the page and just click the Create alarm button (not shown in Figure 2.2.20) to create your alarm. This will take you to the page shown in Figure 2.2.21.
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	Figure 2.2.21: A new BillingAlarm is created with a warning

	Now, as I said earlier, there won't be enough information right now for the billing alarm to go into the OK state like the one I created earlier, which is where it should be. So. it just says Insufficient data. It also says Warning. The reason is that you should have received an email, and you need to click on a link in it that says Confirm subscription to confirm your subscription to SNS. It is from that point on that your billing alarm is completely set up.

	Although I don’t recommend you do this, if for some reason you wish to remove yourself (opt out) from receiving future SNS subscription confirmation requests, just send an email to sns-opt-out@amazon.com.

	That's all for this lesson. I'll continue in the next one.
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