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From First Installation to Production
PBX — A Practical Handbook for
Administrators

This book takes you from zero knowledge of telephony through advanced
production administration of Asterisk, the world’s most widely deployed open-
source communications platform. You will learn to install, configure, secure,
and operate Asterisk as a full-featured PBX with SIP trunking, voicemail, IVR
menus, call queues, conferencing, recording, APIs, and high availability. Every
concept is explained before it is used, every configuration file is annotated in
detail, and every procedure includes exact commands, expected outputs, and
troubleshooting guidance. Whether you are deploying your first office phone
system or architecting a multi-site enterprise solution, this book serves as both
a learning resource and a long-term reference manual.



Introduction: Why Asterisk Matters

The Birth of Open-Source Telephony

In 1999, Mark Spencer was finishing his degree at Auburn University when
he founded Linux Support Services, a small company that needed a phone
system. He requested quotes from traditional PBX vendors and received
numbers exceeding fifty thousand dollars. Rather than accept those prices,
Spencer wrote his own private branch exchange using skills he had acquired
during a cooperative work placement with Adtran. Within months of creating
a working prototype, he published the source code under the GNU General
Public License [1]. The idea of an open-source PBX spread quickly across the
global communications community.

The project was named Asterisk after the asterisk symbol itself, that familiar
star-shaped key on every telephone. Spencer’s creation did something radical
for its time: it turned a standard computer running Linux into a fully functional
telephone switch capable of connecting internal extensions, routing external
calls over the public switched telephone network, and providing features
like voicemail, conferencing, and auto-attendants — all without proprietary
hardware or licensing fees [2].

In 2001, Linux Support Services became Digium, dedicated to supporting
and advancing the Asterisk project. Digium developed specialized telephony
interface cards for connecting analog and digital phone lines to computers
running Asterisk, built commercial products on top of the open-source core,
and fostered a large community of developers and users. In 2018, Digium was
acquired by Sangoma Technologies Corporation, which continues to sponsor
and support Asterisk development today [3].

The impact has been substantial. Millions of phone systems worldwide run
on Asterisk or software derived from it. Small businesses use it as a cost-
effective alternative to expensive proprietary PBXes. Large enterprises deploy
it in data centers handling tens of thousands of concurrent calls. Contact
centers build custom agent workflows around it. Cloud providers host multi-
tenant virtual PBX services powered by it. Telecommunications companies
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integrate it into their networks for specialized routing and media processing.
Asterisk became one of the most widely downloaded GNU GPL products in
history, fundamentally changing how organizations think about telephony
infrastructure [4].

What Asterisk Actually Is

At its core, Asterisk is a software implementation of a private branch exchange.
A PBX is a telephone switch that allows multiple attached phones to communi-
cate with each other internally while sharing a limited number of external lines
for calls to the public network. Traditional PBXes were dedicated hardware
appliances built by companies like Avaya, Cisco, and NEC. They provided
reliable service but were expensive, difficult to customize, and locked users
into proprietary ecosystems.

Asterisk replaces that dedicated hardware with software running on com-
modity servers. It is middleware between telephony channels at the bottom
and communications applications at the top [5]. On one side, it connects
to endpoints: SIP phones, softphones on computers and mobile devices,
analog phones via interface cards, digital phone systems via PRI or BRI trunks,
and other PBXes through various protocols. On the other side, it provides
features that users expect from a modern telephone system: internal calling
between extensions, call forwarding, transfer, voicemail, interactive voice
response menus, call queues with agents, conference rooms, music on hold,
call recording, time-based routing, caller ID management, and much more.

What makes Asterisk powerful is its modularity and flexibility. It consists
of a core process that manages configuration, loads modules, and coordinates
all activity. Modules extend the functionality: channel drivers handle specific
telephony protocols like SIP or IAX2, codec modules encode and decode audio,
application modules implement features like voicemail and queues, and re-
source modules provide services such as database connectivity and encryption.
A default installation includes over one hundred fifty loadable modules, each
serving a specific purpose [6].

Every call that enters the system creates what Asterisk calls a channel.
Channels represent connections to devices or programs outside of Asterisk.
They are where all telephony activity happens: receiving audio from a caller,
sending audio back, executing dialplan logic, bridging two parties together.
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The dialplan itself is Asterisk’s programming language for call control. Written
in configuration files, it defines exactly what happens when someone dials any
given number: which phone rings, what menu plays, how calls route to external
providers, where voicemail goes if nobody answers.

Unlike traditional PBXes that distinguish rigidly between stations and
trunks, Asterisk treats everything uniformly as channels [7]. A call from an
internal SIP phone and a call from an external SIP trunk provider are handled
by the same mechanisms internally. This architectural simplicity enables
remarkable flexibility: you can route calls through multiple providers based on
cost or availability, implement complex IVR menus that query databases in real
time, integrate with CRM systems to display caller information automatically,
or build custom applications using Asterisk’s APIs.

Who Should Read This Book

This book is written for IT professionals, system administrators, telecommu-
nications engineers, VoIP technicians, and developers who need to deploy,
configure, manage, or integrate with Asterisk in real-world environments. You
do not need prior telephony experience to begin reading it. Chapter 1 covers
the fundamental concepts of PBX systems, VoIP protocols, and how voice
travels over IP networks from first principles.

You should be comfortable working with Linux at a basic level: navigating
directories, editing text files, running commands in a terminal, managing ser-
vices. Familiarity with networking concepts like IP addresses, ports, firewalls,
and NAT will help you understand later chapters on SIP trunking, security, and
remote extensions. Knowledge of programming or scripting is not required for
most topics but becomes valuable when you reach the sections on AGI, AMI,
ARI, and external integrations.

If you are a new administrator setting up your first Asterisk system, this
book will guide you through every step from installation to a working PBX
with extensions, trunks, voicemail, and call routing. If you are an experienced
professional migrating from chan_sip to PJSIP or upgrading between major
versions, the book provides detailed migration guidance and explains version-
dependent behavior throughout. If you work with Asterisk daily, use it as a
reference: look up configuration directives, review best practices for security
hardening, find troubleshooting procedures for common problems, or explore
advanced features you have not yet implemented.
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How to Use This Book

The chapters are organized progressively from fundamentals through ad-
vanced production administration. Read them in order if you are new to
Asterisk and want a complete education. If you already understand the basics,
skim the early chapters and jump directly to the topics relevant to your current
project.

Chapters 1 through 4 establish the foundation: telephony concepts, Asterisk
architecture, system requirements, installation methods, directory structure,
and configuration file organization. Chapter 5 covers SIP and PJSIP in depth
— this is essential for any modern deployment since nearly all endpoints and
trunks use SIP today. Chapter 6 explains the dialplan language completely;
mastering this chapter unlocks your ability to implement any call routing logic
you can imagine.

Chapters 7 through 9 cover practical PBX features: connecting SIP trunks
and providers, routing inbound and outbound calls, implementing voicemail,
IVR menus, call queues, ring groups, conferencing, call forwarding, transfer,
parking, time conditions, and more. Each chapter includes complete configu-
ration examples you can adapt for your own deployment.

Chapters 10 through 12 address operations and integration: call recording,
logging, monitoring, CDR and CEL for billing and reporting, database backends,
and the three Asterisk APIs (AGI, AMI, ARI) that enable external applications to
control and interact with calls in real time.

Chapters 13 through 15 focus on production concerns: security hardening
against brute force attacks and toll fraud, TLS and SRTP encryption, firewall
configuration, fail2ban integration, backup and recovery procedures, version
upgrades, systematic troubleshooting methodology, performance tuning for
high call volumes, and high availability architectures for mission-critical de-
ployments.

The conclusion synthesizes everything into practical deployment blueprints
for common scenarios: small office PBX, multi-site branch offices, hosted cloud
services, and contact centers.

Throughout the book you will find configuration examples in code blocks,
command-line examples with expected outputs, architecture diagrams de-
scribed in text, tables comparing options and features, troubleshooting proce-
dures for specific problems, security warnings where misconfiguration could
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lead to toll fraud or data breaches, and best practices based on official Asterisk
documentation and production deployment experience.

The book is written primarily against Asterisk 20 LTS and Asterisk 22 LTS,
the current long-term support releases. Where behavior differs between
versions, this is noted explicitly. chan_sip configurations are discussed where
relevant for legacy systems but all new deployments should use PJSIP exclu-
sively since chan_sip was deprecated in Asterisk 17 and removed entirely from
later releases [8].

Let us begin.



Chapter 1: Fundamentals and
Architecture

Telephony Basics: PBX, Trunks, and Endpoints

Before configuring a single file, you must understand the vocabulary and con-
cepts that underpin every telephone system. These terms originated in the era
of physical switches and copper wires but remain essential for understanding
modern VoIP systems like Asterisk.

A private branch exchange is a local telephone network within an organiza-
tion. Employees with extensions on the same PBX can call each other internally
without using external phone lines or incurring charges. When someone needs
to reach a number outside the organization, the PBX routes the call through
one of its external connections to the public switched telephone network, the
global system of switches and circuits that connects every telephone in the
world.

The external connections are called trunks. In traditional telephony, trunks
were physical copper pairs leased from a telephone company. A business with
five trunk lines could handle at most five simultaneous calls to or from the out-
side world. Additional internal callers would hear a busy signal. Modern VoIP
systems use SIP trunks: virtual connections over IP networks that can carry
many simultaneous calls limited only by bandwidth and provider agreements
rather than physical wires.

End points are devices connected to the PBX that users interact with
directly. This includes desk phones in offices, softphones running on com-
puters or mobile devices, conference room systems, fax machines, and even
applications that make or receive automated calls like notification services or
IVR bots. Endpoints register with the PBX using credentials so the system
knows which device corresponds to which extension number.

Asterisk does not distinguish internally between trunks and endpoints in the
way traditional PBXes do [9]. Everything is a channel: an endpoint registering
via SIP creates a channel when it makes or receives a call, a SIP trunk provider
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creating an incoming call also creates a channel, and Asterisk handles both
using the same internal mechanisms. This abstraction simplifies architecture
and enables flexible routing: you can treat a trunk like any other endpoint in
your dialplan, and you can route calls between endpoints through complex
logic before connecting them to trunks.

How Voice Travels Over IP

Voice over Internet Protocol fundamentally changed telephony by treating
voice as just another type of data flowing across networks. Understanding
how this works is essential for troubleshooting call quality issues, configuring
firewalls correctly, and designing systems that scale.

When you speak into a phone, the microphone captures sound waves as
analog electrical signals. These must be converted to digital samples that
can travel over IP networks. Codecs perform this conversion: they sample
the audio at regular intervals, quantize each sample into binary values, and
compress the result to reduce bandwidth usage. Common codecs include G.711,
which provides high quality at sixty-four kilobits per second but no compres-
sion, G.729, which compresses aggressively to eight kilobits per second with
acceptable quality for most callers, and Opus, a modern codec that adapts its
bitrate dynamically based on network conditions.

Once encoded, voice data is packetized into small chunks called RTP
packets. Real-time Transport Protocol carries these packets over UDP, chosen
for its low latency despite lacking reliability guarantees. If a single audio packet
is lost during transmission, the gap in speech is barely noticeable to human
listeners, but waiting for retransmission would introduce delays that make
conversation impossible. RTP also includes sequence numbers and timestamps
so receivers can detect lost packets, reorder out-of-sequence arrivals, and
synchronize audio with video if present.

The signaling protocol establishes, modifies, and terminates calls separately
from the media stream. Session Initiation Protocol is the dominant signaling
protocol for modern VoIP. When extension 1001 dials 1002, Asterisk sends a
SIP INVITE message to the device registered at 1002. That device responds
with SIP messages indicating ringing, answered, or busy. Once both parties are
connected, RTP carries their audio directly between them while SIP remains
involved only for call control: hold, transfer, hangup.
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This separation of signaling and media has important implications for
firewall configuration. SIP typically uses port 5060 for unencrypted com-
munication and 5061 for TLS-encrypted signaling. RTP uses a range of UDP
ports, conventionally ten thousand through twenty thousand, though this is
configurable. Your firewall must allow both SIP signaling traffic to establish
calls and RTP media traffic to carry the audio [10].

The Asterisk Architecture

Asterisk’s architecture is modular and event-driven, designed for flexibility and
extensibility. Understanding how its components interact helps you diagnose
problems, optimize performance, and extend functionality when needed.

At the center is the Asterisk core. This process reads configuration files at
startup, loads modules into memory, manages threads and processes, handles
logging, and coordinates all telephony activity. The core itself does very little
directly: it provides infrastructure that modules use to implement specific
features. This separation means you can add new capabilities by loading
additional modules without modifying the core code [11].

Modules are shared object files, typically with .so extensions, located in the
modules directory under your Asterisk installation path. A default installation
includes over one hundred fifty modules covering channel drivers for various
protocols, codecs for audio encoding and decoding, applications that imple-
ment PBX features like voicemail and conferencing, functions that provide data
lookups during dialplan execution, and resources that supply shared services
such as database connectivity or encryption support [12].

Channel drivers are the most important module type. Each driver imple-
ments support for a specific telephony protocol or hardware interface. chan_ -
pjsip handles SIP endpoints using the PIProject library and is the recommended
driver for all new deployments. Other channel drivers include chan_iax2
for the Inter-Asterisk eXchange protocol, chan_dahdi for Digium/Sangoma
hardware interfaces connecting analog and digital phone lines, chan_sofia
for OpenSIPS integration, and many others. When a call arrives through any
supported interface, the corresponding channel driver creates a channel object
that Asterisk uses to manage that call [13].

Channels execute dialplan logic. Each active channel typically has its own
thread that runs through instructions defined in your extensions.conf file or
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other dialplan sources. These instructions tell Asterisk what to do: answer the
call, play an audio prompt, wait for keypad input, connect to another extension,
route to an external trunk, record the conversation, transfer to a voicemail box.
The channel thread processes these instructions sequentially until the call ends
and the channel is destroyed.

Bridging connects two or more channels together so they can exchange
media. When you dial a colleague and both parties answer, Asterisk bridges
your channel with theirs so audio flows between you. Modern Asterisk uses an
advanced bridging framework that supports different bridge types for different
scenarios: basic mixing bridges for simple two-party calls, multimedia bridges
for complex conference rooms, MOS bridges optimized for minimal CPU usage
when no media manipulation is needed, and proxy bridges that allow direct RTP
streams between endpoints while Asterisk monitors the connection [14].

The dialplan is Asterisk’s call routing engine. It defines all the logic for
how calls are handled based on what number was dialed, who is calling,
what time it is, and any other conditions you can express. The traditional
dialplan uses text files with a simple but powerful syntax consisting of contexts,
extensions, priorities, and applications. Extensions define which numbers
to match, priorities define the order of operations within each extension,
and applications are the actions Asterisk performs: Dial, Answer, Playback,
WaitExten, Goto, Hangup, and hundreds more [15].

Asterisk also provides three APIs for external control and integration. The
Asterisk Gateway Interface is a synchronous interface where dialplan invokes
external scripts that communicate via standard input and output to control call
behavior. The Asterisk Manager Interface is an event-driven TCP socket pro-
tocol that allows external applications to monitor Asterisk activity in real time
and send commands to originate calls, manipulate channels, or query system
status. The Asterisk REST Interface is a modern HTTP API with WebSocket
support for bidirectional communication, designed for web applications and
microservices architectures [16].

Channels, Codecs, and RTP Streams

Channels are the fundamental abstraction in Asterisk. Every call, every con-
nection to an endpoint, every interaction with an external telephony system
passes through a channel of some type. Understanding channels is essential
for understanding everything else about how Asterisk works.
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When extension 1001 dials extension 1002, the following sequence occurs.
First, Asterisk creates a channel for the call originating from 1001’s registered
device using the PJSIP channel driver. This channel begins executing the
dialplan logic defined for that endpoint’s context. When it reaches a Dial
application targeting 1002, Asterisk creates a second channel to reach 1002’s
device and bridges the two channels together. Audio from 1001 flows through
the first channel into the bridge and out through the second channel to 1002,
and vice versa. When either party hangs up, both channels are torn down and
resources are released.

The channel name identifies each active call uniquely. A PISIP channel
might be named something like “PISIP/extension-1001-0000003f” where the
prefix indicates the channel driver, the middle part is the endpoint identifier,
and the suffix is a unique session ID. You can see all active channels at any time
using the “core show channels” command in the Asterisk CLI [17].

Codecs determine how audio is encoded within each channel. When two
endpoints support different codecs, Asterisk must transcode between them in
real time, converting audio from one format to another as it passes through
the bridge. Transcoding consumes CPU resources proportional to the number
of concurrent calls requiring it. G.711 transcoding is relatively inexpensive
because it involves simple bit-level operations, while G.729 transcoding re-
quires running the codec algorithm itself and can consume significantly more
processing power [18].

Best practice for production systems is to standardize on a common codec
across all endpoints and trunks so that Asterisk rarely needs to transcode.
G.711 ulaw is widely supported and provides excellent quality at the cost of
higher bandwidth usage, approximately sixty-four kilobits per second per call
including protocol overhead. If bandwidth is constrained, G.729 or Opus can
reduce per-call bandwidth substantially at the expense of some audio fidelity
and increased CPU load for transcoding when endpoints disagree on codec
selection.

RTP streams carry the actual audio between channels and endpoints. Each
direction of a call uses its own RTP stream on its own UDP port pair. Asterisk
selects available ports from a configurable range defined in rtp.contf, typically
ten thousand through twenty thousand by default [19]. The signaling protocol
negotiates which ports to use during call setup via SDP descriptions embedded
in SIP messages.



Chapter 1: Fundamentals and Architecture 12

Understanding the relationship between channels, codecs, and RTP is
critical for troubleshooting one-way audio problems, configuring firewalls
correctly, optimizing CPU usage in high-volume deployments, and ensuring
that your system can handle the concurrent call volume you expect without
degradation.

Modules and Loadable Components

Asterisk’s modular architecture is one of its greatest strengths. Rather than
building every possible feature directly into the core binary, Asterisk loads
functionality dynamically from shared object files at runtime. This design
enables several important capabilities: you install only the modules you need
to reduce memory footprint and attack surface, you can upgrade individual
components without recompiling the entire system, you can develop cus-
tom modules for specialized requirements, and you can reload configuration
changes without restarting Asterisk or dropping active calls.

Modules are organized into categories based on their function. Channel
driver modules implement protocol support: chan_pjsip.so for SIP using
PJProject, chan_iax2.so for IAX2, chan_dahdi.so for hardware interface cards.
Application modules provide dialplan actions: app_voicemail.so implements
the VoiceMail application, app_queue.so provides call queue functionality,
app_mixmonitor.so enables call recording, app_confbridge.so creates confer-
ence rooms [20].

Codec modules handle audio encoding and decoding: codec_g71l.so for
G.711 alaw and ulaw, codec_g729.s0 for G.729 compression, codec_opus.so
for Opus adaptive bitrate codec. Format modules manage file storage in
various audio formats used for prompts, voicemail messages, and recordings:
format_wav.so for WAV files, format_gsm.so for GSM compressed audio,
format_mp3.so for MP3 files.

Resource modules provide shared services used by multiple components:
res_pjsip.so is the foundational PJSIP resource module that chan_pjsip de-
pends on, res_config_mysqgl.so enables MySQL database integration, res_-
crypto.so provides encryption support for TLS and SRTP, res_stasis.so sup-
ports ARI applications. Function modules expose data lookups callable from
dialplan expressions: func_callerid.so retrieves caller ID information, func_-
db.so accesses Asterisk’s internal database, func_odbc.so queries external
databases via ODBC connections [21].
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At startup, Asterisk loads modules according to rules defined in mod-
ules.conf. The default configuration loads all modules found in the modules
directory. You can control which modules load by adding noload directives
to prevent specific modules from loading, preload directives to ensure critical
modules load first, or load directives for explicit module loading lists [22].

You can manage modules at runtime through the CLI. The “module show like
pattern” command lists loaded modules matching a pattern. The “module load
modulename.so” command loads a specific module dynamically. The “module
unload modulename.so” command unloads a module if no active channels or
applications depend onit. The “core reload” command reloads all configuration
files and reinitializes loaded modules without dropping calls [23].

Understanding which modules are loaded and what each one provides is
essential for troubleshooting configuration errors, optimizing system perfor-
mance by disabling unused modules, planning upgrades that may introduce
new modules or deprecate old ones, and extending Asterisk’s capabilities when
standard features do not meet your requirements.



Chapter 2: Operating System
Requirements and Prerequisites

Supported Operating Systems

Asterisk runs on a wide range of platforms including Linux distributions, BSD
variants, macOS, and Solaris. However, the project officially tests and supports
only a subset of these platforms. The supported list includes thirty-two-bit
and sixty-four-bit x86 systems running non-end-of-life versions of CentOS,
Red Hat Enterprise Linux, Fedora, Ubuntu, and Debian [24].

For production deployments, choose from the following recommended
distributions:

Ubuntu LTS releases provide excellent support for Asterisk with long main-
tenance cycles. Ubuntu 22.04 LTS and 24.04 LTS are current choices with
extensive community documentation and readily available packages for de-
pendencies. The APT package manager simplifies dependency installation,
and Ubuntu’s widespread use means you will find solutions to most problems
through search.

Debian stable releases offer rock-solid reliability with conservative package
versions that rarely introduce breaking changes. Debian 12 is a strong choice
for Asterisk servers where stability matters more than having the latest fea-
tures. The trade-off is older library versions that may require building some
dependencies from source.

Red Hat Enterprise Linux and its derivatives including Rocky Linux and
AlmaLinux are enterprise-grade choices with long support lifecycles. RHEL
9, Rocky Linux 9, and AlmaLinux 9 are suitable for Asterisk deployments in
corporate environments where standardized operating systems are required.
The YUM/DNF package manager handles dependencies well, though some
Asterisk-specific packages may require the EPEL repository or building from
source.

CentOS has undergone significant changes since CentOS Linux reached end
of life. CentOS Stream now serves as a rolling preview of future RHEL releases
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rather than a stable downstream rebuild, making it less suitable for production
telephony systems where predictability is critical. Rocky Linux and AlmaLinux
fill the gap as true RHEL-compatible alternatives.

Fedora moves quickly with cutting-edge packages but has shorter release
cycles that require more frequent upgrades. It is suitable for development
and testing environments where you want to validate Asterisk against newer
libraries and kernel versions before those changes reach stable distributions.
Production deployments should prefer LTS releases with longer support win-
dows.

Avoid using end-of-life distributions regardless of how well they once
worked with Asterisk. Distribution upgrades can cause older Asterisk versions
to fail building due to compiler changes, library deprecations, or security
hardening that breaks assumptions the code made [25]. If your distribution
reaches end of life, upgrade both the operating system and Asterisk together
as part of a planned maintenance window.

Hardware and Performance Considerations

Asterisk runs on everything from Raspberry Pi boards to multi-socket enter-
prise servers. The hardware requirements depend primarily on three factors:
the number of concurrent calls you expect to handle, whether those calls
require transcoding between different codecs, and what additional features
you enable such as call recording, real-time database queries, or external API
integrations.

For a small office deployment with fewer than twenty concurrent calls
using G.711 codec without transcoding, modest hardware suffices: a dual-
core processor running at two gigahertz or faster, two gigabytes of RAM, and
ten gigabytes of SSD storage. This configuration handles basic PBX features
including internal calling, voicemail, simple IVR menus, and SIP trunking to
one or two providers comfortably [26].

For medium deployments handling fifty to two hundred concurrent calls,
allocate at least four CPU cores, eight gigabytes of RAM, and a fast SSD for call
recordings and logs. If you anticipate transcoding between codecs, add addi-
tional CPU capacity because transcoding is computationally expensive. G.711
calls require minimal processing since they involve only bit-level operations,
while G.729 transcoding can consume significant CPU per call [27].
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For large deployments exceeding two hundred concurrent calls or con-
tact center environments with complex queue logic and extensive database
integration, plan for eight or more CPU cores, sixteen gigabytes of RAM or
more, enterprise-grade SSDs in RAID configuration, and redundant network
interfaces. These systems benefit from dedicated servers rather than virtual
machines to avoid noisy neighbor problems where other workloads compete
for CPU cycles and introduce jitter into voice traffic [28].

RAM requirements scale primarily with the number of simultaneously active
channels rather than concurrent calls since each channel creates its own
thread and consumes memory for buffers, state data, and dialplan execution
context. A rough guideline is fifty to one hundred megabytes per hundred con-
current channels plus overhead for loaded modules and cached configuration
data. Modern systems with eight gigabytes or more rarely run into memory
constraints unless you are running additional services like databases on the
same machine.

Storage performance matters most when recording calls, storing voicemail
messages as attachments, logging detailed call records to files, or using file-
based music on hold libraries. SSDs dramatically reduce latency compared to
spinning disks and prevent [/O bottlenecks during peak usage periods. Plan
for adequate capacity: a single G.711 call recorded continuously generates
approximately thirty megabytes of audio per hour. A system handling one
hundred concurrent calls with full recording enabled could consume terabytes
of storage monthly without aggressive retention policies.

Network bandwidth calculations depend on codec selection and the num-
ber of simultaneous calls. G.711 at sixty-four kilobits per second for audio plus
protocol overhead requires approximately eighty-seven kilobits per second
per call in each direction. G.729 at eight kilobits per second reduces this
to roughly thirty kilobits per second per call. A trunk connection carrying
fifty simultaneous G.711 calls needs approximately four megabits per second
of sustained bandwidth plus headroom for burst traffic and signaling overhead
[29].

Network Infrastructure Requirements

Asterisk requires reliable network connectivity with low latency, minimal
jitter, and acceptable packet loss to deliver good voice quality. Unlike web
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applications where occasional delays are tolerable, voice conversations break
down when audio arrives late, out of order, or not at all. Understanding the
network requirements helps you design infrastructure that supports telephony
workloads properly.

Latency is the round-trip time for a packet to travel from sender to receiver
and back. For acceptable voice quality, one-way latency should remain below
one hundred fifty milliseconds. Latencies between one hundred fifty and three
hundred milliseconds are noticeable but tolerable for most callers. Beyond
three hundred milliseconds, conversations become difficult as participants talk
over each other waiting for responses [30].

Jitter is the variation in packet arrival times. Even if average latency is
acceptable, inconsistent delays cause audio to stutter or skip as the receiver’s
jitter buffer either empties waiting for late packets or discards packets that
arrive too late to play. Jitter should remain below thirty milliseconds for good
quality. Network equipment with proper Quality of Service configuration helps
minimize jitter by prioritizing voice traffic over bulk data transfers.

Packet loss degrades audio quality directly: lost packets create gaps in
speech that sound like dropped syllables or words. Voice codecs include some
error concealment to hide small amounts of loss, but beyond two percent
packet loss, callers notice degradation. Beyond five percent, conversations
become frustrating and unreliable [31].

Quality of Service configuration on your network switches and routers is
essential when voice traffic shares infrastructure with other types of traffic.
Mark SIP signaling packets with DSCP CS3 or EF and RTP media packets with
DSCP EF to ensure they receive priority treatment. Configure traffic shapers
and policers to guarantee minimum bandwidth for voice traffic even during
periods of high data usage. Without QoS, a large file transfer or backup
operation can congest the network enough to make voice calls unusable.

Network Address Translation introduces complexity that requires careful
configuration on both your router and Asterisk itself. When Asterisk sits behind
NAT, it sees only private IP addresses but must communicate with external
endpoints using public addresses. SIP messages contain I[P addresses within
their headers and body text, which naive NAT devices do not rewrite correctly.
Most modern routers include a SIP ALG that attempts to fix this automatically
but often breaks more than it repairs. The recommended approach is to
disable SIP ALG entirely and configure NAT handling explicitly in Asterisk’s
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PJSIP settings [32].

Firewall rules must allow specific traffic through while blocking everything
else. SIP signaling typically uses UDP port 5060 and optionally TCP port 5061
for TLS-encrypted signaling. RTP media uses a configurable range of UDP
ports, conventionally ten thousand through twenty thousand. The Asterisk
Manager Interface listening on TCP port 5038 should never be exposed to
untrusted networks — bind it to localhost or restrict access to specific man-
agement IPs only [33].

Installing Dependencies and Build Tools

Before installing Asterisk itself, you must ensure your system has the required
dependencies: a C compiler, development headers for libraries that Asterisk
uses, build tools like make and autoconf, and optional packages for specific
features like MP3 support or database integration. The exact package names
vary by distribution.

For Ubuntu and Debian systems, install the core build dependencies with
the following command:

sudo apt update

sudo apt install -y build-essential git wget curl libnewt-dev libssl-dev \
libncurses5-dev subversion libsqlite3-dev libjansson-dev libxml2-dev \
uuid-dev default-libmysqlclient-dev libpg-dev libpcap-dev

This installs GCC, make, and other compilation tools along with develop-
ment headers for OpenSSL (TLS/SRTP encryption), newt and ncurses (CLI
interface), SQLite (internal database), Jansson (JSON processing), XML libraries,
MySQL client, PostgreSQL client, and packet capture support. Additional
packages may be needed for specific features: libmpgl23-dev for MP3 music
on hold, libspeex-dev and libspeexdsp-dev for Speex codec support, libsrtp2-
dev for Secure RTP encryption [34].

For RHEL, Rocky Linux, AlmaLinux, and CentOS systems, install dependen-
cies with DNF:
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sudo dnf update -y

sudo dnf groupinstall -y "Development Tools"

sudo dnf install -y git wget curl newt-devel openssl-devel ncurses-devel \
subversion sqlite-devel jansson-devel libxml2-devel uuid-devel \
mysql-devel postgresql-devel libpcap-devel

Enable the EPEL repository for additional packages not included in base
RHEL:

sudo dnf install -y epel-release

Asterisk includes a convenience script called install_prereq that detects
your distribution and installs required dependencies automatically. After
downloading the Asterisk source code, run this script from within the source
directory:

cd /usr/src/asterisk-22.x.x/
sudo ./contrib/scripts/install prereq install

The script identifies your operating system from /etc/os-release or similar
files and uses the appropriate package manager to install dependencies. It
supports Ubuntu, Debian, RHEL, CentOS, Fedora, SUSE, and several other
distributions. While convenient, running install_prereq directly prevents you
from reviewing exactly which packages will be installed, so using manual
apt/dnf commands as shown above gives you more control over your system
[35].

Realtime Audio and Kernel Tuning

Asterisk does not require a realtime kernel for most deployments. The standard
Linux kernel handles voice processing adequately when the system is not over-
loaded with other CPU-intensive tasks. However, certain high-performance or
low-latency scenarios benefit from kernel tuning that reduces jitter in audio
processing and improves responsiveness under load.

The PREEMPT_RT kernel patch set transforms the standard Linux kernel
into a fully preemptible realtime kernel. This ensures that high-priority tasks
like audio processing are not delayed by lower-priority operations such as disk
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I/0 or network handling. For Asterisk deployments handling thousands of
concurrent calls or running in environments where other processes compete
for CPU time, PREEMPT_RT can measurably improve call quality and reduce
dropped calls during peak usage [36].

Most distributions do not include PREEMPT_RT kernels by default. Ubuntu
offers a realtime kernel variant through the linux-image-rt-lowlatency pack-
age. RHEL provides PREEMPT_RT kernels through Red Hat Enterprise Linux
for Real Time subscriptions. Alternatively, you can build a custom kernel
with realtime patches applied, though this requires significant expertise and
ongoing maintenance effort.

For standard kernels, several tuning parameters help optimize audio per-
formance without requiring specialized kernel variants. Setting the scheduler
priority of the Asterisk process ensures it receives CPU time before lower-
priority tasks:

sudo renice -n -10 -p $(pgrep asterisk)

Configuring swappiness reduces the tendency to swap memory pages to
disk, which introduces latency spikes that degrade voice quality:

echo 'vm.swappiness=1' | sudo tee -a /etc/sysctl.conf
sudo sysctl -p

Disabling TCP window scaling for Asterisk’s RTP ports can reduce jitter on
some network configurations, though this is rarely necessary with modern
kernels and network stacks. The more important optimization is ensuring that
your server has sufficient RAM to keep all working data in memory rather than
swapping to disk [37].

For virtualized deployments, pinning the Asterisk virtual machine to spe-
cific CPU cores avoids performance degradation from live migration and
hypervisor scheduling overhead. Reserving dedicated CPUs for the VM rather
than sharing them with other virtual machines ensures consistent processing
capacity for voice traffic. Configure network interfaces with SR-IOV or direct
passthrough when available to reduce virtual switch latency [38].

The bottom line is that kernel tuning matters primarily for demanding
deployments. A small office PBX running on a dedicated server with modest
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call volume will perform excellently on a standard distribution kernel with no
special configuration. Focus first on adequate hardware resources, proper
network QoS, and solid Asterisk configuration before optimizing kernel param-
eters.
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