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Principles, Technologies, and Secure
Isolation

About this book: This book is a comprehensive technical guide to applica-
tion sandboxing in modern computing. It covers the theory, architecture,
implementation, and security models behind every major isolation technology,
from Linux namespaces and cgroups through containers, virtual machines, mi-
croVMs, WebAssembly, browser sandboxes, and confidential computing. You
will learn how each approach works under the hood, what trade-offs it makes
in security versus performance versus portability, how attackers bypass these
boundaries, and how to select, implement, and harden sandboxing solutions
for desktop, server, cloud-native, and embedded environments. Whether you
are a systems engineer designing the next generation of secure infrastructure,
a security professional hunting for escape vectors, or an application developer
who needs to ship code that runs safely in shared environments, this book will
give you the technical depth and practical guidance to make informed decisions
about isolation.
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