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The Missing Engineering Layer Between Intent and Execution


The investigation agent appeared to work. Given a payment-dispute identifier, it retrieved a transaction, summarized the available evidence, and recommended that the merchant contest the claim. The answer was concise. The citations looked plausible. In a demonstration, the sequence felt almost indistinguishable from a well-designed product.




Then the production review began.




The transaction tool accepted a customer identifier, but no component checked that the identifier belonged to the tenant in the request. The model could request ninety days of history, or nine years, because the phrase “recent history” existed only in a prompt. A timeout from the evidence service caused the orchestration loop to repeat the entire plan. That was harmless while all tools were reads, but the next roadmap item would let the agent add a case note. Nobody had specified whether the note operation was idempotent. The final JSON matched its schema even when an evidence identifier came from a different dispute. The trace recorded model calls and tool payloads, yet it could not answer which policy version had authorized them. “Done” meant that the model stopped asking for tools.




None of these failures required an unintelligent model. They arose because the system had a mechanism for generating behavior but no authoritative description of the behavior permitted.




This is the gap between an agent demonstration and an engineered agent system. A prompt can communicate purpose, background, preferences, and examples. It is a valuable input to a probabilistic component. It is a poor substitute for an execution contract. The prompt does not own the database transaction, authenticate the caller, validate a state transition, reserve a budget, or prove that a timed-out side effect is safe to repeat. When teams make it responsible for those jobs, they move critical controls into a medium that the controlled component is free to reinterpret.




The discipline developed in this book starts with a different instruction to the engineering organization:






Do not prompt an agent to behave correctly. Specify the conditions under which correct behavior is possible.








That sentence does not dismiss prompts or promise perfect correctness. It identifies the proper control surface. A reliable system narrows the set of reachable behaviors before asking a model to choose among them. It represents authority outside the model, validates inputs and results at typed boundaries, constrains transitions through explicit guards, classifies failures before retrying, and records evidence that can be inspected without trusting the model’s own account of what happened.




The Production Problem Is Larger Than Answer Quality


Much agent evaluation begins with the visible answer. Is it relevant? Is it factually accurate? Does it follow the requested format? These questions matter, but they cover only one layer of behavior.




Consider two executions that return the same accurate dispute recommendation. The first reads three authorized sources, cites their versions, stays within the tenant boundary, and stops when evidence conflicts. The second reads an unrelated customer’s history, ignores a policy denial, calls a tool five extra times, and happens to produce the same sentence. An answer-only evaluator can mark both as correct. A production owner cannot.




Behavioral correctness includes the path, not only the terminal text. It asks whether the system selected an allowed tool, supplied valid and authorized arguments, observed the required order, respected time and cost limits, preserved invariants, used current evidence, escalated at the right boundary, and produced an auditable result. Sometimes the most correct behavior is to return no recommendation at all.




This distinction explains why “the model usually gets it right” is not a release criterion. A production system needs a defined population of cases, measurable properties, failure thresholds, and controls for the cases in which the model does not get it right. Stochastic quality and deterministic compliance can coexist, but they must not be confused.




The same reasoning applies to confidence. A model can be highly confident about a classification supported by stale or unauthorized data. It can be uncertain while the business rule is mechanically decisive. Confidence is evidence about a prediction process. It is not business certainty, permission, or proof.





Prompting and Specification Solve Different Problems


A prompt is an instruction-bearing message to a model. It can set a role, describe a goal, provide context, require a format, and show examples. Prompt engineering improves how a model interprets such a message. Specification engineering defines the system that surrounds the interpretation.




A specification answers questions that must remain true even if the model misunderstands the prompt:





	
Which inputs are accepted, how are they classified, and which identity and tenant scopes must accompany them?



	
Which capabilities exist, and which registered tools may exercise each capability?



	
What preconditions must hold before a tool call, and what postconditions must hold after it?



	
Which actions are explicitly prohibited?



	
What state transitions are valid, and which guards or approvals authorize them?



	
What ends the task? Which terminal states represent success, escalation, or failure?



	
Which data may enter model context or persistent memory, and which source remains authoritative?



	
Which retry classes are safe? Which mutating calls require idempotency keys? Which effects have explicit compensation?



	
Which budgets limit iterations, tool calls, elapsed time, and cost?



	
What must be traced, redacted, retained, and available for replay or audit?








Some of these answers will ultimately be expressed in code, policy bundles, database constraints, or infrastructure configuration. The specification does not replace those mechanisms. It provides a coherent, versioned source from which they can be generated, configured, checked, or reviewed.




The progression is therefore not “prompt, then more detailed prompt.” It is:




domain language → structured specification → executable behavioral contract → constrained agent execution → validation → observable and governable production system.




Each arrow represents an engineering transformation. Domain vocabulary removes ambiguity from concepts such as dispute, evidence, and recommendation. Structure makes fields inspectable. Contract semantics distinguish obligations from description. Runtime enforcement prevents invalid actions from becoming effects. Validation checks both shape and domain meaning. Observability and governance preserve the evidence required to operate and evolve the system.





Goals Are Not Instructions, and Autonomy Is Not Authority


Agent discussions often blur a goal with the actions used to pursue it. “Resolve the customer’s issue” is an outcome-oriented goal. “Search the account, edit the subscription, apply a credit, and close the ticket” is a sequence of instructions. The goal can remain stable while the valid instructions change with policy, product state, region, customer segment, or incident conditions.




An autonomous component may choose among allowed actions without asking a human to select every step. That autonomy does not imply unlimited authority. A build agent can decide which tests to run while lacking permission to merge its own pull request. An incident-analysis agent can select telemetry queries while lacking permission to restart a service. A financial-review agent can recommend an operation while being structurally incapable of executing it.




This separation is a feature, not a limitation. It lets teams increase autonomy within a bounded capability set without expanding the blast radius of a model error. It also makes human approval meaningful. Approval becomes a scoped state transition backed by evidence, an approver role, expiration, and an explicit effect. It is not a vague request for someone to “check the AI.”




Tool availability must be separated in the same way. Registering a tool tells the runtime how an adapter can be invoked. Permission answers whether this subject may invoke that action on this resource for this purpose under current conditions. If a prompt-injected document says “issue a refund,” the authorization decision should remain unchanged. Treating prompt injection only as a contest between trusted and untrusted words leaves the model responsible for privilege enforcement. Treating it as an authorization problem ensures that malicious text cannot manufacture capability.





A First AgentSpec


AgentSpec 0.1 is the book’s pedagogical, semi-formal domain-specific language for expressing these distinctions. It is not proposed as an industry standard. It exists so that the concepts can remain consistent across prose, code, diagrams, tests, and case studies.




The following deliberately small fragment describes the outer boundary of the Payment Dispute Investigation Agent:



 1 metadata:
 2   id: payments.dispute_investigator
 3   version: 1.0.0
 4   agentspec_version: "0.1"
 5 
 6 agent:
 7   identity: payments.dispute_investigator
 8   risk_class: high
 9 
10 capabilities:
11   - retrieve_transaction
12   - retrieve_dispute_evidence
13   - recommend_action
14 
15 contract:
16   prohibited_actions:
17     - move_money
18     - issue_refund
19     - modify_customer_data
20     - close_dispute
21   output_validation: strict
22 
23 policies:
24   default: deny





Even this fragment makes claims that a prompt commonly leaves implicit. The agent has a stable identity and a versioned contract. Its risk class is high. Its capabilities are enumerated. Several tempting actions are outside its authority. Unknown access defaults to denial.




The fragment is not sufficient for production. It lacks typed inputs and outputs, tool contracts, tenant conditions, state transitions, evidence rules, approvals, budgets, retry behavior, and audit requirements. That insufficiency is useful because it gives reviewers a concrete artifact to reject. “The prompt seems comprehensive” is difficult to falsify. “No completion condition is declared” is a precise defect.




The complete specification in the companion repository adds those missing sections. Its tools are read-only. Each tool has argument and result schemas, a timeout, an authorization rule, and predicates evaluated before and after invocation. The agent may produce a non-binding recommendation, but a reviewer approval gate controls publication. Tenant isolation and the prohibition on financial mutation are runtime invariants. The execution has bounded model calls, tool calls, iterations, elapsed time, and cost units. Audit events are correlated while sensitive fields are redacted.




The reference engine loads this document, validates its structure against JSON Schema Draft 2020-12, performs cross-field semantic checks, and enforces it around a deterministic test model. The implementation is intentionally compact, but its tests demonstrate an essential property: a model decision is a proposal until deterministic code validates and authorizes it.





Executable Does Not Mean Fully Formal


The term executable specification can suggest mathematical proof or automatic code generation from a complete formal model. Those techniques are valuable in the right systems, but they are not prerequisites for this book.




AgentSpec is semi-formal. Its document shape is machine-validated. Many predicates, state transitions, budgets, permissions, and output schemas are executable. Some prose fields retain human meaning. Some properties require domain services or policy engines. Some important concerns, including whether a purpose is ethically justified, cannot be settled by a schema.




This mixed representation is deliberate. Mature engineering places a rule in the medium capable of enforcing or communicating it:





	
prose for rationale, trade-offs, and meaning that requires judgment;



	
structured data for versioned declarations and portable review;



	
deterministic code for validation, resource accounting, and state enforcement;



	
policy for contextual authorization and organizational rules;



	
model inference for interpretation, classification, synthesis, and choices that cannot be reduced to stable algorithms;



	
human approval for consequential authority and accountable judgment.








False determinism is as dangerous as missing determinism. Converting an uncertain model score to a boolean threshold does not make the underlying claim certain. A schema-valid rationale can still cite irrelevant evidence. A state machine can enforce a flawed business process perfectly. Specification engineering improves the system’s inspectability and constraint; it does not eliminate the need for evidence, evaluation, and review.





The Reader Promise


By the end of this book, you will be able to review an agent as a production system rather than as an impressive conversation. You will be able to separate model responsibilities from runtime, policy, transactional, and human responsibilities. You will know how to write tool contracts that account for effects, timeouts, idempotency, retries, and compensation. You will model state without confusing it with memory or context. You will design delegation so that authority narrows or remains explicit across handoffs. You will test behavioral properties and evaluate execution paths, not only final answers. You will build traces and audit evidence that support investigation and safe replay without turning logs into a sensitive-data archive.




The four complete case studies are designed to prevent the method from remaining abstract. Customer-support triage emphasizes privacy, routing, and escalation. Software-engineering work emphasizes sandboxing, repository permissions, test gates, artifact provenance, and human review. Financial operations emphasizes thresholds, immutable evidence, separation of duties, and failure containment. Multi-agent incident response emphasizes coordination, conflicting hypotheses, time bounds, commander authority, and blast-radius control.




The practical adoption sequence is incremental. A team can begin by inventorying capabilities and prohibited actions, then add typed tool contracts, explicit completion, state transitions, policy checks, failure classifications, behavioral tests, and audit evidence. It does not need to replace its model or framework to start. The specification layer is valuable precisely because it sits between domain intent and execution technology.




The first task is to understand the failure surface that this layer must control.








Part I — Why Agents Need Specifications
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.




Chapter 1 — The Agent Reliability Problem


At 09:14, the support agent received a message from a customer who could not access a paid feature. At 09:15, it fetched the account, found a recently expired entitlement, and proposed a one-month courtesy extension. At 09:16, it called the entitlement tool and replied that access had been restored.




The transcript looked exemplary. The production record did not.




The customer belonged to a reseller-managed tenant whose contract prohibited direct entitlement changes. The account response included that fact, but it appeared in an unstructured note among dozens of fields. The tool adapter authenticated the service account, not the end user’s delegated scope. The extension call timed out after the remote service committed the change but before it returned a response. The agent retried, creating a second extension. Its final message reported one month; the authoritative system now recorded two. A nightly reconciliation job caught the discrepancy eleven hours later.




This is a composite scenario, not a report about a particular company. Every component could have behaved according to its local design. The model chose a plausible action. The tool accepted a structurally valid request. The remote service performed the requested mutation. The retry mechanism reacted to a timeout. The answer described the intended result. The system still violated policy and produced an incorrect effect.




The chapter’s engineering question is: which failure classes appear when a probabilistic decision-maker is connected to stateful tools, and why are they not solved by better instructions alone?




The Demonstration Hides the State Space


A demonstration usually follows a cooperative path. The input is well formed. Dependencies respond promptly. The model selects the expected tool. The tool returns the expected shape. The task reaches an obvious end. Observers see the system’s capability along one trajectory.




Production exposes a state space. Inputs are incomplete, adversarial, duplicated, stale, or valid under a different tenant. Dependencies fail before, during, or after applying an effect. Results arrive out of order. Policies change while work is suspended. A user cancels after an action begins. A human approval expires. The model repeats a plan, invents an argument, or interprets the same context differently after an upgrade. Two executions race on the same domain record.




The important difference is not simply scale. It is the number of transitions whose semantics must be defined. If the design specifies only the successful path, every unmodeled branch inherits accidental behavior from the model, orchestration library, adapter, or remote service.




Traditional software has the same underlying problem, but agents make the omission easier to miss. A procedural implementation reveals many branches as code. An agent loop can compress them into a deceptively short pattern:



1 while not done:
2     decision = model.decide(context, tools)
3     result = call(decision.tool, decision.arguments)
4     context.append(result)





This fragment does not state what done means. It does not distinguish an available tool from an authorized tool. It does not classify effects, validate domain relationships, limit iterations, pin authoritative state, or define what a timeout means. The absence of code is not the absence of behavior. It is behavior delegated to defaults.





Eight Reliability Failures Behind a Fluent Answer


The following failure classes recur across agent domains. They overlap, and a single incident commonly crosses several.




Ambiguous goals


“Resolve the issue” can mean restore service, answer a question, create a case, offer a workaround, or change an entitlement. Optimizing for resolution without defining allowed outcomes encourages the system to treat every reachable action as a means to the goal. A goal supplies direction; it does not supply authority or completion semantics.




Ambiguity also appears in apparently measurable goals. “Minimize handling time” does not say whether escalation counts as failure, whether waiting for approval stops the clock, or whether closing an unresolved case improves the metric. An agent can optimize the literal measure while violating the intended business outcome.





Uncontrolled tool use


A tool catalog describes capability. When the catalog is passed directly to a model, the model often becomes the de facto authorization layer. It decides whether a tool is relevant, but relevance and permission are different questions.




The problem is not limited to obviously dangerous tools. A read tool can expose another tenant’s data, expand context beyond necessity, or retrieve a restricted field. A search tool can become an exfiltration channel. A harmless-looking “add note” operation can trigger downstream automation. Effect classification must include domain consequences, not only whether an HTTP method is GET or POST.





Hidden and conflicting state


Agent frameworks commonly maintain a conversation, scratchpad, or memory object. Domain services maintain accounts, tickets, payments, repositories, and incidents. Workflow engines maintain execution progress. These are different kinds of state with different owners and consistency rules.




If a model’s context says a case is open while the case service says it was closed, the system needs a conflict policy. If memory contains an old customer preference, the runtime needs a freshness and provenance rule. Treating all retained text as “what the agent knows” hides which record is authoritative.





Malformed or semantically invalid arguments


Structured output reduces syntax errors, but schema validity is only the first boundary. An amount can be a valid number and exceed the caller’s limit. A repository path can be a valid string and escape the authorized workspace. A dispute identifier and transaction identifier can each be valid while referring to different cases.




These are semantic constraints. They require cross-field predicates, authoritative lookups, policy decisions, or transactional checks. When a system celebrates that the model “always returns valid JSON,” it may be measuring the least consequential property.





Silent partial failure


An execution can retrieve two of three sources, summarize the partial set, and present the result as complete. A multi-step mutation can apply the first effect and fail before the second. A communications agent can publish an internal update while the public update fails. Without explicit completion conditions and failure states, partial success resembles success in the transcript.




Silence is especially dangerous when adapters normalize errors into prose. If a tool returns {"message": "service unavailable"} under a permissive output schema, the model may interpret the message as data rather than a failed dependency. Failure must have a typed representation outside natural-language interpretation.





Unbounded iteration


An agent that can plan, inspect results, and replan has a loop. Every loop needs a variant or a bound: a reason it progresses, a maximum number of iterations, or both. “Stop when the task is complete” is circular when completion is itself a model judgment.




Unbounded iteration consumes latency and money, but the operational risk is broader. Repeated reads can hit rate limits. Repeated writes can duplicate effects. Replanning can drift from the initial scope. Context can grow until early constraints receive less effective attention. Budgets should cover model calls, tool calls, elapsed time, cost, and domain-specific resources.





Authority without policy


A service credential often has more privilege than the user or task requires. If the agent inherits the credential’s reach, it becomes a confused deputy: an authorized component induced to use its authority for an unauthorized purpose. Text from a retrieved document, tool result, issue, or web page can influence model decisions. It must not change the authorization context.




Least privilege is not achieved by telling the model to be cautious. It requires credentials, scopes, resource checks, sandbox boundaries, and policy decisions that remain effective even when the model proposes a prohibited action (Saltzer and Schroeder, 1975).





Non-reproducible behavior


The same user input is not the same execution when the model version, system prompt, retrieved context, tool data, policy bundle, specification, or adapter changes. Temperature is only one source of variation. Even a deterministic model setting cannot recreate a dependency’s past state.




Reproducibility therefore means more than resubmitting a transcript. A useful execution record identifies versions, records decisions and relevant results, preserves correlation, and states which side effects may be simulated or replayed. Replay is an explicit safety mode, not a synonym for retry.



 1 [Prompt prose] --> [Structured input] --> [Behavioral contract]
 2                                              |
 3                                              v
 4  [Evidence] <-- [Typed tools] <-- [Runtime gates]
 5                                       |
 6                          +------------+------------+
 7                          |            |            |
 8                       [Schema]     [Policy]      [State]
 9 
10         prompt influence decreases; enforcement increases --->





Figure 1. A specification moves consequence-bearing decisions out of prompt prose and into independent enforcement layers.






Why a Better Prompt Cannot Close These Gaps
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Unsafe Design: The Prompt as Control Plane


The following design is common because it is easy to assemble:





	
Build a broad system prompt containing operational rules.



	
Register every tool the product may eventually need.



	
Give the model the current conversation and selected data.



	
Execute any tool call whose arguments match the tool’s JSON schema.



	
Append tool results to context.



	
Repeat until the model returns a final answer.








Its central flaw is not that the prompt is poorly written. The flaw is that model output crosses directly into effects. The model performs interpretation, planning, authorization, transition selection, error classification, and completion judgment. Each responsibility is probabilistic, and the runtime provides few independent grounds for refusal.




Adding a second model as a critic does not change the control architecture. The critic may improve detection, but it remains another probabilistic proposal unless a deterministic or accountable authority acts on its output under explicit rules. A “safety agent” with access to the same ambiguous context can disagree without resolving which component is authoritative.





Corrected Design: Proposals Inside an Enforcement Shell


The corrected architecture treats the model as a proposer within a deterministic shell.




The runtime first validates the request and constructs an authorization context from authenticated identity, tenant, purpose, resource scope, and roles. It loads a reviewed specification version and verifies that registered adapters match declared tool contracts. Only then does it ask the model for a decision.




A proposed tool call crosses several independent checks:





	
The tool is declared by the specification.



	
The agent has the corresponding capability.



	
No explicit deny policy matches the action.



	
An allow rule authorizes this subject, resource, purpose, and context.



	
Arguments match the input schema and cross-field domain rules.



	
Preconditions hold against the current workflow and authoritative domain state.



	
Budgets permit another call.



	
Required approval and idempotency evidence is present.








After the call, the runtime classifies transport and domain outcomes, validates the result schema, checks postconditions and invariants, records an audit event, and permits only a declared next transition. The model sees the normalized result, not necessarily the raw sensitive payload.




This shell cannot guarantee that a recommendation is wise. It can guarantee that an undeclared refund tool is not executed by this runtime, that a tenant mismatch fails closed, that a terminal state is reached only through declared transitions, and that an output lacking required evidence is rejected. Those properties are narrower than intelligence and far more operationally useful.





Failure Semantics Must Be Part of the Product


Failures are not exceptions to the agent design. They are states in it.




A timeout is not a single semantic category. A read timeout can often be retried under a bounded policy. A mutation timeout may leave the outcome unknown: the remote service could have committed before the response was lost. Retrying the mutation is safe only when the operation is idempotent under the same key or when the runtime can prove the first attempt was not applied. HTTP explicitly cautions against automatically retrying non-idempotent requests without such knowledge (IETF, 2022).




Likewise, compensation is not rollback. A compensating action occurs later in a world that may have changed. Reversing an entitlement extension can trigger a notification, interact with a customer action, or violate a new policy. The Saga pattern formalized compensation for long-lived transactions, but it never made external reality transactional (Garcia-Molina and Salem, 1987). Agent designs should name compensating tools and their preconditions instead of assuming every write has an inverse.




An actionable failure model distinguishes at least:





	
transient dependency failure, eligible for bounded retry;



	
permanent dependency failure, eligible for escalation or terminal failure;



	
invalid model output, eligible for a limited repair attempt or failure;



	
policy denial, not eligible for prompt-based persuasion;



	
precondition conflict, eligible for state refresh and replanning within scope;



	
unknown mutation outcome, eligible for status reconciliation, not blind retry;



	
partial execution, eligible for explicit compensation or human recovery;



	
budget exhaustion, eligible for a bounded summary and escalation;



	
approval timeout or denial, eligible for a declared suspended or terminal path.








This vocabulary makes operational metrics meaningful. “Agent error rate” is too coarse if it combines policy working as designed, unavailable dependencies, invalid model outputs, and duplicated effects.





Security and Privacy Are Execution Properties


Prompt injection demonstrates why content and authority must be separated. An issue description, email, document, or web page can contain imperative text. The model may need to interpret that text as data. It must not inherit the author’s privileges.




The runtime should construct authority from authenticated control-plane inputs, not from model context. Retrieved content cannot add roles, expand resource scopes, register tools, alter prohibited actions, or approve transitions. A model proposal that names a forbidden action should produce a policy denial and security signal, not a debate inside the prompt.




Privacy uses the same boundary. Context minimization is not merely a token optimization. The system should retrieve only fields needed for the declared purpose, enforce tenant and regional handling rules, prevent restricted values from entering model input when required, redact telemetry, and expire retained memory according to policy. An audit log that stores every raw prompt and tool payload may increase forensic convenience while creating a more dangerous secondary dataset.





Reliability and Operational Implications


Explicit contracts change how a team operates the system.




Release review can diff a permission change independently from prompt prose. On-call engineers can see whether latency came from the model, a policy decision, an approval wait, or a tool. A policy denial can be counted separately from a dependency failure. A specification version can be rolled back without changing the model. A replay environment can substitute recorded read results while preventing mutations. Product owners can review completion conditions in domain language.




The discipline introduces costs. Specifications must be maintained. Adapters need accurate effect and schema declarations. Policy and domain state need clear ownership. Strong validation can reject cases that an unconstrained model might have handled acceptably. State migrations complicate long-running executions. Audit evidence requires retention and access controls.




These costs should be compared with the alternative: rules distributed across prompts, adapter code, orchestration defaults, tribal knowledge, and incident runbooks. Specification engineering does not create the obligations. It makes them visible.





When Not to Build an Agent


An agent is unnecessary when a stable deterministic procedure solves the problem more cheaply and safely. If inputs are structured, decision rules are complete, and the valid workflow has little ambiguity, ordinary application code or a workflow engine is often the better design.




An agent is also a poor choice when the organization cannot define ownership, authoritative state, permissions, or failure handling for the underlying process. Adding a model will not repair a process that nobody can specify. A read-only assistant with no tool authority may still be useful, but it should be described honestly as a different product.




Finally, do not grant production effects merely to demonstrate autonomy. Start with analysis and recommendations, collect behavioral evidence, and add narrowly scoped effects only when the organization can enforce and operate them.





Design Review: A Fluent but Unreliable Support Agent


Consider a support agent that reads a conversation, looks up the account, adds an internal note, and returns a suggested reply. Its pilot shows high reviewer preference, yet production review finds three unexplained duplicate notes and one reply built from another customer’s order. The first design question is not whether a larger model improves accuracy. It is which execution decisions were never made explicit.




Draw the path from authenticated request to output. The model receives a customer ID copied from message metadata, chooses a lookup tool, and supplies an order ID extracted from prose. The tool gateway validates both as strings, but neither gateway nor order service verifies that the order belongs to the authenticated tenant and customer. The model then decides that note creation succeeded because the adapter timed out after it sent the request. A generic retry wrapper calls again with a new request ID. Finally, the loop stops when the model emits a response object with done: true.




The corrected boundary begins by deriving tenant and customer scope from authenticated identity, not from model text. The account/order service checks the relationship again. note.create receives a stable operation key bound to case, message version, note digest, and purpose. Timeout produces outcome_unknown; status reconciliation decides whether the note exists before any retry. The workflow runtime, rather than the model, commits draft_ready only after required reads are current, the note receipt is authoritative, and the draft schema/evidence checks pass. escalated and failed remain legitimate terminal outcomes.




Now revisit the attractive pilot metric. Reviewer preference measured the prose after a mostly successful path. It did not exercise guessed identifiers, stale sessions, duplicate delivery, provider timeout after commit, or policy denial. Add those cases, but do not rely on evaluation to enforce the boundary. Even if an adversarial case convinces the model to use a different customer ID or declare success, service authorization and workflow predicates must reject it. The evaluation measures how often such proposals occur and whether escalation is useful; runtime controls determine what becomes real.




The evidence package for this review should include a data-flow diagram, specification and tool registry, identity mapping, timeout trace, duplicate-note reproduction, isolation test, and one forensic reconstruction. If the team cannot reconstruct which proposal, policy decision, operation key, service receipt, and state transition produced a note, the system is not yet operationally specified. The lesson is practical: reliability improves when every consequence-bearing decision has a named owner and an observable failure mode.





Production Checklist



	
Is the agent’s purpose distinct from its allowed actions?



	
Are success criteria and completion conditions machine-checkable where practical?



	
Is every tool classified by read, reversible write, or irreversible write effect?



	
Does authorization bind subject, tenant, purpose, action, and resource?



	
Are tool arguments validated beyond JSON shape?



	
Are workflow state, model context, memory, and authoritative domain state separated?



	
Are valid, suspended, failed, and terminal transitions declared?



	
Are model calls, tool calls, iterations, elapsed time, and cost bounded?



	
Are retryable failures distinguished from unknown mutation outcomes?



	
Do mutating retries require idempotency or proof of non-application?



	
Are compensating actions explicit and treated as forward recovery?



	
Can retrieved content influence a decision without expanding authority?



	
Are specification, policy, model, prompt, tool, and domain-record versions observable?



	
Can an operator reconstruct the execution without exposing secrets in logs?



	
Is there a declared response for policy denial, approval timeout, and partial execution?









Key Takeaways


An agent demo shows one trajectory; production requires semantics for a state space. Fluent output does not prove correct tool use, authority, execution order, or effects. Structured output solves syntax before it solves domain correctness. Autonomy should select among permitted actions, not define permission. Reliability comes from deterministic enforcement around probabilistic proposals, with explicit failure and evidence models.




The next chapter develops the conceptual bridge from prompts and schemas to executable behavioral contracts.





Exercises



	
Take an agent loop from a system you know. List every decision currently delegated to the model or framework default. Classify each as interpretation, planning, validation, authorization, effect execution, state transition, failure handling, or completion.



	
Write three different completion conditions for “resolve a support issue.” Identify which one can be gamed by premature closure and how you would detect it.



	
For a tool that creates a calendar event, classify the outcomes of a connection timeout. Design an idempotency key and a status-reconciliation step.



	
Analyze a read-only repository agent. Identify at least four security or privacy failures that remain possible without mutating tools.



	
Rewrite the unsafe entitlement prompt as a division of responsibilities among prompt, schema, policy, domain service, state machine, and human approval.



	
Design a failure taxonomy for an agent that prepares, but cannot send, customer communications. Explain which failures should be retried, escalated, or treated as expected policy behavior.
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Trade-offs and When Not to Use
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This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.
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This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Framework Portability
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Specification Versioning
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Schema Evolution
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Migration
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.


Deprecation
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/agentspecificationengineering.
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15. Observability, Audit, and Replay
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