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Preface 
 

Over the past few years DevOps has become more popular and practical approach for the 

software industry. DevOps is a culture which consist of tools, practices, and philosophies. It 

provides ability to organization’s to deliver services and applications in a quick manner with high 

quality standards. 

In the DevOps culture, containers are one of main concept being used. The containers always 

relate to Docker and Kubernetes Services. Docker and Kubernetes provide a standard approach 

to deploy stateful application like Microsoft SQL Server. 

 

After following this book, you will be able to install MS SQL Server on Docker containers and Azure 

Kubernetes services. 

 

Who this book is for 
 This book is for the beginners who are seeking knowledge on Docker contains and Kubernetes 

services. 

 

 

 

What this book Cover 
Section 01: Docker Overview, gives you overview about Docker desktop. In the section, it 

provides practical examples of deploying MSSQL Server into Docker container. 

Section 02: Kubernetes Overview, gives you overview Azure Kubernetes Services. In the section, 

it provides practical examples of deploying MS SQL Server on Azure Kubernetes Services (AKS). 
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Section 1 

Docker Basics and 

Microsoft SQL 

Deployment 
 

In this section, Docker Basics, Docker Desktop, and installation MSSQL on Docker 

image will be covered. 
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Section 1 
 

Docker Desktop overview 
 

 

 

Docker desktop is community base toll where we can use this software freely in our local 

environments. 

This provides more flexibility explore features in the docker containerize environment. 

The following topics will be covered in this section. 

• Docker Overview. 

• Understanding Docker Architecture 

• Installing Docker Desktop 

• Installing MS SQL Server image on Docker Container. 
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What is docker container? 
 

Docker container is a software where we can build, share, and deploy our applications into 

containerized environment. It’s a method of packaging the all the code and dependencies. This 

will enable us to run the applications more efficiently and quick manner. 

 

 

 

 

 

 

 

Docker is an open platform for distributed 

environment. 

Docker Engine: lightweight application runtime 

with packaging environment. 

Docker provide high portability. 

Docker Hub: A cloud base service for sharing 

applications 
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Containerized Architecture 
 

In a single host operating system, where we can run multiple application with minimum resource 

requirements. This containerization done in host operating system level. This will enable run 

multiple isolated applications without launching virtual machines. These applications run on 

single host environment using same kernel. 

 

Typical Virtual machines are not required in Docker environment. Docker environment deployed 

on the host operating system. Docker engine holds the containerized applications. 
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Docker Containers vs Virtual Machines 
 

Docker containers provide more benefits over the typical virtual machines. 

Docker Containers benefits. 

• Guest operating systems not required. 

• Less IT Management on resources 

• Less time to setup a Dev or production environment 

• Minimum software licenses required 

• Reduce the upfront cost 

• Easy to manage and reduce IT team workload 

 

 

 

Docker containers that run on Docker Engine: 

Standard: Docker provide high quality standards. Therefore, these containers provide more 

compatibility and portability. 

Lightweight: All the containers run system kernel level. Therefore, no additional guest operating 

systems required. 

Secure: With the high isolation of applications, Docker provide safer place. 
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Installing Docker Desktop  
 

Let’s start deploying Docker desktop.  

Download and install the latest version of Docker Desktop. In this tutorial I will install docker 

desktop for windows 

o Download for Mac 

o Download for Windows 

Alternatively, install the Docker Compose CLI for Linux. 

 

Other system Requirements. 

 

 

You can fine more information from below link. 

o https://docs.docker.com/desktop/windows/install/ 

 

 

 

 

 

 

https://docs.docker.com/desktop/mac/install/
https://docs.docker.com/desktop/windows/install/
https://docs.docker.com/cloud/aci-integration/#install-the-docker-compose-cli-on-linux
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Let’s start the software installation 

Step 01: Doble click on the downloaded docker desktop installer. 

Step 02:  Enable Hyper-V Windows Features or the Install required Windows components for 

WSL 2  

Step 03: Tick the required configurations and start installation. 
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Step 04: Restart Windows to complete the installation. 

 

Step 05: In order to start using the docker engine you need to accept the service agreement  
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Step 06: Restart the Docker engine.  

 

 

 

Sometime there can requirement to manual installation of WSL 2. Please find more information 

from below link to install older version of WSL. 

Manual installation steps for older versions of WSL | Microsoft Docs 

 

Use below link to download WSL2 Linux kernel update package for x64 machines 
 

WSL2 Linux kernel update package for x64 machines 

 

 

 

 

 

 

https://docs.microsoft.com/en-us/windows/wsl/install-manual#step-4---download-the-linux-kernel-update-package
https://wslstorestorage.blob.core.windows.net/wslblob/wsl_update_x64.msi
https://wslstorestorage.blob.core.windows.net/wslblob/wsl_update_x64.msi
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Linux Update setup  
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Getting Started with Docker 
Follow the tutorial to familiar with docker environment. Docker engines provide tutorial for the 

beginners. This will find very useful if you are new to Docker.  

In the tutorial, it will cover 

• Clone a repository 

• Build Image 

• Run Container 

• Share Container 
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Step 01: Clone a repository. 

 

 

Step 02: Build the image. Sample CLI available to test the command. 
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PC Manufacturer update on the command line. 
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Docker image command to retrieve information of images. 

docker images [OPTIONS] [REPOSITORY[:TAG]] 

 

You can find more information on these commands using below link. 

https://docs.docker.com/engine/reference/commandline/images/ 

Step 03: Run the container  

docker run [OPTIONS] IMAGE [COMMAND] [ARG...] 

 

https://docs.docker.com/engine/reference/commandline/images/
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Step 04: Save and share container  
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Let’s familier with  more docker commands. 

 

Retrive images with Docker Pull 

docker pull ubuntu:16.04. 
 

Deploy images with Docker run 

docker run docker/hello-world 
 

Grant User access to Docker container 

sudo usermod -G docker name 
 

Retrieve images from repository 

docker pull ubuntu:latest 
 

Stop container instance 

docker stop (your container ID) 
 

Create image using Dokerfile 

docker build -t testdocker dockerfile 
 

List locally stored images 

docker images 
 

Remove container  

docker rm containerID 
 

Login to Docker Hub 

docker login 
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You can find more help form running “docker” in command prompt.  

Docker 

 

 

Find installed docker version 

Docker -V 
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We can run docker images using below command. If docker image is not available locally it will 

pull form the docker image. 

Docker run hello-world 

 

 

Find docker images available to use. 

Docker -images 
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Pulling MS SQL Server image from docker hub 
 

Use below command to download docker image locally 

docker pull mcr.microsoft.com/mssql/server 
 

More Information: 

https://hub.docker.com/_/microsoft-mssql-server\ 

 

 

More command available in the same page. 

 

 

Step 01:  

https://hub.docker.com/_/microsoft-mssql-server/
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docker pull mcr.microsoft.com/mssql/server 
 

 

 

Deployment In progress. 

 

 

Start MS SQL server instance. 
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docker run -e "ACCEPT_EULA=Y" -e "SA_PASSWORD=yourStrong(!)Password" -p 1433:1433 

-d mcr.microsoft.com/mssql/server:2019-CU14-ubuntu-20.04 
 

SA_PASSWORD = sa password for MSSQL instance. 

-p  -port running on MSSQL instance 

-d docker image  

 

 

Similarly, we can run below command to deploy MSSQLL server express edition. 

docker run -e "ACCEPT_EULA=Y" -e "SA_PASSWORD=yourStrong(!)Password" -e "MSSQL_PID=Express" -
p 1433:1433 -d mcr.microsoft.com/mssql/server:2019-latest 
 

 

 

 

 

 

 

 

“Docker -PS” provide list of images available to use. 
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Now we have completed the configuration on the image and MSQL instance. Next let’s try to connect to      

The database management system using Azure data studio. 

 

Fill the below details in new connection Window. 

 

Connection Type: Microsoft SQL Server 

Server: localhost 

Authentication Type: SQL Login 

Username: sa 

Password: Your Password 
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Run below command to verify deployed MSQL Server Edition. 

selct @@version 
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 Section 2 

MSSQL Server   

deployment on 

Kubernetes (high 

availability) 
In this section, Azure Kubernetes Basics, and installation MSSQL on Azure 

Kubernetes Services will be covered. 
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Section 02 
 

What is Kubernetes? 
 

Kubernetes is an open-source platform where it can provide portability and extensibility for 

containerized environments. This also known as container orchestration platform. Kubernetes 

itself is a service which can provide automate process on most of the deployments and 

managements. There are situation managing multiple containers can be difficult to manage and 

coordinate. Therefore, Google has developed solution for this issue. 

This platform initially developed by Google. It was announced as open-source platform in 

2014.Nowdays, Kubernetes maintained by the cloud native computing foundation. Kubernetes 

mainly working with Docker. However, it is not limited to Docker.  

 

 

 

 

 

Kubernetes can be deployed on prem servers or workstations. Also, it can be deployed on 

managed provides sch as Red hat OpenShift and Rancher.  Additionally, major cloud provides like 

Microsoft, Google and Amazon provide Kubernetes as service. In this section, Azure Kubernetes 

services used for all the examples. 

 

In this section, below sections will be covered. 

• Kubernetes basics  

• Azure Kubernetes Services, 

• Deployment of MSSQL Server on AKS (in 10 steps) 

• Test high availability of MSSQL Server on AKS 
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Components of Kubernetes  
 

Kubernetes Cluster consist of set of worker machines. Every cluster has at least one node. Nodes 

are more like virtual machines. Nodes are host for the Pods. Each node contains the necessary 

services to run the Pod. In the Pod, we can have multiple containers. There should be at least one 

container in the node. Each Pod has unique IP address in the given cluster. 

 

 

 

 

In this section, all the Kubernetes related examples will be on Azure Kubernetes Services. Before 

start with the MS SQL Server deployment Azure command line need to be configured on you PC.  

 

 

 

 



32 
 

Installing Azure CLI 
Azure Command Line Interface is a tool that can be install on local PC. This tool enables us to 

connect to the azure services. 

 

There are two ways to install Azure CLI. 

 

• Using PowerShell. 
 

Invoke-WebRequest -Uri https://aka.ms/installazurecliwindows -OutFile 

.\AzureCLI.msi; Start-Process msiexec.exe -Wait -ArgumentList '/I AzureCLI.msi 

/quiet'; rm .\AzureCLI.msi 
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• Using MSI Distributable 

You can download MSI using below link. 

https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-windows?tabs=azure-cli 

 

 

 

Verify the Azure CLI installation. Run below command in command prompt. 

AZ 
 

 

https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-windows?tabs=azure-cli
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Installing MS SQL server Azure Kubernetes Service. 
 

Deployment Diagram -proposed example. 

 

 

 

 

In this deployment, there will be two nodes cluster. Persistent volume claim and persistence 

volumes are providing high availability to the Pods. 

Load Balancer provide outside world access to MSSQL Sever. The external storage provides the 

database operation of the MSSQL server. Containers are stateless. They are good for the 

applications. However, external storage required for stateful application like MSSQL Server. 
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Step 01: Connecting Azure Kubernetes Service using a Microsoft account. 

AZ Login 
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Step 02: Provide Microsoft account portal. 

 

 

Step 03: Create Resource Group 

az group create --name SQLDevTest --location westus 
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After creating resource group, we can find that in azure portal 

 

 

 

Step 04: Creating Two Node Cluster  

az aks create --resource-group SQLDevTest --name SQLCL --node-count 2 --generate-

ssh-keys --node-vm-size=Standard_B2s 
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You can find Kubernities Services beign created in the Azure Portal. 

 

 

 

Here, we have created one node pool. 
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There are two nodes available in the node pool. We have configured two containers. 

 

 

In the monitoring window, we can find the resource utilizations of the node pool. 
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Cluster Details 

 

 

 

Cluster specific networking properties 
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Step 05: Get the credential for this cluster 

 

az aks get-credentials --resource-group SQLDevTest --name SQLCL 
 

 

 

 

 

Get the list of Nodes available in the cluster. 
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Step 06: Creating the load Balancer service. 

Create filename.yaml file using below code (in this example file name is sqlloadbalancer.yaml ) 

# Create the load balancing service 

apiVersion: v1 

kind: Service 

metadata: 

  name: mssql-service 

spec: 

  selector: 

    app: mssql 

  ports: 

    - protocol: TCP 

      port: 1433 

      targetPort: 1433 

  type: LoadBalancer 
 

Applying load balancer to the Kubernetes service. The external port 1433 mapped to the 

internal port 1433 

kubectl apply -f sqlloadbalancer.yaml --record 
 

 

 

 



43 
 

Once we create the load balancer from terminal, we can see that in the azure portal. 

 

 

Frontend IP Configurations. As you can see two public IP addresses configured to both nodes. 
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Backend Pool configurations should be like this. 

 

 

Load Balancing Rules should be configured to expose the application to external network. 

 

 

In this example our public IP is 13.64.133.64. The external port is 1433. 
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So far, we have created Kubernetes service and the load balancer. Next let’s create the external 

storage. 

Step 07: Create external Storage (storage class and persistent volume claim) 

Use below command to create the storage. 

kind: StorageClass 

apiVersion: storage.k8s.io/v1 

metadata: 

  name: azure-disk 

provisioner: kubernetes.io/azure-disk 

parameters: 

  storageaccounttype: Standard_LRS 

  kind: Managed 

--- 

kind: PersistentVolumeClaim 

apiVersion: v1 

metadata: 

  name: mssql-data 

  annotations: 

    volume.beta.kubernetes.io/storage-class: azure-disk 

spec: 

  accessModes: 

  - ReadWriteOnce 

  resources: 

    requests: 

      storage: 8Gi 
 

Use below command to apply the storage.  

kubectl apply -f sqlstorage.yaml 
 

In this example, below azure storage class used. 

apiVersion: storage.k8s.io/v1 
 

You can find many more storage classes available. For more information, please refer azure 

storage documentations 

https://docs.microsoft.com/en-us/azure/storage/ 

 

 

https://docs.microsoft.com/en-us/azure/storage/
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Now we have created the external storage. 

 

Our persistence volume claim is 8GB. 
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We can find more information about persistent volume and claim using below commands. 

# Display the persistent volume and claim 

kubectl get pv 

kubectl get pvc 
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Step 08: Create Secret for SQL Server container. It is not required to create a secret. However, it 

is a best practice to create a secret before SQL server deployment.  

sa password for SQL Server container 

kubectl create secret generic mssql-secret --from-literal=SA_PASSWORD="Your 

Password" 
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Step 09: Create the SQL server deployment 

This will configure MSSQL image on the container. In this example, we are using 

mcr.microsoft.com/mssql/rhel/server:2019-latest image. In the image, we are using MSSQL 

Server developer edition. 

  apiVersion: apps/v1 

kind: Deployment 

metadata: 

  name: mssql-deployment 

spec: 

  replicas: 1 

  selector: 

    matchLabels: 

      app: mssql 

  strategy: 

    type: Recreate 

  template: 

    metadata: 

      labels: 

        app: mssql 

    spec: 

      terminationGracePeriodSeconds: 10 

      securityContext: 

        fsGroup: 1000 

      containers: 

      - name: mssql 

        image: mcr.microsoft.com/mssql/rhel/server:2019-latest 

        env: 

        - name: MSSQL_PID 

          value: "Developer" 

        - name: ACCEPT_EULA 

          value: "Y" 

        - name: MSSQL_SA_PASSWORD 

          valueFrom: 

            secretKeyRef: 

              name: mssql-secret 

              key: SA_PASSWORD  

        volumeMounts: 

        - name: mssqldb 

          mountPath: /var/opt/mssql 

      volumes: 

      - name: mssqldb 

        persistentVolumeClaim: 

          claimName: mssql-data 
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Run below command to create the deployment. It will take few minutes to configure 

everything. 

kubectl apply -f sqldeployment.yaml --record 
 

 

Let’s list down the pods and services configured. 
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Step 10: Test the connections to newly created. You can use azure data studio IDE to connect to 

the server. 

 

 

 

In the container our operating system is Red Hat Enterprise Linux. 
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Let’s ty to create a database in newly created MSSQL Server. 
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Now we have configured MSSQL server with different node. Let’s find out high availability of 

new created Kubernetes service. Let’s simulate by killing the pod. You can run below .yaml file 

to accomplish the simulation.  

Assign the pod Name 

podname=$(kubectl get pods | grep mssql | cut -c1-33) 

 

Delete the Pod 

echo Cause a failover by deleting pod $podname 

kubectl delete pod $podname 

 

Let’s check again the running pods. 

echo Retrieving running pods 

kubectl get pods 

 

 

 

Now we have deleted the pods. Let’s try to connect the SQL server again and compare with previous 

settings. 

Previous settings 
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New configurations 

 

 

As you can see computer name has been changed the after the failover. However, there is no 

change in the operational database. This way we can ensure that Kubernetes services to handle 

all the failover and providing the high availability to stateful applications such as MSSQL Server. 


