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Sage Alerting Systems 
Digital ENDEC model 3644 
Firmware Revision: Alert Authentication Certificate Update cr-rev6 
Released July 2, 2021 

 
Release notes for certificate update cr-rev6 – for United States ENDECs only 

This free release updates CAP alert authentication certificates that are needed to continue to receive 
CAP alerts from IPAWS and some other CAP alert providers.  You can install this update now, but it 
must be must be installed by August 21, 2021 at 21:00:00 UTC. 

The release contains: 

• A total of four new certificates used for IPAWS message validation. The earliest of these to 
expire will now be April 2024.  It is always possible, however, that the Federal Public Key 
Infrastructure policies might change that would necessitate replacement of these certificates 
before that date. 

• Root certificates used for HTTPS access to web sites that provide alert audio files. 

• We have also included a fix to a problem with receiving audio from some HTTPS servers that 
use redirects, causing the ENDEC to use text to speech instead.  This is not a common 
occurrence, but might become more prevalent in the future, with this fix the ENDEC will fetch 
audio as expected. 

This release is only to be applied to ENDECs that already have version 95 installed. 

Do not install this release on ENDECs in Canada. 

General notes on Sage ENDEC updates 

• Never install an older update than the one you already have on your ENDEC.  This can result in 

mismatches between software modules and improper operation. 

• Never install an update twice.  If the version has been updated, then the files have been 

updated. 

If your ENDEC has a problem that you think can be fixed by reverting or reloading, please contact us at 

support@sagealertingsystems.com for assistance. 

In some cases, a release will check for prerequisites, if your ENDEC does not have the required 

elements, the update will not be installed.  In this case, an error is added to the ENDEC’s version page.  

You should always check the version page after you install an update.  If you don’t see the expected 

new version information, click the “Show update history detail” link on the version page to see the error 

message. 

  

mailto:support@sagealertingsystems.com
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Installing the CR-Rev6 update 

Step 1.  Verify that your ENDEC is up to date, and is ready for this update.  Use the version button on 
the ENDEC’s web page. As shown in figure 1 below, you should see the line “Your current firmware 
version number is 95-00” near the top of the page. If you are not running version 95, see 
https://www.sagealertingsystems.com/Rev95Questions-rev2.pdf 

 

 

Figure 1 – Version Identification 

 

Step 2.  Check to see if you already have the update installed.  Check the indicated line in figure 1.  If it 
contains CR-Rev6, then you have the update.  You are done.  Otherwise, continue to step 3. 

Step 3. Install the update.  Download it from here: 

 https://s3.amazonaws.com/sagealertingsystems/release/cr-rev6.x 

 and then upload it to your ENDEC with the Upload Firmware button on the ENDEC’s web page. 

Step 4.  Once the ENDEC has rebooted (you may need to manually refresh the web page after about 

two minutes), click the version button again.  Check to make sure you now have CR-Rev6, as shown 

above.  You may see other optional features and patch levels.  For this update, CR-Rev6 will be one of 

them. 

  

https://www.sagealertingsystems.com/Rev95Questions-rev2.pdf
https://s3.amazonaws.com/sagealertingsystems/release/cr-rev6.x
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What are certificates? 

You don’t need to read this, but it might provide some background into what certificates are, and why 

you have to update them on the ENDEC from time to time. 

A certificate, more formally, an X.509 certificate is part of PKI – Public Key Infrastructure.  PKI helps 

manage public key encryption, the basis of one type of internet security, and the one used by IPAWS 

CAP EAS. The following is a simplification. 

Public key encryption involves two paired keys, one that is public, and one that is private.  A key is just 

a (large) number, used in an algorithm. You can use the private key to encrypt data, and you can use 

the public key to decrypt it.  The public key is just that, public, and can be seen and used by anyone.  

The trick is while a private key will encrypt data that anyone can decrypt with the matching public key, 

only the owner of the private key can do the encryption.  If you have the public key and can correctly 

decrypt data, you know that the data came from someone with the private key. Likewise, if you encrypt 

something with the public key, only the holder of the private key can decrypt it. 

This is the process that enables the use of HTTPS type web sites.  It is used to allow a web site to 

prove that it is who it says it is, by using a private key to prove it.  A certificate plays a role here, by 

holding the public key. The certificate contains a lot of other data, for example, an expiration date, after 

which the key is no longer to be trusted.  We won’t get into the chain of trust here, suffice to say that 

certificates come in chains.  You trust that certificate A is ok because certificate B says so, and you 

trust B because C says so.  The last link in the chain is the root. 

IPAWS CAP uses PKI in two ways.  One is to prove that the web site on which the alerts are stored 

really is the FEMA server – which is just an HTTPS web site driven by a fancy database.  The top of the 

chain of certificates is called the root, the root is stored on the ENDEC along with other common web 

server roots.  Each CAP alert can also have a pointer to an audio file, and that can also use HTTPS, 

and can depend on a different root.   Sage periodically updates the trusted roots, CR-Rev6 is one such 

update. 

The other use of certificates is to sign the alert itself.  The signature, sent inside the alert, shows that 

alert was produced by someone with a key that was given to them by FEMA.  The signature is also 

used to show that the contents of the alert haven’t be altered after it was signed.  Only the first 

certificate in the chain is sent in the alert itself.  As discussed above, it contains a public key that is 

used to show that the alert was produced by someone with the paired private key.  Chaining is used to 

prove that the certificate was issued by FEMA, and contains FEMA’s public key.  That certificate, called 

an intermediate is in turn signed by an entity higher than FEMA in the security food chain.  Those 

“intermediate” certificates, and the trusted root, are stored in the ENDEC and need to be updated, 

either before they expire, or when a new chain of trust is issued. 

Those two types of certificates, the roots for HTTPS use, and the intermediates and root used for alert 

signing, are what is included in an update like CR-Rev6.  Sage releases these updates in a self-

installing bundle.  Other EAS manufacturers use a different method to install certificates, but in the end, 

it is the same – users must periodically install new intermediate certificates into their equipment.   
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You can see the alert signing certificates in the ENDEC on its web interface using the Certificates 

button and then the View CAP Certs button.  Certificates that will expire in the next 60 days have a light 

red background.  Expired certificates will be marked as expired.  Note that these expiration dates are 

not selected by EAS manufacturers or FEMA – they come from higher up in the security chain.  

Likewise other events that force the need for new intermediates do not originate at the FEMA level.  

 


