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The New Healthcare Landscape 

There’s no doubt the healthcare industry is under pressure. With lowering reimbursements and a 

changing care model the signal to providers and practices seem clear, do more with less.  

Technology has become the biggest influencer in medical practices today. With Medicare moving 

towards an all or nothing quality care model, practices today must be focused on how technology and 

it’s moving parts play a role in providing patient care. A seismic shift is occurring in the healthcare 

industry, all part of a trend to reduce cost and improve outcomes. 

Insurance – The Affordable Care Act has shifted more of the burden of cost to the patient. Out 

of pocked cost have skyrocketed in the past 5 years meaning providers must collect more from 

patients. Patient collections are a much slower process than insurance collections. Further 

complicating the impact of this shift is the fact that unpredictable payments can cause cash flow 

to become unstable. 

Government Incentives – MACRA/MIPS will fundamentally change the way Medicare pays 

providers. Providers that do not comply with the new quality payment program will have 

negative payment adjustments. Reimbursements will be further squeezed for many providers. If 

you are attesting for MARCA/MIPS you must have a mitigated risk assessment. Medicare’s 

website for the quality payment program can be accessed here https://qpp.cms.gov/  

Compliance – Compliance is playing a greater role in the day to day business of a practice. 

Audits are increasing. MIPS audits will automatically scrutinize the risk assessment component 

and will audit for mitigation. It’s no longer good enough to say yes, we are HIPAA compliant 

while having no documentation or proof. 

Innovation – In recent years, technological innovation has increased the pace at which 

information in communicated. Coordination has had an increased focus. Mobile apps and other 

technology allow providers to make decisions on the go from anywhere in the world. More ways 

to communicate means more information for the taking for hackers and identity thieves. 

Providers must be diligent that all devices are compliant. 

Compliance and Security Challenges 

The advent of electronic medical records and the emphasis on coordination has brought many malicious 

players to the table. Gone are the days when the biggest threat was an employee talking out of turn. 

Now hackers are regularly trolling medical organizations both big and small. And, the current climate 

points to the overwhelming conclusions that many organizations do not take security seriously enough 

to document properly. Small and medium size practices have become new targets for hackers. Hackers 

have realized that small and medium size practices can be just as profitable as larger health systems and 

are easier to breach because of a lack of strong IT infrastructure. 

https://qpp.cms.gov/


Security – Practices overestimate the security of their network. Working with unqualified IT 

professionals that put basic business security on computers and office networks is not good 

enough when dealing with PHI. 

Perceived Value – Practices don’t understand the value of PHI to a hacker. Medical records can 

fetch up to $50 per record while credit cards only fetch around $5.  

No time for training –  Training can be expensive and time consuming. Many offices simply rely 

on their employee’s good judgement when it comes to security and compliance. However, since 

2004, the first full year of HIPAA inception, the second most investigated issue has been 

impermissible uses and disclosures. These directly stem from employees making poor decisions 

with patients PHI. 

Small Practice – Most news coverage focuses on breaches with large fines. But, with the 

increasing amount of moneys hackers can sell PHI, smaller less secure offices have become open 

targets. It takes less time to hack a small office and the rewards can still be large. 

Workflow disruption and cost – The changing medical landscape has left practices feeling like 

they are spending less time with patients and more time complying with federal regulations. 

Automation is going to be key in providers getting back to the basics of practicing medicine. 

Automating mundane tasks will be key. 
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Given the technology driven nature of practicing medicine hacking and IT related incidents are driving 

most of the breaches. What is more disturbing is that unauthorized access and disclosures are so close 

behind. Given that most of these breaches are due to human error, it signals that covered entities and 

their business associates are not fully complying to the law and training employees fully. 

Let’s Look at Penalties 

The office of Health and Human Services and it’s Office for Civil rights administrates HIPAA. The OCRs 

job is to ensure equal access to certain health and human services and protect the privacy and security 

of health information. There are several types of audits they OCR can perform. Regardless, each carry 

financial risks if you are not prepared. 

If you have an audit and are found at fault the OCR will issue a corrective action plan. Some are a little as 

apologizing to the patient. Others are fines ranging in the millions of dollars.  

Did Not Know – the office has taken reasonable steps to be compliant. There was no way for the 

practice to know that this breach would have occurred.  

Reasonable Cause – “Reasonable cause means an act or omission in which a covered entity or 

business associate knew, or by exercising reasonable diligence would have known that the act or 

omission violated an administrative simplification provision, but in which the covered entity or 

business associate did not act with willful neglect.”  45 CRF 160.401 

Willful Neglect Corrected – “Conscious, intentional failure or reckless indifference to the 

obligation to comply with the administrative simplification provision violated.” 45 CRE 160.401 

Willful Neglect Not Corrected – Violations that stand uncorrected stand to by penalized more 

than those that are corrected. 
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The good news is that if the OCR does not find you willfully negligent and you comply to their findings 

and corrective action plan you cannot be monetarily fined. The goal of any office should be to get from a 

willful neglect scenario to reasonable cause or did not know scenario.  

Growing Risks 

Patients trust has always been on the line. The Ponemon Institute Fifth Annual Study on Medical Identity 

Theft found that 50% of patients would find a new provider if they discovered their records were stolen 

or compromised. The financial ramifications of this statistic alone would be disastrous regardless of 

penalties that may or may not be assessed by the OCR.  

Under HITECH the penalties for noncompliance have soared. HITECH also expanded the scope of what 

entities can be found liable, including business associates ranging from IT companies to billing 

companies. The Privacy and Security Rule also made it clear that covered entities are responsible for 

their PHI even when they have entrusted certain aspects of their practices to outside sources. It’s not 

good enough that your office is safe. Contractors must also comply by the laws. The law also states that 

any subcontractors of that contractor must comply. Click here for a business associate decision tree. 

In addition, if a practice is attesting for MIPS a risk analysis must be completed and it must be mitigated.  

CMS has shown that it is willing to take away incentive money if practices do not have a risk analysis. 

Given that it is a mandatory requirement to attest, practices should plan on being able to show auditors 

their assessment and mitigation plans. 

 

Automating Compliance  

Given the recent automation in healthcare, one part that has been greatly left behind is security and 

compliance. Most providers still have policies and procedures tucked away in three ringed binders, risk 

assessments that have been done years ago or cannot be found and training all but forgotten in the day 

to day of a busy practice.  

Documentation is key to achieving compliance. And, the OCR has made it very clear that all aspects of 

the law must be addressed. Addressing certain aspects will not offer a practice much protection if an 

audit was to occur.  

HIPAAStrategies is the only solution that automates all areas of compliance in one easy to use tool.  

Risk Assessment – HIPAAStrategies fully automated risk assessment and management tool 

instantly generates reports that provide detailed findings and recommendations. A corrective 

action interface allows you to monitor compliance progress and mitigation. 

 

 

https://s3.amazonaws.com/s3.systematicrevenue.com/MediaFiles/816dba9c3a062fa48917e7cc3ed843c33089df9df830f4b1ff2da586f08d2e53.pdf


Policies and Procedures – Most HIPAA policies and procedures are out of the box templates that 

have little to do with how practices conduct business. HIPAAStrategies provides basic templates 

that can be customized to your practices needs. Each policy is editable and can be attested to 

build a history of compliance. The editable policy and procedures give options and 

recommendations for practices.   

Training – Enjoy a comprehensive library of privacy and training courses. Users can take courses, 

conduct tests and get certified. Results are sent to the admin for review. HIPAAStrategies also 

holds quarterly train the trainer calls to facilitate open discussions amount peers.  

Vendor Management – Since expanding who must comply with the law, vendor management is 

now more important than ever. Consolidate all your vendor information like contracts and BAAs 

in one simple to use platform. Push assessments, document and tasks to ensure vendor 

compliancy. 

HIPAAStrategies is designed to be a do it yourself compliance and security tool. Implementation and 

customers satisfaction is important. Because of this, we offer free training and a step by step 

implementation process that includes at least three one-hour consulting sessions. The goal is to 

automate compliance then let HIPAAstrategies software monitor ongoing activities. HIPAAStrategies 

also understands the importance of IT and the role it plays in a practice. We partner with some of the 

best IT companies in the industry to bring you state of the art penetration testing that reports where 

there may be holes in IT infrastructure. Our comprehensive approach to becoming compliant or 

automating compliance is unmatched in the industry. Our affordable plans can be tailored to meet any 

practices needs.  

Our free risk evaluation will help you gauge where your practice is in terms of compliance. The results 

will be made available immediately after the evaluation. It’s quick and easy and a great first step in 

automating compliance.   

 

 

Demands on practices are rising. As technology is leveraged to meet those demands compliance and 

security can also be automated letting practices spend less time on paper work and regulations and 

more time with patients. HIPAAStrategies is the only solution that provides a full set of compliance tools 

in one easy to use software.  

 

 

 

  

 

CLICK HERE FOR A FREE RISK EVALUATION 

https://simbus360.com/ecfs/

