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Foreword

The Journey
of Digital
Transformation

Countless industries are being transformed by digital
technology — and the financial industry is no exception.
Technology is putting consumers in
control, disintermediating established
players, and promising a more
personalized user experience —
whether we are booking a taxi, buying
a bestseller, consuming TV episodes
or movies, or seeking a place to stay.
A new wave of “digital-first” providers
is prioritizing convenience and relevance,
underpinned by sophisticated analytics.
For the financial industry, the challenge
is to marry this digital innovation
with qualities that are fundamental
to trust and confidence in the sector:
governance, stewardship and a focus
on long-term value.
Achieving a balance between digital
innovation and long-term value is a
multi-faceted challenge. As this
report makes clear, the industry
is getting to grips with a rapidly
evolving set of emerging technologies,
including blockchain, predictive
analytics and artificial intelligence.

While it’s critical to understand
how these technologies can deliver
immediate improvements in efficiency
and insight, the industry also
needs a long-term vision for digital
transformation that goes beyond
“quick wins” and simply adding the
latest technologies to an existing
infrastructure. Digital leaders will also
bring a humanity to technology-driven
transformation. They understand that
value will be realized through the
interaction of people and technology,
to develop the most client-centric
and purpose-driven approaches.
In this report, we apply a State Street
lens — shaped by our own journey
of digital transformation — to show
how organizations can succeed in
this new future. For us, it’s about
Asset Intelligence — applying our
technology, people, insights and
experience across global financial
markets, to create long-term
value for clients in a digital age.
5

The Three I’s
of Data

Digital leaders will ultimately excel
in the “three I’s of data”: integration,
intelligence and integrity. These
leaders can integrate data, both
structured and unstructured, whether
it derives from internal or external
sources. They draw new insights
from this data to drive improved
decision-making, agility and clientcentricity. And they safeguard it
with the highest levels of security.
This three-pronged approach will
underpin the finance firm of the future
by enabling the development of highly
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personalized, data-driven products
that appeal to a broader range of
investors. And by increasing the ability
of institutions to understand their
investors’ needs, the three I’s will
support transparent, flexible services
that increase trust and confidence in
the sector — redefining stewardship
for the digital era.
State Street is focused on how deeprooted digital innovation, incorporating
the three I’s of data, can generate new
value for our clients. We are pleased to
share our latest insights in this report.

Integration

Intelligence

Integrity

7

Introduction

Forces of
Disruption
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Digital transformation is driving a seismic shift in
the investment industry. Both fintech start-ups and
established investment firms are using emerging
technologies — including predictive analytics and machine
learning — to disrupt the industry, promising clients
highly customized, hyper-convenient investment solutions.
“Using big data
and digital
technologies,
we are able to
price portfolios
up to 30 minutes
faster — which
has had a
transformative
impact for
our clients.”
LIZ ROALDSEN
Head of digital
transformation,
State Street

At the same time, digital investment
services are transforming the
investment process — and have the
potential to reduce costs, improve
returns, and enhance risk
management and transparency.
“Financial products are becoming
more complex, and the market
is more competitive,” explains
Liz Roaldsen, head of digital
transformation at State Street.
“To differentiate and sell products
in this environment, it’s critical to
be able to provide timely and accurate
fund performance metrics. Using
big data and digital technologies,
we are able to price portfolios up to
30 minutes faster — which has had a
transformative impact for our clients.”

In this report we combine insights
from recent State Street-sponsored
research1 with the views of industry
experts in order to explore how
firms across the financial services
industry are using digital technologies
to “reimagine” their businesses. In
particular, we explore how the finance
leaders of the future will build a
competitive advantage around the
“three I’s of data.” We examine how
emerging technologies can support this
ambition and identify a number of areas
that firms must address as a priority
on the path to digital transformation.

1. Wealth and Asset Management 2021: Preparing for Transformative Change, by Roubini ThoughtLab,
an independent thought leadership consultancy. This research was sponsored by State Street.
The research program, conducted from March to July 2016, is based on extensive quantitative analysis
of 2,000 retail investors and 500 wealth investment providers (including universal banks, independent
investor advisors, alternative investment firms, mutual funds, fintechs/robo-advisors, private banks
and family offices) across 10 world markets; economic modeling and forecasting across 25 countries;
and expert opinions from more than 40 market leaders, economists, technologists and investment
specialists. For full details of this research, see page 36. All data in this presentation originates from
this research unless otherwise noted.
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Digital drivers

81%

of investment
providers say digital
transformation is
important for the future
of their organization

The pace of digital innovation is
accelerating. Our research points
to three main drivers: increased
competition from fintech firms,
changing client expectations, and
financial and regulatory pressures.
The industry fully acknowledges
the disruptive power of technology.
Of the investment providers surveyed
in the research — a group ranging
from universal banks and mutual
funds to alternative investment
firms and fintechs — almost one in
two (49 percent) say technology is
redrawing the marketplace for their
business. Eight in 10 (81 percent) say
digital transformation is important for
the future of their organization.2
Rise of the digital challengers

The pressure to embrace digital
is driven partly by the emergence
of a growing number of fintech
firms. These digital challengers are
disrupting the sector by introducing
highly accessible services that remove
many of the barriers and costs
traditionally associated with investing.
Acorns, for example, is a microinvesting app that automates
investing by linking it seamlessly
to everyday spending. The change
from any card purchase is rounded
up to the nearest dollar and invested
into a diversified portfolio.

According to board director and CEO
Noah Kerner, “Investing was for the
wealthy. Acorns is putting the tools of
wealth-making in everyone’s hands.”3
The appeal of fintech firms is
underscored by the research:
41 percent of retail investors say that
they will be using fintech companies,
including social investing and
online trading platforms, by 2021.
“The fintech sector represents the
epitome of digitization,” explains
Antoine Shagoury, chief information
officer at State Street. “Their intuitive
positioning fosters a collaborative and
complementary integration opportunity
with the clients’ services. As a result
the investment process becomes an
iterative, dynamic and interactive
experience for the customer.”
While fintechs are currently setting
the pace, other investment firms have
an opportunity to harness technology
to their advantage. At a time when
customer acquisition costs can be high,
digital services could enable asset
managers to scale their operations
and customer reach much more cost
effectively. Indeed, digital technology
could open up unprecedented
investment opportunities to a whole
new generation of mass affluent
customers — whereby everyone with a
bank account can become an investor.

2. Wealth and Asset Management 2021, Roubini ThoughtLab (sponsored by State Street).
3. PR Newswire, Acorns raises $30M in funding to expand its micro-investing products, services,
and partnerships, April 2016.
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“The old way of
doing things
won’t appeal
to millennials,
who want a
much more
technology-centric
experience.”
J.R. LOWRY
Head of State Street
Global Exchange in
Europe, Middle East
and Africa

Changing client expectations

Expectations of investment providers
will change radically in the coming
years, as organizations across
other sectors continue to launch
highly personalized, digital services
that make customers’ lives easier.
Investors will expect the same.
The vast majority of customers
(82 percent) say their investment
provider will need to stay at the
forefront of technology in the next
five years, while 58 percent say
that “innovative solutions” will be
an important criterion when they
select firms over the same period.
The yardstick for performance is also
shifting. While returns will continue
to be key, customers also want their
investment strategy to be tailored to
their unique investment goals.
In a survey of asset managers, asset
owners and other intermediaries
by State Street’s Center for Applied
Research, only 28 percent say they
are in the industry in order to help
clients achieve financial goals.4 This
figure could be improved by technology,
which enables a greater focus on
client goals through lower-cost,
scalable models. Nearly two-thirds
of retail investors (64 percent) say
they will want personalized advice
in the near future, while 62 percent

expect do-it-yourself capability,
such as tools that enable them to
self-manage their investments.5
“We need to do a better job of providing
customers with solutions that aren’t
reliant on having a financial advisor,”
explains Mike Karpik, head of State
Street Global Advisors (SSGA) in
Europe, Middle East and Africa.
“Most people don’t actually need a
financial advisor — they need a sound
investment portfolio that aligns
with their lifestyle and their age.”
Investment firms that fail to meet
these expectations are likely to lose
market share. This is particularly
the case when it comes to attracting
“digital natives” who grew up using
hyper-convenient digital services.
While 42 percent of Generation X
(ages 35–49) are willing to change
investment providers if their expectations
are not met, this figure rises to 65
percent of millennials (ages 18–34).
Brand recognition is also important:
when looking for a new provider,
many investors will be drawn to
firms with a powerful brand image
that resonates with their values.
“The old way of doing things won’t
appeal to millennials, who want a much
more technology-centric experience,”
says J.R. Lowry, head of State Street

4. Discovering Phi: Motivation as the Hidden Variable of Performance, State Street Center for Applied
Research, November 2016. This report explores the importance for the industry of rallying around
a sense of purpose focused on clients’ long-term goals. It defines a variable “phi” derived from the
motivational forces of purpose, habits and incentives that govern our behaviors and actions.
5. Wealth and Asset Management 2021, Roubini ThoughtLab (sponsored by State Street).
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Regulation

Pressure on margins and the growing cost of compliance
Today’s investors expect greater
transparency around the value they gain
from their investment providers, and new
regulatory requirements are reinforcing
this focus. Initiatives such as the US
Securities and Exchange Commission’s
(SEC) modernization rule, Markets in
Financial Instruments Directive II (MiFID II)
and the US Department of Labor fiduciary
rule are driving greater transparency and
reinforcing the best interests of clients.

Regulation may increase the cost of
compliance and put pressure on reporting
systems. It intensifies the need for digital
transformation, particularly as firms enter
new markets or segments and may face a
matrix of global regulations. Recent reports
suggest that compliance and regulatory
costs can be as high as $4 billion a year
for some banks, ranging from moneylaundering checks to requirements to give
more data to regulators for stress tests.6

Improved levels of transparency will give
end-investors more data and insight on which
to base their investment decision-making —
assuming they can gain a command of this
additional insight. In addition, depending
on how regulations such as MiFID II are
implemented by individual countries, there
may be an impact on current advice and
distribution models.

In another recent State Street study, more
than two-fifths (42 percent) of asset
managers and owners surveyed said they
face a moderate to significant challenge
in reporting their liquidity position to their
board or regulators. Nearly half (47 percent)
are investing in external capabilities to
help them with regulatory compliance.7

Where advice costs have to be charged
separately in the future, instead of
being “bundled” into the overall cost of
an investment product, retail investors
may gravitate toward low-cost automated
advice models such as robo-advisors.
These offerings also offer the digital
user experience that a new generation
of investors will come to expect.

Technology will be key to delivering on the
evolving regulatory compliance needs. It may
also promise a new approach for regulatory
oversight. One of the potentially exciting
applications of blockchain is as an immutable
record of market transactions that could
be accessible to regulators. This vision
would be contingent on widespread industry
support and adoption of a public blockchain.

6. Banks face pushback over surging compliance and regulatory costs, Financial Times, May 2015.
7. Let’s Talk Liquidity: Opportunities in a New Market Environment, State Street, 2016. This report explores the evolving market
liquidity environment, driven by regulatory change and other factors. The study showcases the results of a global survey of
300 institutional asset owners and managers conducted in June and July 2016.
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“Until recently,
some firms
considered
redesigning
their website
to be digitizing.
But this is far
too limited —
digital should
permeate the
whole of the
organization.”
IAN SMITH
Head of UK investment
management strategy
practice, KPMG

Global Exchange in Europe, Middle
East and Africa. “Millennials are
already using apps to manage many
aspects of their lives. If investment
firms send them a quarterly report
in the mail and don’t give them the
ability to go online and run simple
analytics on their investments,
that’s just not going to cut it.”
Some investment firms risk falling
behind on tech innovation

Although the need for digital
transformation is clear, some
investment firms have moved
relatively slowly to embrace new
technologies. In fact, almost three
in 10 firms (28 percent) go so far as
to say that they lag behind peers
in applying digital technologies.
According to Ian Smith, head of KPMG’s
investment management strategy
practice in the UK, this may be due to
a lack of understanding about what

digitization really means.“Until recently,
some firms considered redesigning
their website to be digitizing,” he
explains. “But this is far too limited —
digital should permeate the whole of
the organization.”
Furthermore, despite increased
competition from new “digital-first”
players, our research shows that
investment firms may struggle to
implement key digital capabilities over
the next five years. Only around half of
providers say they will offer digitally
enabled services that allow investors
to analyze and manage their portfolio
(53 percent), track the performance of
investments against their life goals
(48 percent) and connect with a wealth
advisor, for example via a telepresence
service (52 percent). The reality is that
investors’ expectations are only going
to increase.

53%
48%
of investment providers
say they will track
the performance of
investments against
clients’ life goals in
the next five years

52%
will connect with
a wealth advisor,
for example via a
telepresence service

will offer digitally
enabled services that
allow investors to
analyze and manage
their portfolio

13

Section 1

Using the
Three I’s of
Data
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Success may depend on the ability to deliver insightdriven services that customers can trust.
“Some firms
focus almost
exclusively on the
front end of their
systems — the
user experience.
But if this isn’t
underpinned by a
robust approach
to data, then it’s
simply a cosmetic
exercise. It’s
crucial to get the
data right first.”
LIZ ROALDSEN
Head of digital
transformation,
State Street

A key opportunity of digital
transformation is to use data
in a way that facilitates relevant,
scalable and personalized solutions —
whatever the size or sector of
investors, or their objectives.
In the retail space, innovation
could allow investors to access an
investment solution that matches
their risk appetite, based on personal
data input via an app-based interface.
Smartphone notifications might
alert investors to new opportunities
or nudge them toward additional
investment. Using predictive analytics
to deepen understanding of investors’
attitude and behaviors, the portfolio
could rebalance itself automatically.
For institutional investors, dynamic
dashboard-style reporting —
consolidating both existing and
new sources of data — may allow
a more holistic and real-time
perspective on investment risk.

By improving investment firms’
ability to understand and manage
risk, advanced data analytics
may also support new product
innovation and closer alignment
with investor interests.
Future-proofing the operating model

Yet none of this can happen without the
“three I’s of data” touched on earlier:
integration, intelligence and integrity.
These are the foundation of the
investment industry’s new relationship
with technology, and will enable firms
to develop the high-performing, highly
personalized products of the future.
“Some firms focus almost exclusively
on the front end of their systems — the
user experience,” says State Street’s
Liz Roaldsen. “But if this isn’t
underpinned by a robust approach
to data, then it’s simply a cosmetic
exercise. It’s crucial to get the data
right first.”
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First, firms are looking to consolidate
growing amounts of customer and
business data in repositories such as
data lakes and warehouses. Second,
they are using advanced analytics
tools to extract more granular and
valuable insights from such data.
And third, the validity and security
of data is critical at all times.
By developing strategies that address
each of the three I’s, firms can start to
“future-proof” their operating models

and set the foundation for developing
digital products and services.
Our research supports the view that
excellence across the three I’s is
increasingly a source of competitive
advantage. In the study, a group of
digital leaders were identified (defined
as organizations in the advanced
stages of digital transformation).
Digital leaders outperform their peers
on various aspects of data integration,
intelligence and integrity (see Figure 1).

Figure 1: How digital leaders are sprinting ahead across the three I’s8
(% at an advanced stage in each area)

63%

63%

64%

63%

52%

35%
30%
24%

Building an integrated,
omni-channel approach
(data integration)
Digital Laggards

24%

Aligning front, middle and
back offices to better
service clients
(data integration)

Fully harnessing data
and analytics to improve
decision-making
(data intelligence)

22%

Identification of future
areas of growth and
new segments
(data intelligence)

Applying robust
cybersecurity
measures
(data integrity)

Digital Leaders

8. Wealth and Asset Management 2021, Roubini ThoughtLab (sponsored by State Street). Leaders are defined as those at an advanced
stage of digital transformation. When asked how they compare with other firms in their industry sector in applying digital technologies
to transform business strategies, processes and services, they answered “moderately ahead of most competitors” or “far ahead of most
competitors.” By contrast, laggards are defined as those who are behind the curve in terms of digital transformation. When asked how
they compare with other firms in their industry sector in applying digital technologies to transform business strategies, processes and
services, they answered “moderately behind most competitors” or “far behind most competitors.”
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Data integration: Combining
raw, unstructured data from
multiple trusted sources

There is increasing pressure for
firms to improve the way their data
is managed and shared across the
organization. In the traditional IT
architecture, companies would
plug their information into a data
warehouse where it could be analyzed.
However, this can be a slow and
cumbersome process because the
data needs to be cleaned and
standardized. Today, a new type of data
warehousing technology has emerged
that makes it possible to analyze data
in near real time, even when it is drawn
from a vast range of structured and
unstructured data sources.
“A major benefit of our real-time data
warehouse is that we can check the
accuracy, integrity and timeliness
of that data as it’s being produced,”

explains Dick Taggart, global head of
operations for SSGA, speaking in his
former capacity as global lead for
State Street’s Investment Manager
Services (IMS) group. “If a piece of
data looks out of place, we see it
immediately. We know where it went
wrong and we can fix it.”
These new digital repositories also
enable investment firms to integrate
third-party data — such as external
benchmark data — with their own.
Soon, they will be able to add
unstructured data, such as social
media posts, email text, and audio
and video files.
Which leads to the intelligence stage:
by applying advanced analytics tools
and artificial intelligence (AI) to
their data pools, firms can extract a
continuous stream of valuable insights.

17

Data intelligence: Extracting new
insights from data in real time

Across the financial services
ecosystem, firms must be able to
guarantee the high levels of data
intelligence required to improve
the performance of investments
while reducing risk. Indeed, more
than a third of investors (39 percent)
say they expect investment firms
to use the latest technology to
provide sophisticated data analytics.
Recognizing this demand, many
firms are starting to deploy data
analytics to assess risk and gain a
real-time view of how shifting market
conditions are affecting portfolios.
Yet the potential of advanced data
analytics extends far beyond
risk management. An increasing
number of providers are now using

39%
of investors expect
investment firms to use the
latest technology to provide
sophisticated data analytics
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predictive analytics to identify future
investor trends, better understand
clients’ needs, and find new ways to
measure performance against their
competitors, the overall industry
and clients’ financial objectives.
Predictive analytics can also enhance
customer acquisition by helping to
understand investor behavior within
new market segments and enabling
firms to engage with these individuals
in a targeted, user-centered and
customized way. In the future,
advanced analytics will allow firms
to segment their client base more
finely. There will be a shift from “wallet
segmentation” (i.e., segmentation
by wealth level) to “true behavioral
segmentation” that incorporates how
people invest and spend their money.

“State Street is
transitioning
from being a
custodian of cash
and securities,
to a true data
custodian.”
DICK TAGGART
Global head of
operations, State Street
Global Advisors

Data integrity: Guaranteeing the
integrity and security of data

For investors to trust firms with their
data, they must ensure the highest
levels of data security and integrity.
“Clients saw the potential of our
data warehouse and are now
asking us to store their data,”
explains State Street’s Dick Taggart.
“We keep their data secure, organized,
current and accurate. They can then
use their own applications to run
reports on the data, for example
on risk or performance. State
Street is transitioning from being
a custodian of cash and securities,
to a true data custodian.”
According to State Street’s
Liz Roaldsen, data integration is the
foundation of data integrity. “Many firms
are dealing with a ‘spaghetti’ of legacy
systems, which can make it difficult to
identify a single, trusted source for

data — so you could end up with
multiple, conflicting views of a
customer, for example. Integrating
legacy systems is a big undertaking,
but it’s critical to arrive at a single
version of the truth.”
When it comes to assuring the integrity
of data, established players may have
an advantage over fintechs. The best
of them already have a reputation for
stewardship and high levels of customer
trust. Our research supports this:
40 percent of investors say they would
avoid fintech businesses because of the
perceived higher cybersecurity risks.
Furthermore, when asked what firms
could do to attract the interest of
investors, 46 percent of investors say
“maintain trust and brand reputation.”

40%
of investors would
avoid fintech businesses
because of the perceived
higher cybersecurity risks
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What Does the
Investment Firm
of the Future
Look Like?

As firms race to master the three I’s, they will
need to leverage emerging technologies to unlock
the power of data. Our research points to the top
five emerging technologies that investment firms
say they will prioritize for adoption over the next
five years. Blockchain comes top of the list:
1

Blockchain

Blockchain has grown far
beyond its roots in bitcoin.
It is increasingly being used for
various applications other than
bitcoin transaction processing.
For investment firms, the most
exciting aspect of blockchain is
that it makes it possible to create
an immutable digital ledger of
transactions, agreements and
contracts without the need for
a central authority.
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This is likely game-changing for
the industry, as it has the potential
to enable firms to automate
the processes of clearing and
transferring assets. A 2015
Santander report projected that
banks alone could be saving up
to $20 billion a year by 2022 —
just by using the technology to
perform back-office tasks.9 The
true potential of blockchain
will be realized as the industry
congregates around public
applications of the technology,
underpinned by official currencies.

1

64%

Blockchain

5

2

38%

50%

Figure 2: Top five
emerging technologies
for providers10

ID software based
on biometrics

Predictive
analytics

(Percentage of firms
that will adopt each technology
over the next five years)

4

47%

Real-time
tracking systems

“Blockchain is built on cryptocurrencies,” explains Adi Ben-Ari,
co-founder of Applied Blockchain.
“Yet, in the future, it could be
underpinned by actual currency, for
example through a central bank. Then,
if you place applications on top of that —

3

49%

Artificial
intelligence

for example to connect data and
business processes to real money —
the possibilities are endless.”
By guaranteeing true data
integrity, blockchain may eventually
remove the need for intermediaries
between counterparties.

9. The Fintech 2.0 Paper: rebooting financial services, Santander Innoventures, Oliver Wyman
and Anthemis Group, 2015.
10. Wealth and Asset Management 2021, Roubini ThoughtLab (sponsored by State Street).
The five technologies highlighted are those “smart” technologies that providers expect to be
most prevalent in their organizations in five years’ time. (Q: Which digital technologies does
your organization expect to be applying to your investment management business in five years?
Select all that apply.)
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2

Predictive analytics

Predictive analytics is already being
used by investment firms to increase
levels of data intelligence. In particular,
this means extracting the real-time
insights they need to manage risk
more effectively and track changing
customer needs. Almost half of firms
(44 percent) say that using predictive
models to identify future investor
trends will be important to respond to
changing market trends and investor
expectations in the next five years.
An exciting area of predictive analytics
is sentiment analysis, which involves
using unstructured data — such as
views and feelings expressed on social
media — to predict how customers are
likely to behave. Its potential is set to

increase dramatically as the Internet of
Things gives rise to increasing amounts
of data on every aspect of customers’
lives. Ultimately, this will enable
firms to create highly customized
products that have the flexibility to
adapt to changing investor needs.
Improved customer insight isn’t the
only reason to harness predictive
analytics. As this technology grows
in sophistication, it is also being used
to identify which stocks to buy and
sell, based on patterns identified in
vast amounts of data from across
the financial system. For investment
firms, this presents an opportunity
to automate advisory services and
improve the performance of portfolios
by enabling faster, more effective
decision-making.

44%
say using predictive models
to identify future investor
trends will be important
to respond to changing
trends and expectations
in the next five years

49%
of investment firms
expect to be using
AI within five years
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3

Artificial intelligence

Innovations in AI mean that, today, it is
machines not humans that are looking
for the best, longer-term investment
strategies. Machine investing analyzes
daily market prices and volumes,
macroeconomic data and corporate
accounting documents to arrive at the
best investment decision. A recent report
from Thomson Reuters estimates that
75 percent of the volume of global trades
worldwide is currently executed by
algorithmic trading systems.11
One of the most exciting aspects of AI
is machine learning, which means that
machines can apply learned patterns
to new data — enabling them to make
better decisions over time. A new
generation of funds is already using

innovations in machine learning and
deploying AI systems that can analyze
vast amounts of data at speed.
Hong Kong-based Aidyia uses AI
technology to make all stock trades,
with no human intervention required.
Its AI computer sets out to predict price
changes using a broad data set that
includes prices and volumes, news and
social media data in various languages,
and other economic and accounting
data.12 Meanwhile, Rebellion Research
in New York uses a form of machine
learning called Bayesian networks to
predict market trends and pinpoint
particular trades. These technologies
point the way to broader use of AI
by investment firms: in the survey,
49 percent of investment firms expect
to be using AI within five years.

11. The rise of AI and algorithms in the financial services sector, Raconteur, July 2016.
12. Digitizing Intelligence: AI, Robots and the Future of Finance, Institute of International Finance,
March 2016.
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“These technologies mean that
asset managers now have all
the information they need before
they get to work in the morning.
This means they can run
investment research and identify
the trades that they want well
before the market has opened.”
DICK TAGGART
Global head of operations, State Street Global Advisors

4

Real-time tracking of
asset performance

The move to cloud-based platforms,
combined with the implementation
of advanced data analytics tools, will
enable more investment firms to track
the performance of assets in real
time. This ability to spot and respond
to shifting market conditions can
give investment firms a competitive
advantage. This helps explain why
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there is significant growth in the
adoption of real-time tracking
systems (47 percent of investment
firms will use them in five years’
time, up from 38 percent today).
“These technologies mean that asset
managers now have all the information
they need before they get to work in
the morning,” explains State Street’s
Dick Taggart. “This means they
can run investment research and
identify the trades that they want
well before the market has opened.”

5

ID software based
on biometrics

As the digitization of financial
services increases, so does the risk
of cybersecurity breaches. Investors
are aware of this threat, and over a
third (34 percent) say that actively
protecting against fraud is critical for
investment providers to build trust.
Biometric authentication will play
a critical role in preventing fraud in
an omni-channel environment, and
financial services firms are fast
adopting biometric technologies to
verify their customers’ IDs. These
technologies include voice recognition,
face recognition and fingerprint ID.
While not new, the ways in which
these technologies are deployed
in the future may be critical in
delivering on investors’ expectations
around improved security.
Atom Bank, the UK’s first digital-only
bank, uses face and voice biometrics
plus machine learning technology
to authenticate and service clients.
Biometrics are used to log in to the
bank’s app, with Atom reasoning
that “It’s much easier to take a selfie

or read a phrase aloud, than try to
remember a complicated number
sequence.”13 Similarly, MasterCard
is rolling out its biometrics-based
payments technology worldwide,
enabling users to authenticate
online payments using a fingerprint
or through facial recognition.14
The sophistication of biometric
technologies is increasing fast. UK
building society Nationwide recently
announced that it is exploring how
it can use behavioral biometrics to
apply an additional level of security
to its banking services.15 Behavioral
biometrics analyzes how the customer
interacts with both the device and
the application each time they log
in (for example, how hard and fast
they tap the keys, and how they
swipe the screen), then compares
it with their behavior profile to
ascertain whether they are genuine.
Furthermore, research from Equifax
suggests that nearly as many banking
customers now favor fingerprint
recognition (31 percent) to gain
access to online banking compared
with passwords (32 percent).16

13. Fabulous Atom Questions (FAQ), Atom Bank, December 2016
14. MasterCard makes fingerprint and ‘selfie’ payment technology a reality, MasterCard, October 2016
15. Nationwide watches customer behaviour in authentication experiment, Computer Weekly, April 2016
16. Brits warming to biometric technology for online banking access, BizReport, April 2015
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Section 2

Learning from
the Digital
Leaders
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Traditionally, many investment firms have taken a
cautious, ad-hoc approach to adopting new technologies.
But faced with competition from highly
agile digital leaders, firms can no longer
rely on a piecemeal strategy: they need
to understand the potential to digitally
transform all aspects of their operations —
and recalibrate their strategy and culture
to succeed in this mission.

What’s striking in the research is that
digital leaders don’t just excel across
the three I’s of data. They also agree
that several behaviors are critical to
drive competitive advantage in a digital
arena (see Figure 3).

Figure 3: What are the key success criteria for digital transformation?17
Key success criterion for digital transformation, according to digital leaders*
Invest adequately in new technologies

41%

Set a clear customer strategy

37%

Maintain a culture of innovation

33%

Make a strong business case

32%

Develop a staged path to transformation

32%

Acquire the right talent

31%

Build a visionary executive team

29%

Ensure cybersecurity is a top priority

29%

Be willing to cannibalize existing business

27%

Organize a high-performance digital team

27%

17. Wealth and Asset Management 2021, Roubini ThoughtLab (sponsored by State Street).
Respondents were asked to name their five key success criteria for digital transformation.
*See page 16 for a definition of digital leaders.
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“You have to hire
young people
with a passion for
technology and
educate them to
become experts
in understanding
capital markets.
Typically, you
would find people
who either have
a passion for
capital markets
or a passion for
technology,
but today you
need both.”
HELMUT PAULUS
CEO and managing
partner, Quoniam
Asset Management

Digital leaders believe it is critical to
invest adequately in new technologies.
This means operating predominantly
from the cloud, and building powerful
digital platforms that integrate and
analyze vast amounts of data in
real time. It can also include using
technologies such as automation and
AI to streamline middle- and backoffice functions, such as processing
and clearing. Some investment
firms are even using AI to perform
tasks traditionally completed by an
investment advisor, such as portfolio
rebalancing and risk management.
Supported by a clear customer strategy
and a strong culture of innovation —
driven by leadership roles that are
“customer-obsessed” — a focus on
technological proficiency gives digital
leaders the agility to continuously
develop new, more sophisticated
products and services.
Less agile firms know that, to innovate
at the same pace as digital leaders,
they must move to a similarly highly
digitized delivery model. Yet, for many,
this is a complex and expensive task
that requires migrating multiple
monolithic legacy systems to the
cloud, integrating siloed data streams,
and transforming their operating
models from the top down.
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How can firms move to
a digital delivery model?

For firms that see the prospect
of digital transformation as a
daunting challenge, there are a
number of steps, as follows, that
firms can take to accelerate their
journey to a digital future.
Redefining technology talent

Investment firms are looking to bolster
their digital capabilities. This is likely
to start a new phase in the war for
talent, as organizations seek to create
attractive careers and opportunities
for tech-savvy finance employees.
KPMG’s Ian Smith believes that
partnering with or acquiring fintech
firms could be one way to drive the
culture and skills shifts required:
“Organizations must recognize that they
don’t necessarily have the capabilities
to digitize. Reaching outside the
industry for these skills is a path that
more firms will continue to take.”
Helmut Paulus, CEO and managing
partner of Quoniam Asset Management,
agrees. “You have to hire young
people with a passion for technology
and educate them to become experts
in understanding capital markets,”
he says. “Typically, you would find
people who either have a passion
for capital markets or a passion for
technology, but today you need both.”

“Increasingly,
we are creating
partnerships to
develop innovative
solutions for
our clients.
We move faster
by collaborating
with specialists.
It’s not just
about having
digital skills
in-house; it’s
about building the
right ecosystem
of partners and
specialists.”
HU LIANG
Senior managing director,
Emerging Technologies
Center, State Street

One way in which firms can attract
young, tech-savvy candidates is by
becoming more customer-centric,
and closely aligning their strategy and
mission with the life goals of investors.
Research by State Street’s Center
for Applied Research proposes that
organizations create opportunities
for investment professionals to
understand how their actions impact
their clients’ lives.18 By demonstrating
how digitization and customercentricity go hand in hand, firms
can offer more meaningful and
desirable careers — and attract a
broader range of high-caliber talent.
As well as strengthening their
technical expertise, firms are also
cultivating the soft skills required
to deliver an outstanding customer
experience. According to SSGA’s
Mike Karpik, the rise of digital
technology will elevate the role of
the investment advisor to that of
“customer relationship manager.”
He adds: “Digitization will enable
firms to provide a wider range of
model portfolios, with a different
mix of investment assets. The role
of the advisor will be to really get to
know their client, and match them
to the portfolio that’s best suited
to their needs.”

Challenging the operating model

Adopting an agile, “fail fast” approach
to innovation will be crucial for enabling
firms to test new ideas rapidly and
bring promising products to market.
“Success in the digital era requires
investment institutions to embrace
a culture of experimentation.
There needs to be a willingness to
try new approaches, to tolerate
failure, and to adapt quickly to market
challenges and client needs,” explains
Annie Morris, head of data strategy
and operations at State Street
Global Exchange.
Partnering with tech firms and/or
acquiring start-ups can enable firms
to transform their existing operating
models and move toward a culture of
innovation that is more prevalent in
the technology sector.
Hu Liang, senior managing director at
State Street’s Emerging Technologies
Center, endorses this approach:
“Increasingly, we are creating
partnerships to develop innovative
solutions for our clients. We move
faster by collaborating with specialists.
It’s not just about having digital skills
in-house; it’s about building the right
ecosystem of partners and specialists.”

18. Discovering Phi: Motivation as the Hidden Variable of Performance, State Street Center for
Applied Research, November 2016.
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48

%

of investment firms
are well prepared in
cybersecurity and
data protection

Future-proofing the digital architecture

Acting as a trusted partner for the digital age

As investment portfolios and
regulatory requirements become
increasingly complex, firms will need
the IT infrastructure to manage this
complexity in a more cost-effective way.

To be entrusted with client data, firms
must ensure that they have strong
cybersecurity and data protection in
place. Yet just 48 percent of survey
respondents say they are well prepared
in these areas. This needs to change.

In particular, moving to cloud-based
solutions will be vital to staying
ahead of the competition. A cloudbased platform not only enables
firms to scale quickly and at a much
lower cost, it also empowers them to
experiment with new ideas and bring
products and services to market more
quickly. Making changes to monolithic
software can take weeks, if not
months, but cloud-native architecture
allows firms to break down software
into a series of connected modules
(or “microservices”), which can be
rapidly improved and updated without
impacting the overall system.
“The leaders are moving much
more aggressively to cloud-based
architectures,” explains State Street’s
J.R. Lowry. “They’re using the cloud to
reduce costs and increase their ability to
do new things more quickly. They’re also
moving to a microservices architecture
and application program interfaces
(APIs), as opposed to the bigger,
more monolithic systems of the past.”
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Asked for the top three ways in which
firms can build trust with customers,
investors say they want to work with
firms that can deliver increased
transparency, a clear understanding
of their personal goals and strong
protection against data breaches.
The prominence of cybersecurity
in this trio of concerns underlines
the urgent need for better solutions
to protect clients’ sensitive data.
“We need to be precise about how we
are storing and processing client data,”
explains State Street’s Dick Taggart.
“We need to make sure that people only
have access to what they really need
access to, and that the chain of data
ownership is well understood
and controlled.”
Solutions and tools are emerging
to help investment firms to improve
cybersecurity. But security
technology is only part of the story.
The investment industry needs to
develop a broader set of policies
that entrench the right protection for
customer data across every process
and level of the organization.

Q&A with Martin Stead,
Chief Executive Officer, Nutmeg

“Nutmeg relies heavily on technology — this means we can deliver
traditional wealth management, without cost and complexity.”
Nutmeg is a leading online investment
management company that invests
customers’ funds in line with their
financial goals and appetite for risk.
Q. How does Nutmeg innovate?
A. We fundamentally bring together three
distinct disciplines to disrupt wealth
management: 1) investing expertise;
2) technology; and 3) user-centered design.
Q. How does technology deliver
most customer value?
A. Nutmeg relies heavily on technology —
this means we can deliver traditional wealth
management without cost and complexity.
Humans still manage our investment
process, and oversee the back office.
Through our fully automated online service,
our customers can access information
about fees, performance net of fees, and
performance against our competitors. We
also provide details about their investment
or pension wrappers.

Q. How important is data analytics to Nutmeg?
A. We have a strong internal data team,
and they’re at the center of what we
do. A successful business is a learning
machine. We learn from all relevant
internal and external data on customer
behavior during the sign-up funnel, on
customer behaviors once they’ve signed
up, and on our customers’ profiles.
Q. What advantages does Nutmeg have
compared with traditional asset managers?
A. We do customer-centric design — we provide
services people really want, in a way that
really works for them. This sounds simple,
but it isn’t. It involves constant, rigorous
research, testing and learning.
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Conclusion

Envisaging
a Digital
Future
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Investment firms are set to accelerate their plans
for digital transformation in the face of increased
competition from nontraditional players.
“Digitization must
extend across
the front,
middle and
back office.
Firms need
to mobilize
a holistic
digital strategy
to improve
efficiency and
effectiveness
across all
areas of the
organization.”
IAN SMITH
Head of UK investment
management strategy
practice, KPMG

This means using emerging
technologies to transform all aspects
of their operations — from automating
back-office processes to providing
customers with a seamless, omnichannel service that can be accessed
anytime, anywhere. In the words of
KPMG’s Ian Smith: “Digitization must
extend across the front, middle and
back office. Firms need to mobilize
a holistic digital strategy to improve
efficiency and effectiveness across
all areas of the organization.”
To achieve this vision, firms are
set to “live and breathe” digital,
and quickly get to grips with technologies
such as cloud computing, blockchain,
AI and predictive analytics. Using
these technologies, they must tackle
the “three I’s of data” — integration,
intelligence and integrity — to develop
increasingly sophisticated tools that
streamline the investment process,
deliver unique and timely insights,
and ensure the highest level of
protection against data breaches.

If they can extend their reputation
for stewardship into the digital arena,
financial services firms may create
a virtuous circle. Clients will entrust
them to store and manage increasing
amounts of data from all areas of their
lives. Firms can then use this data to
develop tailored products and services
that meet each customer’s specific
needs — deepening trust and loyalty.
Digital disruption is entrenched in the
finance industry, and no firm can afford
to sit on the sidelines. As the research
cited in this report shows, some
investment firms are already at risk of
being left behind. But for investment
institutions that are bold enough to
use digital technologies to reimagine
their business from the bottom up,
always looking to improve the client
experience, the future is bright.

Discover our roadmap
to being a digital leader
on page 34.
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Roadmap to being a digital leader

Attract
employees with a passion for technology
and capital markets

Fail-fast
when evaluating ideas and exploring new partnerships
to drive experimentation

“Future-proof”
your business — by using cloud computing and
new programming interfaces to develop scalability

Stay future-safe
by developing strong cybersecurity
and data protection

Be client-obsessed
and deliver highly customized,
hyper-convenient products
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For more
information visit
statestreet.com/FinanceReimagined

About the Research

To provide a clear vision of the future supported by evidence, Roubini ThoughtLab
conducted a rigorous research program from March to July 2016. This research
was sponsored by State Street. The research pillars are outlined below:
Survey of 2,000 investors

A survey of 2,000 investors across 10 leading markets, including the US, the UK, Germany,
Australia, China, Hong Kong, Mexico, Canada, Switzerland and Japan. Respondents
represented a cross-section of investors with different levels of investable assets:
the mass affluent, with under $1 million; high-net-worth investors with $15 million;
very-high-net-worth investors with $15 million–$30 million, and ultra-high-net-worth
investors with over $30 million. The sample was also multi-generational, including
millennials 34 years old or younger), Gen X (ages 35–54), and baby boomers (55 and older).
Respondents also varied by gender, occupation, marital status and number of dependents.
Survey of 500 investment providers

A survey of 500 wealth services providers, spread across the same countries as in the investor
survey. The sample included a range of investment providers, including full-service banks,
mutual funds, alternative investment firms, fintechs, investment advisors, private banks and
family offices. The survey was completed by CEOs and other C-level executives and their direct
reports, representing a cross-section of functions, including investment, finance, operations
and technology. Survey respondents come from firms of varying sizes, from fewer than 500
employees to more than 5,000. Similarly, these companies have varying levels of assets under
management (AUM), from less than $1 billion to $100 billion or more.
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