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UNITED STATES DISTRICT COURT 
, , ~ __ , ...... I 

DISTRICT OF CONNECTICUT 

STATE OF CONNECTICUT 
September 30,2013 

COUNTY OF FAIRFIELD FILED UNDER SEAL 

AFFIDAVIT OF ROBERT D. McKIERNAN 

I, Robert D. McKiernan, being duly sworn, depose and state the following: 

1. I am a Task Force Officer with the Federal Bureau of Investigation in the 

Bridgeport, Connecticut, Resident Agents Office and was duly sworn as a Special Deputy United 

States Marshal on December 10,2012. I have been a duly sworn police officer with the 

Greenwich Police Department since April of 1997, after earning a Bachelor of Science Degree in 

Justice and Law Administration from Western Connecticut State University. I am a graduate of 

the Fairfield County Detective's School and have attended several other training programs at the 

Connecticut Municipal Police Academy. I have also attended numerous specialized training 

courses and seminars in the region, where I have received additional training on how to 

investigate various types of criminal violations, including computer crimes and white collar 

crimes such as identity theft, money laundering, and securities and commodities violations. 

During my employment as a Greenwich Police Officer and Detective, I have initiated and/or 

participated in hundreds of criminal investigations, initiated and/or participated in the arrest of 

hundreds of defendants and numerous search warrants. 

2. I submit this affidavit in support of a criminal complaint and arrest warrant for 

Craig A. ST ANLAND ("ST ANLAND") for violations of Title 18, United States Code, Section 
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1341 (Mail Fraud). Based on the facts set forth below in this affidavit, there is probable cause to 

believe that ST ANLAND has violated the above-referenced criminal statute. 

3. In addition, pursuant to Rule 41 , Fed. R. Crim. P., I submit this affidavit in 

support of an application for a search warrant for the residence located at 77 Havemeyer Lane, 

Unit 314, Stamford, CT 06902 ("Target Premises"), which is more particularly described in 

Attachment A, to obtain evidence, fruits, and instrumentalities of violations of United States 

Code, Section 1341 (Mail Fraud). Such evidence, fruits , and instrumentalities consist of items 

set forth in Attachment B. 

4. The information contained in this affidavit is based upon the investigation to date, 

which includes but is not limited to an analysis of records provided to the FBI by victim 

corporation Cisco, subpoenaed grand jury records, my personal knowledge and involvement in 

the investigation, physical surveillance, interviews, official U.S. Postal Service records, official 

government records checks and public records checks; my training and experience as a criminal 

investigator; and my conversations with other law enforcements officers and investigators of the 

Federal Bureau of Investigation. Because this affidavit is submitted for the limited purpose of 

establishing probable cause for the requested criminal complaint, arrest warrant, and search 

warrant, I have not included each and every fact known to me concerning this investigation. 

Rather, I have set forth herein only those facts which I believe are necessary to establish 

probable cause to support the criminal complaint, arrest warrant, and search warrant requested 

herein. 

BACKGROUND AND INVESTIGATION TO DATE 

5. This affidavit is being submitted as part of an ongoing investigation of mail fraud 
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in Connecticut, New York, and elsewhere. As described further herein, the scheme involves 

STANLAND, both individually and acting under several individual aliases and business entities. 

Through his own name and those of these aliases and entities, ST ANLAND is engaged in a 

service contract scheme to commit mail fraud, in violation of Title 18, United States Code, 

Section 1341. 

6. Based on the investigation to date, I have probable cause to believe, and do 

believe, that, since at least October 2012, STANLAND has engaged in a scheme and artifice to 

defraud Cisco Systems, Inc. ("Cisco") by making fraudulent warranty claims. 

7. ST ANLAND purchased or controlled approximately 14 individual product 

service contracts for Cisco networking devices, in this case a chassis, from a third party. Under 

the terms of the service contract, the components related to the chassis can be replaced upon 

failure. After procuring the service contracts, ST ANLAND made hundreds of on-line service 

requests to Cisco. In each instance, he claimed that a part Cisco covered under one of these 

service contracts failed and needed replacement. Under the contracts at issue, Cisco sent 

replacement parts before it received the allegedly defective parts from STANLAND. 

8. In the course of this ongoing scheme, STANLAND has obtained over 400 Cisco 

networking parts. Rather than returning the allegedly defective Cisco part under the service 

contract (as he was supposed to do), STANLAND usually either returned no parts at all or 

instead mailed to Cisco third-party, off-brand parts. 

9. In furtherance of this scheme, ST AN LAND created or used at least six aliases and 

five business entities and caused the shipment of new Cisco replacement parts to each of these 

aliases and entities in Stamford and Greenwich, Connecticut and in Brooklyn, New York. 
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CISCO'S SERVICE CONTRACTS 

10. Based in San Jose, California, Cisco is a public company that designs, sells and 

manufactures computer and telephony networking services and equipment. Cisco has a 

catalogue of over 6,000 parts, most of which are outsourced and manufactured by other 

companies. New parts manufactured outside Cisco are shipped directly from those 

manufacturers to customers. Relevant to this investigation, among the products that Cisco sells 

and services are interface modules, which convert optical signals to electrical signals. In turn, 

interface modules plug into a larger device called a chassis, a box that houses equipment and 

provides power to its components. 

11. A customer who purchases Cisco networking products may choose to also 

purchase a service contract for its networking products in the event the customer needs assistance 

with troubleshooting technical problems or replacing faulty parts. Generally, under Cisco's 

service contracts, after a customer makes a service request under a contract, Cisco determines 

whether replacement hardware is needed to resolve the customer's reported issue. 

12. Under the contracts involved in this investigation, Cisco usually shipped 

replacement parts to the customer before it received the defective parts back from a customer. 

These parts are usually shipped to the customer the next day via Federal Express. 

13. To make a service claim, a customer may use a Cisco online program. The 

service request is made by logging into the program using a unique user identification and 

entering a password. The customer also has the ability to type in comments to describe the 

problem. Cisco then evaluates the service request to determine whether intermediate steps 

should be taken to remedy the problem or a replacement part should be shipped to the customer. 
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INDIVIDUAL TARGETIBUSINESS ENTITIES UNDER INVESTIGATION 

14. Since at least October 2012, STANLAND has resided at 77 Havemeyer Lane, 

Unit 314, Stamford, Connecticut. He is believed to be currently employed as an enterprise 

account manager for NEC, a Cisco partner, in which his responsibilities include helping NEC 

customers obtain new parts and services under their service contracts. 

15. ST ANLAND logs into Cisco's online program to make what appear to be 

legitimate service requests on behalf ofNEC's customers. Indeed, most of the Cisco products 

covered under a service contract in this investigation were originally sold to NEC. As an NEC 

account manager, STANLAND would have had access to those covered parts' serial numbers 

(here, the chassis serial numbers), which are necessary in order to purchase the service contract. 

In the course of his employment, STANLAND logged into Cisco's online service request 

program using the e-mail addresscraig.stanland@necam.com. 

16. Separate and apart from NEC, ST ANLAND has been linked with several 

purported business entities that were and are involved in the mail scheme described herein. 

Based on the investigation to date, ST ANLAND is associated with each of the following entities: 

a. Opex Solutions, Inc. ("Opex"). According to Cisco's records, Opex is a 

purported business entity with an address of 77 Havemeyer Lane, # 314 in 

Stamford, the Target Premises. Its point of contact is "Alan Johnston." 

According to New York Department of State records, Opex was a domestic 

business corporation created on May 11, 2009 and became inactive, by 

dissolution, on January 25, 2012. Opex has a website, opexsolutions.biz, which 

advertised that "[ w]e have a proven record of saving our customers up to 20% off 
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on their Cisco networking purchases." The website also states that "Opex 

Solutions Inc. was founded by a group of people with over 9 years of experience 

in the Cisco reseller community. We have taken our collective experience to 

develop a unique solution to save anybody who purchases Cisco equipment up to 

20% on their purchase." Under the heading "Our Goals," the website stated that 

"Opex Solutions Inc. was created based solely on this one unique service. We do 

only one thing, and we do it very well." The website directs any inquiries to 

sales@opexsolutions.biz, an email account registered to STANLAND and created 

on May 18,2009, one week after the entity Opex was registered as a business 

with the State of New York. 

b. KLB Networks. According to Cisco's records, KLB Networks is a purported 

entity that, up until recently, had an address of 15 East Putnam Avenue, Suite 396 

in Greenwich. Its point of contact is "Kyle Booker." Based on the investigation, 

an application was submitted in April 2013 for post office box #396 at The UPS 

Store, 15 East Putnam Avenue in Greenwich for "Craig A. Stanland/KLB 

Networks." The application was made solely in the name of STAN LAND. 

Although STANLAND's wife's maiden name is Kyla Lynn Burney (whose 

initials spell out KLB), she is not listed on the application. In support of the 

application, STANLAND submitted his driver's license and motor vehicle 

insurance card as forms of identification. STANLAND and KLB Network's 

addresses were both listed as 77 Havemeyer Lane, Unit 314, Stamford, 

Connecticut, the Target Premises. More recently, on July 30, 2013, the point of 
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contact in Cisco's online service program for KLB was changed from Kyle 

Booker to Craig Stanland. And on July 31, 2013, STANLAND changed the 

shipping address for KLB Networks from the Greenwich UPS store to 67 West 

Street, #415 in Brooklyn, New York, the address of a business owned by 

STANLAND's wife, and the phone number was changed to (203) 354-9288, 

which is STANLAND'S residential telephone number at the Target Premises. In 

connection with the false service orders from KLB Networks, STANLAND used 

the e-mail addressklbnetworks@gmail.com. 

c. SHO Networks. According to Cisco's records, SHO Networks lists as its address 

1117 East Putnam Avenue, #476, Riverside, Connecticut. Up until recently, its 

point of contact was "Steve Jones." Based on the investigation, your Affiant has 

determined that this address is a post office box at a Mail Boxes, Etc. store 

located at 1117 East Putnam Avenue. On or about November 29,2012, an 

application was submitted by STANLAND for post office box #476 at the Mail 

Boxes, Etc., 1117 East Putnam Avenue, Riverside. STANLAND listed his firm 

or corporation as "SHO Networks" with a business address of 77 Havemeyer 

Lane, Unit 314, Stamford, the Target Premises. SHO Network's business is listed 

as "Computer Services." ST ANLAND listed his home address as 52 Highland 

Avenue, Mount Kisco, New York, a property mortgaged by STANLAND and his 

previous home address of record. In support of the application, ST ANLAND 

submitted his driver's license and U.S. passport as forms of identification. In or 

about July 30, 2013, SHO Networks changed its point of contact in Cisco's online 
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service program from "Steve Jones" to "Cr Stanland." In connection with the 

false service orders from SHO Networks, STANLAND used the e-mail address 

shonetworks@gmail.com. 

d. Adaptations. According to Cisco's records, Adaptations is a business entity with 

an address of 67 West Street, #415 in Brooklyn, New York with a point of contact 

as "Robert Johnson." In or about July 30, 2013, Adaptations changed its point of 

contact in Cisco's online service program from Robert Johnson to "Kyla Burney," 

STANLAND's wife's maiden name. Based on the investigation, your Affiant has 

determined that this address is the business address of Adaptations, a vintage 

furniture business owned by STANLAND's wife, Kyla Lynn (nee Burney) 

Stanland. In connection with the false service orders from Adaptations, 

ST ANLAND used the e-mail addressITADAPT2012@gmail.com. 

e. PS Solutions. According to Cisco's records, PS Solutions is a purported business 

entity with an address 77 Havemeyer Lane, Suite 314 in Stamford. Its point of 

contact is "Paul Smith." In connection with the false service orders from PS 

Solutions, STANLAND used the e-mail addresspssolutionsI2@gmail.com. 

MAIL FRAUD SCHEME UNDER INVESTIGATION 

17. Starting in or around October 11, 2012, and continuing to the present, 

ST ANLAND made hundreds of false service requests to Cisco. Either in his own name or in the 

names of various aliases described further below, ST ANLAND makes anywhere from one to 

over ten claims a day, approximately three to five days a week. From the period from October 

11,2012 to June 25, 2013 alone, STANLAND made approximately 270 service requests for over 
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400 individual Cisco parts. To date, the scheme is ongoing. 

18. STANLAND made requests for various Cisco networking parts that retail from 

approximately $500 to $8600. 

19. STANLAND used various aliases along with the above-listed entities in 

furtherance of the scheme, including "Alan Johnston" at Opex, "Paul Smith" at PS Solutions, 

"Steve Jones" at SHO Networks, "Robert Johnson" at Adaptations, and "Kyle Booker" at KLB 

Networks. More recently, ST ANLAND has directed that replacement parts be shipped to "Cr 

Stanland" at the Target Premises, to "Craig Stanland" at KLB Networks in Brooklyn, New York, 

and to "Kyla Burney" at Adaptations in Brooklyn, New York. 

20. It was common for ST ANLAND to make multiple requests in a short period of 

time. On December 26, 2012 alone, for example, ST AN LAND made six service requests to 

Cisco: two as Alan Johnston at Opex Solutions, two as Paul Smith at PS Solutions, and two as 

Steve Jones at SHO Networks. Similarly, on June 5, 2013, STANLAND made seven service 

requests to Cisco: three as Alan Johnston at Opex Solutions, two as Paul Smith at PS Solutions, 

and two as Steve Jones at SHO Networks. 

21. ST ANLAND would also request that multiple parts be replaced in a single service 

request. 

22. In some instances, ST ANLAND used similar language to describe the purported 

technical problem to Cisco. Thus, for example, on December 3, 2012, STANLAND made a 

service request as C Stanland of SHO Networks. In describing the problem, STANLAND wrote: 

C2901-CME-SRST/K9 (FTXI5368250) had (2) HWIC-IDSU-Tl fail. The 
HWIC no longer functions, it is completely dead. We followed the following 
troubleshooting steps. We tried the faulty HWIC in another chassis and it did not 
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work. We tried a known good HWIC in the chassis and it worked. Please ship 
(2) HWIC-IDSU-TI to the address below: 

SHO Networks 
C Stanland 
1117 East Putnam Avenue 
#476 
Riverside, CT 06878 

As described above, the shipping address listed in this service request is a post office box opened 

by STANLAND. Among the records for this service request, electronic messages from the 

Cisco support technician processing this SHO Networks claim are addressed to "Steve Jones." 

23. On the same day as the request above, December 3, 2012, STANLAND made 

another service request as Paul Smith at PS Solutions to replace two failed parts. In describing 

the problem, ST ANLAND wrote: 

Cisc02811 (FTXI233a3tu) had (2) GLC-SX-MM fail. The GLC no longer 
functions, it is completely dead. We followed the following troubleshooting 
steps. We tried the faulty GLC in another chassis and it did not work. We tried a 
known good GLC in the chassis and it worked. Please ship (2) GLC-SX-MM to 
the address below: 

PS Solutions 
Att - Paul Smith 
77 Havemeyer Lane 
Suite 314 
Stamford, CT 06902 
2033549288 

The address listed above-77 Havemeyer Lane, Unit 314 in Stamford-is the Target Premises, 

STANLAND's personal residence. The phone number listed above-(203) 354-9288-is 

subscribed to ST ANLAND. 

24. The packages containing Cisco replacement parts were sent via Federal Express. 

Although some packages were left at their destinations without a signature, others were delivered 
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that required a signature. Many of the packages that were signed were by "c. Stanland" or some 

variant. 

25. The packages were shipped to at least four different addresses: (1) 77 Havemeyer 

Lane, Unit 314, Stamford, Connecticut (the Target Premises), (2) 1117 East Putnam Avenue, 

#476, Greenwich, Connecticut, a post office box at Mail Boxes, Etc.; (3) 15 East Putnam 

Avenue, #396, Greenwich, Connecticut, a post office box in a UPS Store; and (4) 67 West Street, 

#415, Brooklyn, New York, a vintage furniture business owned by STANLAND's wife. 

26. The investigation has revealed that, in furtherance of the scheme to defraud, 

ST ANLAND primarily used a few Internet Protocol ("IP") addresses with a physical location of 

77 Havemeyer Lane, Unit 314 in Stamford, the Target Premises. Each IP address STANLAND 

utilized is also associated with multiple service requests by the different aliases and business 

entities that ST ANLAND used to defraud Cisco. 

27. For example, from approximately October 11,2012 to October 29, 2012, 

STANLAND made at least 20 fraudulent service requests using IP address 68.199.133.200 from 

the Target Premises using the aliases Alan Johnston at Opex Solutions and Paul Smith at PS 

Solutions. From approximately November 2,2012 to March 8, 2013, STANLAND made at least 

90 fraudulent service requests using IP address 69.124.156.42 from the Target Premises using 

the aliases Alan Johnston at Opex Solutions, Paul Smith at PS Solutions, and Steve Jones at SHO 

Networks. And from approximately March 19,2013 to June 9, 2013, STANLAND made at least 

50 fraudulent service requests using IP address 68.199.144.205 from the Target Premises using 

the aliases Alan Johnston at Opex Solutions, Paul Smith at PS Solutions, Steve Jones at SHO 

Networks, and Robert Johnson at Adaptations. 
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28. Moreover, based on STANLAND'S online activity logs provided by Cisco, 

ST ANLAND made inquiries into the online service program using different aliases within the 

same session number (i.e., essentially using the same internet browser session from the same 

computer) from internet protocol address 69.124.156.42, an IP address that was uniquely 

assigned to ST ANLAND by internet service provider Cablevision. From that same IP address, 

ST ANLAND also logged in as himself. 

29. For example, on December 3, 2012 at 12:43 p.m. and 12:51 p.m., the user IDs 

paul smith 12 and cstanland conducted activity within the Cisco network inside a single session 

number (63712218282) from STANLAND'S IP address. This indicates that the Cisco browsing 

session remained open on the user's computer while switching between the two user IDs: 

STANLAND's true user ID and the user ID of a purported business entity. Shortly thereafter, at 

2:08 p.m. in session number 63712218295 from IP address 69.124.156.42, STAN LAND logged 

into Cisco's online program as Alan Johnston of Opex Solutions. Approximately 13 minutes 

later, at 2:21 p.m., in the same session number from the same IP address, ST ANLAND logged 

into Cisco's online program as Paul Smith of PS Solutions. Other records indicate that 

STANLAND placed five fraudulent service requests to Cisco on December 3, 2012: two from 

SHO Networks and one from PS Solutions. 

30. Similarly, Cablevision assigned IP address 68.199.144.205 to STANLAND from 

March 18 to July 8, 2013 at the Target Premises. 

3l. On May 21, 2013 at 10:23 a.m., in session number 68498975214 from IP address 

68.199.144.205, STAN LAND logged into Cisco's online program as Steve Jones ofSHO 

Networks. Approximately 22 minutes later, at 10:45 a.m., in the same session number from the 
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same IP address, ST AN LAND logged into Cisco's online program as Paul Smith of PS 

Solutions. Other records indicate that, on May 21, 2013, ST AN LAND placed one fraudulent 

service request from Paul Smith of PS Solutions, one fraudulent service request from Steve Jones 

of SHO Networks, and one fraudulent service request from Kyla Burney of Adaptations. 

32. As discussed above, STANLAND did not always return replacement parts to 

Cisco, as he was supposed to under the service contract. When he did, he did not return genuine 

Cisco parts. Rather, he returned third-party parts. Many of the parts that were returned did not 

contain serial numbers, were bereft of any labelling, and were not Cisco products. The parts that 

did contain serial numbers, approximately ten items in total, were not Cisco products. As a 

result of the return of these non-Cisco products, Cisco was not able to refurbish the parts to use 

for other business purposes. 

33 . The scheme is ongoing. On September 9,2013, a service request was submitted 

by "Kyla Burney" of Adaptations to replace an alleged failed Cisco part and requested that the 

replacement part be sent to Adaptations, 67 West Street, #415, Brooklyn, New York. That day, 

Cisco shipped a replacement part to that address via FedEx. The package arrived on September 

10, 2013 and, because the business was closed and the recipient unavailable, the package was 

signed by building personnel at 67 West Street in Brooklyn. Your Affiant observed the FedEx 

package in a common area outside the office of Adaptations in Brooklyn, New York on 

September 11,2013. 

34. As recently as September 19,2013, a service request was submitted by "Cr 

Stanland" of SHO Networks to replace an alleged failed Cisco part and requested that the 

replacement part be sent to SHO Networks, 77 Havemeyer Lane, Suite 314, Stamford, CT, Attn: 
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IT Dept. That day, Cisco shipped a replacement part to the Target Premises via FedEx. The 

package arrived on September 20,2013 and left at the Target Premise's front door. 

TARGET PREMISES 

35. According to public records, 77 Havemeyer Lane, #314 in Stamford is a 

condominium purchased by ST ANLAND on or about August 30, 2011. The two-bedroom, 1100 

square foot condominium is located within a I90-unit gated residential community called Palmer 

Hill. There is a security gate at the entrance to the community that requires an entrant to activate 

a device from inside their vehicle to open the gate. 

36. Unit 314 is located within a building labeled on the property owner's map as the 

"South" building. The building is oriented lengthwise east to west with the main entrance at the 

north side. Ingress at the main door of the South building is accomplished though the use of a 

key card or by utilizing a resident directory keypad with video monitor. Signage on the grounds 

indicates that units 300 through 327 are located in the South building. Signage on the South 

building indicates that units 301 through 309 are located on the first floor. The South building 

features gray siding with white trim and second floor balconies. Two other buildings of the same 

size and design, labeled on the property owners map as "East" and "West," are set perpendicular 

to the South building. Signage on the grounds indicates that units 400 through 427 are located in 

the East building and units 200 through 227 are located in the West building. The complex of 

buildings, South, East and West, is set atop an underground parking garage for residents. The 

garage is accessed from the northeast comer of the East building. 

37. As described above, Federal Express packages addressed to Paul Smith ofPS 

Solutions, Alan Johnston of Opex Solutions, and Cr Stanland of SHO Networks are being 
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received at the address on at least a weekly basis. Several of the packages, which are not 

addressed to Stanland, are being signed for by "C. Stanland," "0. Stanland," "K. Stanland," or 

"A. Stanlen," although a minority are being signed by other names. Thus, there is probable 

cause to believe that packages containing Cisco replacement parts that ST ANLAND had sent to 

the Target Premises are located there. 

38. In connection with the majority of the service requests that are part of this 

scheme, each of the five business entities described above list a phone number of either (203) 

354-9288 or (203) 354-9388. (203) 354-9288 is the residentiallandline of STANLAND at the 

Target Premises. (203) 354-9388 is a number subscribed to an individual third party that is not 

believed to be associated with the current scheme. 

39. Based on surveillances and other investigation conducted of the Target Premises, 

law enforcement has seen a female who resembled STANLAND's wife drive a car registered to 

STANLAND leaving the Target Premise's complex. 

40. In addition, based on my experience as a criminal investigator, I know that 

individuals who operate a business from their residence keep business books and records, and 

files used in the operations of the business, and other ancillary business records and equipment in 

the residence. They do this for a number of reasons, such as: 

a. Storage of business records within their residences provides ready access 
for both personal and business reasons; 

b. Individuals involved in financial crimes often place assets in names other 
than their own to avoid detection of those assets by governmental 
agencies. Even though these individuals place assets in other persons' 
names, the criminals continue to use those assets and exercise dominion 
and control over them. Storage of financial records at their residence 
enables them to keep track of their assets and maintain their dominion and 
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control over the assets; 

c. Persons involved in criminal activity often conceal the proceeds of their 
criminal activity in their residences and businesses. These proceeds often 
include currency and financial instruments. 

d. Persons engaged in criminal activity often spend the proceeds of their 
criminal activity and maintain records of their expenditures at their 
residences and businesses. They also maintain records reflecting 
communication with their criminal associates. Specifically, these records 
may include the following: 

I.. Records of income and expenses, such as profit and loss statements 
and income and expense journals that reflect the expenditure of the 
proceeds of criminal activity; 

11. Evidence of the expenditure of the proceeds of criminal activity or 
purchase of assets with the proceeds of criminal activity, such as 
invoices, receipts, rental statements, lease statements, travel records, 
earnest money agreements, escrow statements, and real estate deeds; 

iii. Records of the accumulation of assets acquired with the proceeds of 
criminal activity, such as ledgers, balance sheets and financial 
statements, reflecting both assets and liabilities; 

IV. Checking and savings account records consisting of monthly 
statements, duplicate deposit slips, and canceled checks reflecting the 
deposit and disbursement of the proceeds of criminal activity; 

v. Letters and other documents reflecting communications between 
partners or associates, such as address and phone books reflecting the 
names and addresses of partners or associates, phone billing records 
reflecting telephone activity, contracts and other agreements reflecting 
associations between individuals relative to business ventures, and 
cashier's checks, money orders, and wire transfer that are evidence of 
transactions involving the proceeds of criminal activity. 

41. Furthermore, I have reason to believe that the Target Premises have computers 

and electronically stored media. As described above, STANLAND commits his scheme by 

making fraudulent service requests on line to Cisco. Based on an analysis of the IP addresses 
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used by ST ANLAND to facilitate his scheme, records obtained from internet service providers 

indicate that the IP addresses used by STANLAND originate out of the Target Premises. 

42. Based upon my experience, I also know that individuals involved in financial 

crimes often store information evidence on the hard drives of computers, external hard drives, 

thumb drives, and CDs/DVDs. Individuals involved in financial crimes do this for many of the 

same reasons that they may store paper documents within their residences. For example, storage 

of infonnation in electronic form provides instant access to information that enables these 

individuals to maintain their control and dominion over their finances or assets held in their 

names or the names of others. 

SEARCHING COMPUTER SYSTEMS 

43. I have spoken with law enforcement personnel trained in computer evidence 

recovery who have knowledge about the operation of computer systems and the correct 

procedures for the seizure and analysis of computer systems. 

44. These individuals have participated in the execution of numerous search warrants 

during which they have seized and/or examined computer systems. These individuals have also 

participated in several warrants that involved the search and/or seizure of, and has been 

responsible for analyzing, seized electronic data and records from those systems. 

45. Based on my experience and training, plus the common knowledge that in today's 

technological world computers, computer related media, and cellular telephones are used for 

communication and storage of data and infonnation. As such, it is reasonable to believe that 

some or all of the records sought to be seized will be in electronic/digital format. 
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46. Furthermore, based upon my training, experience, and consultations with law 

enforcement personnel who specialize in searching computer systems, I have learned that 

searching and seizing information from computer systems and other storage media (computers, 

PDAs, cellular telephones, MP3 Players, etc.) often requires agents to seize most or all the 

computer system or storage media to be searched later by a qualified computer forensic examiner 

in a laboratory or other controlled environment. This is true for the reasons set out below. 

47. The volume of data stored on many computer systems and electronic storage 

devices will typically be so large that it will be highly impractical to search for data during the 

execution of the physical search of the premises. The hard drives commonly included in mere 

desktop computers are capable of storing millions of pages of text; the storage capacity of other 

electronic devices (e.g., a micro drive, a thumb drive, etc.) can also be significant. Unlike the 

search of documentary files, computers store data in "files" that cannot easily be reviewed. For 

instance, a single 1 gigabyte of storage media is the electronic equivalent of approximately 

500,000 pages of double-spaced text. Most computer and electronic devices have capacities well 

in excess of a single gigabyte. 

48. The search through the computer (or other electronic media) itself is a time 

consuming process. Software and individual files can be "password protected." Files can be 

placed in hidden directories; files can be mislabeled or be labeled with names that are 

misleading. Similarly, files that contain innocent appearing names (such as "Smith.ltr") can in 

fact be electronic commands to electronically cause the data to self destruct. Also, files can be 

"deleted," but, unlike documents that are destroyed, the information and data from "deleted" 

electronic files usually remains on the storage device until it is "over written" by the computer. 
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For example, the computer's hard drive stores information in a series of "sectors," each of which 

contains a limited number of electronic bytes. These sectors are generally grouped to form 

clusters. There are thousands or millions of such clusters on a hard drive. A file's clusters might 

be scattered throughout the drive (for example, part of a memo could be at Cluster 163, while the 

next part of the memo might be stored at Cluster 2053). For a non deleted file, there are 

"pointers" that guide the computer in piecing the clusters together. For a file that has been 

deleted, the "pointers" have been removed. Therefore, the forensic examination would include 

the piecing together of the associated clusters that made up the "deleted" file. Being aware of 

these pitfalls, the investigator/analyst must follow a potentially time-consuming procedure to 

review the contents of the computer storage device so as to insure the integrity of the data and/or 

evidence. A single computer and related equipment could take many days to analyze properly. 

49. Computer storage media are used to save copies of files and communications, and 

printers are used to make paper copies of these communications and files. Applications and 

associated data stored on the storage media are the means by which the computer can send, print 

and save such activity. Finally, password protected data and other security devices are often 

used to restrict access to or hide computer software, documentation or data. All these parts of a 

computer are integrated into the entire operation of a computer. In order to evaluate the evidence 

most effectively, the computers and all of the related computer equipment described above 

should be available to a computer investigator/analyst. 

50. Therefore, based upon my knowledge, training, and experience, as well as 

information related to me by Special Agents and others involved in forensic examination of 

computers, I am aware that searches for and seizures of evidence from computers commonly 
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require Agents to seize most or all of a computer system's input/output and peripheral devices 

(including other storage media), in order for a qualified computer expert to accurately retrieve 

the system's data in a laboratory or other controlled environment. In order to fully retrieve data 

from a computer system, investigators may seize all the storage devices, as well as the central 

processing units (CPUs), and applicable keyboards and monitors which are an integral part of the 

processing unit. 

51. Furthermore, searching computer systems is a highly technical process which 

requires specific expertise and specialized equipment. There are so many types of computer 

hardware and software in use today that it is rarely possible to bring to the search site all of the 

necessary technical manuals and specialized equipment necessary to conduct a thorough search. 

In addition, it may also be necessary to consult with computer personnel who have specific 

expertise in the type of computer, software application or operating system that is being 

searched. 

52. The best practices for analysis of computer systems and storage media rely on 

rigorous procedures designed to maintain the integrity of the evidence and to recover hidden, 

mislabeled, deceptively named, erased, compressed, encrypted, or password protected data while 

reducing the likelihood of inadvertent or intentional loss or modification of data. A controlled 

environment, such as a law enforcement laboratory, is typically required to conduct such an 

analysis properly. 

53. Therefore, it is respectfully requested that the warrant sought in the instant 

application authorize the search and seizure of all "computer hardware," "computer software" 
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and related storage media, and other devices which may contain or assist in the retrieval of the 

records and documents described in Attachment B of this affidavit. 

CONCLUSION 

54. Based upon the information contained within this affidavit, I believe there is 

probable cause that Craig ST ANLAND, both individually and doing business as PS Solutions, 

Opex Solutions, KLB Networks, SHO Networks, and Adaptations have violated Title 18, United 

States Code, Section 1341 (mail fraud), among other violations. Accordingly, I respectfully 

request that the Court issue a warrant for the arrest of Craig ST ANLAND. 

55. In addition, I respectfully request that a warrant be issued authorizing a search of 

77 Havemeyer Lane, Unit 314, Stamford, Connecticut, which is more particularly described in 

Attachment A for the items identified in Attachment B, all of which constitute evidence of the 

commission of violations of federal laws, or are the fruits or instrumentalities of such violations. 
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56. Finally, in my judgment and based on my training and experience, the disclosure 

of this affidavit and its attachments at this time will jeopardize the government's ongoing 

investigation in the District of Connecticut and elsewhere. Accordingly, it is requested that this 

affidavit and the accompanying exhibits be sealed until further order of the Court. 

TASK FORCE OFFICER R )'BERT D. McKIERNAN 
FEDERAL BUREAU OF INVESTIGATION 

Subscribed and sworn to before me thi3 0 day of September 2013, in Bridgeport, 

Connecticut. 
I l 
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ATTACHMENT A 

PREMISES TO BE SEARCHED 

Premises located at 77 Havemeyer Lane, Unit 314, Stamford, Connecticut, which is 
more particularly described as a two-bedroom, 1100 square foot condominium located within a 
190-unit gated residential community called Palmer Hill. There is a security gate at the entrance 
to the community that requires an entrant to activate a device from inside their vehicle to open 
the gate. 

Unit 314 is located within a building labeled on the property owner's map as the "South" 
building. The South building features gray siding with white trim and second floor balconies. 
The building is oriented lengthwise east to west with the main entrance at the north side. Ingress 
at the main door of the South building is accomplished through the use of a key card or by 
utilizing a resident directory keypad with video monitor. Signage on the grounds indicates that 
units 300 through 327 are located in the South building. Signage on the South building indicates 
that units 301 through 309 are located on the first floor. 

Two other buildings of the same size and design, labeled on the property owners map as 
"East" and "West," are set perpendicular to the South building. Signage on the grounds indicates 
that units 400 ,through 427 are located in the East building and units 200 through 227 are located 
in the West building. The complex of buildings, South, East and West, is set atop an 
underground parking garage for residents. The garage is accessed from the northeast comer of 
the East building. 
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ATTACHMENT B 

Items to be seized at 
77 Havemeyer Lane, Unit 314, Stamford, Connecticut 

The scope of the search is to encompass the entire premises known as 77 Havemeyer 

Lane, Unit 314, Stamford, Connecticut, including, but not limited to, the following: 

a. Desks, drawers, file cabinets, safes, boxes, briefcases, or any other storage 
containers or facilities; 

for the period October 1, 2012 to the present, the types of documents and records to be seized 

include, but are not limited, to the following: 

1. Any and all records which evidence the purchase, ownership, registration, use, 
transfer, resale, or disposal of computer and computer networking equipment 
found in the premises, including but not limited to, notes, correspondence, 
packaging and shipping materials, invoices, sales receipts, payments, receipt of 
payment, and bills for Internet access. 

2. Any and all records, including electronic mail, chat logs, Internet Relay Chat 
(IRC) logs and other communications or documents, related to fraud in 
connection with service requests to Cisco. 

3. Any and all records, notes, documents, invoices and materials that concern any 
accounts with any Internet Service Provider (ISP) and e-mail addresses, 
passwords, and screen names associated with craig.stanland@necam.com, 
sales@opexsolutions.biz, shonetworks@gmail.com, IT ADAPT20 12@gmail.com, 
pssolutions 12@gmail.com, klbnetworks@gmail.com, and any and all evidence of 
passwords needed to access any computers located within the premises or to 
decrypt any files. 

4. Any and all books and records concerning Craig Stanland, Cr Stanland, C 
Stanland, Kyla Burney, Kyla Stanland, Paul Smith, Kyle Booker, Robert Johnson, 
Steve Jones, Alan Johnston, KLB Networks, SHO Networks, Adaptations, PS 
Solutions, and Opex Solutions, including but not limited to service contracts, 
warranty contracts, postal service correspondence, postal service applications, 
general ledgers, cash receipts journals, cash disbursement journals, petty cash 
journals, bank statements, passbooks, cancelled checks, check stubs or registers, 
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deposit tickets, deposit receipts, cashier's checks, money orders, wire transfer 
documents, invoices, written estimates, receipts, billing statements, credit and 
billing records, credit cards, contracts, agreements, customer ledger cards, 
purchases journals, advance payment ledgers, accounts payable ledgers, accounts 
receivable ledgers, correspondence, memoranda, letterhead, stationary, and 
documents; 

5. Any and all employment and personnel records, including but not limited to 
documents relating to office staff, job duties, functions, compensation, 
evaluations, time records, disciplinary files, and payroll records; 

6. Any and all copies of federal and state income tax returns, including amended 
federal and state tax returns, as well as any and all records used in, or resulting 
from, the preparation of federal and state income tax returns; 

7. Any and all records of income and expenses, such as profit and loss statements, 
financial statements, balance sheets and income and expense journals; 

8. Any and all bank records to include statements, deposits, deposit tickets, opening 
documentation, cancelled checks, wire transfers, and correspondence; 

9. Any and all documents concerning partnership agreements, current anq former 
partners, and current and former employees; 

10. Any and all records pertaining to purchases, including receipts and invoices; 

11 . Any and all documents reflecting ownership interests in PS Solutions, Opex 
Solutions, KLB Networks, SHO Networks, or Adaptations, including Secretary of 
State filings, applications, and renewals; 

12. All calendars, appointment books, diaries, day sheets, phone records, memoranda, 
correspondence, e-mails, notes and other such records of business activity; 

13. Any and all safe deposit box rental and payment documents, safe deposit box 
keys, journals, ledgers, books and work papers, bills, investment accounts, notes, 
facsimile transmissions relating to obtaining, transferring or secreting of money; 

14. Any and all currency in amounts greater than $10,000; 

15. Any and all computer networking equipment or parts, whether or not Cisco
branded, including but not limited to interface modules, card modules, chassis, 
and components; and 
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16. Any and all computers, storage devices, electronic media, and other electronic 
devices, to include mobile phones and devices, gaming systems, and tablets, used 
to access or communicate using the accounts craig.stanland@necam.com, 
sales@opexsolutions.biz, shonetworks@gmail.com, ITADAPT20 12@gmail.com, 
pssolutions 12@gmail.com, klbnetworks@gmail.com or used to store, access or 
modify any of the materials identified in the preceding paragraphs, together with 
any documents, records or other evidence identifying the users or owners of such 
computers and electronic devices. The search for the items detailed above may 
include removing seized digital media from the premises for examination in a 
computer forensic laboratory. 

All of the above being evidence, fruits and instrumentalities of violations of Title 18, 
United States Code, Section 1341 (mail fraud). 
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