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May 14, 2013 
 
 
 
Leslie Loveless 
Executive Director 
Suncoast Partnership to End Homelessness, Inc. 
1750 17th Street/K-1 
Sarasota, FL 34234 
 
 RE: SMHMIS database 
 
Dear Ms. Loveless: 
 
 It has come to our attention that you have indicated a willingness to provide access to the 
SMHMIS database with the Sarasota Police Department.  We write to voice our objections to 
sharing highly confidential medical information protected by state and federal law with a law 
enforcement agency.  For the reasons stated below, we believe the proposed sharing agreement 
violates federal law.  
 
 The Standards for Privacy of Individually Identifiable Health Information (“Privacy 
Rule”) implements the requirement of the Health  Insurance Portability and Accountability Act 
of 1996 (“HIPAA”). The Privacy Rule standards address the use and disclosure of individuals’ 
health information—called “protected health information” (PHI) by organizations subject to the 
Privacy Rule — called “covered entities,” as well as standards for individuals' privacy rights to 
understand and control how their health information is used. 

 The Privacy Rule provides federal protections for PHI held by covered entities and gives 
patients an array of rights with respect to that information.  

 An “authorization” is required by the Privacy Rule for uses and disclosures of PHI not 
otherwise allowed by the Rule. Where the Privacy Rule requires patient authorization, voluntary 
consent is not sufficient to permit a use or disclosure of PHI unless it also satisfies the 
requirements of a valid authorization.  An authorization is a detailed document that gives 
covered entities permission to use PHI for specified purposes, which are generally other than 
treatment, payment, or health care operations, or to disclose PHI to a third party specified by the 
individual. 
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 An authorization must specify a number of elements, including a description of the PHI 
to be used and disclosed, the person authorized to make the use or disclosure, the person to 
whom the covered entity may make the disclosure, an expiration date, and, in some cases, the 
purpose for which the information may be used or disclosed.  
 
 A major purpose of the Privacy Rule is to define and limit the circumstances in which an 
individual’s protected heath information may be used or disclosed by covered entities. A covered 
entity may not use or disclose protected health information, except either: (1) as the Privacy Rule 
permits or requires; or (2) as the individual who is the subject of the information (or the 
individual’s personal representative) authorizes in writing.  See 45 C.F.R. § 164.502(a). 
 
 Covered entities may disclose protected health information to law enforcement officials 
for law enforcement purposes under the following six circumstances, and subject to specified 
conditions: (1) as required by law (including court orders, court-ordered warrants, subpoenas) 
and administrative requests; (2) to identify or locate a suspect, fugitive, material witness, or 
missing person; (3) in response to a law enforcement official’s request for information about a 
victim or suspected victim of a crime; (4) to alert law enforcement of a person’s death, if the 
covered entity suspects that criminal activity caused the death; (5) when a covered entity believes 
that protected health information is evidence of a crime that occurred on its premises; and (6) by 
a covered health care provider in a medical emergency not occurring on its premises, when 
necessary to inform law enforcement about the commission and nature of a crime, the location of  
the crime or crime victims, and the perpetrator of the crime. See 45 C.F.R. § 164.512(f) 
 
 First, the Standard Client Authorization form that your agency uses to obtain consent 
from individuals to share their Personal Health Information (PHI) violates federal law.  It does 
not inform clients that you intend to share information with a law enforcement agency.   
 
 Even if the form did not omit that rather significant disclosure, the Sarasota Police 
Department is not a qualified “covered entity” and none of the six enumerated exceptions in 45 
C.F.R. § 164.512(f) exist by which SPD would be permitted to gain access to PHI protected 
under HIPAA.   
 
 Frankly, it shocks my conscience that you would even entertain sharing the confidential 
database with an agency that has a record of criminalizing homelessness and targeting them for 
prosecution.  Additionally, recently SPD has had numerous problems with unauthorized access 
to databases which it is lawfully entitled to use, such as the D.A.V.I.D database. 
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We ask that you immediately cease any plan to share information in the HMIS database 
with SPD or any other law enforcement agency. 

If you have any questions about this letter, please feel free to contact my office. 

cc: Mayor Suzanne Atwell 
City Commissioners 
Robert Fournier, City Attorney 
Thomas Barwin, City Manager 
Bernadette DiPino, Police Chief 
Adam Tebrugge, Esq. 


