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Objective: The effort of this project is directed toward developing both graphical and analytic methods for streaming data. While 

traditional data analysis paradigms assume a fixed sample size and proceed to develop analysis tools based on assumptions of 

homogeneity in the mechanism generating the data, more and more the ease of electronic acquisition of data implies that data are 

streaming and that data is likely to be non-homogeneous. Examples include Internet traffic, battlefield communications, financial 

transactions, news stories, and satellite remote sensing to name a few. The data may be categorical, numerical, text documents or 

imagery as these examples imply. A strong motivation for investigating analysis of streaming data is the increasing digitization of the 

battlefield and the migration to net-centric warfare. The possibility of malicious interception of packet data and of spoofing legitimate 

communications suggests that quick response analysis and visualization tools in order to detect atypical behavior is exceptionally 

useful in preventing loss of information in a warfare setting.     

 

Approach: One major implication of streaming data is that ultimately there is not sufficient storage to store all of the data, so that 

data must ultimately be discarded. More importantly, there is a further implication that older data is of less value for making current 

inferences. Our general approach has been to develop recursive algorithms that are able to process data in one pass. Approaches for 

implementing recursive algorithms include: evolutionary graphics, i.e. graphics, which evolve as a function of new data being added, 

implementation of a quantizing algorithm for truly massive streaming data, recursive kernel density estimators in the critical 

multidimensional case, adaptive mixtures density estimation algorithms using orthonormal bases such as wavelets to reduce or 

eliminate spurious terms, and classical exponential smoother with adaptive time scaling and their potential use as multiscale data 

analysis. Our approach is distinctly different from classical time series analysis methodology in that generally classical time series 

analysis assumes stationarity or at least systematic nonstationarity. Generally our focus has been on digital TCP/IP traffic headers as 

a proxy for all packet-based communications protocols.  

 

Scientific Barriers: Perhaps the most difficult aspect of this project has been the lack of data sources for truly exercising our 

methodology. We have an agreement with the CIO of George Mason University to capture TCP/IP headers. Indeed we have very 

capable machines for transient storage of data. However, the sniffer machines are owned by the University, and are not directly in our 

control. Their protocol is to observe and record data for 10 minutes and process and relay data for the next 5 minutes. Thus we 

actually only get to observe 2/3 of the traffic and this lack of continuous monitoring has hampered exploitation of our methods. This 

is a relatively minor barrier and consequently we believe we have developed very sound methods. Another minor barrier is that our 

computers are not capable of real-time analysis. The University sees approximately 26 terabytes of TCP/IP header data annually. 

However, because our effort is proof-of-principle and not operational system development, this is also a minor barrier. 

 



Significance: This project is approximately 2/3 accomplished. The recursive methods for both univariate and multivariate density 

estimation have proven their ability to detect subtle changes in patterns of IP traffic. We are able to track changes within 1000 

observations, which is a matter of microseconds in the Internet traffic stream. The implication of this is that while packet traffic may 

change in a non-stationary fashion, the time scale of intruders in to the system is much shorter than the time scale for changes of the 

general system. The translation of these methods to operational systems would imply an ability to give alerts rapidly when patterns 

change, thus real-time or near real-time sensitivity to attempts to compromise the system. The evolutionary graphics have also shown 

great promise although the implementation suffers from the lack of continuously available data. One interesting aspect is that the 

evolutionary visualization of source IP suggests characteristic patterns of users of the system. In cases where there is a dedicated IP, 

such variations can be used to detect unauthorized users of a system, i.e. possible insider threat.   

 

Accomplishments 

 

 Graduated six Ph.D. students focused on these topics, 2004-present. 

 Graduated 1 M.S. student, 2005. 

 Published two books, 2005, 2006. 

 Filed new patent application, 2007. 

 Published 10 papers, 2005-2006. 

 Chaired Committee on Applied and Theoretical Statistics, National Academy of Science, 2004-2007. 

 Member of the Board of Mathematical Sciences and their Applications, National Academy of Science, 2004-2007 

 Elected to Board of Directors, American Statistical Association, 2006-2008. 

 Assumed financial management of the Army Conference on Applied Statistics, 2006. 

 Program Chair, Quantitative Methods in Defense and National Security Meeting, 2007. 

 

Collaborations and Leveraged Funding 

 

 Collaborated with Professor Karen Kafadar on evolutionary graphics, also an ARO fundee. 

 Used computer resources from AFOSR Critical Infrastructure Protection funding for this project. 

 Collaborated with ARL in technology transfer. See Technology Transfer below. 

 Collaborated with Professor Carey E. Priebe, Johns Hopkins University on DARPA Analog to Information project 

 Collaborated with LCDR Kyle Caudle of U.S. Naval Academy on recursive wavelet density estimation. 

 Collaborated with Drs. Jeffrey L. Solka, David Marchette, John T. Rigsby of Naval Surface Warfare Center, Dahlgren. 



 Collaborated with Dr. Wendy Martinez of the Office of Naval Research.  

 

Conclusions: Our approach has resulted in successful analysis of recursive numerical data. More importantly, it has suggested 

approaches that we are now developing to considering streaming text data, streaming image data and, interestingly, streaming graph 

data. The latter for example can be used in evolving social networks as well as evolving communication networks. 

 

Technology Transfer: We have undertaken a task with ARL entitled Adaptive Multi-modal Data Mining and Fusion for 

Autonomous Intelligence Discovery. Concepts generated in the current ARO particularly associated with text and images are being 

developed into a system as a tool for intelligence analysts. 

 

Future Plans: Our newer directions will focus on considerations of networks. The underlying graph model of a network suggests 

that there are interesting possibilities. An interesting question for example is if we have a network with nodes and links (vertices and 

edges), is there a method for inferring whether or not an unknown edge exists? Is there a method for inferring that there is an 

unknown vertex? In a social network setting, these questions amount to inferring whether two actors have a relationship and whether 

there are one or more unknown actors. The obvious application is to understanding and making inferences about the social network of 

adversaries. Another interesting aspect of this is to understand the evolution of a graph (social network). Because of the duality 

between a network and its adjacency matrix, the social network may be thought of in terms of streaming data where the data object of 

interest is a matrix and thus we would consider the mathematical characteristics of a matrix-oriented space.  

 


