
  

AUDITOR GENERAL 

 STATE OF FLORIDA 
 G74 Claude Pepper Building 

 111 West Madison Street  
 Tallahassee, Florida 32399-1450 

 

November 13, 2012 

 
Dr. W. Jack Crocker, Acting President 
State College of Florida, Manatee-Sarasota 
Post Office Box 1849 
5840 26th Street West 
Bradenton, Florida 34206-1849 

Dear Dr. Crocker: 

Enclosed is a list of preliminary and tentative findings and recommendations that may be included 
in a report to be prepared on our operational audit of the: 

State College of Florida, Manatee-Sarasota 
For the Fiscal Year Ended June 30, 2012 

Pursuant to Section 11.45(4)(d), Florida Statutes, you are required to submit to me within thirty 
(30) days after receipt of this list a written statement of explanation concerning all of the findings, 
including therein your actual or proposed corrective actions.  If within the 30-day period you have 
questions or desire further discussion on any of the proposed findings and recommendations, 
please contact this Office. 

Your written statement of explanation should be submitted electronically in source format (e.g., 
Word or WordPerfect) and include your digitized signature.  For quality reproduction purposes, if 
you are not submitting your response in source format, please convert your response to PDF and 
not scan to PDF.  If technical issues make an electronic response not possible, then a hard copy 
(paper) response will be acceptable. 

Please e-mail this Office at flaudgen_audrpt_cc_univ_fefp@aud.state.fl.us to indicate receipt of the 
preliminary and tentative findings.  Absent such receipt, delivery of the enclosed list of findings is 
presumed, by law, to be made when it is delivered to your office. 

Sincerely, 

 

David W. Martin 

DWM/gg 

Enclosures 

cc:  Board Members 

DAVID W. MARTIN, CPA 
AUDITOR GENERAL 

 

PHONE:  850-488-5534 
   FAX:  850-488-6975 

mailto:flaudgen_audrpt_cc_univ_fefp@aud.state.fl.us
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STATE COLLEGE OF FLORIDA, MANATEE-SARASOTA 
For the Fiscal Year Ended June 30, 2012 

SUMMARY 

Our operational audit disclosed the following: 

ADMINISTRATION MANAGEMENT AND BOARD POLICIES 

Finding No. 1: The Board needed to enhance its written policies and procedures relating to electronic 
funds transfers. 

Finding No. 2: The College needs to improve its identity theft prevention program to ensure compliance 
with the Fair and Accurate Credit Transaction Act of 2003. 

PERSONNEL AND PAYROLL 

Finding No. 3: Our audit disclosed 30 employees that were paid amounts in excess of that approved by the 
Board. 

CONTRACT MONITORING 

Finding No. 4: College controls over monitoring consultant payments needed improvement. 

INFORMATION TECHNOLOGY 

Finding No. 5: Some unnecessary information technology (IT) access privileges existed, indicating a need 
for an improved review of access privileges. 

Finding No. 6: College IT security controls related to user authentication needed improvement. 
 

FINDINGS AND RECOMMENDATIONS 

Administration Management and Board Policies 

Finding No. 1:  Electronic Funds Transfers 

Section 1010.11, Florida Statutes, requires each college board of trustees to adopt written policies prescribing the 
accounting and control procedures under which funds are allowed to be moved by electronic transaction for any 
purpose including direct deposit, wire transfer, withdrawal, investment, or payment.  This law also requires that 
electronic transactions comply with the provisions of Chapter 668, Florida Statutes, which discusses the use of 
electronic signatures in electronic transactions between colleges and other entities.   

According to College records, $114 million in electronic funds transfers were made during the 2011-12 fiscal year.  
Board Rule 6Hx14-5.09, requires that transfers of funds by electronic, telephonic, or other medium be according to 
written Board policies, provide adequate internal controls, and be in writing and signed by the designee of the board.  
Additionally, Procedure 5.09.01 specifies procedures for handling deposits, receipts, withdrawals, and transfers of 
public funds and it states that written procedures for the transfer and disbursement of funds can be found in the 
accounting department.  However, Procedure 5.09.01 and the written procedures maintained in the accounting 
department do not specifically address the accounting and control procedures for payments by electronic funds 
transfers or the need for, or use of, electronic signatures when conducting electronic transactions with other entities.  
While the College had established controls over electronic transactions, the lack of specific guidance adopted by the 
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Board increases the risk that electronic transactions will not be executed in accordance with Board directives and 
provisions of Chapter 668, Florida Statutes. 

Recommendation: The Board should enhance its written policies and procedures to address accounting 
and control procedures related to the use of electronic funds transfers, including the use of electronic 
signatures. 

Finding No. 2:  Identity Theft Prevention Program 

In response to increasingly pervasive risks associated with the custodianship of sensitive information, Section 114 of 
the Fair and Accurate Credit Transaction Act of 2003 (Act) expanded on the Federal Trade Commission’s (FTC) Fair 
Credit Reporting Act of 1970 to provide clear guidance to businesses and other organizations that process certain 
personal information that places them at high risk for identity theft.  The Act was implemented by the Red Flags Rule 
(Rule), which went into effect November 1, 2008; and enforcement of the Rule began on January 1, 2011.  The Rule 
requires financial institutions and creditors that hold consumer accounts designed to permit multiple payments or 
transactions or any other account for which there is a reasonable foreseeable risk of identity theft to develop and 
implement an identity theft prevention program (Program) for new and existing covered accounts.  The Rule requires 
the Board to approve the initial written Program.  The Program should be designed to detect, prevent, and mitigate 
identity theft through the identification of warning signs, or “red flags” in day-to-day operations.  Additionally, the 
Rule requires that the College train staff, as necessary, to effectively implement the Program.  The Program must be 
appropriate for the College’s size and complexity and the nature and scope of its operations and must contain 
reasonable policies and procedures to:  (1) identify relevant patterns, practices, and specific forms of activity, the red 
flags, that signal possible identity theft for the covered accounts; (2) detect red flags; (3) respond appropriately to any 
red flags detected to prevent and mitigate identity theft; and (4) ensure the Program is updated periodically to reflect 
changes in risks for identity theft. 

As a result of its student lending activities, the College meets the definition of a creditor as defined by the FTC and, as 
such, must comply with the Rule.  An Identity Theft Prevention Procedure (Procedure) was approved by the 
President on October 29, 2009; however, the Procedure was not approved by the Board.  College personnel indicated 
that Board Rule 6HX14-1.07 delegates to the President the authority to approve this Procedure instead of the Board.  
However, the Rule requires the Board to approve the initial written program and does not allow the Board to delegate 
this responsibility.  Additionally, although the identity theft procedure along with a notice about on-line training was 
e-mailed to employees on December 13, 2011, training required by the Rule had not been provided to employees who 
have access to accounts or personally identifiable information that may constitute a risk to the College or its students.  
In these circumstances, the College or its students could be at increased risk of identity theft due to the sensitive 
nature of information that is obtained, held, and processed through the student lending process.  In addition, 
noncompliance with the Rule could result in monetary penalties from the FTC. 

The College’s Procedure requires third-party service providers to have policies, procedures, and programs that comply 
with the Rule; however, as of the time of our review, the College had not verified that the third-party service providers 
were in compliance with the Rule. 

Subsequent to our inquiry, the College began training certain supervisory staff in June 2012, and College personnel 
indicated the process of verifying third-party service providers compliance with the Rule began in July 2012. 
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Recommendation: The College should continue its efforts to fully implement an identity theft 
prevention program and present the Program to the Board for its approval, as required by the Rule.  The 
College should also continue its efforts to monitor the third-party service providers compliance with the 
College Procedure and the Rule. 

Personnel and Payroll 

Finding No. 3:  Salary Schedules  

Section 1001.64(18), Florida Statutes, provides that the board of trustees establish the personnel program for all 
employees, including employee compensation.  Board Rule 6HX14-2.56, provides that the Board of Trustees adopt a 
salary schedule, or salary schedules, to be used as the basis for paying members of the instructional staff and other 
College employees.  Compensation of members of the administrative and instructional staff and other College 
employees shall be paid on the basis of these schedules.  Any compensation deviation from the approved schedules 
requires a separate approval by the Board of Trustees with the advice and recommendation of the President.  The 
Board approved the 2011-12 fiscal year salary schedule on May 18, 2011.  Language within the approved salary 
schedule stated that the President may authorize variations in hiring practices, travel reimbursements, leaves, 
compensatory time, overtime, special compensation, and pay in lieu of notice, based upon justification and 
appropriate recommendations of the Executive Director, Human Resources and executive staff. 

The College reported $29,130,053 for salary expenditures for the 2011-12 fiscal year.  During the 2011-12 fiscal year, 
the pay rate for 30 employees exceeded the rate provided for their positions in the Board-approved salary schedule.  
Of the 30, 13 were salaried employees whose salary exceeded that provided for in the Board-approved salary schedule 
by amounts ranging from $36 to $11,759 for the 2011-12 fiscal year, and 17 were hourly employees whose hourly rate 
exceeded the Board-approved salary schedule hourly rate by up to $1.42 per hour, resulting in total pay up to $2,100 
in excess of that provided for in the Board-approved salary schedule for the 2011-12 fiscal year. 

In response to our inquiry, College personnel provided us with a copy of a College Memorandum, dated April 3, 2003, 
which provided that “all new and existing employees who reach newly established maximums in his/her salary range 
will remain at the maximum level established with any salary adjustments provided as supplement and not applied to 
base salaries until such time as the maximum for the range is changed.”  However, according to College personnel, 
this Memorandum had not been submitted to or approved by the Board.  In addition the Director of Human 
Resources stated the pay of the questioned employees had been discussed with the President during the 2011-12 fiscal 
year budget preparation and that the President had been provided a list of the 30 employees.  Although requested, we 
were not provided evidence of the President’s approval to pay these employees in excess of the amounts in the 
Board-approved salary schedule or that the additional pay had been presented for Board approval as required by 
Board Rule 6HX14-2.56.  In these circumstances, College records did not evidence the authority for paying salaries 
exceeding the Board-approved salary schedule for these 30 employees. 

Recommendation: The College should ensure that employees are paid in accordance with the 
Board-approved salary schedule and Board Rule 6HX14-2.56. 
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Contract Monitoring 

Finding No. 4:  Consultant Services  

The College enters into contracts with consultants for services that cover extended periods of time.  In these 
instances, vendors may periodically bill for goods or services on an interim basis.  Effective monitoring controls 
require that the contracts describe the services to be acquired in a way that services are measurable or quantifiable and 
that the services provided can be verified by College personnel.  The periodic vendor billings should be in sufficient 
detail to ensure that amounts billed are verifiable and in accordance with contract terms. 

The College paid $1,652,736 for consultant services during the 2011-12 fiscal year.  We selected two consultant 
contracts to test the College’s monitoring procedures.  One of the College’s contracts was with a consultant to operate 
the College’s student financial aid assistance call center and Federal student financial aid verification procedures at 
negotiated rates for each contact and transaction, and the other contract was with another consultant to provide 
system support and data base administrative services for the College’s financial aid, student, finance, and human 
resource systems at hourly rates, plus reimbursement for reasonable travel expenses.  College procedures for 
consultant’s services provide that travel expenses are to be negotiated in accordance with Board policies, and at rates 
authorized in Section 112.061, Florida Statutes. 

Our review of the College’s controls over payments for these two consultant service contracts disclosed the following: 

 Our review of three payments totaling $138,682 to the consultant operating the student financial aid call 
center and performing verification of Federal student financial aid, disclosed that College personnel approved 
the invoices for payment.  These invoices were for 20,475 call center contacts and 2,111 verifications of 
student financial aid at the contract rate of $6 for each contact and $7.50 for each verification.  However, the 
invoices provided for our review did not include documentation to support the number of call center 
contacts or verifications performed for the benefit of the College as included in the invoices, nor did College 
records evidence that College personnel had verified the reasonableness of this information.  College 
personnel indicated that a periodic review of online logs of these transactions was made but their review was 
not documented. 

 Our review of three payments totaling $114,075 to the consultant providing system support and data base 
administrative services disclosed that College personnel approved invoices for 684.25 billable hours at the 
contract rate of $150 per hour, totaling $102,638, and travel reimbursements for $11,437.  Our test of the 
payments to this consultant disclosed the following: 

• Timesheets supporting the hours billed by the consultant were not included with the invoices to allow 
College personnel to verify the hours billed.  Subsequent to our inquiry, College personnel obtained 
copies of timesheets supporting the hours billed.  However, College records did not evidence that College 
personnel with direct knowledge of the work performed verified that services were received for the hours 
billed on each invoice.  Although College personnel indicated the invoices were reviewed for 
reasonableness prior to payment, in the absence of timesheets supporting the hours billed on the invoice 
and verification that the related services were received, it is not clear what information College personnel 
used to verify the reasonableness of the amounts invoiced prior to payment of these invoices. 

• Travel expenses included on three payments totaling $1,535 were not adequately documented or were not 
in accordance with Section 112.061, Florida Statutes.  Travel reimbursements for mileage totaling $642 
were not supported by detailed information to support the mileage claimed; miscellaneous travel costs 
totaling $497 were not supported by invoices supporting the actual expenses paid by the consultant; and 
meal reimbursements were not based on rates authorized in Florida law, which resulted in an 
overpayment of $396 for meals. 
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Absent adequate procedures for monitoring invoices from consultants, there is an increased risk that the College may 
pay for services not received or pay incorrect amounts. 

Recommendation: The College should enhance its procedures for monitoring consultant payments to 
ensure that payments are adequately documented and in accordance with terms of the consultant 
agreement, and travel reimbursements are adequately supported and in accordance with Florida law.  The 
College should also require the system support and data administrative services consultant to provide 
adequate documentation supporting all travel reimbursements, review such documentation, and recover 
from the consultant the $396 overpayment and any other overpayments disclosed by such review. 

Information Technology 

Finding No. 5:  Access Privileges  

Access controls are intended to protect data and information technology (IT) resources from unauthorized disclosure, 
modification, or destruction.  Effective access controls provide employees access to IT resources based on a 
demonstrated need to view, change, or delete data and restrict employees from performing incompatible functions or 
functions outside of their areas of responsibility.  Periodically reviewing IT access privileges promotes good internal 
control and is necessary to ensure that employees cannot access or modify IT resources inconsistent with their 
assigned job responsibilities. 

The College had not developed written procedures for the periodic review of access privileges.  Although the College 
had performed a review of users’ network access privileges, with emphasis on adjunct faculty accounts, our test of 
selected access privileges to the College’s network indicated a need for improved review of network access privileges.  
Specifically, two service accounts within the administrators and domain administrators groups were no longer used by 
the College.  In addition, another service account had domain administrator privileges that were unnecessary for the 
intended purpose of the account.  Administrator access privileges are typically limited to employees who are 
responsible for performing network administration duties or services that require complete access to network 
resources.  When inactive network administration accounts are not timely removed or when complete network access 
privileges are unnecessarily granted, the risk is increased that unauthorized or unintentional network hardware, 
software, or configuration changes may occur and not be timely detected.  In response to our inquiry, College 
management removed the two service accounts no longer being used and removed the domain administrator access 
privileges from the third service account. 

Recommendation: The College should develop written procedures for the periodic review of IT access 
privileges.  In addition, the College should improve its review of IT network access privileges and timely 
remove any unnecessary access detected. 

Finding No. 6:  Security Controls - User Authentication  

Security controls are intended to protect the confidentiality, integrity, and availability of data and IT resources.  Our 
audit disclosed certain College security controls related to user authentication that needed improvement.  We are not 
disclosing specific details of the issues in this report to avoid the possibility of compromising College data and IT 
resources.  However, we have notified appropriate College management of the specific issues.  Without adequate 
security controls related to user authentication, the risk is increased that the confidentiality, integrity, and availability of 
College data and IT resources may be compromised.  A similar finding was noted in our report No. 2011-007. 
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Recommendation: The College should improve IT security controls related to user authentication to 
ensure the continued confidentiality, integrity, and availability of College data and IT resources. 

PRIOR AUDIT FOLLOW-UP 

The College had taken corrective actions for findings included in our report No. 2011-007 except that finding No. 6 
was also noted in prior audit report No. 2011-007, finding No. 5. 

 

END OF PRELIMINARY AND TENTATIVE FINDINGS 
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