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ANDREW AUERNHEI MER, Swor n.
DI RECT EXAM NATI ON BY DEFENSEZ:
THE COURT: Very well. Good norning, M. Auernheiner.
You can proceed, M. Ekel and
MR, EKELAND: Thank you, your Honor.
Q M. Auernheiner, how old are you?
A Twenty-seven.
Q M. Auernheiner, are you currently enpl oyed?
A | do disaster response part-tine.
Q And could you describe your educational background for us.
A | dropped out of high school. | went to college briefly to
study ant hropol ogy and nat hemati cs.
Q M. Auernheiner, have you ever heard of an organi zation
cal l ed Goatse Security?
A Yes. It was a roughly 9-person security research teamthat
| was part of starting February-ish, 2010.
Q And what exactly did you do with Goatse Security?
A | sort of had a PRrole in that people would cone to ne and
| would do press relations for various things that were
di scovered. In addition, | hel ped devel oped a Safari exploit
in | think March -- February or March of 2010.
Q D d you ever nmake any noney from Goatse Security?
A No.
Q Let's talk about the Safari exploit thing. I|I'mgoing to

show you what is in evidence as Governnent's -- Governnent's
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Exhi bit 1003. Can you see that?
A Not on ny nonitor. This thing doesn't work.

THE COURT: H s is a blank screen.
A There it goes.
Q You got it? Ckay.

Do you recogni ze this?
A | do.
Q Wat is it?
A It is the website, the first version of the website for
Goat se Security.
Q Do you know who wote this?
A M and Sanuel Hocevar, a doctoral student in Japan --
France, rather, not Japan.
Q And directing your attention to the top of the exhibit
where it says, right under the heading "Goatse Security
Advi sories". And underneath that you see the "114, 000 i Pad
owners exposed"; correct?
A That's correct.
Q And underneath that you see "Safari XPS attack"?
A That's correct.
Q Was that the Safari exploit that you were just talking
about ?
A That's correct.
Q And can you tell us what that Safari exploit was?

A It does sonething called interprotocol exploitation. It
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was a proof of concept, which neans we used only our own
systens and it does sonething that allows a web browser to
speak another protocol. |In this case, e-mail. W also did a
voi ce over |IP, SIP, the protocol that drives voice over IP
services. W had it speak, like telling those protocols.

Q D dyou publish any -- did you publish this exploit?

A Yes. Yes, it was published on Bug Track, which is the

| ndustry standard sort of mailing list for security

vul nerabilities.

Q And what is Safari, by the way?

A Safari is the web browser that's used on Appl e products.
Appl e has this reputation of -- they sell thenselves on
security and I was exam ning Safari because | do not believe
t hat Apple products are any nore secure than M crosoft w ndows
or Linux. [It's all about relatively the sane.

Q And do you know if anyone at Apple saw what you published
on Safari exploit?

A  They undoubtedly did because they patched it in the desk
top version of Safari about a week after it was rel eased.

Q And the informati on you published on the Safari exploit, it
was publicly available on the Internet?

A That's correct.

Q And directing your attention to the third bullet point
under the top heading on what's in evidence as Gover nnment

Exhi bit 1003, do you see where it says "Firefox XPS Javascri pt
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Proof of Concept"?

A  Yes.

Q What was that?

A That was a short Javascript payload that would all ow a web
browser to speak the I RC protocol.

Q And did you publish that exploit?

A It was already in wde circulation when | posted it to a
website, yes.

Q And do you know if Firefox ever saw what you published
about the exploit?

A They did. And they said that it was expected behavi or and
not a security vulnerability at all.

Q Now, turning your attention to early June, 2010. D d you
have occasion to hear about an account slurper script?

A Yes. M co-defendant, JacksonBrown, he cones to an | RC
channel and he tells people that he has a new project of --
he's found this thing in the iPad registration ap that would
all ow the e-mai|l address to be published, open on the Internet.
Q And when you said IRC, could you rem nd us what an IRC is
agai n.

A It's the earliest chat room protocol of the Internet. |It's
been around since the early nineties and it's in w despread
use.

Q And you said that you | earned about this account slurper on

t he | RC?
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A That's relatively correct. |I'mnot sure. | don't renenber
where | first heard about it.

Q I|I'mgoing to show you what has been marked | believe for

i dentification as Defendant's Exhibit 601. This is actually
what's been in evidence as Defendant's Exhibit 601, pardon ne.

THE COURT: Alright.

Q Can you see that docunent?

A  Yes.

Q Do you recognize it?

A | do.

Q Well, is that you speaking in there?

A | can't recall. 1It's been two years, and | couldn't pick
out any line of thousands of |ines of chat and authenticate it,

but it could be.

Q Wwll, did you use a handle in the IRC I ogs?

A  Yes.

Q And what was the handl e you used?

A Wev, WE-E-V.

Q So why do you think that that m ght not be you speaki ng?
A Because ny IRC client was one of 12 shared in a
screen-sharing software. So it -- | delegated and | |et other

people use ny IRC clients. So it could be sonebody el se
knocking, | wouldn't recall.

Q But this could be you speaki ng?

A  Yeah.
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Q But you're not sure?

A Yeah. It's two years.

Q I'msorry, could you just take a |look at this for a second
and tell nme what you think is going on here.

A This is JacksonBrown seem ngly announcing his projects.
He's harvesting ICC-ID e-mail conbi nati ons and he's | ooking for
nore of them

Q You see the date there, it says June 5th on the top?

A  Yes.

Q And do you know if you heard about M. Spitler's account

sl urper before June 5th?

A No, | don't -- | nean, | couldn't put it to a specific date
but, | nean, this is relatively the time | |earned about it.
Q kay.

Now, | just want to direct your attention to the

m ddl e of the exhibit.

A  Yeah.
Q \Were -- can you see that?
A  Yes.

Q The mark June 5th, at 13:03:33. You say -- you see the
line that says -- well, 13:03:30 it says: "Wev: Nowthis is
bi g nedia news".

A  Yes.

Q \Wat do you take that to nean?

A There's a common sort of practice of non-disclosure in the
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security comunity. Many security firns, mainstream ones, keep
exploits secret if they find software bugs and they sell them
to entities, donestic and foreign. They don't patch them So
it's becone not as common place for sonebody to cone out and
i nform people that there's a problemin software bug -- a piece
of software. And so it's -- the iPad specifically is -- 105 in
general, these exploits are sold for quarter of a mllion
dol l ars and upwards; 100-, $250,000. So nost people would sell
it and keep it secret. And if you informpeople, it's a big
story.

Q And do you agree with this policy of non-discl osure?

A | don't think that people should keep software

vul nerabilities secret. | think the consuner has a right to be
i nformed when they're put at risk by a conpany. And we have
not only a right as Anericans to anal yze things that
corporations publish and make publicly accessi bl e, but perhaps
even a noral obligation to tell people.

Q Now, | want to direct your attention to the second page of
this exhibit. And can you see that?

A  Yes.

Q Now, well, let's start with what is essentially the first
time -- date stanp line of June 5th, 3:09:12, where it says:
"Weev: JacksonBrown, this could be Iike a future nassive

phi shi ng operation."

What do you take that to nean?
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A That's a true statenent. It could be -- could have been a
future massi ve phishing operation. Sonebody could have stol en
this data and, you know, not stolen, | nean, it's published.
It's published. It's out there. But sonebody could have used
this that noticed it before us to send e-mails to i Pad
subscribers trying to get their account information. | nean,
that's a serious concern. That's the reason why you shoul d be
i nformed that a conpany has put you at risk. Like, that's --
sonebody could use this for malicious, truly nalicious neans.
Q And you nentioned data. What data are you tal king about?
A  The publication of iPad ICCID e-mail conbinations.
Q D d you ever possess this data?
A | possessed the e-nails that were sent to nedi a conpani es,
t he enpl oyees of nedia conpanies. But, | nean, | gave a link
to a journalist, but I never downl oaded the data fromthe |ink
nysel f.
Q And what journalist did you give to it?
A Ryan Tate at Gawker.
Q D dyou give -- did you give a link to any ot her
journalist?
A No, it was not necessary to give nore than one journali st
the dataset. Ryan Tate verified the data by finding a reporter
he knew on the |ist and asking that other reporter at sone
ot her nedia conpany to help himverify the story. But

there's -- that only needs to be done once.
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Q And why -- is there any particular reason you contacted
Ryan Tate at Gawker?
A There was a thing, | can't renenber the date. It was well
bef ore 2010, but Gawker posted an incorrect article that they
got sonething very factually off. And Onen Thomas, who is the
val l eywag at the tine, sort of the tech person there, he posted
a whole new story, |ike a whole new blog post with himin a
dunce cap apologizing. And it left an inpression on ne that
they have a lot of integrity as, you know, if they're wlling
to --

MR. | NTRATER: (bj ection, your Honor, this is --
A Thisis --

THE COURT: Hey, wait. \Wen he objects, you don't
have a conversation with him Let nme rule, okay?

THE WTNESS: Alright.

MR. INTRATER | nove to strike that last answer, it's
all been hearsay.

THE COURT: Sust ai ned.
A Aright, Gawker, | personally --

THE COURT: Wait. Once he objects and | sustain, you
have to wait for M. Ekeland to ask you anot her questi on.

THE WTNESS: Alright.
Q M. Auernheiner, do you know if Gawker ever published the
dat a?

A  They published red acted |ike a couple e-mail address
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| CC-1 D conbi nations, but they never published the whole |ist.
|f | thought they were going to, | wouldn't have brought it to
t hem
Q Ddyou-- did |l hear you testify that you actually
contacted other people in the press about this?

A Yes, that's correct.

Q | want to show you what is in evidence as Governnent's
Exhi bit 5052. Excuse ne, let nme put it up. That is the
unr edact ed versi on, your Honor. Can you see that?

A  Yes.

Q |Is that one of your e-mails that you sent to the press?
A That's correct.

Q Ckay.

Now, directing your attention to the bottomof this

e-mail, the last line right before you say, "have a good
eveni ng".

A  Yeah.

Q I'mreferring tolines, "if a journalist in your

organi zation would like to discuss this particular issue, |
woul d be absolutely happy to describe the nethod of theft in
nore detail."

What do you nean by nethod of theft?
A Wll, that's rhetoric and hyperbole. | don't believe in
usi ng, and Sherry Ransey used the word "published" and she was

right on this. This information was avail able on any i Pad, you



© 00 N oo o B~ W DN PP

N DN D DN DD P PP PP PP R PR
a A~ W N P O © 00O N oo Ouo &M W D»dN -, O

13
know. You could have very slowy manually stepped through on
an i Pad or a group of people using i Pads and you didn't need to
wite a programto access this data, you just needed to use the
Safari web browser on the iPad. And this data was accessible
to the entire Internet. Once sonebody publishes sonething,
they don't get to -- if you publish sonething in a book, you
can't say it's wong to check out that book fromthe library or
go buy a copy of that book. They made this data publicly

accessible and | used it to issue comment and criticismon

that. And I'ma PR person. |'mdoing marketing here. And it
sensationalizes the story to have an opener like this. It
does. And that's -- it's ny role in this community to spin it

as big as possible.

Q So you went to the press with this. D d you go to anybody
else with this?

A No.

Q D dyou -- soyou didn't disclose this to AT&T?

A | expected a journalist to contact AT&T one of these
initial, in afewe-nmails. There wasn't really enough in any
of these e-mails to wite a story, so | figured | would either
be contacted by AT&T or they would say the ICC1-D, or I CC 1D,
however you pronounce it, and AT&T woul d very quickly be able
to figure out where in their code the issue was. |f they don't
want to have a direct dialogue with ne. | don't want to cone

to them They can have everything transparent in the press or
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we cannot have a di al ogue.
Q But do you know if anyone disagreed with you with not going
to AT&T first with the information in question here?
A Perhaps a | ot of people did. But that m ght have resulted
in the public not being inforned. | renenber, you know, people
m ght get hit with extortion charges or get an injunction and
not be able to tell people about, you know, what was avail abl e
publicly and perhaps with a cavalier disregard for consuner
saf ety.
Q Ckay.

| want to circle back to the IRC |logs for a nonent.
| mgoing to show you what is in evidence as Defendant's
Exhi bit 600. Can you see that?
A  Yeah.
Q Take a look at it and tell ne what you think is going on
with that.
A | was describing -- | was describing a perception after
readi ng sonme papers on GSM underlyi ng cyrptographic functions
that | thought that it would be possible to clone a SI M card.
It's definitely not an attack that could be done by anybody
wWith | ess resources than a nation state. But there are sone
questions there. | personally do not have these resources and
| don't think anybody | ess than an infornmed Governnnent woul d
have them But it's a potential for risk.

MR. | NTRATER:  Your Honor, objection. The defendant
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is testifying as an expert and he hasn't been qualified as an

expert.
A | was saying ny belief.

THE COURT: It's tough to get used to. Alright,
sust ai ned.

MR. | NTRATER. Thank you, your Honor.

THE COURT: Alright. Now, M. Ekeland can ask you a
guesti on.

MR. INTRATER | nove to strike that |ast answer.

THE COURT: It is stricken. You are to disregard the
| ast answer, | adies and gentl enen.

You can proceed, M. Ekel and.
Q M. Auernheiner, just directing your attention to the first
line of this exhibit where it's June 6th, 19:19: 22.
"Jacksonbrown: | wish the ICCGID wasn't so usel ess.”

Do you know why he's saying that?

A There's not really anything that any of us -- anybody wth

not a | ot of resources could do wth it. [It's questionable
now. | do not believe that it is possible to clone a SIM card
via ICCID. | was clearly incorrect on that statenent. But

there's not a security research teamin the world that does not
consi der routes of attack --

MR. | NTRATER: Your Honor, object at this point.

THE COURT: Sustained. You can't testify as an

expert, M. Auernheiner. You can only testify as to your
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I nvol venent and what you do.

You can proceed, M. Ekel and

MR. EKELAND: Your Honor, Defendant's Exhibit 600
hasn't actually been noved into evidence. At this tine the
defense would like to nove it into evidence.

THE COURT: Any objection?

MR. | NTRATER  No obj ection, your Honor.

THE COURT: Alright, 600 will be in evidence.

(Exhibit marked in evidence)
Q I'mshowi ng you, M. Auernheiner, what's in evidence as
Governnent's Exhibit 6001. Could you take a look at that for
me real quick. Can you see it?
A Yes, | can see it.
Q Could you tell ne just what's going on there.
A JacksonBrown is | ooking for nore | CC 1 Ds.
Q Do you recall if this is -- whether or not this is you
speaki ng here?
A | couldn't recall anything that happened two years ago. |
mean, it could be.
Q kay.

And noving on to what's in evidence as Defendant's
Exhibit 6 -- sorry, Governnment's Exhibit 6002. Can you j ust
take a | ook at that.
A  Yeah.

Q And tell nme what you think is going on there.
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A There's a di scussion on the nature of | CC-1Ds.

Q And can you recall if that's you speaking there?
A | nean, that doesn't | ook |ike speech. There's bullet
points in it, lacks of spaces, capitalization, punctuation. It

doesn't ook |li ke an | RC conversati on.

Q I'msorry, it doesn't look |ike an | RC conversation?
A | can't -- | can't recognize that line as part of any
flow ng conversation. It's definitely not ny words. |[It's

capitalized and punctuated correctly.
Q Myving to item 6003, what's in evidence as Governnent's
Exhi bit 6003. Do you see that?
A That's correct, yeah, | see that.
Q Can you tell nme what you think is going on there.
A |I'm-- there's a discussion about valleywag. But |'ve
never been to a Gawker party or -- | didn't know -- | had never
met anybody from Gawker nedi a.
Q Have you ever net Ryan Tate?
A | never net Ryan Tate.
Q But you did testify earlier that you did contact hi m about
this --
A Yes, | think that was probably the first conversation |
ever had with him
Q kay.

Now, noving on to what's in evidence as Governnent's

Exhi bit 6004. You take a |ook at that. Can you see that?
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A  Yes.
Q Can you tell me what you think is going on there.
A I'masking for e-mails from JacksonBrown's dataset that
bel onged to figures in the press so that | may report the
story.
Q And did you ever take those e-mail addresses and e-mil
people in the press?
A | did.
Q NMving on to what is in evidence as Governnent's Exhi bit
6006. Do you see that?
A  Yes.
Q Can you tell ne what's going on there?

A JacksonBrown has pasted an e-mail address for Arthur

Si skind at News Corporation and |I'd begun -- | began witing a
letter.

Q And do you recall if you sent that letter or your e-mail to
M. Siskind?

A | did, yes.

Q Mwing on to what's in evidence as Governnent's Exhibit
6008. Do you see that?

A  Yes.

Q |Is that you speaki ng?

A It could be, yeah.

Q Can you tell ne what's going on there.

A

| am-- | appear to be pasting a |ist of domains from
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the -- that belonged to press organi zations. | see the
Associ ated Press, Baltinore Sun, Asahi, the Japanese newspaper,
and |'mgiving himthis list so he may search his dataset for
t hose domains and give ne the e-nmail addresses for contact
points in the nedia.
Q And noving on to what's in evidence as Governnent's Exhibit
6010. Can you see -- hold on a second. How s that? Can you
see that?
A | can see that, yes.
Q Can you tell nme what's going on there.
A JacksonBrown is pasting various -- various results fromthe
list that | -- of domains that | gave him He's pasting a
nunber of reporters' e-mails.
Q Mwing on to what's in evidence as Governnent's Exhibit

6011. Do you see that?

A  Yes.

Q Do you recogni ze that?

A | do. | nmean, fromthis trial.

Q Well, can you tell nme what's going on there.
A

| appear to be stating that |'m going to aggressively
e-mai | the nedia.

Q And did you aggressively e-mail the nedi a?

A Yes. Yes, | did.

Q GCkay. Mywving on to what's in evidence as Governnent's

Exhi bit 6014. Can you see that?
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Yeah.
Do you recogni ze that?
Yes.

And can you tell ne what's going on there?

> O >» O >

JacksonBrown is stating, you know, that AT&T has patched
t he hole and, you know, that there are no nore e-mail addresses
t hat coul d be harvest ed.
Q kay.

Now, noving on to what's in evidence as Governnent's
Exhi bit 6015. Can you tell ne what you think is going on
t here?
A | tell JacksonBrown to DCC nme the |ist, but that doesn't
wor k.
Q \VWhat is DCC?
A It is -- 1 don't renenber what it stands for, but it is how
peopl e send things on IRC. So | believe JacksonBrown at that
point either -- | think he mght have uploaded it to a shared
shell server or a paste bin, or sonething, and fromthere it
was relayed, the link was relayed to Ryan Tate at Gawker.
Q kay.

Moving on to what's in evidence as Governnent's
Exhi bit 6017. Can you see that?
A  Yes.
Q And can you tell ne what you think is going on there?

A I|I'mtelling JacksonBrown that we're going to -- vall eywag
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s -- wants to publish this story.
Q And who is vall eywag agai n?
A Valleywag is a subsidiary or website of Gawker.
Q And noving on to what's in evidence as Governnent's Exhibit
6019. Can you see that?
A  Yeah.
Q Can you tell ne what you think is going on there?

A Ryan Tate at Gawker is letting ne know that he's got the

dat a.

Q Was Ryan Tate on the | RC?

A No, that was a conversation on another nedi um
Q Sothen -- but thisis an IRClog; right?

A  Yes.

Q Do you know how it ended up on the I RC | 0g?

A It nust have been pasted there.

And noving on to what's in evidence as Governnent's Exhi bit
6026. Can you see that?
A  Yeah.
Q Can you tell ne what you think is going on there?
A I'mtelling JacksonBrown that | was dissatisfied with
AT&T's notification to their custonmers. | felt it wasn't
conpletely honest. And | think that we should respond with a
| etter to AT&T's custoners of our own.
Q And directing your attention to the bottom of the exhibit

where -- right there, you see where that red dot is?
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A  Yeah.
Q \Were it says -- JacksonBrown says: "Un'. And after that
it says: "I thought you didn't have the |ist any nore?" You
say: "Um | may have, uh, incidentally stored it sonewhere."

| s that accurate?

A That's not accurate. | do not -- | did not retain any data
and | did not possess the fullest of data.

Q Wiy are you telling himthat then?

A It may have been a facetious coment, |'mnot sure. |t nay
have been a joke. | don't recall saying it. But | don't
currently possess any data from AT&T and | -- | nean, the
Governnent has all ny conputers, | think they could verify

t hat .

Q D dyou ever do a nmass e-mail to any AT&T custoners?

A No. | |ooked at the canned spamlegislation and it seens a
tad odi ous conpliance requirenents.

Q kay.

Now, through this entire period of all the IRC | ogs |
just showed you, throughout all of that, did you at any point
think that you were doing sonething illegal?

A | was -- | felt | was free to use rhetoric and hyperbol e
| i ke theft because the underlying act of accessing public

i nformation, it boggles my mnd that it could be considered a
crinme,.

Q Wiy does it boggle your m nd?
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A Because there, you know -- one second. Let ne state this
correctly. If you put sonething on the Internet. Let's say
you send nude phot ographs of yourself to sonebody and, you
know, let's say you're, you know, an inportant person, a
representative, and | ater that person discloses them and
enbarrasses you. You don't get to -- you don't get to cry and
kill the nmessenger that you were criticized. It's sad that
AT&T's custoners had to be, you know, had to be notified that
their conpany put themat risk. But it's better than not
knowi ng. And you should be able, in our -- with our common | aw
heritage, you should be able to conmment and criticize. These
are things the DMCA, the Digital MII|ennium Copyright Act, it
has exenptions for security research. W have fair use,
specifically for conmment and criticism There's so many -- in
ny understandi ng of our system that when you're comenting and
criticizing sonebody, you can transform public data and it is
public. |t was published. You can transform public data and
it shouldn't be -- it was not ny conprehension that it was a
crime to give publicly accessible data to a journalist. That
seened ludicrous to ne. The very idea of it shocks ne to ny
core.
Q | just want to circle back to that point. Wy do you think
the data was publicly accessi bl e?
A | think that AT&T published it largely as an oversight,

and. There are really good people there and, | nean, |'ve been
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told great things about their team And if the best people in
the world can't stay on top of it all the tinme, then it's up
to, you know, third parties to examne it and bring to it |ight
when there's a problem

Q You said AT&T published the data. Wat do you nean by

t hat ?
A It's a universal understanding. You don't ask -- you
don't -- | don't think anybody in this roomhas witten a

| etter to Google or, you know, or Yahoo before they visit the
website. When you put sonething on the Internet -- http, to ny
understanding, is a publishing system And when you put

sonet hing on the open Internet and you didn't protect it with a
password or a firewall, you' ve nmade it a part of the public
record. And Sherry Ransey did use correctly the word
“publish". And when you publish sonething, you can't sit there
and say, you know, when sonebody uses it to enbarrass you, you
can't kill the nmessenger and say: Well, | didn't want you to
have that. Well, you shouldn't have made it available if
that's true.

Q Turning your attention back to the account slurper script.
A  Yeah.

Q Ddyou wite any of the account sl urper?

A  No, it was conplete -- | don't wite in PHP, | find it a
despi cabl e | anguage. And it was conplete by the tine that

was -- JacksonBrown first introduced nme to it. You know,
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there's -- apparently, | don't fully renenber, but from what
that | og shows, he introduced it to nme by, you know, "hey, |'ve
got this new project. |I'mlooking for ICCI1Ds. There should

be many nore."

Q D d you ever run the script?

A  No. | nean, | sort of poked at it, |ooked at one of the
URL to verify it was a public web server, but | never ran the
script.

Q D d you make any noney off the incident in question here?
A  No. No, | did not attenpt to nonetize off of this.

Q Did anyone ever offer you noney for the list of the e-nmail
paired wwth | CC | D?

A Yes. There were a nunber of offers that cane in via
e-mail .

Q I|I'mgoing to show you what has been marked for
identification as Governnent's Exhibit 5137. Can you see that?
A  Yeah.

Q Can you tell ne what it is?

A Soneone is e-mailing ne asking to buy the data. And | am
saying that it has been destroyed and we're not going to
violate principles for noney. And none of our people have a
copy of the data at all.

Q So that's an e-mail you received and replied to?

A That's correct. The bottomhalf is the person e-nmailing --

MR. EKELAND: |'msorry. Your Honor, the defense
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woul d li ke to nove what's been nmarked as Governnent's Exhibit
5137 into evidence.

MR. | NTRATER:. No objection, your Honor.
THE COURT: Alright, 5137 will be in evidence.
(Exhibit marked in evidence)
Q GCkay. | just want to -- well, could you read for ne the
e-mai | that was sent to you, starting on --
A "Hello. How nmuch could | buy for the whol e database or
half? Tell nme please. O if any way possible, to chat and
di scuss. If you sell, please contact nme ASAP. Any price is
okay. Thanks."
Q And could you read your reply?
A "W destroyed the data as a matter of policy. It served no
nore purpose to us and we are uninterested in violating our
principles for noney. No nenbers of Goatse Security have a
copy of the data left."
Q And could you read for ne the date of this e-mail?
A It is June 10th, 2010, at 8:31 p.m
Q Do you have any reason to doubt that date?
A No, that | ooks accurate.
Q | just want to show you one nore of the Governnent's
Exhi bits. Can you see that?
A  Yes.
Q Wat is it?

A Soneone is saying to ne: "Hello guys. Wuld it be
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possi ble to share with nme the i Pad users e-mailing |ist,
pl ease? Many thanks for your response. Best regards, Reda.”
And | amreplying: "No, not under any circunstances."
Q And that's an e-mail you received and that you replied to?
A That's correct

MR. EKELAND: Your Honor, the defense would like to
nove what's been marked as Exhibit 5143 into evidence.

THE COURT: Any objection?

MR. | NTRATER:. No objection, your Honor.

THE COURT: Alright, 5143 will be in evidence.

(Exhibit marked in evidence)

Q And can you read ne the date on that, M. Auernhei ner.

A That is June 11th, 2010, at 1:12 a.m

Q And do you have any reason to doubt --

A No, that's an e-mail that | sent.

Q D d you know who -- the nane of signature bl ocked out Reda
El Qurouba. Do you know that person?

A  You know, | know a | ot of people, Arab people. |I'mnot --
| couldn't -- | have trouble renenbering their nanes, though.

| couldn't say one way or anot her.

Q In the nonth of June, 2010, do you recall where you were?
A | was in ny hone at Fayetville, Arkansas, which is where |
was born. Not in that house.

Q In June, 2010, or any of the events in question, were you

ever in New Jersey?
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A | had never been to New Jersey prior to this. | was
dragged here in leg irons for the first tine

MR. EKELAND: No further questions, your Honor.

THE COURT: Alright.

Cr oss.

MR. | NTRATER: Yes, your Honor, thank you.
CROSS EXAM NATI ON BY MR | NTRATER:
Q Good norning, M. Auernheiner.
A  (Good norning, Zach.
Q On direct exam nation, you said that the information that
was taken from AT&T servers was publicly accessi bl e?
A That's correct. You could have accessed it by typing in
URL to the address bar of any i Pad.
Q So that's what you said on direct, it was publicly
accessible. R ght?
A That is, to the best of ny know edge, that is correct.
Q So we know what you said on direct today.

| want to talk to you about what you said and wote in
June of 2010.
A  Ckay.
Q In June of 2010, you weren't under indictnent for a federal
crime; is that right?
A That's correct.
Q And in June of 2010, you weren't in the mddle of a trial

whi ch you're the only defendant facing two crimnal counts. |Is
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that correct?
A That's correct.
Q In June of 2010, you weren't on the witness stand in front
of a jury of your peers?
A That's correct.
Q Trying to persuade themthat you didn't conmt a crine. |Is
that right?
A That's correct.
Q So we know what you said today. Now, let's go back to June
of 2010.
A Alright.
Q And see what you said and you did at that point.
A  Kkay.
Q | want to show you what's in evidence first as Governnent
Exhi bit 5049. And you were shown several e-mails fromthe
gluttony@nmuail.come-nmail account while you were on direct
exam nation. You recall that?
A  Yes.
Q You said that those e-mails --
A  Yeah, these are accurate. This e-mail is accurate. |
recogni ze this letter.
Q Could you showthis to the jury? GCkay. So you don't
di spute that you sent this e-nmail?
A That's correct.

Q Ckay. You don't dispute that e-mails that come from G
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mai | - -
A  Yes.
Q duttony@nuil.comare yours?
A Yes, that's ny e-mail.
Q kay.
The subject of this e-mail, you just tell nme if |I'm
reading this correctly. "AT&T privacy |eak. Your iPad can be

hi j acked, frank".

A  Yes.

Q | read that, right?

A  Yes.

Q And this is being sent to sonebody at the San Franci sco
Cronicle; right?

A  Yes.

Q And inthis e-mail you tell M. Vega, who you address it
to, I think. Right?

A  Yes.

Q You tell M. Vega what his ICCIDis. You put it right
there in the e-mail; correct?

A Correct.

Q And you wite that the ICC-IDis a shared secret.

A  Yes.

Q That should indicate physical proximty to the i Pad.

A | wote that, yes.

Q And you wote: "I would be absolutely happy to descri be
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the method of theft in nore detail." Right? That's what you
wWr ot e?

A | was trying to sensationalize the story.

Q Wit --

A |I'ma PR person, yes, that's absolutely --

Q Those were your words in June of 2010; right?

A It's hyperbole.

Q But that's what you wote?

A That's absolutely what | wote. But that's not an accurate

assessnment of what happened here. |I'mtrying to get a
reporter's attention.
Q So you describe the ICC-ID as a secret. And you call what
you and Goatse Security did a theft; right?
A It's hyperbole, yes.
Q You describe it a shared secret and you called what you did
a theft. Right?
A Now, if | say: Hey, bro, can | steel that cigarette? And
| grab one, it's not really theft, you know, it's --
Q Look, I didn't wite the e-nmnil.

MR. EKELAND: Obj ecti on.
Q You wote the e-mail.

THE COURT: Alright. The question is a yes or no
guestion. The objection is overruled. It's a yes or no
guestion. So to the extent that you can say yes or no, M.

Auernheinmer, try tolimt your answers to that.
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THE WTNESS: Alright.
THE COURT: M. Ekeland can certainly cone back on
redirect and ask any further questions.
THE W TNESS:  Yes.
Q Yes. But this e-mail, 5049 to M. Vega, that's not the

only tinme then, not now, then --

A  Yes.

Q In June of 2010.

A Correct.

Q That you refer what you and Goatse Security did as a theft?
A Absolutely

Q | want to show you Governnent Exhi bit 5050. And, again,
this is a gluttony@nuail.comaccount e-mail. You wote this
e-mail. Right?

A Correct.

Q GCkay. This is to sonebody at News Corp, right, M. Siskind
at News Corp.?

A Absolutely

Q Subject, you tell nme if I'"'mreading this right, okay.

"AT&T privacy |leak. Your iPad's identifier stolen.”™ You go on
to say that -- you give himhis ICCID. You wite: "It's a
shared secret that should indicate physical proximty to the

| Pad." Right?

A  Yes.

Q And you wote: "I'd be absolutely happy to describe the
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nmet hod of theft in nore detail." Your iPad identifier stolen

and you woul d be happy to discuss the nethod of theft in nore

detail. R ght?

A That's what | said.

Q Those are your words; right?

A M words.

Q In June of 20107?

A  Yes.

Q Not under indictnent. R ght?

A  Yes.

Q Not facing crimnal charges. R ght?
A  Yes.

Q Not sitting here on the witness stand trying to get this

jury to believe your version of events now. Right?

A | also said when | wasn't under indictnment that it was
public information.

Q This is what you said then.

A This what | said then. But | also said it was public
i nformation then at other tines.

Q Let's goto 5052. | don't want to bel abor the point,
gluttony@nuail .com account. You wote the e-nmail?

A | sent many e-nmails to press, yes.

Q "Veronica. AT&T |eaked your iPad SIMID and viol ated your
privacy".

A That's an accurate statenent.
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Q You told Mss Dillon fromthe Washi ngton Post what her
| CC-1 D was. Right?
A  Yes.
Q And you wote: "The ICC-IDis a shared secret. Should

i ndi cate physical proximty to the i Pad".

A  Yes.
Q Again, "I'd be absolutely happy to discuss the nethod of
theft in nore detail". Your words; right?

A  Absol utely.
Q June, 2010. Right?
A  Yes.
Q Let's goto 5054. This e-nmail is to a bunch of posts at
Thonson Reuters, right? "Hello, Reuters. Your iPad 3G
custonmer information can be conprom sed. Shared secret".
Yeah, absol utely
"I'd be absol utely happy" -- absol utely.
Correct.

Absol utely is what you sai d?

A
Q
A
Q
A  Absol utely happy, for sure.
Q "Method of theft"?

A That's what | said.

Q Now, you were here for the opening statenents in this case.
Ri ght ?

A  Yeah, | was.

Q And you heard your attorney, M. Ekeland, "say that all M.
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Spitler did", it was M. Spitler not you who wote that script,
"all M. Spitler did was copy the e-mail addresses and
| CC-1Ds". R ght, you heard himsay that?
Yeah.
Who chose the word "theft", M. Auernheiner, was it you?
Yes, it was.
Who chose the word "stole", M. Auernheiner, was it you?

That was ne.

o >» O » O »

It's not once, it's not twce, it's not three tines, it's
four times. You showed the victins their stolen e-mails and
there ICC-IDs and you call it a theft.

A | don't think those people were victim zed, but that's what
| said.

Q But you didn't just tell these iPad users that their e-nmail
addresses and ICC-1Ds were stolen. |It's the sanme way that you
referred to what you did when you were talking to other Goatse
Security nmenbers back in June of 2010. Right?

A |IRCis a very aggressive rhetorical place. Everything is
hyperbolized to the extrene, yes.

Q Everything is hyperbolized to the extrene; right?

A  Yes.

Q But not here, not today; right?

A | nean, no, not today, this is not the tine or the place
for hyperbol e.

Q You wouldn't hyperbolize today; right?
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A That's correct.
Q Because you're under indictnent today, right? You're
trying to convince the jury.
A It's not about convincing, it's about telling the truth.
Q It's one or the other?
A No, it's not one or the other, it's about telling the
t rut h.
Q It is about telling the truth.

Let me show you Governnent Exhibit 6005. This is in
your private channel in IRC. It's in the Pound Dom nion. This
I s the channel that Goatse Security uses; right?

A  Yes.

Q June 6, 17:58:15. This is not to the nedia; right?

A Wll, that's ne saying what |I'mgoing to say to the nedi a,
so that is actually what | said to the nedia. So it's a

reasonabl e representati on.

Q Is this the nedia or is this to other Goatse Security
menber s?

A |I'msaying the best way to have a lead on it to the press
is to say: "Hi, | stole your e-mail fromAT&T". That's a

representation of what |'mgoing to say to the press, yes.

Q But nobody fromthe nedia, as far as you know, is in Pound
Dom ni on channel ; right?

A But I'"'mdescribing what |'"'mgoing to say to the press.

Q No one fromthe media is in the Pound Dom ni on channel ?
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A Yes. I'mgoing to describe what I'mgoing to say to the
press in that docunent.
Q No one fromthe nmedia is in the Pound Dom ni on channel.
Ri ght ?
A  Yes.
Q This is what you're saying to your fell ow Goatse Security

nmenbers, not to the nedi a?

Yes, describing what I'mgoing to say to the press.
"I stole your e-nmail, want to know how'; right?
Yes. |'mdescribing what |'mgoing to say to the press.

Your words?

My wor ds.

QO » O >» O >

So you cane here today, you told this jury that what you
did was not a theft, it was not a crine. R ght?

A That's correct, it is not theft to take information froma
public web server.

Q That's now?

A That's then, that's period.

Q Well, then you call it a theft. Then you say: "I stole
your e-mail."
A Yes, I'mtrying to get the attention of an agent in the

media. That's exactly what |'m-- you know, that's a
reasonabl e representation short of what | did for -- what | did
send to nenbers of the press.

Q By the way, this is, what you said, this chat, is this you?
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A | couldn't recall, you know. But it is what | said to the
press.
Q You can't recall whether or not this is you; right?
A It's been two years and |'ve probably seen mllions of
lines of IRCin nmy life. It would be hard to say what is or is
not. | cannot authenticate anything.

Q So you can't tell the jury whether or not this was you.

Ri ght ?
A It's been two years. | couldn't --
Q Let's conpare and contrast a couple things. | want to show

you Governnent Exhibit 6004. And we've also tal ked about |RC
You were here for the testinony of M. Spitler, right, where we

went over, on the left side of IRC chats is date, tinestanp.

Ri ght ?
A  Yes.
Q | think you said that to M. Ekeland too, date and

tinmestanp, and that's the date and tinestanp for each nessage;

right?
A  Yeah.
Q kay.

So June 6th, 17:59:03. JacksonBrown sends an ICC- 1D
to this sfchronicle.come-nail address. You see that?
A  Yes.
Q June 6, 17:59:31. Sonebody with the handl e weev wites:

"E-mailing himnow'. You see that? You see that?
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A  Yeah.
Ckay.
Let's go back to 5050, 17:59:31. "E-mailing himnow".
A  Looks good.
Q No, no, I"'msorry, 5052. |Is that 5052? | got the nunber
wong. | need 5049. Here you go. Geat. duttony@nuil.com

that's you; right?

At sfchronicle.conf

Yes.

A  Yes.

Q 6/6/2010. Sane day as that chat; right?
A  Yes.

Q 6:45p.m Right?

A That's correct.

Q Enmil is sent to M. Vega?

A  Yes.

Q

A

Q

Right? GCkay. Let's go back to 6006 for a second, 645 p.m
That's when the e-mail was sent. Let's go back to 6006 for a
second. Sorry, 6004. Ckay, 15:59:31. Sonebody -- sonebody
nanmed weev says: "E-mailing himnow'.

A | think it's a reasonable representation. |'mnot -- |
just don't recall this conversation.

Q Wll, is it a reasonable representation or is it you?

A |I'mgoing to say reasonable representation. | don't

know -- | don't understand the process that these | ogs were
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acquired. | don't know what the integrity of themare. 1|'m
going to say what is shown so far is a reasonabl e
representation of events that have occurred.

Q I'msorry, that was a long answer. |s that you or is that
not you witing thenf

A | told you, it's been two years, | don't recall any of

t hese conversati ons.

Q But a few mnutes |ater on the sane day you, from
gluttony@nuail.com e-nailed the guy, whose e-mail address and
| CC-1 D was just provided to you, provided to sonebody naned
weev in the I RC channel for Goatse Security, your organization,
a few minutes earlier.

A | fully admt sending e-nails to the press about this,
absol utely.

Q Do you fully admt participating in these | RC chats?

A | believe they are, what has been shown so far in snippets,
IS a reasonabl e representation. | do not renenber these
conversations. |It's been a long tine.

Q I'msorry, I'mhaving trouble. | just don't understand
whet her you're telling ne that --

A | don't -- I"'mtelling you --

Q This is you or it's not you?

A | don't recogni ze these snippets of conversations. They
seemso far to be a reasonabl e representation of what has

occurred, period.
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Q Ckay. Let's just do one nore.
Could we | ook at 6006? And | promse |I'll have the
right nunber. Six thousand six for a second. Alright.
18: 02: 16, June 6. JacksonBrown sends ICC-ID e-mail address to
asi ski nd@ewscor p. conf
A Yes, | wote Arthur Siskind at News Corporation.

Q Sonebody naned weev also said --

A So for --

Q "Let nme wite a fuckin letter, that is going to be so
good. "

A This seens |like a reasonable representation, yes. | do not
recall this conversation, but I'mnot disputing it. | just
don't renmenber this particular part of the log. | can't

remenber, you know, one of thousands, mllions of lines of IRC

that |'ve seen fromtwo years ago. That's just -- that's crazy
tal k.
Q Soneone naned weev wites: "Let nme wite a fuckin letter,

that is going to be so good." 18:02:41. Can we |ook at 5052

for one m nute?

A | think so far these logs are a reasonabl e representati on.
Q I'mactually wong again, could we do 50507
A | didin fact send nmailings to the nedia that corresponds

to those tines.
Q 6/6/2010 6:50 p.m You send an e-nmil?

A That's correct.
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Q Sane e-nmail address that was just received by weev,
sonebody naned weev in the | RC channel of Goatse Security, your

or gani zati on?

A That's, you know - -

Q I'll let it go.

A That's -- | agree | sent an e-nail that corresponds --

Q But you don't agree you wote these | RCs?

A |I'mnot saying that. I'msaying | don't renmenber. | only
seen snippets of IRC. It's a reasonable representati on of what
happened. | don't -- | can't authenticate these |ogs
conpletely. |'msaying what |'ve been shown so far in snippets

seens, you know, relatively accurate.
Q Ckay.

On direct you said an ICCGID -- well, you were shown a
chat. "ICCID, | wish it wasn't so useless,” which is what
sonebody naned JacksonBrown sai d.

A  Yes.

Q That is Daniel Spitler, JacksonBrown?

A  Yes.

Q "I wsh it wasn't so useless.” And, again, you were here
when M. Ekel and gave hi s opening argunent?

A  Yeah.

Q M. Ekeland said ICC-I D nunbers are not significant,

i nportant information. They're just inventory tracking nunbers

on mcrochips. This is much ado about nothing." He said:
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"You're going to learn you really can't do anything with an
| CC-1D e-mai |l address, period". That's what M. Ekel and sai d?
A Correct.
Q You agree with what M. Ekel and --
A Yes, that was technically accurate. | was wong to
represent ot herw se.
Q So you agree wth what M. Ekel and said now?
A  Yes.
Q And you were wong to represent otherw se before?
A That's correct. | was technically inaccurate. |'mnot an
expert on GSM t echnol ogy.
Q Ckay.

Let's go back to June of 2010. And not to beat a dead
horse, but June, 2010, you're not indicted?
A Yes, that's correct.
Q June, 2010, you're not sitting in the w tness stand.
Ri ght ?
A Yes, that's correct.
Q | want to show you what your |awyer marked yesterday as
Def ense Exhibit 601. You find out about this June 5th, 13:03.
And this again is when you first found out about this?
A  Yes.
Q 13:03, you say, "big nedia news"; right?
A Yes, that's correct.
Q

Let's go to the second page of this exhibit. 13:09:15:
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sonebody naned weev says: "Seriously, this is valuable data".
A It could potentially be valuable data. | generated no
value fromit, but it was bad for it to be published on the
open Internet. And | believe that people should be informed of
t hat .

Q So you were just shown a couple of e-mails on direct by
your attorney.

A  Yes.

Q GQuttony@nuail.com And that's sonething you don't deny.
That's sonething you admt that is you?

A Yes, that is, absolutely

Q So you're shown a couple of e-mails. And I'd like to, if
coul d, show you those e-mails. So the first one is 5137.

A That's correct.

Q "How nmuch could | buy the whol e database," DB, database; is
that right?

A  Yes.

Q "How nmuch could | buy the whole DB or hal f?"

And then you were shown another one, 5143, | believe,
but I want to show you 5145, which is not in evidence. | want
to show you and see if you recognize it. You recognize 51457
A There is -- so he sends that initial e-mail, | reply no --

THE COURT: Just say yes.

Q Just, do you recogni ze that?

A Yes.



© 00 N oo o B~ W DN PP

N DN D DN DD P PP PP PP R PR
a A~ W N P O © 00O N oo Ouo &M W D»dN -, O

Auer nhei ner -cr oss 45

Q Do you recognize it?
A  Yes.

Q Wat is it?

A

He asks how nuch again and | say, "there is no price on our
princi pl es".

Q This is an e-nmail between you and sonebody el se?

A  Yeah.

Q GCkay. | just need to know because | want to get it into
evi dence.

A Aright.

MR. | NTRATER:  Your Honor, the Governnent offers
Gover nment Exhi bit 5145,

THE COURT: Any objection?

MR. EKELAND: No objection.

THE COURT: Alright, 5145 wll be in evidence.

(Exhi bit marked in evidence)

Q | want to get it in evidence because | want to show it to
the jury. And | want to see -- | want the jury to see that
after Reda EI Qurouba says: "Is it possible to share with ne

the i Pad user e-mailing list?" That person nakes clear what he
nmeans by "share"; right? Because Friday, June 1l1lth, 4:55 a.m,
he clarifies: "How nmuch" --

MR. JAFFEE: (bjection, your Honor. The attorney is
testifying as to what a non-declarant, not here, neans by a

stat enment.
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THE COURT: Alright, rephrase. Sustai ned.
Q On Friday, June 11th, at 4:55 a.m, could you pl ease read
for the jury what Reda El Qurouba wites?
A "How nuch?"
Q Wt did you understand that to nean?
A He wanted to buy the data.
Q And you replied: "Not under any circunstances, no price on
our principles." R ght?
A That's correct.
Q That's a different person than the person that offered to

buy the list fromyou on 5137? You want to see 5137 real

qui ck?

A  Yes.

Q Can we see 5137 real quick?

A Yes, this a different person.

Q So two different people?

A  Yes.

Q This e-mail is on 6/10, 5145 is on 6/11; right?

A  Yes.

Q And the vulnerability, all the data, is published. That

Gawker article cones out right around June 9th; right?

A  Yes.

Q So June 10th sonebody offers to buy it fromyou, and June
11t h sonebody offers to buy it fromyou; right?

A That's correct.
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Q So, M. Auernheiner, let nme ask you this. |If this
information is freely available on publicly accessi ble web
servers, how cone these two different people offered to buy it
fromyou?
A  Wll, it is no nore freely available at that point. It was
not freely accessi ble any | onger.
Q You said on direct that your notivation was to protect the
public. Right?
A M notivation is to comment and criticize, that's ny
primary notivation.
Q You said on direct --
A The public benefit is a side effect, but --
Q ~-- that the consunmer has a right to be infornmed when put at
risk.
A That's correct.
Q You characterized that perhaps even a noral obligation to
tell people?
A That's correct, yes.
Q That's your notivation?
A | didn't say that was ny notivation, |'msaying that's --
there's perhaps a noral obligation. M notivationis to
comrent and criticize | arge conpani es.
Q You said the consuner has a right to be infornmed, right?
A That's correct.

Q Wio's going to informthe consuner?
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A  Sonebody needs to.
Q Wo? Wwo didit here?
A | inforned the consuner, that's correct.

Your notivation in going to the press was to fulfill that
noral obligation?
A No, ny notivation was to criticize AT&T. That was a side
effect.
Q You even got an award for what you did; right?
A Yes, we were awarded a crunchy.
Q A crunchy award. That's from Tech Crunch?
A  Yes.

Q You get a statue?

A | did not get the statue, | think they're holding one nore
me.
Q Alright.

So let's go back to March of 2010. Alright?
A  Yeah.
Q It's three nonths before the intrusion into AT&T. And,
agai n, March, 2010, you're not under indictnent?
A  Yes.
Q In March, 2010, you're not a defendant in a crimnal case.
Right? March, 2010, you're not facing two federal charges?
A That's correct.
Q | want to show you what's in evidence as Governnent Exhibit

5036. And you testified earlier that gluttony -- you're not
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sure about the I RCs, whoever weev was, it could be you?
This e-mail was sent by ne.
This e-mail ?
You can skip to the bottomand we'll tal k about it.
This e-mail was sent by you?
That's correct.
And you wote this e-mail to girlvinyl?

That's correct.

o » O » O >» O >

You tal k about Goatse Security, which on direct you
admtted you were a part of; right?
A That's correct, yes.

Q You were a security organization?

A  Yes.

Q And you wite, at the bottomof this e-mail. And | just
want to pull it up so the jury can read along with us. You
wite: "At Goatse Security, we don't really care about

fighting cyberterrorism or cyber crinme, or whatever".

A  Yes.

Q "W are pioneering new classes of exploits, new nethods of
evading I DS, and new ways to use conputers as tools to nmake
shit happen. Qur mnds won't be owned by sone liar's system of
ethics, but they are for rent to any God or Governnent or
corporation or crimnal organization that wwll wite a check of
sufficient size. W invite you to stop pretendi ng you care

about meking things nore secure and just admt that you're too
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unskilled to be a real nercenary.”
A That was for publication on a satire website. There's

cul tural conplex connotation --

Q Your nethod is to comment and criticize?
A That's correct, absolutely.
Q That's what you're saying?
A That's always been ny notive.
Q That's what you want this jury to believe today?
A No, that's --
Q \Wen you're under indictnent today --
VR, EKELAND: (bjection, your Honor.
THE COURT: One has to speak one at a tine. Okay?
Sust ai ned.

Q That's what you want the jury to believe today that your
notive is comment and criticism R ght?

A Are you disagreeing that Encyclopedia Dramatica is a satire
websi t e?

Q | can't answer the question, that's not how it goes.

A Onthe top of the e-mail --

Q Today you said your notive was commenting and criticism
Ri ght ?

A That's correct.

Q That's what you said today?

A At the top of the e-mail is a link to Encycl opedi a

Dramatica that pronoted itself as a satire website, there's --
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Q | want to show you in evidence --

A If you want ne to explain --

Q No, | don't. | just want to ask you what you said today.

A  Kkay.

Q Wien you're under indictnment on the witness stand, what
your notive was. | want to show you Governnment Exhibit 5150 --

54. Thank you, M ss Santos.
Again, gluttony@nuail.com that's you?
A  Yeah.
Q You get an e-mail on Thursday, June 10th, at 8:34 p.m from

sonebody nane Suraj Viswanathan?

A That's correct.

Q A day after the Gawker article is published?

A  Yes.

Q And a snmall business owner. He says: "I need your help".
A  Yes.

Q "Since you nmade headlines, | thought you could do sonething

good for us."

Now, I'd |like to show you the nessage that's up above
t his one.
A | was tal king about using a court order --

THE COURT: Just one second. Wit for him
Q Wiy didn't you reply to M. Viswanathan and say: "Listen
| mjust commenting and criticizing. |'mcomenting and

criticizing"?
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MR. JAFFEE. (Objection to this question, your Honor.

THE COURT: Rephrase. Sustai ned.
Q Ddyoureply to M. Viswanathan: "lI'mjust commenting and
criticizing"?
A This is unrelated. Just because | engage in comment and
criticism doesn't nean | don't do other things. Comment and
criticismdoesn't pay bills.
Q Ddyoureply to M. Viswanathan: "M. Viswanathan, |'m
sorry, but ny notive is comment and criticism? It's yes or
no.
A No, | did not.
Q GCkay. Instead, you wote an e-mail to
gOspykl ui z@mai | .com And that's other nenber of Goatse
Security; correct?
A That's right. He's a |lawer, and | was aski ng about
getting a court order.
Q He's another nenber of Goatse Security. He's your |awer
at CGoatse Security?
A Heis a l|lawer, yes.
Q And you wite: "What can we do for this guy? Can we
| everage a default judgnent into sone sort of court order to
hi jack the domain or make bgp announcenents the for IPl? What
should | quote himon retainer for our tinme? Wat's a
retainer?

A It's advanced paynent for future hours.
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Q So !l just want to clarify. You didn't respond: "l'msorry
l|'ma comrentor, |I'"'ma criticizer?
A That's correct.
Q Instead, you wote to your |awer asking how nuch you can
charge himfor your service; correct?
A Correct.
Q Now, you're here on Tuesday, you hear your |awer's opening
argunents, right?
A That's correct.
Q And | want to read one nore thing your |awer said. He
said: "M. Auernheimer has been open the entire tine about
this. You'll see that he always spoke openly and honestly
about what happened here because he didn't believe a crine had
occurred."” You renenber himsaying that?
A That's correct.
Q And you agree with that, right, you agree with your
| awyer's representation?
Yes.
FBI canme to your house on June 15th, 2010. R ght?
Yes, they did.
It was early in the norning. R ght?
Yes.
You renenber about what tine?

| couldn't recall.

o >» O » O » O >

About 7 o' cl ock, does that sound right?
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A | don't recall.
Q W' ve gone over the structure of IRC chats maybe too nuch.
But, again, |IRC chats have tinme date on the left; right?
A  Yes.
Q The tine each nessage is witten. And so you can see what
time soneone is sending these nessages”?
A That's correct.
Q | want to show you what's been marked for identification as
Gover nnment Exhi bit 6027.
A  Yes.
Q This an I RC chat?
A That's correct.

MR. | NTRATER  Your Honor, | would offer Exhibit 6027
i n evi dence.

THE COURT: Any objection?

VR, EKELAND: No objection.

THE COURT: It's not on ny log, M. Intrater, 6027.

MR. INTRATER. |'msorry, your Honor. | have a copy
for you.

THE COURT: M ne stops at 2026. Thank you.

(Exhibit marked in evidence)
Q Mss Santos, could you put that up on the screen, please.

And June 19th is the date the FBI cones to your house
in the norning; right?

A Yes.
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Q It was light out?

A | think so, yeah.

Q About 7 o'clock in the norning, that sound about right?
A | didn't see a clock.

Q But it wasn't 3 o'clock in the norning?

A No.

Q It wasn't?

A  No, it wasn't.

Q June 15th, 03:03:07. "Wev: WII, we have won in the
court of public opinion. Nowwe will find out if we winin
actual court." "JacksonBrown: Lol. Free Weev." "Wev: |
have a really solid leg to stand on here. | didn't wite the
script."” JacksonBrown interjects. "Wev: | didn't collect
the data." JacksonBrown interjects: "Woev's gonna snitch.”
“"Ajournalist alnpbst. No, |I'mnot gonna snitch. I1'mgoing to

say |'ma fucking journalist, a blogger journalist."
"JacksonBrown: Looool." "And | get to protect ny source.”

A Yes. | believe that people who brings things to public

| i ght should have journalistic privileges extended to them |
think that's reasonable. Bloggers should have it.

Q Several hours later the FBI is in your hone?

A  Yes.

Q And what are you doing? How are you protecting your
source? You're trying to enter commands to del ete your hard

drive; right?
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A | don't renenber any of that. | don't recall. 1It's been
two years.
Q Are you telling the jury that you didn't enter commands?
A  No, I'msaying | don't really recall. 1It's not what | said
at all.
Q So the FBI, how many tines has the FBlI searched your

apartnent or house?

A Once.

Q Gkay. | understand you saying -- well, you say |'ve done
so much IRC, I've done mllions of lines of IRC chats, | just
can't tell you. | nean, I'Il tell you it's a reasonable

representation, but | just can't tell you whether this IRCis
accurate or not because |'ve done so many |ines

VR, EKELAND: (bjection, your Honor.

THE COURT: Overrul ed.
Q But the FBI has only been in your house once; right?
A |I've had lots of unique experiences happen to ne. | don't
recall the details of all events. But you can conti nue.
Q Thank you.

The FBI served exactly one search warrant on your
house; right?
A  Yes.
Q But it didn't really nmake an inpression on you, it didn't
Create --

A Right.
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Q -- any nenories for you?
A | renmenber being, you know, shocked. It's been two years.
It's sort of a hazy event when sonebody kicks in, you know,
cones to your house and points guns at you. |It's a |lot of
adrenalin flow ng, you know. | don't renenber.
Q At lot of adrenalin flowng and it's a possibility that
you're entering commands into a shell server?
A | don't recall. There's lots of unique events that happened
inny life.
Q You just don't renmenber one way or another?
A | don't recall.
Q Do you deny that you entered a command into your hard
drive?
A | say | don't recall.
Q Do you deny it?
A | don't --

MR. JAFFEE: (QObjection

MR. EKELAND: Asked and answer ed.

MR. INTRATER No, it's not asked and answered.

THE COURT: Right. Overrul ed.
A | don't renenber.
Q But that's a different question -- that's a different
answer then you either deny it or you don't deny it.
A | do not renenber.

MR. | NTRATER  Your Honor, could | get an answer?
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THE COURT: Yes. You deny doing it, or you don't
remenber doing it, or not doing it?

THE WTNESS: | don't renenber at all.

THE COURT: Okay. Alright.
Q Do you renenber Special Agent Frignis testinony?
A  Yes.
Q Do you renenber himtestifying about why -- about asking
you why those commands were entered into your conputer?
A | renmenber him but | didn't even recognize hi mwhen he was
on the stand. | don't renenber.
Q He testified that you acknow edged enteri ng those commands
i nto your conputer.

MR. JAFFEE: (bjecti on.

THE COURT: Sustained. Rephrase.
Q Ckay.
A | saw himtestify --

THE COURT: Wait, he didn't ask the question yet. Let
hi m ask.
A  Conti nue.
Q It's atranscript from Tuesday. Special Agent Frigm said
t hat he spoke to you about why those conmands were entered.
And that you replied, you didn't want anything on your conputer
i nplicate yourself or others. Do you deny that that happened?
A | don't recall.

MR, EKELAND:. Excuse ne, you Honor.
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A | did not recognize --

THE COURT: Wait, your attorney.

MR, EKELAND: It's 607

MR | NTRATER: It's 60.
A | did not recognize Phillip Frigmon the stand. | don't
remenber speaking to him
Q Special Agent Frigmwas asked: "D d you ask him" neani ng
you, "what were you likely to find on your conputer?" Speci al
Agent said that he did ask you. You deny that he asked you
what woul d be found on your conputer?
A | do not recall the events up to -- | did not recognize
Phillip Frigm
Q Do you deny you talked to the FBI at all?
A | think | mght have.
Q Can | ask you one nore question? Your |awer said that you
were open and honest with the FBI in his opening; right? He
said you were open and honest wth the FBI.
A Reasonably open, yes.
Q Reasonably open?
A Yes, | believe --
Q Open and honest, or no?
A | believe that | was reasonably open and honest. | don't
recall the events of that norning. | volunteered, | offered to
speak at a grand jury.

Q How could you be open and honest? How could your |awer
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say you were open and honest with the FBI if now you don't
recall what you said at all? How could you know whet her you
wer e honest or dishonest?

A Because | volunteered to be at a grand jury to get ny
statenents on record, and | was not brought to a grand jury, so
| don't --

Q Were you open and honest with the FBI when they were in
your house on June 15th, 20107?

A | barely recall talking to the FBI. It was a long tine
ago.

Q Were you open and honest wwth the FBI when they were in
your house or not?

A | don't recall talking to the FBI. | don't recall what was
said. But | volunteered to be at a grand jury so that you
peopl e could get ny statenents on record. Like that was -- |
don't understand, you know, how | can be nore -- | don't trust
what's on a form 302, you know. | don't know what's real or
what's not. But | think that that's a reasonabl e statenent.

Q \Vat's a reasonable statenent, that you were open and
honest ?

A | think it is.

Q You were open and honest with the FBI. Special Agent Frigm
testified that when he asked you what he was likely to find on
your conputer, you said that the FBlI probably wouldn't find

anything. "He had in fact actually deleted his hard drive and
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shredded it the night before.”
A | feel that it's reasonable, given the -- what ny
perception of the FBI, to protect people unrelated to this case
from harassnent by federal authorities.
Q And that's how you're protecting your source? That's how

you' re protecting your source?

A | don't recall the events of that norning.
Q That's what weev said to JacksonBrown, "I'mgoing to
protect ny source. |I'ma journalist." That was going to be

your story; right?
A | don't --
Q That's the story that you're telling here today, right, you
were a journalist?
A I''m - -
Q A journalist who shredded his hard drive the day before the
FBI cones; right?
A | don't recall.
MR. I NTRATER: | have nothing further, your Honor.
THE COURT: Any redirect?
MR. EKELAND: | have a brief redirect, your Honor.
REDI RECT EXAM NATI ON BY MR EKELAND:
MR. EKELAND: May | proceed, your Honor.
THE COURT: You may.
Q M. Auernheiner, you were just shown a bunch of exhibits

that are in evidence which were e-mails of you talking to the
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press. Right?
A Yes, that's correct.
Q And not to beat a dead horse, but in all those e-mails you
were using | anguage like: | stole your ID;, the manner of
theft; and what not. Wiy were you talking like that?
A To sensationalize and spin the story. It's rhetoric and
hyper bol e.
Q And did you send any other e-nmails |ike that to anyone
outside of the press --
A Yes, nobody outside of the press.
Q kay.

And | want to just real briefly turn to what's in

evi dence as Governnent's Exhibit 5036. Ckay? Apparently this

isn't working. [I'll switch this to the overhead. This is not
wor ki ng, your Honor. | just need a second. |'ll just show him
an exhibit that's already in evidence. |s that okay?

MR. EKELAND: What was that?
THE COURT: Ckay. Mss Santos is going to help you.
VR. EKELAND: Ch, okay.
A 1've had trouble in that case, iPad trouble --
THE COURT: No question. No question.
Q There we go.
A Alright.
MR. EKELAND: My | proceed, your Honor?
THE COURT: You may.
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Q Thank you.

This is what's in evidence as Governnent's Exhi bit
5036. And | just want to get clear on what's going on here.
Can you tell us who girlvinyl is?
A She's the owner and Encycl opedia Dramatica, which bills
itself as a satirical website.
Q \Wat are you guys tal king about here?
A |I'mpasting her the advisory that | wote that covered the,
what |'Ill call scripting. It was a senmantic inmage or overfl ow.

It's difficult to explain in a short period of tinme why this is

notable. But, as you can see, where | credit ny cat, like this
is not conpletely serious. |In fact, it's being posted on a
satire website. It is not neant to be taken quite seriously.

Q And |looking at the date at the top of this e-nmail, do you
see that? It says March 20th, 2010? Do you have any reason to
bel i eve that's not accurate?

A | believe that's accurate.

Q And at this point in tinme you didn't know anyt hi ng about
Dani el Spitler's account slurper script?

A | don't think he knew about it then.

Q And | want to just quickly turn to what's in evidence as
Governnent's Exhibit 5150. Can you tell ne what's going on
her e.

A That is Gegg Keizer, a journalist wth Conputer Wrld.

Q \Vat are you guys tal king about?
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A It looks Iike he's asking nme sone questions. Has the FBI
contacted ne? Wlat's your take on the liability? Any other
conment s.
Q Okay. | wanted to withdraw that exhibit because that's the
wrong exhi bit.

| just want to turn real quickly to the June 15th, FBI
raid when you were sleeping. Wat do you recall fromthat?
A | renmenber sonebody, you know --, | renenber -- |ike |
remenber screamng: No, get on the floor. Get on the fl oor.
Sonebody has a gun. Like it was a crazy day. It's like -- |
don't renenber a ot fromit. |t was stressful and, you know,
| still, you know -- it's -- it definitely has a long-term
| npact, sonebody busting in your house with a gun. It's a
frightening thing and I just -- you know, | don't renenber nuch
t hat day.

MR. EKELAND: No further questions, your Honor.

THE COURT: Any recross?

MR. | NTRATER: Not hi ng, your Honor. Thank you.

THE COURT: Alright. Very well. You can step down,
M. Auernheiner. Watch your step.

THE W TNESS: Thank you, your Honor.

(Wtness excused)






