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Executive Summary: 
On December 22nd, 2014 Mr. Joseph Gross retained the assistance of Dr. Ashley Podhradsky, Dr. 
Matt Miller, and Mr. Josh Stroschein to serve as expert witnesses on USA v Cottom et al, 8:13-cr-
00108-JFB-TDT. The case is in federal court in Omaha and is centered on the viewing and 
possession of child pornography.   The investigators were informed that the central issue of the 
case is the identification from the FBI’s “Network Investigative Technique” or NIT that was used 
to identify the IP address of users on The Onion Router (TOR) network.   
 
The investigators, Ashley, Matt and Josh, were informed that there were three servers containing 
contraband images that the FBI found and took offline in November of 2012.  Shortly thereafter, 
the FBI placed the NIT on the servers and put the servers back online with the goal to identify the 
true IP address of end users accessing the servers through the TOR network.  From there, several 
end users true IP addresses were identified which resulted in actual identification of the end users.  
Joe Gross challenged the accuracy of the NIT and retained the investigators to investigate whether 
the NIT correctly identified end users.  
 
On January 7th, 2015 Ashley, Matt and Josh visited the FBI office at 411 South 121st Court in 
Omaha, Nebraska. There the investigators were given items 305A-OM-54353, 305A-OM-54353-
IB(17), 308A-M-54353-1B(71) docking stations, and a room to perform the investigation.  The 
primary purpose of the investigators is analyzing and identifying the functionality of the NIT.   
 
The investigators were tasked with the following items: 
1. Understand the functionality of the NIT (starting on page 2) 
2. Identify whether the scientific technique can be or has been tested (analysis on page 4) 
3. Identify whether the theory or technique has been subjected to peer review (page 6) 
4. Identify if there is a known rate of error for this technique (starting on page 9)   
5. Identify whether the technique is generally accepted in the scientific or technical field to which 
it belongs (page 6). 
 
The investigators turned in their final report mid-January and after analysis Mr. Cottom had further 
questions about the network and logging environment of the NIT.  Mr. Cottom also switched legal 
representation from Mr. Joseph Gross of Timmermier, Gross and Prentiss to Mr. Joseph Howard 
of DLT Lawyers.  The original report filed in January of 2015 is located in Appendix A. Please 
review Appendix A for foundational case information and analysis details as there is no further 
redundant information. The new analysis, performed on June 5th, 2015 starts at Section 1. While 
onsite at the FBI on Dr. Podhradsky, Dr. Miller, and Mr. Stroschein once again worked under the 
supervision of SA Jeff Tarpinian.  
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Section 1. NIT analysis 
The investigators requested the NITs source code in order to compare it to the decompiled 
Metasploit code from January however we did not receive it.  While this could be interrupted as a 
setback, the investigators do not believe it changes the outcome of their report.  Meaning, through 
their analysis they were able to determine the functionality of the NIT regardless of having the 
NITs source code.  A working Flash version was created using the reverse engineered code.  We 
compiled the code using the Haxe programming language.  Our application used version 10.1 of 
Flash.  This version was checked by gallery.php and thus we used the minimum version of Flash 
required for the NIT to work.  This code is shown in Figure A.  As shown in the initial report this 
code makes a socket connection with information about the browsers Operating System (OS), 
Central Processing Unit (CPU) Architecture and the ECID.  This Flash file would make a socket 
connection that would ignore the browsers current proxy settings. 
 
 

 
Figure A (Reversed SWF Code) 
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Backend Server Code Analysis  
 
The socket server code given to us was named Cornhusker.  Cornhusker was written in 
Python and it used the Twisted networking engine. To start this server we installed the 
required libraries and we used the configuration shown below. 
 
 

 
 
This engine provides an event-driven networking server.  This server provided Domain Name 
System (DNS) resolution, served the Flash policy file, and allowed a socket connection.  For 
both DNS and the socket server Cornhusker would log to a log file and save data to a 
database.  We believe both the database and the log were used to create the NIT report, as 
they contain the information needed to identify a suspect.   
 
The DNS server accepts requests for domains that take the form as follows:  96.126.124.96. 
A87421F273318749A487E7DD67904458F1EE18A9.BE797BB4.cpimagegallery.com 
In Figure B (DNS Server on Cornhusker) the server is setup such that value of self.onion = 
96.126.124.96 and self.domain = cpimagegallery.com. Line 116 of Figure C shows that those 
values are stripped off the DNS request thus leaving us with the ECID cookie value as follows. 
 
A87421F273318749A487E7DD67904458F1EE18A9.BE797BB4 
 
This value is then passed to the decrypt_cookie function (Line 133 in Figure B).  The 
decrypt_cookie function will decrypt the cookie using the randomly generated Initialization 
Vector (IV) and the same shared key that was used in the gallery.php page.  For Cornhusker 
server we found the key in “shared-key.txt” and in gallery.php it was stored in the variable 
GALLERY_API_KEY. Figure C shows that Cornhusker will log the decrypted values to the 
database.  The actual values are shown in Figure D.  The DNS query and the response are 
shown in Figure E.  
 
The socket server was implemented for both Java and Flash.  The Flash socket server code 
is shown in Figure G.  When that portion of the server would receive a socket connection, it 
would log the IP address, port and the data sent to the socket connection (Line 291 of Figure 
G). 
 
Given the Cornhusker code (in the file cornhusker.py) we were able to re-create the DNS 
server, the policy file server and the socket server.  We successfully tested the configuration 
of Flash using Links2, Firefox and Rekonq browsers.  In the Rekonq browser logs were 
created by Cornhusker and the logs match the format given in the logs that were provided by 
the FBI.    
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Figure B (DNS Server on Cornhusker) 
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Figure C (Database logging) 

 

 
Figure D (Cornhusker Log) 
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Figure E (DNS query response) 

 

 
Figure F (Socket Server Log) 

 

 
Figure G (Flash Socket Server) 
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Data Correlation 
The report was a compilation of many different sources of information.  The correlation 
between the page viewed and the sessionID is through the TinyBoard logs.  The TinyBoard 
software logged the visitor’s pages and sessionID’s.  This is shown in Figure I. This would 
include the NIT, the TB2 server logs and information queried from the ISP.  The data for Mr. 
Cottem’s IP address is shown in Figure H.  As we can see, there are two matches.  Mr. 
Cottem’s IP address, sessionID’s and the pages viewed match the FBI report. 
 

 
Figure H (Cottem IP logs) 

 
Figure I (Tinyboard Logs) 
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Section 2: Investigative Questions 
The following questions were received by the investigators from Mr. Joe Howard who received 
them from Mr. Cottom. The direct requests from Mr. Cottom are underlined and red below.  All 
other text within the request from Mr. Cottom that is black and not underlined is the response of 
the investigators.  

Initial Questions posed by Mr. Cottom in an email received from Joe Howard on April 17th. 

Reviewing all server-side code (backend), especially the DNS and Socket server 
implementation(s) 

See the NIT analysis in Section 1.   

Reviewing the generation of the SessionID to make sure it is actually unique 

The SessionID created by php is created by hashing a group of values.  These include the IP 
address of the connected client (remote_addr), the current system time, system random data 
(/dev/urandom) and the PHP Linear Congruence Generator.  These values are then hashed. 
The likelihood of a collision is the same as the likelihood of a MD5 or SHA1 collision.  The 
likelihood for the weaker hashing function MD5 is about 1

2128
.  

 

Figure J PHP SessionID source code1 

Reviewing any logs and the correlation logic used to make sure it exists and there are no 
errors 

The correlation was based on the SessionID, BoardID and the IP Address in the NIT logs.  
We do not believe that any errors exist for determining the IP Address, system information, 
BoardID and the SessionID.   

Determine how fields in the NIT report's tables were populated (For example: I think only 
DPI could have populated the fields on Page 2) 

We were not given access to the method that the FBI used to generate those reports.  We 
believe that it is an amalgamation of several different sources of information.  We were given 
the log files from the servers and we were able to recreate a majority of the report given just 
those logs.  The information from the ISP was not part of the log files that we received.   

                                                
1 https://github.com/php/php-src/blob/master/ext/session/session.c#L325 
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Comparing the source code (fla file) against the original Metasploit applet (after 
decompilation) to determine if there were any substantive changes 

We found that we were able to re-create a Flash file (SWF) that makes a socket connection 
using the decompiled gallery.swf source code.  We did not see any substantive differences 
between the two source files. 

Test to see if the NIT Method(s) actually work, especially the ability of the Flash app to 
obtain a socket policy file from a random wildcard subdomain. (For example: the first 
Session ID in my NIT report would request a socket policy file from the domain 
96.126.124.96.e4dfe6c9d5f481b03c522252789cf603.cpimagegallery.com on port 843, after 
3 seconds it would ask the same domain for the policy on port 9001. IOW, Does the FBI's 
NIT DNS and Socket server implementation(s) work in this context?) 

We tested the NIT and the socket server serves up the policy file on port 843 and it allows 
socket connections on port 9001.  The DNS and socket server appear to not be online at this 
point in time.   We were able to re-create the DNS server using the Cornhusker code and it 
would resolve the domains, serve the policy file and decrypt the data. 

Compare the Metasploit Method(s) to the NIT Method(s) 

The Metasploit method uses the same technique as the NIT.  They make a direct socket 
connection via a Flash application.  The NIT performs server side checks in gallery.php to 
see which type of method to use on the client side.  The choices given in the NIT were Java, 
Javascript or Flash.  This allows the NIT to only connect via Flash, when it is the “best method” 
available. 

Give Expert Opinion on whether the NIT complies with the Metasploit Decloaking Engine 
Method in a Daubert Context 

The cookie sent to our clients browser was encrypted on the server side.  The ECID contains 
the BoardID, the method used (swf) and the SessionID.  The key was private to the server 
and the initialization vector was also randomized by the server.    This data was sent to the 
client’s browser and then the client’s browser sent the data back to the socket server.  We 
believe that the only manner, in which this could occur, was for a browser at the client’s IP 
Address to request the page that contained the encrypted cookie.  Given no additional 
information about the client’s computer systems and network architecture, we cannot come 
to any other conclusion.  

 
 
Overview: 
According to Jonathan R. Mayer (Stanford University, jmayer@stanford.edu), the 
Network Investigation Technique (NIT) is hacking and as such is custom software. Since 
the FBI is trying to use this software as forensic software it must meet the NIST standards 
for such software like FTK or Encase. Also, I have a 6th Amendment right to face my 
accuser, which in this case is the NIT Report produced by the NIT custom software suite. 
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Since the software is custom, the Gov’t must provide it to the defense so they can evaluate 
it for fitness of purpose and the accuracy of the data it collects. 
 
The investigators do not consider the NIT to be “hacking.”  The NIT exploited a configuration 
setting that did not require offensive-based actions. Exploitation is not always synonymous with 
hacking.  In this situation the investigators believe that Flash worked as advertised.  Specifically 
the version of Flash had the capability to make direct socket connections which ignored the proxy 
settings of the browser.  
 
Further, simply stating that a respected computer scientist and lawyer says the “Network 
Investigative Technique (NIT) is hacking and as such is custom software.  Since the FBI is trying 
to use this software as forensic software it must meet the NIST standards like FTK or Encase.”   
Perhaps Mr. Cottom could cite and reference where he found the statement from Dr. Jonathan 
Mayer.   The investigators could not find a reference to an article, scholarly paper (journal or 
conference), or news piece where Dr. Mayer referenced the NIT or Decloaker. If there is a paper, 
it did not turn up in our journal database.  
 
 
Reviewing All Server Side Code: 
Front-End Server Code: 
Step 1: Request ALL software needed to recreate the front-end NIT environments image 
board. TB2 appears to have been a PHP based image board like “TinyIB or Tinyboard” 
running on a LAMP (Linux, Apache, MySQL & PHP) server.  
 
The investigators requested the NITs source code in order to compare it to the decompiled 
Metasploit code from January however we did not receive it.  While this could be interrupted 
as a setback, the investigators do not believe it changes the outcome of their report.  Meaning, 
through their analysis they were able to determine the functionality of the NIT regardless of 
having the NITs source code. 
 
Step 2: Request the NIT software and deployment instructions to replicate deploying the 
NIT’s “front end” to the system created in step 1. If this is successful, move on to step 3. 
 
The front end was the gallery.php which was covered in the initial report (See Appendix A). 
 
Step 3: Review that the code used to generate the “Session IDs” actually could generate 
the Unique IDs shown in my NIT Report. (For example Figure 4 could NOT generate those 
IDs) 
 
 
In an email from Keith Becker to JGross on Monday, November 10, 2014 4:14 PM it 
was noted that “each time a user accessed a new page in an area of the site where the 
NIT was authorized to be deployed, a new sessionID was generated to track that user’s 
activity.” 
 
Step 4: The NIT report shows that the front end system of the NIT doesn’t comply with the 
correlation logic employed by the Metasploit Decloaking Engine (MDE). MDE logic is as 
follows: When a browser loads a targeted page, an iframe loads the decloaking page with a 
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?<uniqueid> appended to the iframe’s GET request. This ensures that the uniqueid will 
appear in the Apache logs and the referer will be the page that loaded the decloaking 
iframe. (IOW, The MDE would never have a situation where the REQUEST_URI and the 
Referer are the same page, like shown in my NIT Report, even f there were Meta Refresh 
tags on the targeted page) Document the differences. 
 
We were able to create pages where the URI was a substring of the referer.  This occurs 
when a page has a link to itself.  This situation was reproducible using standard HTML 
requests. 
 
Step 5: Compare the Source code for the NIT’s Flash file to a decompiled Metasploit 
Flash file and document the differences. 
 
See the NIT analysis in Section 1. 
 
Back-End Server Code: 
Step 1: Request ALL software needed to recreate the back-end NIT environment. This 
would include the socket server and DNS implementation that must have incorporated a 
wildcard subdomain handler and the database(s) used to record data from the GET 
requests inside Tor and the incoming socket connections outside Tor. 
For example: The backend would have to function something like this: 
1) A browser makes a GET request to TB2. Some code on TB2 generates a “Session 
ID” and then creates a database with the IDs name and then somehow fills the page 2 table 
row with the information associated with the request (DPI?). Then Flashvars is used to pass 
that id to Flash’s actionscript on the client computer. 
 
2) Actionscript executing in the downloaded malware then make a DNS query for, In my 
case, 96.126.124.96.e4dfe6c9d5f481b03c522252789cf603.cpimagegallery.com 
 
3) cpimagegallery’s host DNS would have to reply using a wildcard resolver to an IP, then 
Flash would request a socket policy file on port 843 from that IP. (Flash will wait 3 seconds 
and if no reply it will ask the same IP for the policy on port 9001 and wait 20 seconds for a 
reply then give up.) 
 
4) If the first connection was successful then the Second Session ID would attempt to 
connect to 96.126.124.96.bcc5865fc88edbfd2edbcc5a3a17738f.cpimagegallery.com, if that 
resolved to the same IP it would attempt a connection to port 9001, if not it would request a 
socket policy file from the new IP on ports 843 and 9001 and wait 23 seconds before giving 
up. (Perhaps this accounts for the large time gaps to be investigated in Step 6 below) 
Those steps suggest that the NIT backend was created for a “multi-tenant” app where the 
database was selected by the subdomain requested by the Flash app. 
 
For the previous 4 questions see Backend Server Code Analysis given above.  
 
Step 2: Determine if the NIT’s Databases were named after the session IDs, suspect names 
or something else. Background for this step: Notice how the NIT Report’s Title 
is the IP and Page 2 is called “IP Activity”. Also notice the path {../Cottom/Interface 
%20Report/69.207.147.71%20(Cottom)/sessions.html}, my name precedes both the 
“interface” and the IP, which makes me think they were monitoring my ISP account and 
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there are possibly different IPs in the “Cottom” directory. This is a huge departure from 
the Metasploit database structure. 
 
The following snipet was taken from an email that was received from Keith Becker on May 
26th. “One brief matter of correction - it appears that your client misunderstands some of the 
data on the NIT report which was provided in discovery.  In particular, in the paragraphs 
named "Step 2," "Step 3" and "Step 4" your client asks about particular information on the 
NIT report and how it was populated.  As we have previously noted, that document contains 
information generated by the NIT as well as information inputted by the FBI - for instance, 
your client's name and address on page 1 of the report were inputted after subpoena returns 
were received.  Your client particularly noted the file path that starts with 
"/Cottom/Interface...." located in the footer of the document.  That data was not collected by 
the NIT - that is merely a function of the folder in which that report data was saved and from 
which it was printed.” 
 
 
Step 3: Examine the code to determine how everything on Page 2 of the NIT report was 
populated. (I think only DPI could achieve this, if so that means they should have PCAP 
files, so why are they claiming that they don’t?) 
The data on Page 2 could have been retrieved from a PCAP, from a properly configured 
apache log file, or by the tinyboard software.  We were able to recreate logs that logged the 
sessionID while also logging the referer, the URI and the user-agent.  The tinyboard software 
was configured to log the following information: request_id,request_time, request_method, 
request_uri,request_headers, session_id, board_id , thread_id and moderator. 
 
Step 4: Examine the code and determine how everything on Page 3 of the NIT Report was 
populated. (Specifically, determine what apps were responsible for filling out the blank 
fields. Get definitions for all the fields.) 
 
See the Data Correlation section. 
 
Step 5: Once everything is about the NIT system is understood, Test the entire system and 
see if you can recreate the NIT Report’s data. (IOW Test to see if the NIT actually works.) 
 
We were able to re-create the data that the NIT generated. 
  
Step 6: Determine why there are 39 and 63 second time gaps between the GET requests 
on Page 2 and the Socket Connections on Page 3 for each session id. 
 
We believed that the discrepancy arose from the out-of-sync clocks on the two servers. 
 
Step 7: Determine if NIT Front-End can function inside a hidden iframe. 
 
We saw no evidence that the NIT was placed in an iframe. However the investigators have 
confirmed that the NIT does work when it is placed inside both a visible and a hidden 
iframe.  
 
Step 8: Test the NIT system with Links2, Rekonq and Firefox on Ubuntu 12.04LTS and 
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document the results. 
 
The NIT worked with Rekonq (shown in Figure J).  We were not able to get the Flash version 
to run in Links2 or Firefox. Links2 does not execute the swf file.  Gallery.php checks to see 
that the browser’s user-agent contains the string “Firefox”, and the Firefox’s user-agent 
contains that string.  
 
 

 
Figure K (Reconq Browser Test) 
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Section 3: Investigative Challenges 
 
The following list of items that provided some challenges during our investigation.  While the 
challenges did not necessarily negative impact our investigation, they did not help it either.  
 

• Network Environment: We didn’t get network setup that we requested. We requested this 
to emulate what was in the real environment 

 
• Source code/build environment for the Flash portion of the NIT. We requested the source 

code from SA Jeff Tarpinian however we were never able to receive it. The following is 
an email from Keith Becker on May, 28th 2015: “Regarding the request for an example of 
the website “open to the tor network” that Dr. Podhradsky and her team can log on to 
modify, while we can’t create such a service and allow it to be hosted on the Internet, I’m 
advised that it would be possible for Dr. Podhradsky and her team to set up a small private 
network for testing and make whatever modifications they deem necessary to their 
working copy of the site.  Also, regarding the last question regarding the “source code” for 
the NIT – the compiled NIT code remains available for review and analysis, and I am 
informed that it can easily be decompiled (or reverse engineered) as necessary for your 
team’s analysis.  The uncompiled code is not available” 
 

o The investigators believe this doesn’t have a considerable impact on the 
investigation, however we cannot say 100% that our decompiled code we used for 
our investigation is exactly the same that the FBI NIT used.  We believe the code 
is similar, but we cannot say that it is the same.  

 
• Internet Access  

The investigators used the Cornhusker server to reproduce the DNS server.  We were able 
to re-create the server, but we did not have access to the actual server that was used for the 
DNS queries, policy file server and socket server.    The DNS entry for cpimagegallery.com 
is still valid, but it does not currently point to a running server.  The FBI states that they 
took down the operation concluded. 
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Section 4: Summary 
 
The investigators were asked to expand their original investigation to include the questions posed 
by Mr. Cottom in Section 2.  Mr. Cottom was interested in a further analysis of the front-end code, 
the back-end code, Session ID creation, DNS analysis, socket server implementation, NIT report 
creation details, among other topics listed in Section 2 starting on page 8.   The investigation 
performed, including screenshots and dialog is presented throughout the report.  The investigators 
ran into some challenges and those are listed in Section 3 starting on page 15.   
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Appendix A. 
 
The report is organized in the following manner. 

1. Executive Summary  Page 1  
2. 1.0 About the NIT   Page 2 
3. 2.0 The Investigation  Page 6  
4. 3.0 Verification of NIT Page 7 
5. 4.0 Research and Analysis Considerations  Page 9 
6. 5.0 Summary  Page 10 
7. 6.0 Compensation  Page 11 
8. 7.0 About the Investigators Page 11 

 
 
1. About the NIT: 
The NIT was a Flash based application that was developed by H.D.Moore and was released as part 
of Metasploit.  The NIT, or more formally, Metaspolit Decloaking Engine was designed to provide 
the real IP address of web users, regardless of proxy settings2.  The Decloaking Engine used a  
 
combination of client-side technologies and custom services to reveal the true IP address of the 
users3.  The Decloaking Engine originally went live in 2006 and used five different methods to 
break the anonymization systems.  One of those methods involved Adobe Flash. 
 
According to the FBI narrative from Keith Becker dated 11-07-14, the NIT was a Flash based 
application that took advantage of a potential vulnerability in the configuration of the end users 
computer.  When an end user accessed a page on a website where the NIT was installed, the NIT 
code would be set to the end users computer along with the images/text/content that made up the 
web page.  If the end users browser was not configured to block Flash applications, the NIT would 
force the end users computer to communicate with a government-controlled computer that would 
result in the end users IP address, session identifier, computers OS to be revealed.  However, if the 
end users system was configured to block Flash applications, then the NIT would not be able to 
have the IP address, session ID or OS revealed. Basically, if the end users had updated TOR 

                                                
2 http://www.metasploit.com/. Retrieved 01072015. 
3 https://community.rapid7.com/community/metasploit/blog/2008/12/14/metasploit-decloak-v2-
unanonymizer Retrieved on 01072015. 
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browsers their information would not be revealed, but if they users using an outdated or 
misconfigured TOR browser their information would be revealed.  
 
Given that the NIT was using TCP and the socket was outside of the proxy, the user apparently 
had a Flash plugin installed, which allowed direct TCP connections back to the originating host.  
This connection was then designed to bypass the proxy server which resulted in a leaked real 
external address of the end users system.  It is important to note that this is the design on the NIT 
and the investigators cannot verify the Flash configuration on the end users systems, as they did 
not have access to the end users systems.  As of November 2012, the updated TOR browser was 
configured to block Flash Applications, so there is an assumption that the end users were not using 
the updated browsers. The investigators can only discuss the architecture of the NIT. The 
investigators can however confirm that the NIT exploited the TOR browsers via Flash based on 
the decompiled code.   
 
The FBI report stated that the NIT was developed using Flash, thus our analysis focused on 
locating the Flash file.  We located a Flash file named gallery.swf on the Virtual Machine (VM) 
labeled PedoBoard and confirmed the use of Flash by the FBI. After locating the Flash file, we 
worked backward to determine the other files involved in the NIT.  There were four primary files:  

1. gallery.php 
2. functions_gallery.php 
3. gallery_body.html 
4. gallery.swf.   

 
There may have been other files involved with the application but we felt were beyond the scope 
of our analysis based on our investigation of the NITs decompiled code.  Log files provided by the 
FBI indicated that the NIT sent back the following four pieces of information: 

1. Operating System (OS) 
2. OS Architecture 
3. Non-Tor Internet Protocol (IP) address 
4. Session id for the client 

  
With this information identified, the investigators can with certainty, confirm that the NIT can be 
tested and the process results in repeatable results. As the investigators confirmed these four pieces 
of information were in fact generated by the NIT. Furthermore, the investigators set up a test VM 
to see if the information obtained by the NIT was repeatable and they had static results throughout 
their analysis.  
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Figure 1. GALLERY_API_KEY from gallery.php 

 
Through the analysis of the NIT the investigators determined that it is designed to return the file 
gallery.php when requested from the end users browser. The gallery.php file contains a variable 
called GALLERY_API_KEY (Figure 1), which is used to build the Encrypted Identifier (ECID).  
The file gallery.php also determines which type of the application should be sent to the client.  The 
possible options are Flash (SWF), Javascript (JS) and Java (Figures 2).  
 
 
 

*  
Figure 2. 
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The FBI stated that Flash was the vector deployed by the NIT. The decompiled code indicates that 
Flash was used when the end user used the Chrome browser (or a browser not labeled Firefox or 
MSIE (Internet Explorer)). This can be seen in the logic in Figure 2. Figure 3 shows that the value 
for S_COOKIE_SWF comes from the generate_cookie function. The code for generate_cookie is 
located in functions_gallery.php (Figure 4).   

Figure 3. S_COOKIE_SWF 
 
The generate_cookie function uses the GALLERY_API_KEY as the key.  The method variable is 
the type of the NIT this is used (ws,swf,java).  The session_id identifies the users current session 
with the server.  The data that is encrypted is the NIT method, along with the session id.   The NIT 
method and the session ID are encrypted with the Blowfish algorithm using the key and a random 
initialization vector. The function returns the initialization vector concatenated with the encrypted 
data.  Given this information is encrypted, and through a testing on the investigators VM, the 
investigators can confirm this process is both repeatable and reliable.  This result is the ECID, 
which is eventually sent back to the FBI server.  

 

Figure 4.  generate_cookie function 
 

After gallery.php generates the ECID and stores it in the S_COOKIE_SWF variable, it outputs the 
contents of gallery_body.html (Figure 5.  Every instance of {S_COOKIE_SWF} will be replaced 
by the ECID that was created in the gererate_cookie function. The gallery_body.html file requests 
the Flash application (gallery.swf) shown in Figure 6.  
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Figure 5. 
 
The investigators then looked at the gallery_body.html file which contained the object tag, and is 
the HTML necessary for a browser to request gallery.swf.  Within this tag are sub-tags that contain 
parameter values, they execute immediately after the object tag and are named param.  Inside each 
tag is a set of attributes with values.  The first parameter sets the path of the Flash application.  The 
second parameter has an attribute called name with a value of flashvars (name=”flashvars”) and 
an additional attribute called value with a value of {S_COOKIE_SWF} 
(value=”id={S_COOKIE_SWF}). This is token that is replaced by gallery.php during it’s 
processing of the file.  This token, S_COOKIE_SWF, will be replaced with the value for the ECID. 
 

Figure 6. Gallery_body.html 
 
 
 
2. The Investigation 
To analyze the Flash application we first had to identify and extract the NIT from the FBI provided 
server images (there were three of them), then decompile the NIT to identify the functionality. 
When a programs functionality is in question, the source code is needed to determine the inner 
workings of the application. To acquire the source code, a decompiler is needed, and we used  
JPEX v.4.0.. Reverse engineering code is the standard method for extracting a program’s 
functionality, given the fact that you don’t have access to the source code4. Reverse engineering 
is the time tested process to determine both functionality and acquire the original source code from 

                                                
4http://dspace.covenantuniversity.edu.ng/bitstream/handle/123456789/185/Reverse%20Engineering%3b
The%20Promising%20Technology.pdf?sequence=1 
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binary files5. The tool JPEX is a practioner and research tested application that has been used in 
the peer reviewed FPDective project to reverse engineer Flash applications6 and determine their 
functionality. 
 
JPEX is a reputable tool that makes its source code freely available on Github7, which allows for 
industry and research review.  Before using JPEX, local tests were performed by compiling a 
sample Flash application using the Haxe framework8.  The code utilized was provided under the 
Decloak project on Archive.org9 and is similar in format and function to that of the Flash 
application used by the NIT.  De-compilation of the sample application by JPEX resulted in source 
code identical in functionality to that of the original application.  There are minor variations in 
source code derived from dis-assembled code when compared to the original.  The differences are 
not in functionality but in variable and function naming.  The investigators found that the NIT was 
a fairly straightforward application.  Figure 7 shows the key portion of the Flash application. 
 

                                                
5 http://espace.library.uq.edu.au/eserv.php?pid=UQ:9893&dsID=experience.pdf 
6 http://www.securitee.org/files/fpdetective_ccs2013.pdf retrieved 01-09-2015 
7 https://github.com/jindrapetrik/jpexs-decompiler retrieved on 01-09-2015 
8  http://haxe.org/ Retrieved on 01-09-2015 
9 5 https://web.archive.org/web/20130522202031/http://decloak.net/Decloak.hx retrieved on 01-09-2015 
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Figure 7. Decompiled Flash Code 

  
The Flash application, upon start-up, calls the loadGallery() function.  This function attempts to 
establish a TCP socket connection to a server with the domain name 
96.126.124.96.ZZ.cpimagegallery.com on port 9001. In this domain the ZZ is replaced by the id 
parameter passed to the Flash application. The id passed to the Flash application is the ECID.  We 
assumed that this is a server that is controlled by the FBI. Discussions with Special Agent Jeff 
Tarpinian confirmed this.  This function sets up a call back function, onConnect(), which is called 
if a successful connection is established.  When this function executes, it creates a string that 
contains the OS, the CPU architecture, and the ECID value from above.  This string is sent over 
the TCP connection and then the socket is closed.    Given the NIT is using TCP, and TCP cannot 
be spoofed this provides further evidence of the NITs repeatability.  
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3. 0 Verification of the NIT: 
Once we verified the functionality of the Flash application, we ran the application to analyze and 
verify the output it generated. One of the key questions posed to us was to identify the NIT’s 
functionality. We ran the application from a Virtual Machine that had a web server installed and 
connected to it via a browser.  Since the browser was using the latest version of the Flash player, 
the application requested a policy file.  This was a security feature implemented in Flash 9 and 
above.  The policy file contains information on what hosts and ports that a Flash application is 
allowed to connect to.  If the application cannot find a policy file, it will not allow a socket 
connection10.  We used a developmental policy server provided by Adobe6.  The application will 
make this request to the host that it is trying to connect to.  Since we had the IP that the Flash 
application was attempting to connect to, we modified our hosts file to resolve that address to the 
IP address of the VM.  We also ran the policy server on the VM with a policy file that allowed the 
application to connect to any host on any port.  Since the application was connecting on port 9001, 
we also utilized netcat on the VM to listen on port 9001 for TCP connections.  Netcat is a general 
purpose networking utility that can be used to receive and establish TCP connections11.  Once we 
had everything in place, we requested the page we created to run the Flash application.  The 
following (Figure 8) screen shot shows two windows.  The first is the policy server, which shows 
the request from the application.  The second is the results, or information, sent from the Flash 
application once it established a TCP connection to the target IP address.  In the case of this demo, 
we hard-coded a value for the S_COOKIE_SWF token with a value of “JOSH”.  The output shows 
the Operating System, architecture and session id (replaced with the hard-coded value).   

                                                
10 http://www.adobe.com/devnet/flashplayer/articles/fplayer9_security.html 
11 http://nc110.sourceforge.net/ 
11 https://www.adobe.com/devnet/flashplayer/articles/socket_policy_files.html retrieved on 010915 
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Figure 8. Top screen shot is the policy server- Bottom screen shot is the information received 

from the Flash application 
 

 
 

 
We inspected two other VMs called TB2 and PedoBook.  We utilized the find and grep commands 
to locate gallery.swf on those servers.  Once the application was located, we created an MD5 hash 
of the application to determine if it matched the MD5 hash of the application that we inspected. If 
the hashes match, then the applications are identical.  When the applications are a bit by bit 
duplication of the original application a second investigation is not necessary. In this case, the 
hashes on each system of gallery.swf were identical (reference).  This is shown in  
 
Figures 9, 10 and 11. 
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Figure 9. TB2 

 

 
Figure 10. PedoBoard 

 

 
Figure 11. PedoBook 

 
4.0 Research and Analysis Considerations 
 
In performing their research, the investigators adhered to industry-accepted practices of analyzing 
source code and compiled applications.  When source code is compiled, the result is a binary file 
that is an executable program. In the absence of source code, it is common practice to use 
decompilers to aid in the process of recovering source code from the program.  In this case, those 
tools were already developed specifically for Flash applications and utilized by the investigators 
to recover source code from the compiled application.  This process is more commonly referred to 
as reverse engineering8.   Outside of the Flash application were several PHP files.  PHP is an 
interpreted language that is very commonly used for the development of web applications.  Since 
PHP is interpreted, the files are essentially left as source code and translated to computer 
instructions on-the-fly.   
 
 
8 https://en.wikipedia.org/wiki/Reverse_engineering retrieved on 010915 
 
 
There are additional considerations with the reliability of the techniques employed by the NIT.  
The core functionality of the NIT was to establish a TCP connection to a host server controlled by 
the FBI.  Establishing socket connections is a very common and reliable technique performed by 
applications.  However, the connection does depend on several factors.  To start, the browser would 
need to be configured to allow execution of Flash applications.  Once the application is run, then 
the code responsible for establishing the connection would execute.  This would need to be able to 
resolve the domain provided in the application to an Internet Protocol (IP) address. This process 
requires use of the Domain Name System (DNS), which is system that provides domain name to 
IP mappings.  Assuming the application is able to make a successful DNS request to resolve the 
IP address, it then will attempt to establish a connection.  A server needs to be listening on the 
target IP address on the defined port, 9001 in the case of the NIT.  Additionally, if the client’s 
browser is using a modern version of the Flash player, the host will need to provide a policy file 
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(as previously described).  The application will then attempt to create a TCP session with the 
server; it initiates communication and waits for a positive response from the server indicating that 
the connection is established.  After this, the client and server are able to reliably transmit data in 
a bi-directional manner, although the NIT only sent high level data and did not expect any data to 
be transmitted back to it.  A TCP connection is a very reliable way of transferring data and provides 
for ordered data transfer, retransmission, error correction and flow control9.  While there is no 
quantifiable data on the reliability of this method, TCP connections are the standard method of 
data transmission for critical over the internet based activity such as commerce, authentication, 
banking and the transmission of other sensitive data.   
 
 
5.0 Summary 
In summary, the investigators were informed that there were three servers containing contraband 
images that the FBI found and took offline in November of 2012.  Shortly thereafter, the FBI 
placed the NIT on the servers and put the servers back online with the goal to identify the true IP 
address of end users accessing the servers through the TOR network.  From there, several end 
users true IP addresses were identified which resulted in actual identification of the end users.    
 
The investigators were tasked with analyzing a Flash based NIT that was used by the FBI for 
identifying users of nefarious websites. The investigators were given access to the NIT, 
decompiled the program, analyzed the code, and then verified the application output and 
functionality through dynamic testing of the actual application in a virtual environment.   The 
results of this analysis show that the NIT produced the following output from interaction with a 
client: IP address through the TCP connection, operating system, CPU architecture and session 
identification.  The researchers were able to determine that if a TOR browser accessing the FBI 
controlled website had proper up-to-date controls configured the NIT would not be able to reveal 
the true IP address of the users.  On the other side, if users were using the current version of the 
TOR browser their true IP would not be revealed.  The investigators believe that the NIT provided 
a repeatable and reliable process of identifying true IP addresses.  
 
9 https://en.wikipedia.org/wiki/Transmission_Control_Protocol#Data_transfer retrieved on 010915 
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6.0 Compensation: 
The investigators were hired at the rate of $300 per hour with an estimated 75-100 hours of time 
needed to complete the case.  The time includes travel, the investigation, report writing, and 
communication with Attorney Joseph Gross.   
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