TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

The Unofficial XKEYSCORE User Guide

EY2 - ADET
Consultant, Booz Allen Hamilton

The Unofficial XKEYSCORE USer GUIAE......ooeiiiee e e e e e e e e e ae e
CreatiNg (QUETIES .. ei e cseeeeeeceaeeeeeecesaesseaeeae 2emammaene2en 2am smsanaen 2em srmmmnmas e 2en 2ammnnmes e memons
L8 F Ty Tl 1 1< o T
IMUTESEATCR: <. o e e e e e e e ae s ee e e enan e 2 e e mnnmaeaens
ClasS1C SEATCHES (A =Zl) oeeeeee e e et e e ee eeeee s nen e eensmsnmnnenn s ee amemmn memenn een
Creating @ WOrkFlOW ... ..ot ee e e e eeeae seasnee eeeeensmnmneannanenen |
Searching - Tips and TTICKS . .o e ee e e e aeeeaeeen e mne s 26
Which Query Is best for MET .. ... e e e e e e e e mnne e enns 2D

o O I b b

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

Creating Queries

Clicking on Search at the top of the screen will bring up a list of searches in the
Navigation Menu:

i.'_:# Homne & Users ‘B8 wWorkFlow Cefral O\ search [, Resulks Statistics B

Mawvigation

=1

rch Help

Classic

= MutiSearch Fields = Advanced Festures = ot
=] P Addreszes
=] Mac Address search: Full Log
=] Username

= Classic &AM QUery
=] ASF and Wihiy' Metadiata i
= Justf
=] Alert
=|BlackB . .
%cr:é =iy additional Justif
=] Call Logs Miranda &
=] Category DHI
=] Cellular DM

Da

=] Cisco Passwords

=] Document Metadsta
=] Document Tagging
=] Email Addresses

Chent IP (x-Fowarde

=] Extracted Files 5
=] Full Log CMI AR
=|HTTP Activj
Feolocation
=] Loginzs and Passwords [F &l
] Classic M-Z
o TR fir

The Search screen has cascading menus of different Searches: Classic, Common,

Dictionary Hits, File Transfer, Multisearch, Network Management, User Activity, VolP,
and Wireless.

Classic Queries:
Within the Classic Menu there are three folders: MultiSearch, Classic A-M, and Classic
N-Z.

Multisearch:
Expand the Multisearch folder by clicking on the plus sign:
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Mavigation Menu <
Mawigation Menu T =1 = Search
Classi
=1 Search @33 ESSID.
o 1/’/’3@ MultiSearch
s -
CIMuttiSearch =] P Addresses
i =] Mac Address
_ =] Uzernsme
") Classic M-Z = o

Multisearch IP Address:

The Multisearch IP Address query allows you to search on an IP address into seven
different searches. Think of it as a federated query using an IP address. The Multisearch
IP Address query searches on:

User Activity

Phone Number Extractor
Email Addresses
Extracted Files

HTTP Activity

Full Log

Web Proxy

Refer to some of the individual searches below for more information about specific
queries

Creating a MultiSearch IP Address Query:

When you have filled in your query name, justified it, entered an IP address, selected
your search engines and sites the last thing is to submit the query. If you select “Merge
Results”, then all of your individual queries will be merged into one consolidated result.

“Why would T want to merge my results?”

If vou wanted to see all of the activity together to get a “big picture’ look at the IP
address, regardless of the activity or application that is on the IP. The New GUI’s results
screens allow you to filter your results easily which may make viewing your results more
intuitive. See “Viewing Your Results” in this Guide.

“What would I want to NOT merge my results?”
Viewing the results individually allows you to focus on a particular activity or result (e.g.
Documents or email addresses).
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Multisearch MAC Address:

The Multisearch MAC Address query is exactly the same as the IP address query
except it only allows you to search on a MAC address. Follow the same instructions as
the Multisearch IP Address query above but replace the IP address with your MAC
address(es).

Fields = Show Hidden Search Fields Clear Search Yalues  Reload Last Search Yalues

Multiple Search: Mac Address

Query Mame:

Justification:

Additional
Justification:

Miranda Mumber:

Datetime: | 1 Day ‘v’| Start; |2009-01-22 |[H 00:00 | Multisearch MAC
Address looks just

@ﬂddmﬁ: > like the Multisearch
IP Address query

Content Must Exist. L] .E;}{{:ﬂp[_ you must now

Max Fesult=s for a
Single DB: s search on a MAC

] User Activity
v| Phone Number Extractor

Search ¥] Email Addresses

Forms v] Extracted Files

V| HTTP Activity
| Full Log
v| Web Proxy

Sawe in my Favorites MO w

Load Fram my
Favorites

TOP SECRET/COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

Multisearch Username:

As you may have guessed, the Multisearch Username query is exactly the same as the
IP Address Query and the MAC Address except it only allows you to search on a target’s
Username. Follow the same instructions as the Multisearch IP Address query above but
replace the IP address with your Username(s).

Fi=zld= = Show Hiddzn Search =izldz Clear Seasch Walues  Rzload Lask Secrch Walles

Multiple Search: Username

iJuery Mame: [Ahijihen

Juskifization: |2 targetin afganiztan

additional
lhstifizatinn:

Mirarca Mumaer:

patetime: |Cusor v start: |eoos-di2z|E  omoc | Type in the username and domain
— (without the “@” symbol)

Jaerniaine; |[abujihec
DarAmn: 3700.20m

iCant=qt Must Exist:

Mdx BesLlls [0 g
Singlz OE:

S eorch || User Lctivity
Forms [+] Emall addresses

lull Log
Laogint and PFascwords

Save in my Favorites ko v

Loac From my
Favnrites

|« (wkc-central.corprnsaic.goy gl

*“What is a Username?”
A “Username™ in XKEYSCORE queries is the portion before the “ @7 symbol in an
email address.

For example:
Abujihad@hotmail.com: Username = abujihad
Domain = yahoo.com
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Classic Searches (A-Z)

There are 32 different searches between the A-M and N-Z searches. This guide will cover
some of the most common searches. You will notice that most of the fields of the
searches are the same and each individual query will be unique because based on its
query name. For example, the Extracted Files search has fields that are only applicable
to file attachments (e.g., file names, file extensions) and the Email Addresses query has
fields for email addresses (e.g., username and domains). All of the Classic queries will
have common fields like Ports, IP addresses, Countries, SIGADS, and CaseNotations that
you can use to

Siddds * pdeonoes Foobores = Show Fidoon Scarch Reds  Coor Scarch Yeloes  Nodozd Las: Scorch Yduzz

Search: 1 mail Addresses

JUErYy MNaTe: - |

Justificaz on: | |

Here are two Classic queries:
Email Addresses and
Phone Number Extractor.

Adcitio - al Justificas o ¥

Miranza Murber: | |

C atoki—ie: |1m:nr -| STarn |2005-1z2d4 |5 oo | stope =009

Fro=l J=prma—e:

|
@himdirn |
cubjzen |
The fields between PR | | [Fror
DatEtime and the IP IP 2uldress: | ||T,_ ..,.|
Addresses are the plug- Pt : : |'T ]
. . Hot | C ‘-"|
ins unique to each query.
oty
The Email Address query is catered
o to querying on email addresses
Tieds v Adusnzed Teszar=s = Sec | d-en Ceachlajcs Clee Sasrdy Th‘E Phﬂ“ﬂ Numher QUEI'}’ haE
meArchiz Dhorw Morntser FrlrAclhor phnne IlLll‘l’leI‘ fiﬂldﬂ
Ldery WEns: f
-Jstificaton: | |
Addiricnal - sFificAt ne _ *

Mirarea loambe ;| |

et st |ZCCE-12-22 5 |3%00 || apear |E00G-C1-23 5

ranr= -ombe -

Murnk = Type

Uy Do

|
|
|
A | |
IH ~ddra=ss: (S
| | |
I A sy | | | u - |
ol | | | Moo '-r|
Byl | | n w
Tl . ™
Joante T |T:u <
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Email Addresses Query:

One of the most common queries is (you guessed it) an Email Address Query searching
for an email address. To create a query for a specific email address, you have to fill in the
name of the query, justify it and set a date range then you simply fill in the email
address(es) you want to search on and submit.

That would look something like this...

Fields = a&dvancedFeatures *  Show Hidder Search Fields  Clzar Search Valles  Relcad Last Search Yalies

Search: Email Addresses

Query Name:  |[abujihad

Justficatior:  |[cttargetinn africa

Additonal Justficatior: W

Miraada Hurmbor:

N=tetime: 1hnnth  |% | start: (2008-12-24 4] 0000 |2 ¢

Emazil Us=rname: |abJjihad

@Ocmair:  [vahod.com

NOTE: You DO NOT have to know an email address to use the Email Address Query.
You can also search on an IP address*, domain name**, country, port, casenotation,
protocol, SIGAD, MAC address, PID and more. If you search on something other-than an

email address (e.g., an IP address), your results will be all of the email addresses seen on
those IPs.

¥ The 1P must be hosted OUTSIDE 5-eyes countries
#% The Domain MUST be foreign owned. Check WHOIS and NSLOOKUP for more info on your domain belore-hand
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Extracted Files Query:

1. To find a specific file (i.e., if you already know the file name): For example, if you

noticed a file name in your target’s inbox and you never actually got the file attachment.
This is VERY common for webmail collection because the attachment is often not put
into PINWALE with the email.

Sielcs * Advancac Features v SacwHdden Search Fieds  Clear S=archalues  Relosd Lask S=zardh Values
Sedrchn ExLracled Files
Cioery Mame: rth esaarck
ILsThication:  |ranian su<e files
Addizional Juszification: =
Miranda humt=r.
D=tefime: Cuglor  » | Start: |2002-01-24 [F| |00:00 5| Stop | 20000

Extractec Filzname;
Cutension:

Filz T*ro (MIME “ypzo:
I= Obfuscated, yas/man:

bfuscated FPeal File Extencion:

Ml Mime ;e Foelo

nLceanncdsingg 343 o

2. To search for all files or specific file types on a particular area or on a network. (E.g.,

IP address). This is a GREAT query if you have a foreign mail server and want to see
what files are collected on that IP address.

Jelds » advaced Features v S0 Hiddz Seach Aelds

Scoarch! Extracted Filcs

Cusry Fame

_ustatiz=tion
additicnal Zustfiz=tian

Mraada “Wunce-

C=tadj

Ezzracked Fl=name

||:1Fi|:3|:ar:h

|I raqiar Hulz filzg

wr

ot —

200-"1-24 | =

od oo

File Type [MIME Trzel

I= Okfuszstedivess-ol
Obfuzcazzd Rzal Fi e Extension
Fil= Size o0 Dizk

Jaz=Fie Creazzd

Fie Last &ccess

File L=st Modifi=d

IZleas Zearchy valles  Pelosc _ast Sesrco valles

.

il

ot

If you leave the Extracted Filenames
field blank, you are wildcarding the
search to look for ALL files names

The IP Address of the mail server
you found using NSLookup in
Foxtrail or your non-attrib Airgap

account goes in the “IP Address”
field
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Logins and Passwords

1. If you already know the login and/or password.

Feld: = Adeasced Feabra:s * SoowHidden Search Fislds Clear Search Yalaas Feloac Last Saaqck Malues

Sedarche | ogins Al PAasswords

LAy MAMA!

Juctificazian:

Additionc| o stificazion:

Mi~anda humrber:

TIFtETimA

|Lugir|t:[|_rﬁ'l=|htu| F |

l-r-\fgr' aniztan netiods mai sarse- peEs Pward

If you know the logins or passwords,
query on them as long as they are unique
| and will comply with USSID-18.

: !‘Ilulnmh w | start |2205-12-24 [F) (0200 |05 stnp 20090123 1 =

sword:

lzdrrin

2o’

Cro ndirn;

I Adiress:
I Adcroces:
Pri-l:

Mot

| | [ Fram (v
| |10 |»
| [ [Fron
| || To |+

“Where would I find passwords to use in this query?”’
Passwords can be found in TUNINGFORK (e.g., FoggyBottom), passed in the content of
emails or text messages, or from previous XKEYSCORE queries.

2. Trying to discover logins and passwords on a network? NOTE: Logins and

passwords are valuable

tools to enable Tailored Access Operations (TAQO).

*What tools would I use to get the network information like a Mail Server, or Name

Server?”

NS5 Lookups tools on N5A net such as FOXTRAIL and Open Source tools such as

robtex.com, centralops.net,

and network-tools.com are a GREAT START. They provide

you with IP addresses for domains. You can then query on the foreign-hosted 1P

addresses.
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Fiekl: »  Adva pz2e Fzelioes + 3w Hidden 5

Search: | ogins and Passwaords

ey Mame:

Justficetian:

Additinnal Wistfirstinne

Micanda Humker:

Catetime:

Jcer Mame:
Hassword:

Camain:

IF Add-acc:

TF Ardd-ess:

car] Fells Clza SeardiWaloe:  Reluad La=L Seard ) valoes

| FrojinsfardiganlE

Afghanistan network meil serser Jasswords

W

TMcrh || Start: |2008-12-24 [ |00:0C |5 Stop: (20000123 (5| 2350 |2 @

'

If you are trying to FIND logins and passwords
and you know the IP address for the network,
then search on the IP!!

Your results will be.... LOGINS and
PASSWORDS!

Phone Number Extracitor

The Phone Number Extractor query looks through the content of an email for phone
numbers. This is very similar to a PINWALE DoPhone query except the traffic that
XKEYSCORE finds may be survey (i.e., unselected, non-tasked data) and might not be
in PINWALE. XKEYSCORE may be your only hope at finding an email address for a
target where you only have their phone number as lead information.

1. Already have a pho

ne number? If all you have to start with as lead information is

a phone number, you may find it useful to query on that phone number and see if
anyone sent an email with that number in the signature line.

Fields + aAdwvanced Features *  Show Hidden Search Fields  Clear Search Walues  Reload Last Search Yalues

Search: Fhone Number ExXtractor

Query Mame:  |Afghan

lustification:  |Afghanistan phone number ct targed

Additional Justification: e

Miranda Murber:

Datetime: 1 Month | Start: (2008-12-24 (3| |00:00 |2 Stop:

Phone Mumber: _

Murnber Type:

Country Code:

ared:
IP Address: From |»
IP Address: To v

b

10
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2. Looking for any phone numbers on a network? Quite often you know the mail
server [P address and could use some telephone numbers to task?

Fald: » ndvancad Fesbares * Show Hidden Sezrch Fislds  Clear Ssarch Valies  Peload Last Searck Yabes

Search: Phone Number Extractor

JJdery Mame:  fghan

lastif cation:  WBfghanistan phone number cttaryet

Ao gl Jas Ll cation: | ]

Miranda Munbor:

Uatetdme: | onth (% Szars  2008-12-24 [ 000D | Stops |200900-23 5| (2399 |5 @

Plhone Munber: | |

Number Type: | |
Zaunby Cole;
Sred;
P address: |10 Fihar »
[P Addreszs: o s

-

TOP SECRET/COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

11



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

3. Looking for a phone number without the country code (non-normalized)? It’s
possible a target will pass their phone number without the country code (e.g. a
signature line with “Tel: 5354658”). In that case, XKEYSCORE will not find the
number with the country code so you must create a query that looks for fewer
digits but still complies with USSID-18. This is not a 100% solution* but
ANDing your query with a country or IP address would certainly be more
compliant. See example below:

phare Mumher: [ The number you enter here isn’t
—TE—— normalized because you expect to see
S Gl it in traffic without the country code.
P To make this USSID-18 Compliant
you must AND this with something
1 (el From like a country or IP address.
IN Addrcse: Ta i
PuIL; Frum v This example shows traffic in/out of
— —~
Counzry:  |P< ) ¥ |Erher »
"
Or
Phone Mumber:
VTSET T This example shows traffic
@ in/out of a particular
network/IP Address
Area.
—~
IP Address: 210 ) (| |Either +
I S
IP Address: To b

*If you ask XKEYSCORE to give you all Pakistani traffic, it’s doing an NKB lookup on all Pakistani

registered IP addresses. Geolocation of IP addresses is not 100% accurate at this time. Unofficial estimates
say asking for all of Country X’s traffic will find between 50-60% of the actual traffic. (That’s more than
(3%, though, right7)

12
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HTTP Parser

The HTTP Parser query looks for web activity (remember, HTTP = web) on a particular
link. This query is useful for several reasons. Firstly, if you know a particular website and
want to see if a foreign target visits it (e.g. an extremist web forum URL, or
maps.google.com). Secondly, this query enables you to query on a network IP(s),
casenotation, or country and see what websites we don’t know about (survey-type query).

Here are two examples

1. If you know the particular website the target visits. For this example, I'm looking

for everyone in Sweden that visits a particular extremist web forum.

Search: HTTP Activity

Query Mame: |HTTF_in_Sweden

Justification: cwedishExtremist website visitors

Additional Justification:

Miranda Murmber:

Datetime: 1'Week % | Start: |2009-01-20 (9

HTTP Type:

<::_ Host: |*Etl-hi5bah.|::|:|m _;

Scroll down to enter a country code (Sweden is s

E.‘EE i

Ci-imtry: 3 __:>

ZoLnkry:

The website URL (aka “host) 1s
entered in with a wildcard to
account for “www’ and “mail”
other hosts.

To comply with USSID-18 you
must AND that with some
other information like an IP or
country

13
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2. If you don’t know the website but you know the network information (IP). For
this example, I'm querying on a network IP block to see all of the websites the
target visits.

Search: IITTP Activity

Qus-y Hame:  [#/chUselieniang

Justificetion:

weebisiles For ranian Lineersiby

additional Justificztion: o

Miranda mLmber:

Ozr=Zime: ] 5 c-01-20 Eil _DE;DD %I Stcpo: _EIII'.:J-Dl-E? K
HTTF Type: -~
Host; |
=L Hath:
LEL My .
| | | The website URLSs (hosts) are
S=z2arch Terrs. .
left blank to wildcard those
“lLancLege™; b flﬂld"i'

Charactcr Encading:

—oqtort Stot | |

Curilenl Shopy; | |

Coatert iorAl:

Rofoor:

w Fo-warcec For; | |

To comply with USSID-18 you AND that with some other information like an IP or

counury
C IP address: 210 Either « >
IP Address: i--'I'-ul;u-_.-"_«-'*--
Port: From %
Port: To b

Results from an HTTP Parser query

This shows what the results from a query look like for an HTTP Parser query:
Pz Giars « zpets~ den

= g etesireEdd FT 2 Tyse Fe LRL- B2 =ezrch Terms
m& Hdeds DM -27 4182 post f-gaming.com .ﬁﬁf%
» O B 2 WINITTTEG ! TR TR Aistit php
1 :| @ ] ML= 154 2007 11a6dd Spost cndy-coumny.com  newpapaka’s
q :| @ q MD-T-2T 1% WI-N 271 w0E pa mambaL Attt php
3 :| @ ] ML= 1252 WL ET 1R post cantly-coumry.com  newpapaka’s
B ] @ ¥ IHO-M-27 Ml 203271142 past mambaaLru Afstat.php
7 :| @ ! IHO-H-2T M%7 W)W -2 HE post mambawru Alastat.php
i :| El i IM00-01-27 10632 W00 27 110632 responze

Example 1 above shows a person was visiting www.f-gaming.com/s/stat.php

Host = f-gaming.com

URL Path = /s/stat/php

14
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Document Metadata

Document Metadata query allows you to search on document authors, organization,
encryption®, and many other things about a document. This is extremely helpful if you
have found a file attachment from a target (e.g. Brick-and-mortar targets, person, or
Organization) and you want to see all of the other files they have sent. With the
Document Metadata query you don’t have to know the email address of the person
sending the document, you just have to know the document’s properties.

*Most Microsoft Office allows uses to encrypt files by clicking Tools -> Options -> Security and password
protecting the files. The Document Metadata query looks for that type of encryption. It doesn’t look for
PGP or other 3™ party encryption.

*“How do I find a document’s properties?”
The easiest way to see this 1s to open a MS Office document and click on File ->

Properties. To find the document properties for a file you target sent, the easiest way is to
view the file in Agility and click on Properties.

Finding your target’s file properties

If you can view the target’s document in Agility, click on the Properties tab to show the
target’s Organization and/or Author. If the fields are unique or random enough you can
query on the term itself. If the Organization or Author aren’t enough to comply with
USSID-18, then you must AND that query with supporting information (IP or Country).

15
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Displaying MS Word document in Agility:

= Agility - MetaFrame Presentatlon Server Client =
K AmliFy Mirmer ResinadbeeppendRCH] D FWOANS 1S 200ANSS ] 4332 T . ) ;Iﬂ“_.‘-':
=r . Tk Hza

S | il [ b | ln [ | m | i | L SLLEL UM H R LML L L = RN 2R 12 T e [ 2] 2 s
CHE T B |F||:|_ =4 fen By Ty © F- Ll

LU0 R s 6L % D UL L JL A LILSL 15 beviivn e

SORTTATEF IS T | Cowibee e Trogd Ui ' 3 b T

[ R RTN ERR N S || 1 bedion fi=

SNSRI ATEPS T Ies ol oz 4n Tkn O oappheder e s

o e s

LA NR E N T W kel |

offoctet-—strear bas

=
4

Category
Company
HiddenSlidsCourt (0 ‘

LineC ourt g

LinkzlpTalata | ===

Manager

MK ElipCount e

M oteC punt “u

ParegrephCeunt ]

PrezentetionTarpgsat

ScaleCrop | ===

SlideCoumnt e
i

L SHCEETT] B ] [ e

Auther I )

Erarnetessount 35T
2ot ks
DgteCreated T2 S0E B3 ) A A ll“lﬂ r =

securitylevel [ _
T Last Author =

__Last.ﬂ.uthar
CastFrmred

To create a query in XKEYSCORE from this information:

Search: Nociiment Metadata

Quory Yame:  [fonegndocuments

Justification:  [Rwedisa OT Trermp=t

adcitianal Justification: w

MMirenda Mumaer:

DETEINTEF TWwyvieek v | Slarl: |z009-01-20/3 |oooc |4 Sloo: |2009-01-

Documeant Typa:

Farrynted?:

Cormrupted?:

Filename:

Extension:

“Sabject.

*Creation Time™:

*Last Modificd Time ™

“lligque Io*

sataor  |GoGo

Last autror: |

16
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View of document properties of PDFs in Agility:

Fi= Ed: Tzck kel
(| el |k | Lot | cha | e | e

I Tn
o 1007 LACF 92321 2 rapodi UN s mafinerow b < od Jan

o e e E
1_i'$g|er_|1’ lneg
1 sl IEE
1_i Tk S L
1 | irsgenl i3
1 | rsienl b3
1_i tg:.g_r L
1 lirsoeel 5T
1] /~ N\ | i
Jispls, ongrdl | Faw | SHTF raﬂa('_'gﬁ[@ﬁ@j ]’ Cooto | 22| Tiiar | [ Soks=cbos | Sewndec | Jeonawbed |_| S31| !
| — FDF Foaperriss
ModDxde Pﬂ]]ilﬂlll]]]i[-l{i"]]
Creatonliez: [DI0510: 2 JT04C20)
Tifl: [Mi-manft B . HR ===+t £ T S0 AR o
Crealer [FEerpd® AT Yensian © 2 Author =-
F**'_nr'"r::v |.1'.r.*‘|'*m1 __fri.-zl'illwf M wih )
To create a query in XKEYSCORE using this information:
Search: Document Metadata
Query Mame:  |urigynducumenls
Justification: |[Dwedish CT Torget
Additional Justification: | v
Miranda Mumhear: | |
Datetime: 1 W=ek % | Stert: .EIIIEI'EI—EIl—EEI (5 | oo:oo %I Stop: [2J03-01-27
<DDI:LH"IEFI1I Type: |pd _//
—hcrypted?:
Cormupted:
Fiendme;
Cutension:
*SLbjzot .
*Creation Tma*: I
¥ ast Mndifird T ma®*: All“'lﬂl' = -
*Unque ID* Ak
_"_-_l-_-___-.!'-
suthor: | D
__—__—-F"
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Creating a WorkFlow

Workflows are periodic queries you can set up that run at specified times. They are great
for sustained targets because they query the database for you (e.g. every night) and you
can easily view the recently collected traffic without having to create a new query each
day. They are also very helpful if you are performing target discovery on a network and
haven’t seen much traffic yet on a selector. A workflow for an email address can bridge
the gap between when you discover the selector (and you task it to UTT/Cadence) and
when it actually makes it to the appropriate dictionaries).

It’s important to understand that a normal (ad hoc) query is submitted when you hit
Submit. Workflows, on the other hand, are created then submitted to the XKEYSCORE
team for review. The XKEYSCORE team does not review it for USSID-18 compliance

(that’s up to you); they only review it to ensure your query won’t strain the system with
too complex a query.

The first step in creating a Workflow is click on Workflow Central:
XKEYSCORE

f_-.i.} Hamie & Us@nrlﬂnw Ce@earch ) Resules Skakistics E. Freferences &) Help

Mavigation Menu ' Histo: Query Type =

=3I Resuts Clear Seleckion

Then click on Request on the left to start the Workflow Request Wizard, and then click
Next.
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YWorkflow Central FEequest ¥izard ®

Welcome to the X KEYSCORE Worktlow Request Wizard.
T i e il | ooicde o brooghy e process ol orzeling o W koo

A Mor<fow 5 an standing gaery tat will ocoute 2t a specifies bme ar inmorva
In additlzn, & work lovw ca- axecute 2l ow-on actlons once the quarny hes
rompleted. Fo low-rn artiore a-e scripts A perforns certain tasks sockhas
senzing email or arscting a summary of the results throuch specitied 2230
queriss,

Ubon comzletion o tis wizard e workflove wi | be subrritted for epprowel,

Carcal < Frae B Mext  Siberik

Next, select the search type you want to create from the pull-down menu. For this, I'm
selecting an Extracted Files query. These queries are essentially the Classic A-M and N-
Z queries you have seen in the Classic Search screens. The only difference is an
Extracted Files workflow will start looking for extracted files in the future and an ad hoc
Extracted Files query will search in past/previous collection.

Workflow Lentral Hequest Wizard

Please select a Search Type.

| ]
Alert =] |
A5= [D Data 1
ElazkBarry

1 Cal Logs

Zategory (DK

CHITLIAR T

Ciscc Fasswords =

M=

LoZurrent Metadata

Erral addr=cses

Exlraclel] =iles

Ful Log

twfireshark

HTT Activity

IRC Ca'c Goolocaton st
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Next, fill in the name of your query (“AfghanFiles™), the auditor-compliant justification,
and how often you want the query to run. I recommend offsetting the time from the

default of midnight (2400) by a few hours (before of after). For this, I'm selecting 0400.
Then hit NEXT.

‘Workflow Central Request Wizard ':]

—Easiv Inilfursalumn -

oty Rome: Aghantilzs

.1 Zargst h zfchanstzn
[w

FLIT 2wty 2q w HZurs - Szarting at

ey JusTfcstion:

sdddond Zusticaton:

Wit . Mol i-r:

-l Meccurring Search || Oz T Scarck

[
EBazic Features Help

0

—

Caced 4 Fer B Mext 5o

In the Add Search Fields window, you will select the search criteria that you want to
search on. In this example, I'm looking for specific file attachment (DOC or PDF or XL.S
or PPT) on a specific Afghanistan IP address.

You must hit the green *“+” symbol to enter the search criteria.
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Worlkflow Central Request Wizard
—Add search Fields

Zearch Field zesrck Walue Femove
Extersion 20 or PCF o LS or PPT *

FromIP Adddress OR To IP Acdress 203 w

Datetime |'-' || || 2+ |

| tinglc Ficld Scarch ” Multiplz: Ficld Search |

Search falue Help [:]

Cael 4 Pev FooMe:l Suboil
Click Next

Single Field Search only searches in one field (e.g. File Extensions)

Multiple Field Search allows you to search on several fields (e.g., To [P AND From IP)

— Add Search Fields

~earch Field =
Extenzion ]
From IP &ddress OR To IP Address 2z

File Last Modified Eadl

TDlFAdd 2 YT T T T EoCEETs - T = |
Frorm FPort
To Fod )

Single Field Search || Multiple Field Search |

Search ¥alue Help

Next, you will select the sites where you want your query to run. Scroll down in this
window to use the convenient “Select All” or “Uncheck All” buttons.

NOTE: If your selector is NOFORN, you must DESELECT sites that are 2"%/3"
party.
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[] Texas irm-lvwal.tex.f.nsaixs web dhb)

[] TIMBERLINE (timberline:xs_web_db}

[] xks woip 1 (xkswoipl:gq0)

[] zks voip 2 (zkswip2:q0)

[] rakima mission system (J<=k2yscoreZayrs.f.nsaxs_web_dbi

[ ]Content must exist

| & zhezkal |
| [ dncheck Al |

Basie Fealures Help -

il un

Cancel 4 Prew

Click Next

Follow-on Actions tell XKEY SCORE to do things after it runs your query. For example,
it can email you with the results, or it can send them to Agility, or any combination of the
two. For this example, I want XKEYSCORE to email me telling me I have results and I

want it to download my results to Agility. Make sure you select Send to Agility if you
want the same.

'‘WorkHow Central Request Wizard =

Folloar-on Actions

Would wou like to-add any Fallows on octions

IR
ORET
Zorel Suripl Sur el
ma e dnAr] Sessinn - ¥ Lear .U - T]
Cral To ‘:rf.a.i:.qw )
Fi 1l Stk 1 T base rea s
Eral Lonzent: \tio check: Ly kY 137
ROAR: [] keturn Onbye with Kesuts
Hlcnarne:
Mai Jicer
THgrzph:
aI1P: |:|If'||||[|r|—-.-. Crnlel -

CMJ Tnoaglity bl Send To Aility >

Cancel 4 Prev B oMest  CLBA:

Click the Green Add symbol, and then click next when finished.
On the next screen, enter any comments you wish (optional) and click Next
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Lastly, click SUBMIT. Your query isn’t active yet. The XKEYSCORE team will review
it and you will have to check back later and turn the query ON or OFF as you wish.

Mavlgadon Menu -]EI J My Workflows ]
155 varkf oy Confral -
e Hep  Acticns «
L ]y Wikt ot | Guey Type | Gy Mmne | L=t Mo fizd ]Et-:tc - Actions:
= [ prones 008 0f 18 214740
& phone ket sivedlstPAores Cruz 20090113
& | phonc_aumbcr Fr _ ] 200
=
=
=
E
E rff
I+
o
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Searching - Tips and Tricks

The Official XKEYSCORE Frequently Asked Questions page is located here:
http://xkeyscore.rl.r.nsa/redmine/wiki/xkevscore/FAQ. Here are some other tips/tricks
that may be useful

1. Underscores in usernames:

It your selector has an underscore in it, you must precede the underscore with a backslash. For
example: abu_jihad would become searched as abu\_jihad. If you leave the underscore in the
query without the backslash, you are wildcarding a single character (see below).

To search on: abu_jihad @hotmail.com:
Bad query: Abu_jihad
Good query: Abu\_jihad

It you search on “abu_jihad” (without the backslash), you could bring back “abuljihad”,
“abuTjihad”, “abuSjihad”, “abu-jihad”, etc... because you are wildcarding that character and
therefore you would be pulling on an entirely different selector.

2. To search on a range of IP addresses:

IP Address Range:
202.82.86.224 - 202.82.86.244

Becomes this XKEYSCORE Query (entered in the IP Address as To, From, or Either):
regex:202\.82\.86\.22[4-9] OR regex:202\.82\.861.23[0-9] OR regex:202\.82\.86\.24[0-4]

3. Boolean Search Descriptions (Wildcards, ANDs, ORs, etc):

OPERATOR DESCRIPTION USAGE
! Not Equal Comparison beginning of word (1.e. !joe and !sam)

Logical OR (Search for multiple

or valtes) between words (1.e. osama or laden)

and Lﬂgicval AND (Search for between words (ie. Fosama® and *laden®) takes
combination value matches) precedence over ORs

. Multiple Character Wildcard anywhere in word (1.e. Fosam*bin*laden)

_ Single Character Wildcard anywhere in word (i.e. _sam__bin_laden)
Greater Than Comparison beginning of word (1.e. >00080 and <00111)
Less Than Comparison beginning of word (1.e. >00080)

regex: REGEX Expression (1.e. to retrieve only numbers: regex:[0-9]%)
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Which Query is best for me?

Quite often the most difficult part of using XKEYSCORE is deciding which query to use
at which time. Here’s a rough guide to help you decide.

Do you have an IP Address and want to learn more about that network

[Which XKEYSCORE Query is Best for Me?

[ hovern J

=

for a

Mail fWeb Saerver
(e.0. frort a Ms lodkud)

and nead
e 10 KNOW —
— e
_.--"'-'_H_ _‘-\-""--_
Which emzil adcresses HlAve We seRn A0y, Have we collected Bny — W
on the networ<? o Lhe 1P network? for the server for TAD - O T
ie.3. Goocle Ca—th, web Forums)

f

", -
‘f | | . ]

|
yau'll use ot Il ise you'll usz vou'll use
H | | | vou'll use
i I," Ny g = "
The EMAIL ADDRESS Query | ' The PHONF M.MRFR EXTRACTOR | [ The EXTRACTED FILES query | The LOGINS/?ASSWORDS '
and search an the IF query anc zeardh on the IP and search un Lhe IP quey and sagrch ori the 1P
o

valuaklz porte like 31, 23, 25) and pull on the 7

(hint: Segrch or sys admin cr [tl'.e HTTP ACTIVITY quer",']
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Do you have an Email Address or Foreign Domain
And want to learn more about it?

[Wnich XKEYSCORE Query is Best for Me?}

{ I have...... }

afan

Email Address or
Domain (foreign)

and need o know

//\\

Which 1P addresses t]"IE 'l.I'IJ'|"lI'E|"I sites EEI-"E-EE bAre we m“ectmg
target connects to

the user? the user or domain?
vou'll use

The EMAIL ADDRESS query

and search on the email {in usarname)
and domain (in domain)
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Do you have a phone number for your target and want to learn their
email address?

Which XKEYSCORE Query is Best for Me?

[ A Phone Number ]

and need to know

[The: target's email EId-IiFESE]

then use

The PHOME MUMBER EXTRACTOR query
and search on the PHONME NUMBER(S).
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