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Agenda ki

Overview of Application IDs and
Fingerprints

= Background of the 4 generations of
ApplDs+Fingerprints

= Examples of how they are used for target
development SIGDEV
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;What IS an AppID’? %

= An Application ID (AppID) IS @ meta-data
tag given to a session to help describe
what application is being seen in the traffic

» Examples:

= malil/webmail/yahoo indicates that the traffic was
Yahoo Webmall

= chat/msn_messenger indicates the traffic was
MSN Messenger

= http/get indicates that the traffic was an HT TP
Get

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



A o RS TOP SECRET/COMINT/REL TO USA, AUS, |
E | a
Why even have AppIDs/Flmg ints? w
= What's the point of ApplDs/Fingerprints?

= For one, they give you a powerful tool for
the quick analysis of what applications are
being seen in your traffic.

= A simple histogram on ApplD allows you to
quickly identity all of the applications seen
for a given result set, without needing to
view each plece of content
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Why even have AppIDs/Fingerprints

Ex: Histogram the applications used during
Target activity:

‘J Histogram Grid ”l

4 F':age‘ 1 lof1 [ ¥ ¥ q'?' Clear Selection Export

Filter Application Count =
hitpdo et 42
dpdate servicefyindowes 47

Uhkn oo S0 AR it 25

(=l malwwebimailigauwak 11

hitpdresponse 10

mallwebmallimailry

phioto sharingld4494 photobucket corm

hitpdp ostis-www-form-urlencod ed

nifpiresponse/qir

il fwebimailigmail

Attpdresponse/d400 bhad requesthtm]

Attpdresponse/not found! At
| § flletranstertwebizrchive orgfdownlogd/reguest
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Why even have AppIDs/Flun rints* %
Secondly, they provide an additional criteria
that you can use Iin your query.

= NOTE: It’s important to point out that
since most ApplIDs + Fingerprints are
tagging technology and/or applications,
they SHOULD NOT be the sole criteria
for your queries in X-KEYSCORE!
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Why even have AppIDs/Flngerprlnts

EX: I’'m looking for targets using mail.ru
from behind a large Iranian proxy:

IP Address: FEI- Either =

ApplD
(+Fingerprints) [fulltext]: Field Builder

AppID (+Fingerprints)
=

A mailfwebmail fmailru ol
=

mail vebmail/mailru

L omailfeebimaillmaileo/attEach ment

mailfwebmail/mailru/post
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Why even have AppIDs/Flngerprlnts

EX: I’'m looking for targets using mail.ru
from behind a large Iranian proxy:

IP Address: FEI- Either

ApplD
(+Fingerprints) [fulltext]: Field Builder

AppID (+Fingerprints)
=

A mailfwebmail fmailru ol
=

mail vebmail/mailru

L omailfeebimaillmaileo/attEach ment

mailfwebmail/mailru/post
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Why even have AppIDs/Fingerprirft

EX: I’'m looking for Mojaheden Secrets 2
use In extremist web forums:

Field Builder

AppID (+Fngerprints)
forum/fextremisty v

1 T Wilfesd 2y ar i|nd ||

Field Builder

i ApplID (+Fingerprints)
faorumfextremist/al-firdaws Arabic
: . . . moj %
forumsexremist/al-firdawsEnglish |
encryption,/mo jaheden:z

. encryption, o jshedenzfencodedheader

forumsexremist/akhisbahvorkshop

forumfextremistfal-ikhlas

forum fextremist/al-nukhbah

forumfextremistfal-nusrah

encryption,/mo jahedenz Midden

encryption/imo jahedenzhiddenz
encryption,/mojahedenzdeyids

farumexremist/al-gimmah encryption/imojahedenz fsecurefils

forumfextremistfal-shura
ﬁ;.mm;.gwem|5t;a|_tawh.d
ﬁ;.rum,.fe}mfem|5t;a|]ageerata|k N
forurmfextramist/almrafh

forumfextremistfamb

forum/extremist/ashivane
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How do AppIDs work?

=

= ApplD's are effectively looking for keywor“:s,
in order to assign the ApplD tag.

= Example, let’s say that this is the definition
for mail/webmail/yahoo:

appid('mail/webmail/yahoo', 9.0) = 'Host: mail.yahoo’;
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Example

=

- w Here is a client side Yahoo session:

GET /login.html HTTP/1.1

Referer: http://us.f359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Enceding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: mail.yahoo.com

Connection: Keep-Alive
Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1;
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Example

appid('mail /webmail/yahoo’', 9.0) = 'Host: mail.yahoo';

GET /login.html HTTP/1.1

Referer: http://us.f359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Enceding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1
Host: mail.yahoo.com

Connection: Keep-Alive
Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1;

Application: mail/webmail/yahoco
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‘How ApplDs work %

= What does the number in the ApplD mean?
appid('mail/webmail/yahoo’, 9.0)=

- Each session can have only one ApplD

- The goal is for the AppID to be as descriptive as
possible

= Any given session might qualify under multiple
ApplDs definitions, but only the most specific
ApplD that applies to the session Is assigned

Lowest number wins, so the lower the number,
the more specific the ApplD definition
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How do ApplDs work?

= Let's say there's another more descriptivé-
appid for mail/webmail/yahoo/login:

'Host: mail.yahoo' and

appid{'mail /webmail/yahoo/login, 8.0)
'/login';

= |t has a lower number than
mail/webmail/yahoo, so if it “hits” it will be
applied
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Example

appid({'mail /webmail/yahoo', 9.0) = 'Host: mail.yahoo';
appid('mail /webmail/yahoo/login, 8.0) = 'Host: mail.yahoo' and
'/login';

GET /login.html HTTP/1.1

Referer: http://us.f359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Enceding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 8SV1
Host: mail.yahoo.com

Connection: Keep-Alive

Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1;

Application: mail/webmail/yahoo/login
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AppID Structure ;3 : %

= Note that the ApplDs have a directory-like
structure:

= mail/webmail/yahoo and
mail/webmail/yahoo/login

= |If you wanted to search for all webmail activity
you could search for mail/webmail/*

= If you wanted to search for all Yahoo mail
activity you could search for
mail/webmail/yahoo/”

= etc
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‘How ApplDs work %

= Some session can hit on many ApplDs.

= For example a single session might hit on:
appid('http/response’, 9.2)
appid('mail/webmail’, 8.9)
appid(‘'mail/webmail/yahoo’, 6.0)
appid('mail/webmail/yahoo/attachment’, 5.0)

= Which one will be assigned as the winning
ApplD?
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How ApplDs work %
—y L L | .

= When you see an ApplD how do you know
what was used to define that ApplD?

= Through the XKS ApplD signature page
available through “go xkeyscore”

= Or by simply clicking on the hyperlink
ApplID from the new GUI!
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What IS a flngerprlnt’?J _ %

= ApplDs were bullt to describe applications,
of which there *should* only be one

application seen per session.

= How do we describe other attributes of a
session that aren’t necessarily tied to a
particular application?
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,-’What IS a flngerprlnt*T"”? %

= One great example is encryption

= A particular type of encryption could be

used in Yahoo Email, Gmail Email, SMTP
Email.

= It could be used inside of a Word

Document being uploaded to a free file
website.

= |t could be used inside of a private
message sent through Facebook.

m Efc.
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What IS a flngerprlnt"? %

| = How can we tag anytime we see that type
of encryption regardless of the application
we saw it in?

= Answer - Fingerprints
= Think of Fingerprints as “attributes” of a
session.

= A session can have as many fingerprints as
IS needed to best describe It.
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=

Example

appid('mail /webmail/yahoo', 9.0) = 'Host: mail.yahoo';
appid('mail/yahoo/login, 8.0) = 'Host: mail.yahoo' and '/login';
fingerprint{ ‘mail/arabic') = 'mail’' and /languagel[:=] ?ar/;

GET /login.html HTTP/1.1

Referer: http://us.f359.mail.yahoo.com/ym/ShowLetter
Accept-Language: ar

Accept-Enceding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 8SV1
Host: mail.yahoo.com

Connection: Keep-Alive

Cookie: B=fn50ehd261202&b=3&s=rp; YMBM=d=&v=1

Application: mail/webmail/yahoo/login
Fingerprint: mail/webmail/yahoo/login mail/arabic
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Appid vs Fingerprint

f

Each session gets one appid -- lowest level wins. It gets databased In
the "application’ field.

All matching fingerprints are stored in the 'fingerprint’ field.

anplication Type: “"'

Winning appid

Application Info.

Application: | "‘-"_ Wlnnlng appld _I_
/all fingerprints
ApplD [Populate with Field Bulder]
(+Fingerprints) [fulltext]: #h [Populate with Tree Field Builder]
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Flngerprlnt Example;:s

Ex: E-Mails with encryption

From: "Launchpad OpenPGRF Key Confirmation” <nareply@@launchpad net> [Sawe Address] [Block Sender]
..

Cc:

Subject: Launchpad, Confirm your OpenFPGE ey
Date: VWed, 31 Dec 2008 10:04; 16 -0000

“Warsion TsnnFs vl 4 [ (G ro
Applcation AnplD (+Fingerprints) -

mailiwebmailfouthlaze rmailiwebmailioutblaze has_fingerprint encryptionipgp encryption/pap/message

Spﬂ'ﬂ'\HPESHvpgEiT‘ar“l:lHFLJprgﬂsDmeJQII:-?SQWmhI:IDUrEzchIDF!IaEC:FIJA?DIL

dey CrinminiddicH5+khDazhTxY Sy NISEWWrlkdd GO zA0F FITMNua T v b3 +nclpy
CilyztszLF B +odrPymbafzz AW pdd el GoAY RAL L0 ohROB g T OUIgLRWYE
eEFivOnExBOSHIF a7 LpZls TUF pBIMAK gouky? maf0dhm U0 Skl abd 1 28 Gu S +
UkdbBuww /1T pEVHC yGubux v +H<pSk Gt Dved hlp 25 225U m T upnYB3lfonlh W lp
La¥3mxghlWhyhzFPFxkhUwoz dd/ s rCductfiGaeis iz Z0DIR 0WS Tawe BraisaBenr
QIECH R 30wy g +2 n D TP g 3uE g Cww 2y 7 K TPMAZ2 g ILMNABDUC IS IRALZggETTgd dh
VA2 Lty GDROh LM yBEN nsdHiP Trd3E+TYWY 7 I U eddFluy C4DwOUPK vuHcC+
StLAUCHM SEREBd alMd B QY kEWA o PufubAIBVY oS | JBRF oD s xagat TukgeCo b r
Qe TrOF TIAT 1 G 2%a7 ZniOzy iy 4 CABRHLF +3baF Do b4/EF mEvPBdgybwl)yHD
ZAERyHDzIAXIDyEefaomEgasIgF st ZrHHzpba S 3Lb G5 ES W AK UGS ENpl Og T
aslUAeldtBxLzgToVdthEKPEbxODAM e AHe TEL nY +5pePAE +HLICDOE TIDCAY)
dhG2brl wbxnybAp/Se TALL S ry o kntD e CAZHo oY/ paQ CIko HOWM GDEg KTkt

W AN +HE xhHy 4% W h T 57 CStze LdatBd 43K h0 ZCWWAYIKY pDRKIKEHLY [GlawR = cla
el )+ 4R KRy Y94 Erea/POF 2o YR CIU D pgWWF RZZ b yd FhkosUWEG HUIBHY
UfgRxgBasb00hB0YYw0Ge LEAJEDL TV lgxOvADZ ToBrP7 uli/ 07 ABFFGTO0N

=MNA4C.

----- END PGP MESSAGE-----

Thanks,




Flngerprlnt Examples b %

- What caused those fingerprints to hit?

Application ApplD (+Fingerprints)
malliwebmallfouthlaze malliwebmallioutblaze has_fingerpnniencryption’pdp encrypllonfpgpimeassage

Look at the definitions (notice any overlap?):

fingerprint(‘encryption/pgp') =
‘begin pgp message' or 'begin+pgp+message’;

fingerprint(‘'encryption/pgp/message’)=
/[(?:BEGIN|END) PGP MESSAGE/;
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Ex: Extremist Forum Private Messages

= HTTP Header Information ‘ Content Type: HTTR/FOST/Faorm-Data
FOST sbfprvate php?do=insertpm &prmd= HTTHEAT 1
Accept: imagelgif, imagedx-zhitmap, image/peq, imageiped, application/-shockwave-flazh, application/vnd. ms-excel,
applicationdwnd ms-powverpoint, application/msword, %7
Heferer: http:/fal-aloja. info/vbfprivate phpYdo=newpméu=5E9"
Accept-Language: en-gb
Content-Type: applicationds-vevewe-form-urlencoded
LLA-CFL: fitai
Accept-Encoding: gzip, deflate
| Isar-Agent: Mozilladd .0 (compatible; MSIE S0 Windows MT 5.1; FOR)
Application Shpl0 (+Fingerprirt=]

mailwebmailvhulletin/private_messggeinsert mall’w ebmallvbulletingprivate_messageinsert has_fingerprint forum/etremist/al-faloja

recipients |

bcocreciplents

title TR
5 5 [ uilie Logmt n2000-01-050 @l eall 1430 asma 08 (i3 2 o) o luo-dlil closispamloall aluidl 85 gl Al Cilga | gall 405 1
m b=l e chil gy 2t mall i hals i 38 L1al Aihaedl s Cilimsncl AntE 6 i g gt g 4 o0 | Anuh S Al Bl 2 e
Clesaadl s

mMessage

Latio geminmall M ¢ ga5all aladl s Ll & Lgilelsa Uﬂﬁlﬂljaﬁlul_géghﬁﬂjua&éjﬁmﬁigﬂljét__'ngﬂLmiF._g_lﬂ_'ilf () g0 [z all 212
Al o e, Aol Sl enl ] Coten | 8 Aanne By uin ik 18 23 aa s i iy calegaadl AnE pilald g gmn JE [t
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ApplD vs Fingerprint

ApplIDs and Fingerprints use the exact same
language inside of XKS.

= You can tell which one it is by the definition:

appid (mail/webmail/yahoo)
fingerprint (encryption/pgp)
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Appl D/ Flngerpnnt Language Evolutior

| = There have been 4 generations of XKS ,
ApplD/Fingerprint languages

= 18t Generation: Simple Keyword Scanning

= 2"d Generation: Context Aware Keyword
Scanning

= 3 Generation: Code based
ApplDs/Fingerprints

= 4" Generation: Code based ApplDs that can
extract meta-data (also known as Micro
Plugins)
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._;_'2-1 st Generatlon AppIDs/Flnge %

= In the beginning, AppIDs and Fingerprints
were Just keyword scanning similar to
CADENCE tasking Ex:

appid(‘'mail/webmail/yahoo’, 9.0) =
'Host: mail.yahoo’;

appid('mail/lyahool/login, 8.0) =
‘Host: mail.yahoo' and ‘/login’;
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'1 st Generatlon AppIDs/Fmge Ints %
= 18t Generation would also support Regular
Expression (REGEX’s):

fingerprint(‘encryption/pgp/message’)=
[(?:BEGIN|END) PGP MESSAGE/;

(instead of quotes REGEX's are enclosed by
forward slashes)
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 1 st. Generation AppIDs/Flnge'rp

= As well as Hex scanning:

appid(‘database/ms sql server(tds)/login’, 7.5)=
"\X006\x83\xf2\xf8\xfAx00\x00\x00\x00\xe O\
X03\x00\x00\x88\xf\xf\xf\x36\x04\x00\x00";

(Hex characters are prefaced by \x)
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¢ TOPSECRET/COMINT/REL TO USA, AUS CAN, =
2”0I Generatlon Appl @@ﬂ;@m %

|  2nd Generation ApplDs/Fingerprints
introduced XKS's context sensitive scanning

engine.

= For example, rather than scanning an entire
session top to bottom to look for
facebook.com’ we can just use the
dictionary context http host to target the
scan for the host field only.
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How do ApplDs work? %
= ApplD’s are effectively Iooklng for keywor”é '

in order to assign the ApplD tag.
= Example, this is the definition for Hi5

appid(‘'mail/webmail/hi5’, 6.0')=
'hidloggedin’c or
http _host('hi5.com’) or
html_title('hi5");
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What do ApplD's look like*s

If you look at the raw text of this traffic, one
of the definitions for the mail/webmail/hi5
will hit:

U Session H Header (3} ” I':'1|3I:a =), H fkkachments (2] ]

Forrmatier: =i

<!'DOCTYPE htwml PUBLIC -/ /W3C//DTD AHTHML 1.0 Transitional//ENT "http: /o

<html]l xmlns="http: /fommw. w3, org,/ 1999 xhtml ">
<head-

html_title("hid");

<titlerxhit | ¥our Friends. ¥Your World.</stitle>

<meta httph-equlvy="Lontent-Type” content="text/html; charset=utt-g" /-

| Eegistration 12 quick and easyl

[ F rristar ]
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ion AppIDs/Fingerg

1001 1001 100) “':‘mm' 0110118 5ag e i TR IE ™

-ﬁ,' LY L

afyYN “'ﬂ = .
o Il ¢ 1eration
TNy < 10101 L\ 4 Y
0 gy 101010 1D O ol "1‘-"3 gof ikl Ryt |
Yy 10La

0 ]
it

tacebook
html title('F ula
http host('.f aEEh_DL.Lum 1 ;

appid('zocial/facebook', 3.0, webhproc='Facebook') =

Stacebhook:

Note the use of the chain word $facebook in
the AppID definition
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1001 1001 n'n! 101D 101

5,‘;}4221“.‘;Gé_neratlon,Ar."

Y O

Dt oono0n i s A R TGF’EECF{ETHCGMINTHREL

DS/F ‘ﬁm—“ or ::, :;

ehook =
html title [ 'Faceboock') or
http host('.facebook. BDm'

appid| 'social/facebook', 2.0, webproc='Facehook')

Stacebhoolk:

GET /vovillesnew gfts. php?aftskip=1 &ist=1 HTTP/1.1

Accept: unage/gif, mage/x-xbitmap, mmage/jpeg, image/pypec, appheation/'x-shockwave-tlash
Accept-
EM-115
Language:
UA-CPU: X0
Accept-

. ezip, deflate
Encodme: =l

able: MSIE 7.0; Windows NT 5.1)

apps. facebook.com

Connechion:  Keep-Ahve

Coolae: dati=1251060871-982d5658atte4] 52e8816a7958bOh05031b60aca®tttaccd04134
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faNtls =iasth

.-"

.LE,F: 0011001 1 RO TGF’EECF{ETHCGMINTHREL

”'m.‘:’@leheratloh A ﬂ@S/F \w

oy u:m. 10 g1 191 180 IR 4"]
101

0
i

1|-{‘“
xIL,-*

—_—

L
t;r_:i

-

=

html title | 'Facebook') or
hi"l‘I_l host |

: | f-:-ll_ |:']::| OO « = I_II[|

I [ |
| r

appid [ 'social/ tnc_h_DP 2.0, webproc='Facehook

Tacebhoo }:;

Hiost
platform.ak facelonk.com

vihiumb.ak facehook.com

creative_ak facebook. com

All of these hosts
would match this
AppID:

wiww. facebook.com
2050200782 . channel32 facebook.com

apps.facebook.com
facebook.com
(34 589889595 . channel 32 facebook.c ol
static.ak facebook.com
h.static.ak.facebook.com
03881417000 channel 32 facebook.com

hadge facehook.com
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1001 100} lm1 11010101 15y 101 10 i neid ‘!
tio

0 1040} ’ s

- 2nd'Genera

) 101 Smypy 101003 A4 B 1
3 ioxs mmm_ Tl n:|| mm 004 YOI e
} 101
:

i

; Example

H.;:H.144..H
A0.239.144.
939.144.7
1:5.144.._
A0.239.144.7¢
a0.239. 144 .77
0,239,144 .73
249,144 .79

appidl( 'an

appid( ' 111'1.'--*11.1.1.:'}:-E;_-I-'HL..-}:'--*-'111-"-1-“-1"3' s 2Uy =

port[21) and Skaspersky
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1001 1001 ooy VTOTDI0T a0y vaih 10y

o 10do) ! ”‘l
0 10 n Gef-er
y 100} & Tfll“l 10

P i -~ L
I| I . :
w

D oy ul.‘rlu 10 g1 191800
} 10 ..

0]

1

Can you tell what's going on here?

appid( 'mail fwebmail fnetlog! .0, wehproc='Netlog!'

h'|'It|l 1'J_1'll—' | 'HNetlog'e) or
http host netlog.com') or

htt p_coo }'.'_J_l—' | fdomain=. {3, 10} W .onetlo C \ oo |
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AppIDs/Fi

Mobile User Agent fingerprints:

fingerprint [ 'browser/cellphone/iphone')
browser [ ' iPhone

||.
|J'

fingerprint [ 'hrowser fcellphone /motorola') =
browser [ 'MOT-'c or 'motorola');

browser | 'SonyErricsson') ;

Tingerprint|(' ﬂrﬂm:HL.::llphnn ‘hlackberr
hrowser [ 'BlackBerrvy ') ;
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If you were to query on any of these
fingerprints by themselves, would your
auditor be happy?

fingerprint [ 'browser/cellphonesiphone ')

browser [ 'iPhone ') ;

fingerprint [ 'browser/cellphone/motorola’
browser [ 'MOT-'e or 'motorola');

fingerprint [ 'browser/cellphones/sony ericsson') =

browser | 'SonvErricsson') ;

fingerprint [ 'browser//cellphone/blackberry!')
bhrowser | 'BlackBerry') ;
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i
USSID18 Considerations! %

= But if you were to query on an Afghan IP
address that was a valid foreign intel target,
and then "AND" it with those fingerprints,
that would be a USSID18 compliant query
(and your auditor would be happy)
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3rd Generatlon ApplDs/Fingerprint %

34 Generation AppIDs/Flngerprlnts
iIntroduced the ability to have code-based
scanning

Why Is this important”? Because scanning
sessions for keywords, hex values and
regular expression can only take you so far.

Using Code-based ApplDs, we can run
statistical tests of the data that can help
determine what type of data it is when
keyword scanning can't give us a result.
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4"h Generatlon d@@j@ﬁpﬁ %

= 4th Generation ApplDs/Fingerprints
iIntroduce the ability to extract and database

meta-data from Appid/Fingerprints
= Why Is this important?

= With the dynamic nature of DNI applications,
we need the ability to quickly react and
deploy solutions to extract new fields of
meta-data that are important to analysts
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= Previously, if we identified a new protocol or
a new field that we wanted to extract meta-
data, we would need to upgrade a “core’
plug-in and wait until we could upgrade the

field sites.

= With 130 field sites, each on their own
upgrade schedule, this could take months for
a simple change to get out in the field
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4"h (Generation AppIDs/Flngerpr nts %

With 4t generation ApplDs, a new protocol,
meta-data value, can be properly processed
within an hour of updating the
ApplD/Fingerprint.
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§ = Examples:

appid( 'social/facebook/chat/to server ', 1.0) =
http host (' facebook.com') and
thttp post and
url('/aja=/chat/send.php')
o ++

%Wﬂﬂhr,ﬁlﬂ EE E.MKMHWWlﬁHHM~

extractors = {/{
login email = flogin »=.* ([a-=z0-9 %=%.]1{30}840[a-=0-9 %-%.]1{30})/;
text = Jm=g text=([[*&\nhr]+] /;
Pl
main = {4
it (login email) |
ks tuser activity £ ua(“chat™, "facebook™);

ua.client.add (xks: iurldecode (login email[0]), “"facebook”™) ;

us. apply () ;
h
if (text) |
xkis:ichat body(xks: rurldecode (text[U] ) ) ;

return trus;

b
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F ace boo k Chat {A[@pﬁd Examy

Let’'s take a closer look:

First a V4 ApplD needs to be "anchored”.
The anchor is the beginning part of the
ApplD

appidl 'socialy ‘faceboaok/chat/ 'hl serwver ', 1.0) =
http host [ 'tacebook.com' ) and
& ]:11‘1‘ i ||_|,:'1‘ ancd

ax/chat/send. php ')
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‘Facebook Chat V4 Appid Examp

DNI Presenter Display:

J Session || Header (3) " At achments (3) || Meta ('9) |

Nl gt Ol PRESEMTER:

Dptons -

_a
1 b
nctr

ficty

msg_id I

client tine 1250642180342

to I

nutn tabs 1

pws_tme 1250642145715

msg text dont u still recogmze me”

post form 14 ecbadZtdb1d050457 841 8885 248488 d
th disg GRAFFSIEWI R AR L7ID- b /el 35E

post form 1d source AsyncEequest

1]
]
ct]

ULS Web Form Display

Form Fields

1

c3455f163d4 38 1eccoadd 20fa94 32
dofcef7itc 1i286bdd 1 el boad F 34 al
1200642184720
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Facebook Chat V4 Appid Example
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L ets look at the raw:

Session || Header (3) H Atkbachments (3) H Meta () |

W A il | Send to! ad Sess v Moder Snippet Options = | Search Content:

Enter texd to =earc

POST nttp: /iy, Eacebook. com/sajax/chat/send. phip HITP /L. 1

ﬁnat: wmmr. facehook . com

Tser-Agent: Mazilla/s5.0 (WMindows; O; Windows NT SH.1; ern-TT5; rw:l.9.0.13) Gecko /2009073022 Firefox/3.0.13
Accept: text/html  application/<htoltxml,applications=xml:q=0.9 %% q=0.8

hoceprt-Lanimadge: eh-us,en:og=0.5

hocept-Encoding: gzip,deflate

ﬁccept—ﬂharﬂet: La0-88503-1 ucf-g8:q=0.7,%q=0.7

Feep-tlive: 300

Proxy-Connection: Eeep-aliwe

F—mwl-Fev: 1817Z1
Content-Type: application/x-tmmr-form-urlencoded; charset=1UTF-35

Feferer: http: / wmw, facebock. comseditpicture.php *success=1

Content-Length: 66
Cookie: datr=12452119%9-a94ddG6h116554d2Zh5Ed014501005bh7eTheh8d6ca2T7c920ade03; 5 _wen facehaokpoc 1=1640694104

Pragma: no-cache
Cache-Control: no-cache

IIu.Sg_ili=-I:liEnt_t:i.me=lEEIIIE421E0342-5=t|:|-nu.m_tal:-3=l.:;pvﬂ_time=lEEEIE42145Tlﬂamsg_tez-:t=dl:lnt%2m;
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—J_I_II_I:I_I_:I | '=oc ial/facehook/ chat o B
http host (| 'tacebook. com

o Ot T, Cacebook, comsajax schats/send. php) HITPA1. 1
Hozt: wmmr, facebook. com

Jzer-agent: Mozilla/so.0 (Windows; U; Windows NT 5.1; en-Us; v l.9.0.13)
Accept text/htul japplication s htmlbml  application<xml  jgq=0.9 %% rqg=0.85

L S [
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. ELa ce boo k Chat V4 Appid Exam|

Once the “anchor” hits, the rest of the code
executes. In this case, we're looking for
these two REGEX’s from the “Extractors’

section:

extractors = {/
login email = A 1o igin x=.% [([a-=L I—'_:.l_"-,—"-, 1430 %40 [a—zl:l—'_:.l_"'-,—"'-, REIINRIY

Cextt = :|:|:|._:[1'|—I rE=1 [ rh l]+|.":-
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i This REGEX hits within the large cookie string

login email = /flogin x=.* [([a-z0-09 4Y=%.] {30} 840[a-z0-9 Y=%.,]1{30})/;

Cookie:
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Facebook Chat V4 IAm@) Exam %

| A close look

login email = flogin x=.* [[a-=z0-9 %-%.]{30}%40[a-=z0-9 Y-N.]{30}1/7;

=a%3A2%3A% 7Bs%3A5%3A%22emal

1%22%3Bs%3A26%3A% 22| NG

yaho0.com%22%3Bs%3A19%3A%22

remember me default%22%3Bb%3A1%3B
0/07D;
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Facebook Chat V4 Appld_, %
| & The other REGEX:

O dont%20u%20still%20recognize%
20me%3F post form id

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



2N O o R 8 Do _CAN, GBR, NZ
e o1 m.}};?ﬁ’EECH C M ]ﬁ?fr EL TO US. 5. CAN, GBR, NZL

11010101
n:n 'Iutn?u .“?ml'”lﬂf hr rnm k é" ”Eﬁ v
‘Faceb OO . ﬂ A mlHl .
Du lulmu 10 O 10 m:n
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| = Finally, in the “Main” section, if those
REGEX's found the data they were looking
for, they get databased

rmain = | {
if Ilogin email)
xksiiuzer activity € ua(“chat”, "rfacebook”);
ua.client.add (xks:iurldecode (login email[l]), "facebook™);

ugs.apply () ;

h
it [text) |
xksiichat body(xks:iurldecode (text[U]) ) ;

;

return true;
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§ = Another example:

appid|'filetran=fer /uebh/zshare. net/upload/respon=e', 5.0)=
http title('=z3HARE') and 'zshare.net/delete.html'
: :+1
extractors @ [
wit_file nawe = /Thel\sfiled\s<strongr<fontiscolor=\"#332333 "> ([~<]14{1,2300} | =</}
wit delete url = fezshare.netl/delete. htwll 2 ([0-0]+) - ([0-O0a-=z2-Z] {32} )\"/;
wift upload id = J<font color=sA\"H#E66666Y "><a href=Y\"http: % A\ Jwem'  zshare’ . neth /[N TV (W T+ ;
wit url = f<font color=%"#666666%">Ca href=\"{http:\/\ S ummaly . zshare' .neth [N ][N 1+ 7
wit uploader username = f<small>Logged in as: [[*<]+)<\/small=/;
Hi
main = {{
if Iwft delete url | |
DE["weh file transter™]["wft upload id"] = wit upload id[0];
DE["webh file transfer™]["wft delete™] = wft delete url[0]+"-"+wit delete url[1];

DE["wekh Tile transfer”]["wlt _site name™] = "zshare.net™;
DE["weh file tran=sfer"]["tranzsfer type™] = "upload”;

it [wft file neme] |
DE["welh file transfer”]["wit filenams"] = wit _file name[l];

)

it (wft url) o
DE["wsh file transfer”]["wft url"] = wit url[0];
¥
it (wit_uploader usernams) |
DE["web file transfer”]["uploader username”] = wit uploader username[U]
I

DE.apply();
1 else |

logger.debug [ "filetransfer/weh/ zshare.net/upload/response: Hosk regexs didn't mateh™)

j

refurn tCrue;

P
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FFU Successful Upload Pag

— e —

=

f

Welcome to ‘SHARE

With z5HARE vou can upload files, mmages, videos, audio and flash for free. Sonply use the upload form below and start sharing! You can also use
enHARE as your personal Ble storage: backup your data and protect your Bles. First Tune? Eead cur FAT

e Upload now
# Logn
e Create Free Account

& Premmmgm

* FAQ

File Uploaded

The file wol:.rin was successhilly uplaaded! (12 42WE). Yeu're now ready to share it with unlrited peaple of keep 1t az a backup.

Diownload Ll

hitpd e zshare net/ download/B4 2834 562 1HDE56 1/

Lk for forums: [URL=http:/feeaene 2 s hare net/download,/6435 3456211085
Direct Lank: httpdferenee 25hare. net/download/F4353 45621108561/
Delete Lanlc httpdferenee 25hare. net/delete. html P64383456-77993935:
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FFU Successful Upload Page:

Again look for the anchor to hit in the raw traffic

<~tltlex=zAHARE - Free File, Image and Video Hosting</title>

value="http: /ST, eshare.net/delete.html 21
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Next look for the extractor REGEX's to match

extractors 1 {{
wit file name = /The'sfile's<strong><fonths

clazzs=""LextC]l">The file <Latrong-=<font color="#333333">wok.rm </fonts-< /strong-

Then database what was extracted

main = {4

it [wft tile name]

DE["weh file transfer”]["wft filenswe"] = wit file name[0];

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




