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- FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

IN RE ELECTRONIC SURVEILLANCE AND : Docket Numbers: Multiple
PHYSICAL SEARCH OF INTERNATIONAL

TERRORIST GROUPS, THEIR AGENTS,

AND RELATED TARGETS. (&) : : (b)(1)
(b)(3) NatSecAct

CIA MINIMIZATION PROCEDURES FOR INFORMATION
FROM FISA ELECTRONIC SURVEILLANCE
AND PHYSICAL SEARCH CONDUCTED BY THE FBI

The following procedures shall apply to processing and
minimization by the Central Intelligence Agency (CIA) of the raw
: results of electronic surveillance and physical search conducted
: by the Federal Bureau of Investigation (FBI) pursuant to the
Foreign Intelligence Surveillance Act, S0 U.S$.C. §§ 1801-1B11,
| 1821-1829 (FISA). These procedures shall be implemented as
. described in the Motion for Amended Orders Permitting Modified
Minimization Procedures, filéed with the Foreign Intelligence
Surveillance. Court (FISC) and captioned as above. ;

1. 2As used herein, the terms “Attorney General,” “foreign
power,” “"agent of a foreign power,” “United States person,”
"person,” “foreign intelligence information,” “international
terrorism,” and “sabotage” have the meanings specified in 50
U.5.C. § 1801. ()
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2. Information about a United States person may be retained
within CIA and disseminated to authorized recipients outside of
CIA if the identity of the United States person and all
personally identifiable information are deleted. A generic term
may be substituted which does not identify the United States
person in the context of the message. If the information cannot
be sanitized in such a fashion because the identity is necessary,
or it is reasonably believed that it may become necessary, to
understand or assess the information, that identity may be
retained or disseminated outside of CIA along with the
information if:

a. The information falls within one or more of the
following categories:

(1) The information indicates that the United States
person has acted or may be acting as an agent of a :
foreign power, including information indicating that a
United States person was in contact with a foreign
power under facts and circumstances indicating that he
intends to collaborate with a foreign power or become
an agent of a foreign power; <

(Z) The information indicates that a United States
person may be a target of intelligence activities of a
foreign power;

(3} The information indicates that a United States
person has engaged or may be engaging in the
unauthorized disclosure of properly classified national
security information;

(4) The information concerns corporations or other
commercial organizations the deletion of which would
hamper the correlation of foreign intelligence
information on the same subject:

b. The information is enciphered or contains secret
meaning;

Cc. The informaticn is needed to protect the safety of any .
persons or organizations, including those who are targets,
victims, or hostages of groups engaged in international
terrorism;

; SW]
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d. The information concerns a United States person who is
or reasonably appears to be, on the basis of that or other
information, an agent of a foreign power;

£. The information involves a United States person who has
consented to the retention or dissemination of his
communications or other information concerning him;

f. The information indicates that a United States person is
engaged or may be engaged in international terrorism or
activities in preparation therefor;

g. The information is needed and retained solely to

identify individuals in contact with a foreign power or an
agent of a foreign power (including for purposes of this
subparagraph (g) any person, regardless of location, who
engages in international terrorism or activities in
preparation therefor; who aids, abets, or conspires with
perscons to engage in such activities; or who acts as a (bX1)
member of a group engaged in such activities): (b)(3)

i, The information concerns a person or activity that poses
a threat of sabotage, international terrorism, actual or
potential attack or other grave hostile act, to any facility
or personnel of any agency with the Intelligence Community,
or any department containing such an agency;

J. The personally identifiable information concerning the
United States person is publicly available.

A communication to or from, or information about, a United Stgtes
person which does not qualify for retention or dissemination in
accordance with this paragraph must be destroyed. (8}

3, Nothing in paragraph 2 above shall prohibit:

a. 'The retention or disclosure of information necessary for

the purpose of determining whether the requirements of these
procedures are satisfied, provided that the recipient under

SWIM
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this paragraph does not retain or disclose the identity of a
United States person where it is determined that the
reguirements. of these procedures do not permit
dissemination; -

b. The retentien of cemmunications necessary for the
maintenance of technical data bases, so long as only

collection or technical personnel have access to such data
bases;

c. The retention or dissemination of information concerning
corporations or other commercial organizations which is
limited to their identities as manufactures of eguipment and
related nomenclature or their locations: or

d. The retention or dissemination of information required
by law to be retained or disseminated. (g

{. CIA shall also follow the following procedures:

a. Privileged communications: &s soon as it becomes
apparent to CIA personnel processing a communication

acquired by electronic surveillance or physical search
conducted by the FBI that such communication is between a
person who is known to be under criminal indictment and an
attorney that represents that individual in the matter under
indictment (or someone acting on behalf of the attorney),

" monitoring or processing .of that communication will cease
and the communication shall be identified as an attorney-
client communication in a log maintained for that purpose.
The relevant portion of the tape, document or other material
containing the privileged communication will be placed under
seal and the Department of Justice, Office of Intelligence
Policy and Review (OIPR) shall be notified so that
appropriate procedures may be established to protect such
communications from review or use in any criminal
prosecution, while preserving foreign intelligence
information contained therein. With respect to any other
communication where it is apparent to.CIA processing
personnel that the communication is between a person and the
persen’s attorney (or someone acing on behalf of the
attorney) concerning legal advice being sought by the former
from the latter, such comminications relating to foreign

. intelligence information may be retained and disseminated

SEEBETﬁX!

4



C06290977 =

APPROVED FOR PUBLIC RELEASE

SWXI

within the U.S, Intelligence Community if the communications
‘ i are specifically labeled as being privileged. However, such
. Communications may not be disseminated outside of the U.S.

Intelligence Community without the prior approval of OIPR.
A8)

b, Non-pertinent Communications and Particularized

Minimization Procedures: (U)

(1) Communications determined to fall within categories of
non-pertinent communications provided by the FBI to CIA
regarding a particular electronic surveillance or physical
search should not be retained unless they contain
information that may be retained or disseminated under
paragraphs 2 and 3 above. (U)

(2) CIA processing personnel may review all communications,
including those that initially appear to fall within
established categories until they can réasonably determine
that the communication cannot be retained or disseminated
under paragraphs 2 and 3 above. 18)

(3) Information that appears to be foreign intelligence
information may be retained even if it is acquired as a part
of a communication falling within a category that is :
generally non-pertinent. j&4]

(4) CIA processing personnel shall adhere to any special or
particularized minimization procedures provided to the CIA
by the FBI regarding a particular electronic surveillance or
physical search. (&7

(3) CIPR shall periodically determine that information
concerning communications of or concerning United States
persens that is retained meets the requirements of these
procedures and the Foreign Intelligence Surveillance Act.

A5)

(b)(1)
(b)(3) NatSecAct
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e. Dissemination to Foreign Governments: Nonpublicly (b)(1)
available identity or personally identifiable information (b)(3) NatSecAct

concerning United States persons may be disseminated to

foreign governments, provided that the information to be

disseminated is foreign intelligence information, and the

dissemination is approved by the Attorney General, or

approved pursuant to such procedures as the Attorney General

may establish for the disseminatiocn of such information by

CIa. (&)
f. Compliance With Crimes Reporting Oh;igations:

Notwithstanding any of the foregoing, information that is
not foreign intelligence information, but reasonably appears
tc be evidence of a crime that has been, is being, or is
about to be committed, may be disseminated (including United
States person identities) to the FBI and other appropriate
federal law enforcement authorities, in accordance with 50
U0.5.C. §§ 1806(b) and 1825(c), Executive Order No. 12, 333,
and, where applicable, the crimes reporting procedures set
out in the August 1995 “Memorandum of Understanding:
Reporting of Information Concerning Federal Crimes,” or any
successor document. (gf

SEC X1
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All redacted information exempt under (b)(1),(b)(3), and (b)(7)(E). Approved for public re
SRCRET JUL 23 ;3
U.S. Forg;gn Inteigence
UNITED STATES Surveiliance Court

FOREIGN INTELLIGENCE SURVEILLANCE COURT

IN RE ELECTRONIC SURVEILLANCE AND
PHYSICAL SEARCH OF INTERNATIONAL  :  Docket Number: [l
TERRORIST GROUPS. THEIR AGENTS.

AND RELATED TARGETS. (5)

ORDER
This matter is before the Court on the motion of the United States. filed by

James A. Baker, Counsel for Intelligence Policy and approved by the Attorney
General of the United States, to modify the minimization procedures already
approved and in use in the above captioned cases since January 1, 2001; to
authorize the Federal Bureau of Investigation (FBI) to dissen‘qinate- ;o t-he Central
Intelligence Agency (CIA) and to the National SecurityAgency (NSA) “raw data”
(i.e. unminimized information) only where the raw data relates to international

SECRET

Classified by: Derivative

Reason: 1.5(c)
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terronsm,; to include communications of or concerning United States persons
collected by the FBI in electronic surveillances and physical searches authorized
by this Court under the Foreign Intelligence Surveillance Act (“FISA™ or the
“Act”); and to allow the CIA and NSA to review, translate, analyze, minimize, use.
retain and disseminate such information pursuant to supplementary minimization
procedures approved by the Attorney General and filed with the Government’s
motion.

The Court has fully considered the matters presented including:

a. the arguments set forth in the Government’s motion and attached
exhibits;

b. the proposed supplementary minimization procedures entitled “CIA
Minimization Pfocedures for Information From FISA Electronic Surveillance and
Physical Search Conducted by the FBI,” and the *“Standard Minimization
Procedures for Electronic Surveillance Conducted by the National Security
Agency,” as described in the Government's motion and attached exhibits. as well
as the FBI’s “Standard Minimization Procedures For Electronic Surveillance of A

United States Person Agent Of A Foreign Power;”

SEChET




FILED
KARENE.SUTTON. CLERuw..

All redacted information exempt under (b)(1),(b)(3), and (b)}{(7)(E). Approved for public release
i JoL g g
U.S. Foreign inteliigence
SECRET Surveillance Court

c. the supporting legal memoranda from the Office of the Deputy Antomey
General dated April 5, 2002 and April 12, 2002 provided by the Government;
d. the information provided by representatives of the FBI, CIA. and NSA at

a hearing on July 1, 2002, conducted on the record by the Court sitting en banc:

and

e. the current intermational terrorism threat.

The Court makes the following FINDINGS:

FIRST, this Court derives its statutory powers, duties and responsibilities
from the FISA;

SECOND, the FISA'permits both the CIA and NSA to appear before this
Court as applicant agencies seeking authorization to conduct electronic
surveillances and physical searches of foreign powers and their agents;

THIRD, the FISA’s legislative history recognizes that in the circumstances
presented by the Government's motion, where the authorized intelligence agency is
unable to process and to minimize all of the collected raw information because of

linguistic or technical limitations, sharing the raw data with cooperating U.S.
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intelligence agencies which would apply appropriate minimization procedures is
permissible under FISA;

FOURTH, the proposed supplementary minimization procedures to be used |
by the CIA and NSA set out in the Government’s motion meet the definition of
minimization procedures in sections 1801(h) and 1821(4) of the FISA: AND

FIFTH, in approving minimization procedures the Court is vested by FISA
with discretion to determine whether the proposed procedures are “reasonably
designed” to meet their statutory purpose and to enter ex parte orders for electronic
surveillances and warrants for physical searches “as requested or as modified™ (50
U.S.C. § 1805(a) and (c) and §1824(a) and (c).

Upon full consideration of the matters presented in the Government’s
motion, it is hereby ORDERED, pursuant to the authority conferred on this Court
by the Foreign Intelligence Surveillance Act, 50 USC §§ 1801-1862, that the
motion of the United States to use the aforementioned supplementary minimization
procedures in all of the captioned electronic surveillances and physical searches
already approved since January 1, 2001, as described in the Government’s motion,

1s GRANTED as modified below:
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IT IS FURTHER ORDERED. that issuance of this Order does not affect in

any way this Court’s Order of [

which order shall apply to the CIA and NSA in all disseminations and information
sharing authorized herein;

IT IS FURTHER ORDERED. that use of the aforementioned supplementary
minimization procedures in the future shall be subject to the approval of this Court
in each electronic surveillance and in each physical search where their use is
proposed by the Government as provided in 50 U.S. C. 1804(a) (5) and 1823(a)
(5); and

IT IS FURTHER ORDERED, that this matter shall be fully considered again
by the Court en banc at its annual conference in May of 2004. During the
intervening period the Department of Justice shall provide to the Court every six
months, or as otherwise directed by the Court, an informative report describing the
Government’s implementation of this Order by the FBI, CIA, and NSA.

SECRET
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All of the members of the Court concur in this Order.

DATE COLLEEN KOLLAR-KOTEL
Presiding Judge
United States Foreign Intelligence
Surveillance Court

Docket Number: -

1y 22, 2002 o (ol XY @g
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UNITED STATES

HOE Mo mag By
DEC I3 AHH:06
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

STAWDARD MINIMIZATION
PROCEDURES FOR ELECTRONIC SURVEILLANCE
CONDUCTED BY THE NATIONAL SECURITY AGENCY (NSA}

Pursuant to Secticn 101{h) of the Foreign Intelligence
Survelllance Act of 1878 (hereinafter "the Act"), the following
procedures have been adopted by the Attorﬁey General and shall be
followed by the NSA in implementing this electronic surveillance:
(o)

-

Section 1 - Applicability and Scope {T)

These procedures apply to the acguisition, retention, use,
and dissemination of non-publicly available information
concerning unconsenting United States persons that is collected
in the course of electronic surveillance as ordered by the United
States Foreign Intelligence Surveillance Court under Section
102{b) or authorized by Attorney General Certification under
Section 102 (a) of the Act. These procedures also apply to non-

United States persons wherée specifically indicated. ({(U)

—SECRET—
—HANDLE-VIA-COMTIT-CHAIWNELS—ONLY—

Classified by: allan Xor m, Deputy Counsel for
Intelligence Operations, DOJ/OIPR

Reason: 1.5(c) and ({(d)

Declassify on:
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~FOPR-SECRETHCOMINT/NOFORN/X1~
UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

IN RE ELECTRONIC SURVEILLANCE AND ¢+ Docket Number: -

PHYSICAL SEARCH OF INTERNATIONAL :

TERRORIST GRCUPS, THEIR AGENTS,

AND RELATED TARGETS. (8

MOTION FOR CONTINUATION OF AMENDED ORDER
Introduction (U}

The United States of America, by counsel, hereby moves this
Court, pursuant to the Foreign Intelligence Surveillance Act of
1978, as amended, 50 U.S.C, §§ 1801-1811 and 1821-1829 (FISA or
the Act), to order the permanent continuation of its order of
July 22, 2002, in the above-captioned matter. The United States
seeks continuance of the order becauge it has been highly
successful. «{S)=

~FOP-SECRETHECOMINT/NOFORNAXL-

Claggified by: James A. Baker., Coungel for Intelligence
Policy, OIPR, DOJ

Reason: 1.4(ci-(d)

Declasgify on: X1




All redacted information exempt under (b)(1) andfor (b)(3), except as otherwise noted. Approved for Public Release
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Because the order permits the rapid sharing of information
within the United States Intelligence Community, the United

States has obtained vital actionable intelligence regarding the

activities, capabilities, plans and intentions of—

—The U.S. Intelligence Community process for

sharing information - and taking action based upon such

information - that the July 22, 2002 Order has fostered is now a
vital part of the Nation’'s war on terrorism. The order has
permitted the U.S. Intelligence Community to produce and
disseminate to policy makers (including the President of the
United States) a substantial volume of intelligence reports, and
has enabled the United States and its allies to locate and
apprehend numerous terrerists overseas and disrupt terrorist
operations. As a result, we submit that the order has enhanced
the ability of the United States Government to protect national
gecurity. Moreover, because of the manner in which the U.S.
Intelligence Community has implemented the corder, we submit that
the intrusion on the privacy interesgts of Americans tc date has
been limited. PGS

On July 22, 2002, the Court authorized the Federal Bureau of
Investigation (FBI) to provide to the Central Intelligence Agency

{(CIA) and the National Security Agency (NSA) “raw data” {(i.e.

LORSECRET/COMINT/NOFORN/ XL

2
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unminimized information) obtained from certain sgearches and

gurveillances of terrorist targets under the FISA. The Court’s
Order, described below, modified the sgtandard minimization
procedures used in international terrorism cases. The Court
further ordered that the “matter shall be fully considered again
by the Court en banc at its annual conference in May of 2004.”
See July 22, 2002 Orxder at 5. In this regard, on April 21,
2004, the Court directed that the Government:

{Slhall file a motion requesting continuation of that order.

Such motion should include a statement that the factual

circumgtances relied upon by the Government in seeking

approval of auch procedures continue (or, to the extent they
have changed, why the procedures should continue to be
followed under current circumstances). (&)

The United States, in suppeort of this motion, states:

1. Prior to the July 22, 2002 Order, the CIA and the NSA
provided linguistic and technical assistance to the FBI in
analyzing unminimized foreign intelligence information, but could
only use and digseminate limited, minimized data specifically

disclosed to them by the FBI. On May 10, 2002, the Government

filed a motion to provide raw data directly from the FBI to the

' The Court further ordered the Department of Justice to
report every six months on the implewentation of the Order. This
motion incorporates information taken from the most recent report
which covers the time period from September 1, 2003 to December
31, 2003. That report will be filed with the Court forthwith.
5~

“FOPR-SECRETACOMINT/NOFORN/X1--
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~FQR.SECRETHCOMINT/NOFORN/XT-
CIA and the NSA, which those agencies would then minimize. The
Government made this motion because of the need to
(1) disseminate pertinent foreign intelligence information
rapidly to the CIA and the NSA, (ii) enable these agencies to
apply their analytical skills to the data directly, and
(iii) provide maximum flexibility in applying Intelligence
Community regources to international terrorist targets. In its
Order, the Court granted the Government’s motion with
modifications. <¢8)

2. The July 22, 2002 Order provided the following. The FBI
may provide the CIA and the NSA raw data obtained from FBI
electronic surveillances and physical searches targeting
international terrorist groups and their agents, oxr from
surveillances or searches of other targets where there is a
reasonable expectation that the surveillance or‘search will
reveal information related to international terrorism. The raw
data provided may include communications of or information about
U.S. persens. The CIA and the NSA may review, translate,
analyze, minimize, use, retain and disgseminate sguch information
pursuant to certain minimization procedures. The NSA is to
employ the standard FISA minimization procedures that it normally
uses for conducting its Court-auvthorized surveillances, with

certain modifications. Likewise, the CIA is to use procedures

~FOPR-SECREFHCONMINT/NOFORN/XL-

4
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~FOR-SECREFHCOMINT/NOFORN/XA-+
gimilar to those it normally uses for the retention and
dissemination of information from its non-FISA electronic
surveillances, with certain modifications. =8}
3. Asg described below, the FBI has successfully provided
unminimized FISA information to the NSA and CIA pursuant to the

Court's July 22, 2002 Order. To date, this information has

consisted only of the results of Court-authorized electronic

surveillance and physical searches (G

Although
authorized by the July 22, 2002 Order, the FBI has not provided
NSA or CIA with unminimized information pursuant to the Order
from other means of electronic surveillance ox physical searches,
such ac [N )

4, For international terrorism cases, FBI technical
personnel receive and/or retrieve the data obtained from these

searches and surveillances from the

— The FBI then forwards the data described above

~FOP-SECRETHCOMINT/NOFORN/X1--
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from international terrorism searches and surveillances to the
NSA and the CIA.? Before providing the data to the CIA, the FBI

(b)(1); (&)(3); (b)7HE) NSA

he FBI retains the record copy of the

communications. ~TS)
5. Pursuant to the Court’s Order, the FBI electronically

forwards to the NSA all international terrorism - that the
FBI acquirea £rom [

of the data that the NSA has reviewed was obtained from

electronic surveillances and physical searches of non-U.S. perscn
targets located outside the United States. From August 2002 to
present, the NSA has iasued over-intelligence reports
based, at least in part, on raw FBI FISA data relating to
international terrorism. The NSA has instructed its employees to

include the caveat required by the July 22, 2002 Order on such

2 As described below, the CIA generally receives data that
it specifically requests, rather than the entire universe of
terrorism-related ollected
by FBI pursuant to FISA. «FS)-

~FORSECRET/COMINT/NOFORN/X1--

&
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reports.® 1In order to ensure that its employees comply with this
requirement, the NSA includes this instruction in its FISA
minimization training and also has provided its employees with

written reporting guidance. «{£8)~

The recipient of the raw FISA data at NSA is NSA's -
_in the Data Acquisition Directorate,

where it is formatted and placed in a database for analysts in
NSA's Office of Counterterrorism to review. Analysts at the
Office of Counterterrorism are trained by attorneys from NSA’'s
Office of General Counsel concerning the applicable minimization
procedures and the Court’s July 22, 2002 Orxrder before they are
permitted access to the database containing the raw FISA data.
On August 20, 2002, the Attorney General signed procedures
governing the NSA’'s dissemination of FBI FISA information
identifying U.S. persons to foreign governments, a copy of which

was previously provided to the Court. —(S/AASI)-

s. I
;5 N
N
|
R M che CIA also assists the

FBI, at the FBRI's requesat, with translations of communications of

! See May 10, 2002 Motion at [Jjjj§- -
“TOP-SEECREF/COMINT/NOFORN/XA--
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other international terrorism targets. The CIA receives raw FISA

data trom the ro1 [
I -/1VE)-

On August 20, 2002, the Attorney General signed procedures
governing the CIA’s digsemination of FISA information to foreign
governments, a copy of which was previously provided to the
Court. Those procedures apply to data processed and ninimized by
the CIA. They also apply to data minimized by the FBI and

disgseminated to the CIA where CIA engages in further analysis of

the data. «={(8)

“FOP-SECRET/COMINT/ANOFORN/XT-
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I B when conducting

minimization reviews of NSA and CIA since implementation of the
July 22, 2002 Order, OIPR has in particular focused on those
agencies’ handling of United States person information and, to
déte, has found that the agencies have acted in conformance with
the applicable procedures. Thus, we have concluded that the
implementation of the July 22, 2002 Order has had a limited
effect on the privacy interests of U.8. persons. ={(ES5//L81).

8. Representatives from OIPR visit NSA and CIA to review
those agencies’ implementation of the Court’s Order and adherence
to minimization procedures. Both agencies appear to be handling
the FISA data properly. OIPR expects to continue such visits on
approximately an annual basis, and will continue to report to the
Court every gix months on the Government'’s implementation of the
July 22, 2002 Order as required. OIPR also reviews the agencies’

handling of raw data when it receives requests to initiate or

renew FISA authority regarding (NG W
B

reports that from August 2002 to present, approximately I'

percent of itg requests for FISA authority (for the FBI to

~FOP-SECRETHECOMINT/NOFORN/XL--
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conduct electronic surveillance and physical search of more than

h) have been based on information obtained through

NSA’s review of raw data. (G
I [n cddition, the

Department of Justice has submitted reports to Congress as
required by law that have included discugsions of the Court’s
July 22, 2002 Order. The Department, the FBI, CIA and NSA have
briefed staff members of the Senate Select Committee on
Intelligence and staff members of the House Permanent Select

Committee on Intelligence on the Court’s Order and on

implementation thereocf. «{(E&}

FOP-SECRIFFHCOMINT/MNOFORN/X I~
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Also in this regard, the NSA has informed OIPR that:

FBI FISA data is a critical part of NSA’'s mission targeting
international terrorists and terrorist organizations and has
yielded highly significant and ye ~imely foreign

intelligence informaticn about

international terrorist aroups

] .
C CLL 1] (e {HC) S

During the last four months of 2003, FBI FISA data
contributed in whole or in part to approximately I' percent
of all end product reporting from NSA's Counterterrorism

Office. «(TPRy fSTfL T}

10. The factual circumstances relied upon by the Government

in seeking the initial July 22, 2002 approval to provide raw data
directly to the CIA and the NSA have not changed other than those

relating to the modified procedures approved by this Court in its

“FOP-SECRET/COMINT/NOFORN/ XA~
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April 10,-2004 Amended Order. For this reason, the Government
geeks a permanent continuation of this authority undexr the
procedurés currently in place. =8}

11. This motion has been reviewed for accuracy by Vito T.
Potenza, Acting General Counsel, NSA; Valerie Caproni, General
Counsel, FBI; and Scott W. Muller, General Counsel, CIA. (U)

WHEREFORE, the United Statesg, by counsel, moves this Court
to permit the permanent continuation of its order of July 22,
2002, in the above-captioned matter. (U)

A proposed order effecting this request accompanies this
motion. (U)

Respectfully submitted,

(e f B

meg A. Bakerx
oungel for Intelligence Policy

U.S8. Department of Justice

~FOP-SECRETH/ECONVANT/NOFORN/XA~
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APPROVAL
I find that this motion satisfies the criteria and
requirements set forth in the Foreign Intelligence Surveillance
Act of 1978, and hereby approve its filing with the United States

Foreign Intelligence Surveillance Court. ({(U)

Lﬂbhn Ashcroft C
Attorney General of the United States

OR

James B. Comey
Deputy Attorney General of the
United States

pacea:S = (D~ Qéf’

~FOP-SECRET/COMINT/NOFORNY XA
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© FILED
KAREN E. SUTTON, CLERK

~FOP-SECREF/COMINT/NOFORN/XA-— MAY 19 2004

U.S. FOREIGN INTELLIGENCE

SURVEILLANCE COURT
UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

IN RE ELECTRONIC SURVEILLANCE AND : Docket Number: - :
PHYSICAL SEARCH OF INTERNATIONAL
TERRORIST GROUPS, THEIR AGENTS,

AND RELATED TARGETS. =4S}

This matter is before this Court on the May 14, 2004 motion
of the United States of America seeking to continue permanently
the procedures approved by the July 22, 2002 Orxder in the above-
captioned docket. Relying upon the Motion and Order issued on
July 22, 2002, as well as the facts set forth in the Government's
instant motion, approved for filing by the Attorney General of

the United States, the Court finds that the reguested permanent

~FOP-SEERET/H/COMINT//S1-

Derived from: Motion to USFISC in the above-captioned
docket number
Declagsify on: X1
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continuation of the procedures to the July 22, 2002 Order of this
Court is warranted under the facts, and éhat the procedures
pursuant to which the National Security Agency (NSA) and the
Central Intelligence Agency (CIA) will process such material meet
the definition of minimization procedures set forth in 50 U.S.C.
§ 1801 (h} and 1821(4).

Accordingly, IT IS HEREBY ORDERED that the Federal Bureau of
Investigation may continue to provide to the CIA and the NSA
unminimized information obtained from searches and surveillances
of terrorist targets under FISA, as set forth in the Court’'s July
22, 2002 Order.

IT I8 FURTHER ORDERED that all provigsions of the Court's
July 22, 2002 Order in docket numbexr -shall remain

unchanged.

Filed May 14, 2004 J0.3Cam. E.D.T.
Date Time

b BN |
Signed May /7. 2004 _ /.05 54 E.D.T.
Tinde

Date
This Order is entered with the unanimous consent of the
Judges of this Court.

Clls X\ I - X4

Colleen Kellar- Kotelly
Presiding Judge, United States
Foreign Intelligence Suxrveillance Court

1, Karen E. Sutton, Ulek,

FISC, certify that this documeit LOP SECRET/COMINT/NOFORN/X1-
i & 18 and corract 7

of thpotigingk 2
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Section 2 - Definitions (U)

In addition to the definitions in Section 101 of the aAct,

the following definitions shall apply to these procesdures:
{a) Acguigition means the collection by NSA through
electronic means of a ncnpublic communication to which it is not

an intended party. {(U)

(b) Communicatiopns concerning a United States person

include 21l communications in which a United States person is
discussed or mentioned, except where such communications reveal

only publicly available information about the person. (U)

{c} Communicatiops of & Unjited States verson include all

communications to which a United States person is a party. (U}

(d) Consent is the agreement by a person or organization to
permit the NSA to take particular actions that affect the person
or organization. To be effective, consent must be given by the
atfected person or organization with sufficient knowledge to
understand the action that may be taken and the possible
consequences of that action. Consent by an organization shall be
deemed valid if given on behalf of the organization by an
officigl or governing body determined by.the General Counsel,
NSA, to have actual or apparent authority to make such an

agresment. (U)

{(e) Foreigp communication means a communication that has at
least one communicant outside of the United States, or that is

entirely ameng:
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{1} £foreign powers;
{2) officers and employees oif foresign powers; ox

(3) =a foreign power and officers or employees of a

foreign power.

All other communications are domestic communications. —8—€€0)-

(f} Identification of a United States person means the

name, unigue title, address, or other personal identifier of a
United States person in the context of activities conducted by
that person or activities conducted by others that are related to
that person. A reference to a product by brand name, or
manufacturer’'s name or the use of a name in a descriptive sense,
e.d., "Monroe Doctrine," is not an identification of a United

States person. {(3=CE0—

&

{g} Processed or processing means any step necessary to
convert a communication into an intelligibla form intended for

human inspectiecn. (U)

(h) Publicly available information means information that a

membezr of the public could obtain on reguest, by ressearch in

public sources, or by casual cbservation. (U}

{i) ZTechnical data base meaﬁs information retainéd for
erxyptanalytic, trafiic analytic, or signal exploitation purposes.
{s-cco)

(1) United States person means a United States person as
defined in the Act. The following guidelines apply in ‘
determining whether a person whose status is unknown is a United

tates person: (U}
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{4}
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[

A person known to be currently in the United States
will be treated as a United States person unless
positively identified as an alien who has not been
admitted for permanent residence, or unless ths nature
or circumstances of the person’s communications give
rise to a reasonable belisf that such person is not a

United States person. (U)

A person known to be currently outside the United
States, or whose location is unknown, will not be
treated as a United States person unless such éerson
can be positively identified as such, or the nature or
circumstances of the persen’s communications give rise
to a reasonable belief that such person is a United

States pgrson. {(U)

A person known to be an alien admitted for permaneﬁt
residence loses status as a United States. person if the.
person leaves the United States and is not in
compliance with Title 8, United States Code, Section
1203 enabling re-entry into the United States. Failure
to follow the statutory procedures provides a
reasonable basis to comclude that the alien has
abandoned any intention of maintaining his status as a

pexrmanent resident alien. (U)

An unincorporated association whose headguarters or
primary office is located outside the United States is.
presumed not to be a United States person unless there
is information indicating that a substantial numbez Of
its members are citizens of the United States or aliens

lawifully admitted for permanent residence. (U)



o
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Section 3 - Acouisition and Processing -~ Geperal (U)

(a) Acguisition (I

The acguisition of information by electronic surveillance
shall be made in accordance with the certification of the
Attorney General or the court order authorizing such.surveillance
and conducted in a2 manner designed, to the greatest extent
reasonably feasible, to minimize the acquisition of information

not relevant to the authorized purpose of the surveillance, 5=

260

{b) Verification (I

At the initiation of the electronic surveillance, the NSA ox
the Pederal Bureau of Investigation, if providing operationai
support, shall verify that the communication lines or telephone
numbers being targeted are the lines or numbers cof the targst
authorized by court order or Attorney General certification.
Thereafter, collection personnel will monitor the acquisition of
raw data at regular intervals to verify that the surveillance is
not avoidably acquiring communications outside the authorized

scope of the surveillance or information concerning United States

persons not related to the purpose of the surveillance. {8—€€6)—

{c) Monitoring, Recording, apnd Processing (U)

{1} Electronic surveillance of the target may be monitored

contemporaneously, recorded autcmatically, or both.

(u)
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{2)

(5)

-SEGRET &
Parsonnel who monifor the elsctrxonic surveillance shall
exercise reasonable judgement in determining whether
particular information acguired must be minimized and
shall destroy inadvertently acguired communications of
or concerning a United States person at the earliest
practicable point in the processing cycle at which such
communication can be identified either as clearly not.
relevant to the authorized purpose of the surveillance
{i.e., the communication doess not contain Ipreign
intelligence information) or as containing evidence of
a crime which may be disseminated under these

procedures. T8=€€0}

Communications of or concerning United States persons
that may be related to the authorized purpose of the
surveillancs may be forwarded to analytic personnel
responsible for producing intelligence information from
the collected data. Such communications or information
may be retained and disseminated only in accordance

with Sections 4, 5 and 6 of these procedures. {G—

Magnetic tapes or other storage media that contain |

acquired communications may be processed. (8-C€0}—

Each communication shall be reviewed to determine
whether it is a domestic or foreign communication
to cr from the targeted premises and is reazsonably
believed to contain foreign intelligence
information or evidence of a crime; Only such
communications may be processed. All oﬁher.

communications may be retained or disseminated



s
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enly in accordance with Sections 5 and 6 of thess

procedures. {(5—€E6

(6) Magnetic tapes or other storage media containing
foreign communications may be scanned by computer to
identify and select communications. for analysis.
Computer selection terms used for scanning, such as
telepﬁone numbers, key words or phrases, oxr other
discriminators, shall not include United States person

names or identifiers and shall be limited to those

selection terms reascnably likely to identify-

for intentiecnal collection under Executive Order 12333

implementing procedures. -HS=CCOT

{7) Further -processing, retention and dissemination of
foreign communications shall be made in accordance with
Sections 4, 6§, and 7, as applicable, below. Further
processing, storage and dissemination of inadvertently
acquired domestic communications shall be made in

accordance with Sections 4 and 5 below. +5-€663—

(d) U.S. Persons Employed by the Foreign Power +&-—

Communications of or concerning United States persons
employed by a foreign powsr may be used and retained as otherwise

provided in these procedures except that:

(1) Such United States persons shall not be identified in
connection with any communication that the person

places or receives on behalf of ancther unless the
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[
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identification is permitted under Sesction 6 of these

procedures; and

personal communications of United States persons
that could not be foreign intelligence may only be
retained, used, or disseminated in accordance with

Section 5 of these procedures. +5—CE6)-

DPestruction of Raw Bata 1€

Communications and other information, including that

reduced to graphic or *hard copy" form such as —

retention in accordance with the standards set forth in these

procedures, Communications and cther information, in any form,

that do not meet such retention standards and that are known to

contain communications of or concerning United States persons

shall be promptly destroyed. {8=CC&)—

(f)

(2)

Nop-pertinent Communications (U}

Communications determined to fall within established
categories of non-pertinent communications, such as
those set forth in subparagraph (6) of this section,
should not be retained unless they contain information
that may be disseminated under Sectiong 5, 6 oxr 7

below. (U)

Monitors may listen to all comwmunications, including
those that initially appear to f£all within established

categories until they can reasonably determine that the

APPROVED FOR PUBLIC RELEASE
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communication cannot be disseminated under Sectioms 5,

& or 7 below. {&8=CCOT

Communications of United States persons will be
analyzed to establish categories of communications that
are not pertinent to the authorized purpose of the
surveillance. ()

These categories should be established after a
reasonable period of monitoring the communications of

the targets. (U)

information that appears to be foreign intelligence may
be retained even if it is acguired as a part of a
communication falling within a category that is

generally nen-pertinent. {(8=CC0—

Categories of non-pertinent communications which may be

applied in these surveillance include:

(a) cCalls to and from United States Government

officials;

(B} Calls tb and from children;

(C) ¢Calls to and.from students for information to aid
them in academic eﬁdaavors; '

{D) Calls between family members; and

(8) cCalls relating solely to personal services, such

as food orders, transportation, etc. {8-—€€6-

Change in Targst’'s Location oxr Status —8-€€0}—

APPROVED FOR PUBLIC RELEASE
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During periods of known extended absence by a targeted
agent of a foreign power from premises under
surveillance, only communications to which the targst

is a party may be retained and disseminated. (5-S€6)—

When there is reason to believe that the target of an
electronic surveillance is no longer a foreign power or
an agent of s foreign power, or no longer occupies the
premises authorized for surveillance, that electronic
surveillance shall be immediately termirated, and shall
not resume unless subsegquently approved under the Act.
When any person involved in collection or processing of
an electreonic surveillance being conducted pursuant to
the Act becomes aware of information tending to
indicate a material change in the status or location of
a targeé, the perscon shall immediately ensure that the

NSA's Office of General Counsel is also made aware of-

such information. (S-£E0

Section 4 - Accuisgition and Processing - Special Proceduras {(U)

Collection Against Residential Premiges {5~C€o—

An electronic surveillance directed against premises
located in the United States and used for residential
purposes shall be conducted by technical means designed
to limit the information acquired to communications

that have one communicant outside the United States,

The technical means

employed shall consist of

equipment ox equipment capable of identifying

APPROVED FOR PUBLIC RELEASE
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other particular international communications known to

be used by the targeted foreign power and its agents.

Communications to or from the target residential

premises that are processed through z [ R

of a foreign power or agsnt of a
foreign power located in a foreign country, or on the
foreign country or foreign city telephone direct

dialing codes (area codes) for the areas in which such

foreign powers or agents are located. (8-€€6)-

Domestic communications that are incidentally acguired -
during collection against residential bremises shall be

handled under Section 5 of these procedures. {S~€80)—
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(b} Attorpey-Clispt Communi¢ationg ter”

As soon as it becowmes apparent that a communication is
between a person who is known to be under criminal indictment and
an attorney who represents that individual in the matter under
indictment (or someone acting on behzalf of the attorney),
monitoring of that communication will cease and the communication
shall be identified as an attorney-client communication in a log
maintained for that purpose. The relevant portion of the tape
containing that comversation will be placed under seal and the
Department of Justice, Office of Intelligence Policy and Review,
shall be notified so that appropriate procedures may be
established to protect such communicaticns from review or use in
any criminal prosecution, while preserving foreign intelligence
informaticn contained therein. (5—€€8)—

Section 5 ~ Domestic Communications (U)

(a) Dissemination (U)

Communications identified as domestic communications shall.

be promptly destroyed, except that:

(1) domestic communications that are reasonably believed to
contain foreign intelligence informatipn shall be
disseminated to the Federal Bureau of Investigation
(including United States person identities) for
possible further dissemination by the Federal Bureau of
Investigation in accordance with its.minimization

procedures;

-EANDLE VIA COMINT CHANNBLE—ONLY—
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domestic communications that do not contain foreign
intelligence information, but that are reascnably
balieved to contain evidence of a crime that has been,
is being, or is about to be committed, shall be
disseminated {including United States person
identities) to appropriate Federal law enforcement
authorities, in accordance with section 106(b} of the
Aot ahd crimes reporting procedures approved by the

Secretary of Defense and the Attorney Genexal; and

domestic communications that are reasonably believed to
contain technical data base information, as defined in
Section 2(i}, may be disseminated to the Federal Bureau
of Imvestigation and to cther elements of the U.S.
SIGINT system. —{5—EE£6}

Retention (U)

Domestic communications disseminated to Federal law
enforcement agencies may be retained by the NSA for a
reasonable period of time, not to excesed six months (ox
any shorter period set by court orxder}, to permit law
enforcement agencies to determine whether access to
original recordings of such communications is reguired

for law enforcement purposes. —{8-€€0}

Domesti¢ communications reasonably believed to contain
technical data base ihformation may be retained for a
period sufficient to 2llow a thorough exploitation and
to permit access to data that are, or are reasonably

believed likely to become, relevant to a current or
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future foreign intelligence reguirement. *Sufficient

duration may vary with the nature of the exploitation,

“5-cC0)

a- In the context of a cryptanalytic effort,
maintenance of technical data bases reguires
retention of all communications that are 7
enciphered or reasonably believed to contain
secret meaning, and sufificient duration may
consist of any period of time during which
encrypted material is subject to, or of use in,

cryptanalysis. (E-Ece)—

. In the case of commanications that are not
enciphered or otherwise thought to contain secret
meahing, sufficient duration is one year unléss
the Deputy Director for Opsrations, NSA,
determines in writing that retention for a longer
period is reguired to respond to authorized
foreign intelligence or counterintelligence

requirements. —{5-€€8—

Section 6 - Foreion Communications of or

Concerning United States Persons (U)

{a) Retention (U}

Foreign communications of or concerning United States
persons acguired by the NSA in the course of an electronic

surveillance subject to these procedures may be. retainesd only:

APPROVED FOR PUBLIC RELEASE
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if necessary for the waintenance of technical data
bages. Retention for this purpose is permitted for a
period sufficient to allow a thorough gxploitation and
to permit access to data that are, or are reasonably
believed likely to become, relevant ta a current or
future foreign intelligence reguirement. Sufficient

duration may vary with the nature of the exploitatiom.

&. In the context of a cryptanalytic effort,
maintenance of technical data bases requires
retention of all communications that are
enciphered or reasonably believed to contain
secret meaning, and sufficient duration may
consist of any period of time during which
encrypted wmaterial is subject to,lor of use in,

cryptanalysis.

. In the case of communications that are not
enciphered or otherwise thought to contain secret
meaning, sufficient duration is one year unless
the Deputy Director for Operations, NSA,
determines in writing that retention for a longer
period is required to respond to authorized
foreign intelligence or counterintelligence

requirements;

if dissemination of such communications with reference

to such United States persons would be permitted under

subsection {b) below; oxr

if the information is evidence of a crime that has

been, is being, or is about to be committed and is

APPROVED FOR PUBLIC RELEASE
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provided to appropriate federal law enforcement

authorities. 5—€CQ)

(b) Dissemipation (U}

A report bassd on communications of or concerning a United
States person wmay be disseminated in accordance with Section 7 if
the identity of the United States person is deleted and a generic
term or symbel is substituted sc that the information cannot
reasonably be connected with an identifiable United States
person. Otherwise dissemination of intelligence. reports based on
communications of or concerning a United States person may only
be made te a recipient requiring the identity of such person for
the performance of official duties but only if at least one of

the following criteria is also met:

{1) the United States person has consented to dissemination
or the information of or concerning the United States

persen is available publicly;

(2) the identity of the United States person is necessary
to understand foreign intelligence infozmation oxr
agssess its importance, g.g., the identity of a senior

official in the Executive Branch;

{3) the communication or information indicates that the

United States person may be:
(A) an agent of a foreign powsr; -

.{B) a foreign power as defined in Section 101(a) {4) or

{6) of the Act;
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(C) residing outside the United States and bolding an
official position in the government or military

forces of a foreign power;

(D} a corporation or other entity that is owned ox
controlled directly or indirectly by a foreign

powar; or

(B) acting in collaboration with an intelligence or
security service of a foreign power and the United
Statee person has, or has had, access to
classified national security infermation or

material.

the communication or information indicates that the
United States person may be the target of intelligence

activities of a foreign power;

the communication or information indicates that the
United States person is engaged in the unauthorized
disclosure of classified national security information,
but only after the agency that originated the

information certifies that it is properly classified;

the communication or information indicates that the
United States person may be engaging in intermational

tervorist activities;

the acguisition of the United States pefson‘s
communication was authorized by & court ordex issued

pursuant to Section 105 of the Act and the

APPROVED FOR PUBLIC RELEASE
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communication may relate to the foreign intelligencs

purpose of the surveillance;

(B) the communication or information is reasonably belisved
to contain evidence that a crims has been, is being, or
is about to be committed, provided that dissemination
is for law enforcement purposes and is made in
accoréance with sesction 106 (b) of the Act and crimes
reporting procedures approved by the Secretary of

Defense and the Attorney Genaral. (U)

Section 7 - Other Foreign Communicationg (U)

Foreign communications of oxr concerning a non-United States
person may be retained, used, and disseminated in any form in

accordance with other applicable law, regulation, and policy. (U)

Section 8 - Collaboration with Foreign Goverpments (F~CE6)—

(a} The sharing or exchange of foreign communications
gdverned by these procedures with signals intelligence
authorities of collaborating foreign governments (Second Parties)
may be undertaken by the NSA only with the written assurance of
the Second Party that the use of those foreign communications
will be subject to the retention and dissemination provisions of

these procedures. {S=€COl

{b) Domestic communications and ceommunications te or fxrom
United States persons shall not be shared with Second Parties.

—5—-Ee0—
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(c) Poreign plain text communications may be shared with
Second Parties if they are first reviewed by NSAlanalystS, who
shall remove references to United States persons that are not
necessary to understand or assess the foreign intelligence
information contained therein, 8-CC0}

(d) Foreign enciphered or encoded communications may be
shared with Second Parties without such prior review, provided
that at least annually a representative sampling of thoss sharved
communications that can be deciphered or decoded is reviswed by
the NSA to ensure that any referances therein to United States
persona are necessary to understand or assess the foreign
intelligence information being disseminated. Corrective mgasures
with respsct to each target or line shall be undertaken as
necessary to maintain compliance with the above disseﬁinatiqn
gtandard. The reéults of each review shall be made available to

the Attorney General or a designee. -5—E€0)—

éfz/ J,M’//ﬁé?&/

anetfgeno
el

rney General of the United States

10177 i
Darq /




C06291045 S

All redacted information exempt under b(1) and b(3). ' APPROVED FOR PUBLIC RELEASE

—SECRET/X1T
EXHIBIT F
: RARLE E SUTTON
UNITED STATES ' il

F OREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

: ; Docket Number:

g LT
© (b)(3) NatSecAct -

(b))
(b)(3) NatSecAet

CIA MINIMIZATION PROCEDURES FOR INFORMATION
FROM FISA ELECTRONIC SURVEILLANCE
CONDUCTED BY NSA

The following procedures shall apply to processing and minimization by the
Central Intelligence Agency (CIA) of the raw results of electronic surveillance conducted
by the National Security Agency (NSA) pursuant to the Foreign Intelligence Surveillance
Act, 50 U.5.C. §§ 1801-1811, in the above-captioned docket number. These procedures
shall be implemented as described in the application filed with the Foreign Intelligence
Surveillance Court (FISC) and captioned as above.

1. Asused herein, the terms “Attorney General,” “foreign power,” “agent of a
foreign power,” “United States person,” “person,” “foreign intelligence information,”

_SECRETH/X1—

" it

Classified by: Michael V. Hayden, Director of the CIA -
Reason: : 1.4(c)-(d)
Declassify on: X1
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“international terrorism,” and “sabotage” have the meanings specified in 50 US.C. §
1801. (U) :

2. Information about a United States person may be retained within CIA and
disseminated to authorized recipients outside of CIA if the identity of the United States
person and all personally identifiable information are deleted. A generic term may be
substituted which does not identify the United States person in the context of the
message. If the information cannot be sanitized in such a fashion because the identity is
necessary, or it is reasonably believed that it may become necessary, to understand or
assess the information, that identity may be retained or disseminated outside of CIA
along with the information if:

a. The information falls within one or more of the following categories:

(1) The information indicates that the United States person has acted or
may be acting as an agent of a foreign power, including information
indicating that a United States person-was in contact with a foreign power
under facts and circumstances indicating that he intends to collaborate
with a foreign power or become an agent of a foreign power;

(2) The information indicates that a United States person may be a target of
intelligence activities of a foreign power;

(3) The information indicates that a United States person has engaged or
may be engaging in the unauthorized disclosure of properly classified
national security information;

(4) The information concerns corporations or other commercial
organizations the deletion of which would hamper the correlation of

foreign intelligence information on the same subject;

b. The information is enciphered or contains secret meaning;
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¢. The information is needed to protect the safety of any persons or organizations,
including those who are targets, victims, or hostages of groups engaged in
international terrorism;

d. The information concerns a United States person who is or reasonably appears
to be, on the basis of that or other information, an agent of a foreign power;

e. The information involves a United States person who has consented to the
retention or dissemination of his communications or other information
concerning him;

f. The information indicates that a United States person is engaged or may be
engaged in international terrorism or activities in preparation therefor;

g- The information is needed and retained solely to identify individuals in contact
with a foreign power or an agent of a foreign power (including for purposes of
this subparagraph (g) any person, regardless of location, who engages in
international terrorism or activities in preparation therefor; who aids, abets, or
conspires with persons to engage in such activities; or who acts as a member of a
group engaged in such activities);

h,

(b)(1
(b)(3) NatSecAct

i. The information concerns a person or activity that poses a threat of sabotage,
international terrorism, actual or potential attack or other grave hostile act, to any
facility or personnel of any agency with the Intelligence Community, or any
department containing such an agency;

j. The personally identifiable information concerning the United States pérson is
publicly available.
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A communication to or from, or information about, a United States person which does
not qualify for retention or dissemination in accordance with this paragraph must be

destroyed. (Sy”
~ 3. Nothing in paragraph 2 above shall ‘prohibit:

a. The retentjon or disclosure of information necessary for the purpose of
determining whether the requirements of these procedures are satisfied, provided
that the recipient under this paragraph does not retain or disclose the identity of
a United States person where it is determined that the requirements of these

; procedures do not permit dissemination;

b. The retention of communications necessary for the maintenance of technical
data bases, so long as only collection or technical personnel have access to such
data bases;

¢. The retention or dissemination of information concerning corporations or other
commercial organizations which is limited to their identities as manufacturers of
equipment and related nomenclature or their locations; or

d. The retention or dissemination of information required by law to be retained or
disseminated.

4. CIA shall also follow the following procedures:

a. Privileged communications: As soon as it becomes apparent to CIA personnel
processing a communication acquired by electronic surveillance conducted by
NSA that such communication is between a person who is known to be under
criminal indictment and an attorney that represents that individual in the matter

- under indictment (or someone acting on behalf of the attorney), monitoring or
processing of that communication will cease and the communication shall be
identified as an attorney-client communication in a log maintained for that
purpose. The relevant portion of the tape, document or other material containing
the privileged communication will be placed under seal and the Department of
Justice, National Security Division (NSD) shall be notified so that appropriate

_SECRET/XI
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procedures may be established to protect such communications from review or
use in any criminal prosecution, while preserving foreign intelligence information
contained therein. With respect to any other communication where it is apparent
. to CIA processing personnel that the communication is between a person and the
person’s attorney (or someone acting on behalf of the attorney) concerning legal
advice being sought by the former from the latter, such communications relating
to foreign intelligence information may be retained and disseminated within the
U.S. Intelligence Community if the communications are specifically labeled as
being privileged. However, such communications may not be disseminated
outside of the U.S. Intelligence Community without the prior approval of the

NSD. (S

b. Non-pertinent Communications and Particularized Minimization Procedures

L)

(1) Communications determined to fall within categories of non-pertinent

communications provided by NSA to CIA regarding a particular electronic
. surveillance should not be retained unless they contain information that

may be retained or disseminated under paragraphs 2 and 3 above. (U)

(2) CIA processing personnel may review all communications, including
those that initially appear to fall within established categories until they
can reasonably determine that the communication cannot be retained or
disseminated under paragraphs 2 and 3 above. 43}

(3) Information that appears to be foreign intelligence information may be
retained even if it is acquired as a part of a communication falling within a
category that is generally non-pertinent. (5

(4) NSD shall periodically determine that informiation concerning
communications of or concerning United States persons that is retained
meets the requirements of these procedures and the Foreign Intelligence
Surveillance Act. (8f

c. Dissemination to Foreign Governments: Nonpublicly available identity or

SEC
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personally identifiable information concerning United States persons may be
disseminated to foreign governments, provided that the information to be
disseminated is foreign intelligence information, and the dissemination is (i)
approved by the Attorney General, or (i) approved pursuant to such procedures
as the Attorney General may establish for the dissemination of such information
by CIA. In addition, to the extent authorized by the Director of the Central
Intelligence Agency (DCIA) and in accordance with DCIA directives, CIA may
make such disseminations without specific Attorney General approval subject to
the following procedures: (8

(
(b)(3) NatSecAct
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"(3) CIA will make a written record of each dissemination approved
pursuant to these procedures, and information regarding such

disseminations and approvals shall be made available for review by the
NSD on at least an annual basis. (5§

d. Compliance With Crimes Reporting Obligations: Notwithstanding any of
the foregoing, information that is not foreign intelligence information, but
reasonably appears to be evidence of a crime that has been, is being, or is

" about to be committed, may be disseminated (including United States
person identities) to the FBI and other appropriate federal law enforcement
authorities, in accordance with 50 U.S.C. §§ 1806(b) and 1825(c), Executive
Order No. 12,333, and, where applicable, the crimes reporting procedures
set out in the August 1995 “Memorandum of Understanding: Reporting of

~Information Concerning Federal Crimes,” or any successor document. @

_SECRET/XT
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WASHINGTON, D.C. "
IN RE DNI/AG 702(g) CERTIFICATION (Rl UNDER SEAL-
5 Docket No. 702(1)-08-01

GOVERNMENT'S PRELIMINARY RESPONSES TO
CERTAIN QUESTIONS POSED BY THE COURT (S)—

THE UNITED STATES OF AMERICA, through the undersigned Department of
Justice attorney, respectfully submits its preliminary responses (attached hereto at Tab

1) to certain’ of the questions previously posed by this Court regarding DNI/AG 702(g)

(b)(1); (B)(3);
(b)(7)E)

Certification

and the targeting and minimization procedures submitted
therewith. The Government reserves the right to supplement and/or modify these
responses as appropriate during the hearing scheduled in the above-captioned matter

on August 27, 2008.

National Security Division
United States Department of Justice

TOPSECRETHCOMINT/ORCONNOEQRN

Classified by: Matthew G. Olsen, Deputy Assistant
Attorney General, NSD, DOJ
Reason: 1.4(c)

Declassify on: 26-August 2033
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1. How is the mechanism permifting National Security Agency (NSA) to target additional
foreign powers not listed in Exhibit F consistent with the statutory requirement that the
Director of National Intelligence and Attorney General certify that a significant purpose of
the acquisition is to acquire foreign intelligence information? &)—

e In

the Attorney General and Director of National Intelligence authorized the

acquisition of foreign intelligence information concerning all foreign powers that
meet the statutory definitions in:  {8)- -

e There are a number of constraints that operate in concert to ensure, as certified by the
Attorney General and Director of National Intelligence, that a significant purpose of
the acquisition is to acquire foreign intelligence information. S)—

o First, NSA cannot target "consistent with this certification non-United States
persons reasonably believed to be located outside the United States" unless NSA
determines that the target "possesses and/or is likely to communicate foreign
intelligence information” as defined by 50 U.S.C. § 1801(e). €5)

o Second, the "foreign intelligence information" to be acquired by such targeting

must co is 2 "foreign power" as defined by 50 U.S.C. §
1801(a) Ry

! Indeed, the concept of "foreign power" is itself integral to the "foreign iutelligem‘;e information" definitions in 50
U.S.C, § 1801(e). See, e.g., 50 US.C. § 1801(e)}(1)(A) ("Foreign intelligence information' means information that
relates to, and if concerning a United States person is necessary to, the ability of the United States to protect '

TOP-SECRET/COMINTHORCON,NOFORN—
Classified by: Matthew G. Olsen, Deputy Assistant
: Attorney General, NSD, DOJ
Reason: 1.4 (c)

Declassify on: 26-Aupgust2033—
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o NSA targeting procedures require that the foreign intelligence purpose of each
tasking be documented. (53—

o One aspect of the oversight reviews conducted by the Office of the Director of
National Intelligence and the Department of Justice is to check that such
documentation exists. {S)—

against . . . actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power."}.
(emphasis added.) - : . e
FREP S1H B g4 L . D R RIFYE
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¢ In doing those checks,_for which notice had not been given

would be discovered and subject to review. {5)—

2. The Court had several questions concerning the "abouts" collection and the IP filters
used to effect that collection. (TSASD

First, which person is being "targeted" in the abouts collection? Is it still the user of the
selector? Or is it one or both of the communicants of the message containing the reference

to the selector? (FSHShH—

@ In cases where NSA seeks to acquire communications that refer to a selector used by
a target that are not to and from the selector used by the target, the person being
"targeted" is the user of the selector. (FSHSDH-

® Viewing the "target" of the abouts collection as the user of the tasked selector is most
consistent with the statutory language: (FS#8H-

o Under 702(a), the AG and DNI can authorize "the targeting of persons reasonably
believed to be located outside the United States to acquire foreign intelligence

information." (FS#SH

¢ A person is "targeted" by tasking an electronic communications
_("seleotor”) that he uses. (FS#5h

¢ By virtue of operation of the targeting procedures, the tasked selector is
believed to be used by a non-United States person reasonably believed to
be located outside the United States. (TS/ShH-

o The purpose of acquiring a communication containing a reference to.a selector
used by a target is to acquire foreign intelligence information about the target
-- regardless of whether the communication was sent to or front a selector

used by the target. (TS//S1)

¢ This is reflected in the NSA. targeting procedures: namely, the "abouts”
collection involves "cases where NSA seeks to acquire communications about
the target that are not to or from the target." (FS4SD)

¢ So, the focus of the abouts collection remains "the target," even though
communications that are not sent to or from "the target" are acquired. (FS/SH

Further, the oieration of the Internet Protocol (IP) address ﬁlters_

prevents the intentional acquisition of communications
"about" the target as to which the senders and all intended recipients are known at
the time of acquisition to be located in the United States. (FS#SH—
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o Thus, operation of the targeting procedures ensures that the abouts collection
targets non-US persons reasonably believed to be located outside the United
States and prevents the intentional acquisition of communications about the target
as to which the senders and all intended recipients are known at the time of
acquisition to be located in the United States. (TS#SH

o Furthermore, any United States person information that is incidentally acquired
through the abouts collection will be treated in accordance with the minimization

procedures adopted for the certification. (TS#ST)

e Itis also possible to conceptualize that the foreign-based, non-US person sender or
recipient of the abouts communication may also be a "target." (FS#S51)

o The Government previously took a similar position with respect to the
certifications executed under the Protect America Act of 2007 (PAA): "The
person from whom NSA seeks to acquire communications in such cases is the
party to the communication who is reasonably believed to be located outside
the United States." However, that position was in many respects a function of
the statutory language of the PAA: (FS4SD

¢ 105B(a) -- the abouts collection was for the purpose of acquiring "foreign
intelligence information concerning a person reasonably believed to be
located outside the United States” (i.e., the user of the tasked selector).
(FSHSDH

¢ 105A -- the abouts collection was not "electronic surveillance™ because it
was "directed at a person reasonably believed to be located outside the
United States." (TS/SI)

o However, this interpretation is less satisfactory under the new statute, which
contains no requirement that the acquisition be "directed at" a person
reasonably believed to be located outside the United States. (FS#SH

¢ To the extent that the targeting procedures retain the "directed at"
language," it is for the purpose of making clear that that the "target" isin
no event a person located in the United States. (T5#51)

Second, what has NSA's experience been with the IP filters? Have they been effective in
limiting the collection to communications with at least one communicant located outside the

United States? (FS#SH- ¢

@ Yes, they have been effective in limiting the collection to communications with at
least one communicant located outside the United States. NSA is not aware of a case
where an about collection resulted in the acquisition of a communication where both
ends were inside the United States. (FS/SH—

TOPSECRETH/COMINT/ORCON;NOFORN-
4
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3. The Court wants to know why the presumption reflected in the third paragraph of the
subsection dealing with the assessment of the non-US person status of the target is
reasonable as a general matter and in particular when the location of the individnal is
unknown. The Court also wants to know what measures are taken to locate information
that could otherwise undermine the presumption.

e It is important to note that the use of the presumption is only one aspect of a broader
range of information upon which a targeting determination is made. Targeting
decisions under the targeting procedures are made "in light of the totality of the
circumstances based on information available with respect to [the new target]."” €5)}—

e Thus, although the actual location of the target may be unknown

© Insuch an instance, the actual location of the recipient/new target is unknown.

~(5)-

® As this Court has recognized, it is reasonable to presume that a non-US person
located overseas communicates most frequently with other, non-United States persons
overseas. {5) '

o "This Court sees no reason to question the presumption that the vast majority of
persons who are located overseas are not United States persons and that most of
their communications are with other, non-United States persons, who are also

+ C: ~t
s



The unredacted information has been unsealed by the Foreign Intelligence Surveillance Court. The redacted information remains under seal.

All redacted information is exemptudr b)(1 d b)(3) exce

O

pt where otherwise noted. Approved for public release
ORMINTHORCONP :

W B AW LR L g

located overseas." Mem. Op. and Order, In re DNI/AG Certiﬂcatio-

at 87 (FISA Ct. Jan. 15, 2008). S)

"This comnon sense presumption is embodied in the Department of Defense
procedures governing the collection of information about United States persons,
which state, "a person known to be currently outside the United States, or whose
location is not known, will not be treated as a United States person unless the
nature of the person's communications or other available information concerning
the person give rise to a reasonable belief that such person is a United States
citizen or permanent resident alien.™ Id. at 87 n.81 (emphasis added). 5>

¢ The presumption contained in the NSA targeting procedures is r
same as the "common sense presumption” quoted by the Court.

¢ The presumption is also contained in the NSA FISA Standard Minimization
Procedures, which were adopted by Attorney General Reno in 1997 and which
have been used in numerous NSA FISA applications approved by the Court
since that time. {8}

Thus, although the acfual location of the new target may unknown in a particular
instance, NSA may reasonably believe, based on the totality of the circumstances,
that the new target is located overseas and, therefore, may be presumed to be a
non-United States person. {£S)—

@ NSA takes several steps designed to locate any information in its possession that
would undermine the presumption: (5)y—
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4. Section L. of the targeting procedures list.ty es of information that NSA anal
examine when making a foreignness determination —

e In addition, a second level of review takes place prior to tasking, which includes a
review of the tasking analyst's basis for reasonably believing the target is located
outside the United States and the source document(s) supporting that reasonable

belief. €5}
5. The discussion of the post-targeting analysis done by NSA describes the hecks

as being done ""routinely." Are those checks done for each targeted selector? How often
are those checks done? What criteria does NSA employ to determine if and/or how often
such checks should be done? {S)—

® The checks are done for each selector. {3)~
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e In all cases, Analysts remain responsible for following their target's locations and for
the validity of continued acquisition of information regarding that target. {&§)—

7. In the Documentation section, there's no requirement that NSA document the source(s)
of the information containing the information upon which NSA determined that the target
is a non-US person. Was that inadvertent or intentional? {8}

e The omission of this requirement was intentional, for the following three reasons: €S)—
o First, the cited source of the information upon which the foreignness
determination for the target was based may also contain information bearing on

the non-US-person status of the target, making a separate citation unnecessary. 5

Second, oftentines the basis for NSA's determination that a target
person rests on the reasonable presumption, discussed above, that

Inasmuch as the targeting procedures already
require citations to the sources of information upon which a foreignness
determination is based, a separate citation to those same sources would be
unnecessary. 5)-

0 Third, checks to determine whether a selector has been used from the United
States are required in all cases; thus, requiring a notation that a check was done in
cach case would be unnecessary. (S)-

8. The noncompliance reporting requirement doesn't include a requirement that the
intentional targeting of a US person be reported (though information acquired as a result
of such targeting is required to be purged). The Court wants to know why. The reporting
requirement also focuses more narrowly en noncompliance incidents involving improper
tasking decisions rather than all types of noncompliance incidents. The Court wants to

know why. (5—

e The failure to include the reporting of intentional targeting of U.S. person was an
oversight. {53

e Intentional tasking of a U. S. person is an incident of noncomnpliance and will be
reported to DOJ, ODNI OGC and ODNI CLPO within 7 days of NSA learning of
such an incident. {5)-

@ The reporting requirement focuses on improper tasking decisions, rather than all types
of noncompliance incidents, because there are types of purely "technical" incidents of
noncompliance that do not result in a tasking decision that is inconsistent with the
statute. These "technical" incidents of noncompliance are often discovered during
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routine oversight visits. Further, as these "technical" incidents are identified,
corrective action is taken (e.g., a previously omitted source citation is added to the
tasking documentation). S)-

e NSA fully intends to discuss all issues of noncompliance with its procedures with
DOJ and DNI representatives during routine oversight visits, which are intended to
take place at least every 60 days. 5)-

9. With respect to Section 3(b)(4) of the NSA minimization procedures, the first
sentence is written in the passive voice. The Court wants to know who makes the
determination discussed in that sentence. The Court also wants to know what the "such
communications" in the second sentence refers to. {5—

e The intelligence analyst makes the determination. (5)—

@ "Such communications" refers to communications containing foreign intelligence or
evidence of a crime. (8}~

10. Generally, why is the five years retention period in the NSA minimization procedures
reasonable? {S)—

e The nature of NSA's foreign intelligence targets, particularly regarding its
counterterrorism targets, is such that it can take data gathered over an extended period
of time may be required to understand its foreign intelligence value and to connect
seemingly unconnected things. (&)

e This retention period has appeared in other minimization procedures approved by the
Court (e.g., docket numbers and =

11. With respect to Section 5 of the NSA minimization procedures, can the Director of
NSA delegate the decision making required by this provision? {&)—

@ The decision may be made by the Director of NSA or the acting Director of NSA
only. £8)-
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12. The penultimate sentence of the Federal Bureau of Investigation (FBI) minimization
procedures included as Exhibit D te the certification states: ""The FBI will implement these
non-U.S. Person Standard Minimization Procedures, as modified above, in accordance with
FBI Policy Directive No. 0100N (effective June 30, 2008) as appropriate.” (emphasis added.)
What is the meaning of "as appropriate" in this sentence? Will the "case ownership"
model reflected in the policy generally (through the designation of "case coordinators"
and the provisions of the policy directive applicable to RSN

s cases in particular, be applied to unminimized
communications obtained by the FBI? (5)—

e The addition of "as appropriate" to the end of the sentence above is intended to reflect
that only certain provisions of FBI Policy Directive No. 0100N may be applicable to
information acquired pursuant to section 702 of the Act. (S)-

® Specifically, the most pertinent provision of the policy directive is Section 10, which
concerns information acquire RS

@ Ifread narrowly, Section 10 could be interpreted not to .:_b ecause acquisitions
under section 702 of the Act are not, strictl ing, RS

Hwever because acquisitions conducted under section 702 of the Act are similar to
b)(1); (B)(3); (BY(7)(E)

it is "appropriate” that Section 10 apply to information acquired under section
702 of the Act. Section 10 expressly requires the designation of case coordinators who
shall be responsible for such information. (5)-

(B)(1); (£)(3); (B)(7)E)

e Furthermore, Section 10 itself expressly exempts from a number of other
provisions of the policy directive. Those same exemptions would apply to acquisitions
conducted under section, 702 of the Act. (S)-

10
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13. The NSA minimization procedures included as Exhibit B to the certification require
that a determination by the Director of NSA to retain certain types of information must be
made in writing. The CIA minimization procedures included as Exhibit E to the
certification likewise require the Director of the CIA to make such a determination in
writing, However, although the FBI minimization procedures attached as Exhibit D to the
certification require that such a determination must be made by the Director of the FBI,
that determination is not required to be in writing. Was the omission of that requirement
from the FBI minimization procedures intentional and, if so, for what purpose was that
requirement omitted? {(S)

e The omission of an express requirement that the FBI Director must determine in writing
that certain types of information may be retained was not intended to suggest that the
process by which the FBI Director reaches that determination would be any Iess rigorous
than that of the Director of NSA or the Director of the CIA. (5)—

@ The FBI has represented that any such determination by the Director would be made n
writing, even if not expressly required by the minimization procedures. {S)—

it
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WASHINGTON, D.C.

(B)(1); (B)(3): (b)

IN RE DNV/AG 702(g) CERTIFICATION H UNDERSEAL-
Docket No. 702(i)-08-01

NOTICE OF FILING (5)-
NOTICE IS HEREBY GIVEN that the United States of America, through the
undersigned Department of Justice attorney, submits its analysis of 50 U.S.C. § 1806(i)

(attached hereto at Tab 1).

Respectfully submitted

National Security Division
United States Department of Justice
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Question: Whether 50 U.S.C. 1806(i) requires that the Attorney General find that
information acquired from a person targeted under section 702 of FISA while that person,
reasonably believed to be outside the United States, is in the United States “indicates a
threat of death or serious bodily harm” before the National Security Agency may retain
such information. (U) ‘

Answer: No. Because NSA has intentionally acquired the information, section 1806(i)
does not apply and NSA may retain the information without such a determination. {5

® Under section 702 of FISA, as amended, the Attorney General and the Director of
National Intelligence “may authorize jointly . . . the targeting of persons reasonably
believed to be outside the United States to acquire foreign intelligence information.” (U)

¢ The reasonable belief standard allows for an inadvertent erroneous determination of
location and recognizes that a target’s location may change before the Government learns
of the movement. (U)

o Of course, the reasonable belief standard (as well as separate provisions of section 702)
preclude the Government from “intentionally target[ing] any person known at the time of
the acquisition to be located in the United States,” section 702(b)(2), and from
“intentionally acquir[ing] any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States,”
section 702(b)(4). (U)

¢ Thus, provided that, at the time of the acquisition, the target was reasonably believed to
be outside the United States (and thus not “known” to be here), the acquisition is
authorized by section 702. (U)

e Subsection 1806(i) provides no limitation on the use of the information because the
NSA’s acquisition remains intentional even where the target is mistakenly, but
reasonably, believed to be outside the United States.—(Sy—

® Subsection 1806(i) provides that “[i]n circumstances involving the unintentional
acquisition by an electronic, mechanical, or other surveillance devise of the contents of
any communication, under circumstances in which a person has a reasonable expectation
of privacy and a warrant would be required for law enforcement purposes, and if both the
sender and all intended recipients are located within in the United States, such contents
shall be destroyed upon recognition, unless the Attorney General determines that the
contents indicates a threat of death or serious bodily harm to any person.” (U)

—SECRET—
Classified by: Matthew G. Olsen, Deputy Assistant
Attorney General, NSD, DOJ
Reason: 1.4(c)

Declassify on: 27 August 2033
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o The provision originally covered only radio communications, but was recently
amended to cover all communications to make it technology neutral. See 154
Cong. Rec. S6133 (daily ed. June 25, 2008). (U)

» The plain language of subsection 1806(i) demonstrates that it only applies to
“unintentional acquisition[].” (U)

o The legislative history of this provision as originally enacted indicates that it was
meant to restrict the Government’s use of unintentionally acquired private
domestic radio communications. Congress concluded that section 1806(i) was
needed because “electronic surveillance” of radio communications, as defined in
section 1801(f)(3), covered only the intentional acquisition of the contents of
private domestic radio communications. Members had expressed concern that
unless the use of unintentionally acquired communications was restricted, the
Government might sidestep FISA by acquiring domestic communications without
intentionally targeting any particular communication. Subsection 1806(i)
minimized this possibility by restricting the use of any information acquired in
this manner to only the gravest of circumstances, i.e., where the Attorney General
determines that the contents indicate a threat of death or serious bodily harm to

- any person. H. Rep. 95-1283 (June 8, 1978) at 94. (U)

o The legislative history also suggests that subsection 1806(i) was intended to
address the risk inherent in radio collection of intercepting domestic
communications. S. Rep. 95-701 (Mar. 14, 1978) at 36. (“Thus, intelligence
collection may be targeted against foreign or international communications but
accidentally and unintentionally acquire the contents of communications intended
to be totally domestic.”) (U)

¢ In contrast, the NSA’s acquisition, which targeted a person reasonably believed to be
outside the United States, is intentional and remains so even if the person has,
unbeknownst to the NSA, moved here. £83—

e Thus, section 1806(i} simply does not apply to information acquired under section 702
when the target, who is reasonably believed to be outside the United States is, in fact,
here. (U)

e Accordingly, the domestic communications carve-out in the minimization procedures
adopted by the Attorney General in consultafion with the Director of National '
Intelligence in DNI/AG 702(g) Certification/@ERSlwhich is intended to apply to

domestic communications acquired after a target has entered the U.S. but before NSA

knows that the target has entered the U.S., is consistent with section 1806(i). 8)—

e Section 1806(i) would apply, however, to unintentional acquisitions under section 702(a)
such as a circumstance where a selector appropriate for targeting under section 702(a)
was incorrectly identified to an electronic communications service provider (e.g., as a
result of a typographical error) or where a technical error resulted in the acquisition from

—SECRET—
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a non-targeted selector. {S)-

o In those circumstances, the acquisition of the content of a communication would
be accidental and unintentional. S)—

¢ In addition, that the acquisition is authorized by section 702 (under the reasonable belief

standard) renders inapplicable section 109°s general prohibition on “the disclofure] or use
[of]} information obtained under color of law by electronic surveillance” with the
knowledge or the reason to know “that the information was obtained through electronic
surveillance not authorized by this Act . . .” (even assuming that the section 702
acquisition would constitute electronic surveillance). (U)

o The electronic surveillance would indeed be “authorized by this Act” where the

target was reasonably, even if mistakenly, believed to be outside the United States.

U)
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT '~ 7~ pif 4. ..
WASHINGTON, D.C. e

(b)(1); (b)3); (b)

IN RE DNI/AG 702(g) CERTIFICATIONES BINDER-SEAL-

Docket No. 702(1)-08-01

NOTICE OF CLARIFICATION AND CORRECTION (U)

THE UNITED STATES OF AMERICA, through the undersigned Department of
Justice attorney, submits the .following clarifications and corrections related to certain

documents previously submitted to this Court in the above-referenced matter: (U)

L CLARIFICATIONS (U)

National Security Agency (NSA) Targeting Procedures 5

1. The second paragraph under the heading “Assessment of the Non-United

States Person Status of the Target” on page 4 of NSA’s targeting procedures, provides:

8) Furthermore, in order to prevent the inadvertent targeting of United

States persons, NSA

SECRETHCOMINT/NOFORN—
Classified by: Matthew G. Olsen, Deputy Assistant
Attorney General, NSD, DOJ
Reason: 1.4(c)

Declassify on: +September 2033



The unredacted information has been unsealed by the Foreign Intelligence Surveillance Court. The redacted information remains under seal.

All redacted information is exempt under (b)(1) and (b)(3) except where otherwise noted. Approved for public release

SECRET/COMINT/NOFORN—

The term inadvertent, as used in this provision of the NSA targeting procedures,
refers to the erroneous determination of the non-United States person status of a
target. This provision of the targeting procedures does not implicate 50 U.S.C. §
1806(i), because the provision relates to the U.S. person status of the target and not

whether the acquisition by NSA was intentional or unintentional. {5)}—

2. The fifth paragraph under the heading “IV. (U) OVERSIGHT AND
COMPLIANCE” on page 9 of the NSA's targeting procedures, provides:

—{5) In the event that NSA concludes that a person is reasonably believed to be
located outside the United States and after targeting this person learns that
the person is inside the United States, or if NSA concludes that a person who
at the time of targeting was believed to be a non-United States person was in
fact a United States person, it will take the following steps:

1.Terminate the acquisition without delay and determine whether to seek
a Court order under another section of the Act. If NSA inadvertently
acquires a communication sent to or from the target while the target is or
was located inside the United States, including any communication where
the sender and all intended recipients are reasonably believed to be
located inside the United States at the time of acquisition, such
communication will be treated in accordance with the applicable
minimization procedures. (emphasis added) {5}

The term “inadvertently,” as used in this provision of the NSA targeting
procedures, refers to the erroneous determination of the location of the target. The term
does not refer to NSA’s decision to target a person reasonably believed to be outside the

United States to acquire foreign intelligence information under section 702 of FISA.

SECRET/COMINT/NOFORMN-
2
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As noted in the Government’s section 1806(i) analysis submitted to this Court on
August 28, 2008, under section 702, the Attorney General and the Director of National
Intelligence “may authorize jointly . . . the targeting of persons reasonably believed to
be outside the United States to acquire foreign intelligence information.” This
reasonable belief standard allows for an inadvertent erroneous determination of
location and recognizes that a target’s location may change before the Government
learns of the movement. The reasonable belief standard (as well as separate provisions
of section 702) preclude the Government from “intentionally target[ing] any person
known at the time of the acquisition to be located in the United States,” section 702(b)(2),
and from “intentionally acquir[ing] any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United
States,” section 702(b)(4). Thus, provided that, at the time of the acquisition, the target
was reasonably believed to be outside the United States (and thus not “known” to be
here), the acquisition is authorized by section 702. Section 1806(i) provides no
limitation on the ﬁse of the information because the N5A’s acquisition remains
intentional even where the fcargef is mistakenly, but reasonably, believed to be outside

the United States. {5)-

National Security Agency Minimization Procedures {8)-

3. Section 3(b)(1) of the NSA’s minimization procedures at page 3 provides:

Personnel shall exercise reasonable judgment in determining whether
information acquired must be minimized and shall destroy inadvertently

SECRETHCOMINT/NOFORN
3
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acquired communications of or concerning a United States person at the
earliest practicable point in the processing cycle at which such
communication can be identified either: as clearly not relevant to the
authorized purpose of the acquisition (e.g., the communication does not
contain foreign intelligence information); or, as containing evidence of a
crime which may be disseminated under these procedures. Inadvert[elntly
acquired communications of or concerning a United States person may be
retained no longer than five years in any event. The communications that
may be retained include electronic communications acquired because of
limitations on NSA's ability to filter communications. (5451} (emphasis
added)

This provision relates to minimization and does not implicate section 1806(i).
Section 3(a), which immediately precedes section 3(b)(1), imposes a general
requirement to conduct the authorized acquisition in “a manner designed, to the
greatest extent reasonably feasible, to minimize the acquisition of information not
relevant to the authorized purpose of the acquisition.” Section 3(b)(1) relates to the
minimization of communications of or concerning U.S. persons that are neither relevant
to the foreign intelligence purpose of the acquisition nor evidence of a crime. {5//55—

The phrase “inadvertently acquired” in this context refers to an acquisition of
such a communication notwithstanding reasonable steps taken “to minimize the
acquisition of information not relevant to the authorized purpose of the acquisition.”

In this connection, the “inadvertence” does not relate to the intentional or unintentional
character of the acquisition as described in the Government’s analysis of section 1806(i).

Nor does it relate to the correctness of the Government'’s belief that the target is a non-

U.S. person located overseas. The minimization requirement of section 3(b)(1) applies

SECRETHCOMINT//NOFORN—
4
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equally to all communications acquired and retained by the Government — whether the
coﬂecﬁon is intentional or p11inte11tiona], and without regard to the correciness of the
Government’s belief as to the location or U.S. person status of the target.r (SHSD—

For example, this provision would apply with equal force to: (i) a
communication unintentionally acquired based on a typographical error but retained in
the discretion of the Attorney General pursuant to section 1806(i) because the contents
indicates a threat of death or serious bodily harm; (ii) a communication intentionally
acquired pursuant to section 702(a) where the sender and all intended récipients are in
fact located in the U.S. at the time of acquisition, but where the Government did not
know at the time of acquisition that it was intentionally acquiring a purely domestic
communication, which is retained in the discretion of the Director of the NSA for any of

‘the reasons provided in section 5 of the NSA’s minimization procedures; and (iii) a
foreign communication of a non—U.S. person intentionally acquired pursuant to section
702(a). In sum, the use of the phrase “inadvertently acquired” in section 3(b)(1) of the
NSA’s minimization procedures relates strictly to minimization, and does not implicate
section 1806(i). {SHSH—

4. Section 3(b)(6) of the NSA’s minimization procedures at page 4 provides:

Further processing, retention and dissemination of foreign

communications shall be made in accordance with Sections 4, 6, and 7, as

applicable, below. Further processing, storage and dissemination of

inadvertently acquired domestic communications shall be made in
accordance with Sections 4 and 5 below. (5//SB (emphasis added)

SECRETHCOMINT/NOFORN—
5 :
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The term “inadvertently,” as used in this provision of the NSA
minimization procedures, refers again to the erroneous determination of the
location of the target. Accordingly, for the same reasons set out in paragraph 2
above, NSA’s acquisition is authorized by section 702 and section 1806(i)
provides no limitation on the use of the information, because the NSA's
acquisition remains intentional even where the target is mistakenly, but
reasonably, believed to be cutside the United States. 5>

II. CORRECTIONS

National Security Agency Minimization Procedures {5)—

5. At Tab 1 to this Notice, the Government respectfully submits a substitute
page 3 of the NSA minimization procedures for the purpose of correcting two
typographical errors found in paragraph 3(b)(1). The corrections include: (a) adding the
word “not” in the sixth line of paragraph 3(b)(1) between the words “as containing”;
and (b) replacing the misspelled word “Inadvertantly” with its correct spelling
“Inadvertently” — in line 7 of the paragrapfl. (SHSH—

Federal Bureau of Investigation Minimization frocedures 5y

6. At Tab 2 to this Notice, the Government respectfully submits a substitute
first page to the FBI minimization procedures for the purpose of correcting the
following typographical error: the removal of the included word “not”between the

words “is a” in the last line of paragraph b.1.~(5//NF)-

SECRET/COMINT/NOFORN—
6
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-SECRETHCOMINT/NOFORN—
Central Intelligence Agency Minimization Procedures {5)~
7. At Tab 3 to this Notice, the Government respectfully submits a substitute

first page to the CIA minimization procedures for the purpose of including the omitted

word “communications” between the words “unminimized the” in the first line of the

first paragraph. (U)

Respectfully submitted,
(b)(6)

National Security Division
United States Department of Justice
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Section 3 - Acquisition and Processing - General (U)
(a) Acquisition (U}

The acquisition of information by targeting non-United States persons reasonably believed to
be located outside the United States pursuant to Section 702 of the Act shall be effected in
accordance with an authorization made by the Attorney General and Director of National
Intelligence pursuant to subsection 702(a) of the Act and shall be conducted in a manner
designed, to the greatest extent reasonably feasible, to minimize the acquisition of
information not relevant to the authorized purpose of the acquisition. {8/55)—

(b) Monitoring, Recording, and Processing (U)

(1) Personnel shall exercise reasonable judgment in determining whether information
acquired must be minimized and shall destroy inadvertently acquired communications
of or concerning a United States person at the earliest practicable point in the
processing cycle at which such communication can be identified either: as clearly not
relevant to the authorized purpose of the acquisition (e.g., the communication does
not contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures. Inadvertently acquired
communications of or concerning a United States person may be retained no longer
than five years in any event. The communications that may be retained include
electronic communications acquired because of limitations on NSA's ability to filter
communications. (S#SH-

(2) Communications of or concerning United States persons that may be related to the
authorized purpose of the acquisition may be forwarded to analytic personnel
responsible for producing intelligence information from the collected data. Such
communications or information may be retained and disseminated only in accordance
with Sections 4, 5, and 6 of these procedures. (&)~

(3) Magnetic tapes or other storage media that contain acquired communications may be
processed. -5y

(4) As a communication is reviewed, a determination shall be made as to whetheritisa
domestic or foreign communication to, from, or about a target and is reasonably
believed to contain foreign intelligence information or evidence of a crime. Only such
communications may be processed. All other communications may be retained or
disseminated only in accordance with Sections 5 and 6 of these procedures. (S#81)-

(5) Magnetic tapes or other storage media containing communications acquired pursuant
to Section 702 may be scanned by computer to identify and select communications
for analysis. Computer selection terms used for scanning, such as telephone numbers,
key words or phrases, or other discriminators, shall not include United States person

SECRETHCOMINT/NOFORN/20320108——
3
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EXHIBITD

MINIMIZATION PROCEDURES USED BY THE FEDERAL BUREAU OF
INVESTIGATION IN CONNECTION WITH ACQUISITIONS OF FOREIGN
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

These Federal Bureau of Investigation (FBI) minimization procedures apply to the
acquisition, retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons
reasonably believed to be located outside the United States pursuant to section 702 of the
Foreign Intelligence Surveillance Act of 1978, as amended ("the Act"). (U)

With respect to any unminimized communications acquired pursuant to section 702 of the
Act, the FBI will apply its standard minimization procedures as described in the Standard
Minimization Procedures for Electronic Surveillance of a non-U.S. Person Agent of a Foreign
Power (approved September 17, 1997) and ifs Standard Minimization Procedures for Physical
Search of a non-U.S. Person Agent of a Foreign Power (approved January 20, 1995) ("non-U.S.
Person Standard Minimization Procedures"), as amended by the Amendment fo the FBI's
Standard Minimization Procedures for Electronic Surveillance and Physical Search (approved
September 29, 2006), with the following modifications: (S)

a. References to "non-United States person agent of a foreign power" shall be
understood to refer to non-United States persons reasonably believed to be located
outside the United States, (U)

b. In determining whether an individual is a non-United States person, the following
presumptions apply: (S//NF) j

1. Ifan individual is known or believed to be located outside the United States,
he or she should be presumed to be a non-United States person unless the
individual is identified as a United States person or circumstances give rise to
the reasonable belief that the individual is a Unites States person. {S/ANF)—

c. Any communication acquired through the targeting of a person who at the time of
targeting was reasonably believed to be a non-United States person located outside
the United States but is in fact located inside the United States at the time such _
communication is acquired or is subsequently determined to be a United States person -
shall be removed from FBI systems upon recognition, unless the Director of the FBI
determines that such communication is reasonably believed to contain significant
foreign intelligence information, evidence of a crime that has been, is being, or is

—SECRET/NOFORN-
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EXHIBIT E

MINIMIZATION PROCEDURES USED BY THE CENTRAL INTELLIGENCE
AGENCY IN CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE

SURVEILLANCE ACT OF 1978, AS AMENDED

With respect to unminimized communications the Central Intelligence Agency (CIA)
receives from the National Security Agency (NSA) or the Federal Bureau of Investigation (FBI)
that are acquired pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), the CIA will follow the following minimization procedures: (U)

1. As used herein, the terms "Attorney General," "foreign power," "agent of a foreign power,"
"United States person," "person,” "foreign intelligence information," "international

terrorism," and "sabotage" have the meanings specified in sections 101 and 701 of the Act.

) -

2. Information about a United States person may be retained within CIA and disseminated to
authorized recipients outside of CIA if the identity of the United States person and all
personally identifiable information are deleted. A generic term may be substituted which
does not identify the United States person in the context of the message. If the information
cannot be sanitized in such a fashion because the identity is necessary, or it is reasonably
believed that it may become necessary, to understand or assess the information, that identity
may be retained or disseminated outside of CIA along with the information if:

a. The information is foreign intelligence information. Such information includes, but is not
limited to, information falling within one or more of the following categories:

(1) the information indicates that the United States person has acted or may be acting as
an agent of a foreign power, including information indicating that a United States
person was in contact with a foreign power under facts and circumstances indicating
that he intends to collaborate with a foreign power or become an agent of a foreign
power;

(2) the information indicates that a United States person may be a target of intelligence
activities of a foreign power;

(3) the information indicates that a United States person has engaged or may be engaging
in the unauthorized disclosure of properly classified national security information; or
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