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1.            Why does the Minister claim it is not possible to either confirm or deny the reports 
of The Intercept, while the British secret service GCHQ apparently has confirmed the hack? 
Will the Minister adjust his claim now Gemalto has confirmed, after internal investigation, 
that an attempt of hacking its systems has indeed taken place? 
  
2.            Can the Minister clarify why he would not be able to answer questions concerning 
the hack in public, as it is apparent from the nature of the hack that this matter does not 
concern the working methods of the Dutch services? 
 
3.            Can the Minister clarify in specific terms whether or not the reported hack falls 
within the scope of the definitions of cybercrime, cyberterrorism and/or cyberattack? If not, 
why not? 
 
4.            Which guarantees can the Minister provide to Dutch citizens that their phones have 
not been hacked by foreign intelligence services? 
 
5.            Did the Dutch intelligence service AIVD receive encryption keys? If yes, how have 
these keys been used? 
 
6.            Did any activities against Gemalto by GCHQ and the NSA take place on Dutch 
territory, or against other similar companies and their sim cards, for instance by attacking 
the headquarters or employees working for such companies? 
 
7.            What have been the consequences for the AIVD's department for contra espionage 
of the new priorities for the AIVD?  
 
8.            Are there any sim cards circulating in the Netherlands of which the security features 
have been hacked? If so, how many are there and does the Minister consult with providers 
in order to assist them in resolving these problems and avoid them in the future? 
 
9.            How does the Minister assess the claim by Gemalto that the attack could only lead 
to wiretapping 2G-network connections, and that 3G and 4G-type networks are not 
susceptible to this kind of hacks?  
 
10.          What right of redress does a Dutch citizen have when his rights have been violated, 
in the present case because he uses a cell phone carrying a sim card of which the integrity 
has been compromised? Which democratic checks are in place in order for citizens to 
respond to this? 
 
11.          Will the Minister address this matter with the Ambassadors of the United Stated 
and the United Kingdom? If not, why is the Minister not prepared to do so? If so, when will 
the Minister do this? 
 

 


