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SUBJECT: Response to Comments Concerning Proposed Amendment to Rule 41 

The Committee has asked the Department to address certain issues raised by commenters 
who presented testimony at a public hearing on November 5, 2014, regarding the Department's 
proposed amendment to Rule 41. We thank the Committee for the opportunity to address these 
issues. 

As we have stated previously, the proposed amendment would ensure that a court has 
jurisdiction to issue a search warrant in two categories of investigations involving modern 
Internet crime: cases involving botnets and cases involving Internet anonymizing techniques. 
The proposal would do so by clarifying Rule 41's current venue provisions in these two 
circumstances. The proposal would not authorize the government to undertake any search or 
seizure or use any remote search technique not already permitted under current law. Certain of 
the comments received by the Committee have contested this assertion, but as discussed below, 
many of those comments appear to be misreading the text of the proposal or misunderstanding 
current law. We welcome the opportunity to clarify how the proposal would operate as a matter 
of law and practice. 

First, we address concerns that warrants authorizing remote searches would violate the 
Fourth Amendment's particularity requirement. As with all search warrant applications, such 
concerns must ultimately be resolved through judicial determination on a case-by-case basis. We 
nevertheless explain here why we believe that remote search warrants can satisfy the 
Particularity Clause. To illustrate, we describe three investigative scenarios in which warrants 
for remote searches might be used, and we provide specific language that might be used for the 
"place to be searched" and "things to be seized" components of remote search warrants in these 
scenarios. 



Second, we address concerns about the notice requirement of the proposed rule. Like the 
Rule 41 requirement for physical searches, the proposed amendment would require that officers 
either give notice of the warrant when it is executed or seek judicial approval to delay notice 
under the procedures of 18 U.S.C. § 3103a. 

Third, we explain that the proposed amendment has no effect on the requirements of Title 
III. When investigators seek to conduct surveillance that requires a Title III wiretap order, they 
will need to obtain such an order, whether or not the proposal is adopted. 

Fourth, we discuss the "concealed through technological means" requirement for 
obtaining a warrant pursuant to the proposed venue provision for remote searches. This 
requirement provides an appropriate and workable standard for obtaining a warrant for a remote 
search in cases involving Internet anonymizing technology. The proposed rule would not allow 
the government to obtain a warrant merely because someone is using anonymization techniques. 
Rather, as with all warrants, the issuing court must find that there is probable cause to search for 
or seize evidence, fruits, or instrumentalities of crime. 

Fifth, we note that the Department is mindful of the potential impact of remote search 
techniques on computer systems and is careful to avoid collateral damage when executing 
remote searches, just as it is careful to avoid injury to persons or damage to property in the far 
more common scenario of executing physical warrants. Although there is currently no 
Department regulation that specifically applies to the remote searches that would be conducted 
under the proposed amendment, such searches are scrutinized carefully, and they may be subject 
to other internal Department regulations depending on the circumstances.1  

Before addressing the substance of the comments in detail, we note that the commenters' 
objections regarding issues such as particularity and notice do not relate to venue. Rather, they 
are general objections to obtaining and executing search warrants using certain remote search 
techniques. These objections are misplaced here because the proposed amendment is solely 
about the appropriate venue for applying for such warrants. The existing rules already allow the 
government to obtain and execute such warrants when the district of the targeted computer is 
known. Thus, the issue before the Committee is not whether to allow warrants to be executed by 
remote search; it is whether such warrants should as a practical matter be precluded in cases 
involving anonymizing technology due to lack of a clearly authorized venue to consider warrant 
applications. Finally, we note that none of the commenters who expressed opposition to the 
proposal offered any substantive alternative solution to provide venue for a search warrant 
application when the district in which the targeted computer is located is unknown. 

Particularity requirement for remote search warrants 

We believe that search warrants authorizing remote searches can satisfy the Fourth 
Amendment's particularity requirement. A number of magistrate judges have issued warrants 
for remote searches, and those judges have been satisfied that the warrants fulfilled the 

1  This letter does not address potential international issues associated with the proposed 
amendment, as those concerns were previously addressed by the Department in a letter dated October 20, 
2014. 
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requirements of the Fourth Amendment.2  As an initial matter, however, we note that the law 
regarding the particularity requirement for remote searches cannot be resolved by the Rules 
Committee; it must develop, as it does for all search warrants, through judicial resolution of 
specific, concrete cases. As the Committee Note to the proposed amendment states, "[t]he 
amendment does not address constitutional questions, such as the specificity of description that 
the Fourth Amendment may require in a warrant for remotely searching electronic storage media 
or seizing or copying electronically stored information, leaving the application of this and other 
constitutional standards to ongoing case law development." 

Nevertheless, because several commenters raised concerns about the particularity of 
remote search warrants, we discuss how remote search warrants can satisfy the Fourth 
Amendment's particularity requirement.3  In addition to discussing relevant doctrine regarding 
the Fourth Amendment's particularity requirement, we will describe three investigative scenarios 
and explain how warrants can be drafted in those scenarios to satisfy the Fourth Amendment. 

The particularity requirement of the Fourth Amendment demands that "warrants must 
particularly describe the things to be seized, as well as the place to be searched." Dalia v. United 
States, 441 U.S. 238, 255 (1979) (internal quotation marks omitted); see also United States v. 
Grubbs, 547 U.S. 90, 97 (2006).4  The particularity requirement "makes general searches . . . 
impossible and prevents the seizure of one thing under a warrant describing another." Andresen 
v. Maryland, 427 US. 463, 480 (1976) (quoting Stanford v. Texas, 379 U.S. 476 (1965)). "As to 
what is to be taken, nothing is left to the discretion of the officer executing the warrant." Marron 
v. United States, 275 U.S. 192, 196 (1927). 

Describing the information to be seized pursuant to a remote search warrant need not be 
complicated. The warrant specifies evidence of crime that can be obtained through access to the 
targeted computer. For warrants in investigations of crime involving use of Internet 
anonymizing technology, this evidence will usually be information that helps to identify the 
suspect. For example, the MAC address and IP address of a computer help identify the computer 
and its owner. 

2  For example, in one recent investigation, the government sought a search warrant to help 
identify computers used to access a child pornography hidden service on Tor. The magistrate judge 
issued a warrant for the search; in the subsequent criminal prosecution, the district court denied a motion 
to suppress challenging the warrant. See United States v. Cottom, No. 13-cr-108 (D. Neb. Oct. 14, 2014) 
(Doc #155) (denying suppression motion), (Doc #122, Attachment 1) (search warrant). 

3  Commenters including the Center for Democracy and Technology ("CDT") and the ACLU 
recommend that Congress address whether to authorize warrants for remote searches. See CDT 
Memorandum at 11; ACLU Memorandum at 28. This recommendation suggests that these commenters 
agree that such searches can, in principle, comply with the Fourth Amendment; otherwise any 
Congressional action would be futile. 

4  The scope of the particularity requirement does not extend to describing how a warrant will be 
executed. The Supreme Court has explained that In]othing in the language of the Constitution or in this 
Court's decisions interpreting that language suggests that . . . search warrants also must include a 
specification of the precise manner in which they are to be executed." Grubbs, 547 U.S. at 98 (quoting 
Dalia, 441 U.S. at 255). 
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Because the physical location of the place to be searched by remote access is typically 
unknown, remote search warrants usually describe the place to be searched through some other 
means designed to specify the particular account or computer that officers have probable cause to 
search. For example, when investigators have the ability to send an email to the suspect, the 
place to be searched could be described as the computer used to access and open the email sent 
to the suspect. 

Some commenters argue that a search warrant can satisfy the Fourth Amendment's 
particularity requirement only if it specifies the physical location of the computer to be searched. 
This argument is mistaken: the Supreme Court has made clear that the particularity requirement 
does not preclude use of warrants where the purpose of the search is to discover the location of 
the place to be searched. In United States v. Karo, 468 U.S. 705 (1984), the Supreme Court held 
that a warrant for a tracking device could satisfy the Fourth Amendment despite the fact that the 
purpose of the warrant was to determine the place to be searched: 

The Government contends that it would be impossible to describe the 
"place" to be searched, because the location of the place is precisely what 
is sought to be discovered through the search. . . . However true that may 
be, it will still be possible to describe the object into which the beeper is to 
be placed, the circumstances that led agents to wish to install the beeper, 
and the length of time for which beeper surveillance is requested. In our 
view, this information will suffice to permit issuance of a warrant 
authorizing beeper installation and surveillance. 

Id. at 718. These same principles apply to warrants for remote searches. The government may 
satisfy the Fourth Amendment with respect to a remote search warrant by describing the 
computer or web server to be searched (for example, the computer that is used to access and 
open a particular email message, or the web server hosting a particular hidden web site), the 
circumstances that justify the search, the information that will be obtained through the search, 
and the time period during which the search may be conducted. None of these things require 
knowledge of the physical location of the object of the search. 

The ACLU also objects that the "proposed amendment would allow police to remotely 
search many people's computers using a single warrant," see ACLU Memorandum at 21, but the 
law it cites regarding multi-location search warrants makes clear that such warrants may in fact 
comply with the Fourth Amendment. "A search warrant designating more than one person or 
place to be searched must contain sufficient probable cause to justify its issuance as to each 
person or place named therein." Greenstreet v. County of San Bernardino, 41 F.3d 1306, 1309 
(9th Cir. 1994) (quoting People v. Easely, 671 P.2d 813, 820 (Cal. 1983)). Courts can address 
the extent to which this rule applies to remote search warrants in the usual manner, just as they 
would in the case of warrants for physical searches: through judicial resolution when the issue 
arises in specific cases. In any event, even if there were a rule requiring the use of a separate 
warrant for every location to be searched, the proposed amendment would not modify that rule. 
Rather, it merely provides a venue for a court to decide whether a warrant application satisfies 
the Fourth Amendment. 
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Particularity requirement: sample warrant language 

To illustrate how remote search warrants can satisfy the Fourth Amendment, it is helpful 
to describe their use in several investigative scenarios. Here, we will discuss three scenarios: a 
drug trafficker using an email account offered through a Tor hidden service, a fraud scheme 
facilitated by email, and a child pornography group. For each, we will explain how two key 
elements of the warrant — the place to be searched and the items to be seized — can be drafted in 
compliance with the Fourth Amendment. 

Warrant scenario 1: obtaining stored email content from a hidden email provider by 
using a usernarne and password 

It is worth noting at the outset that the proposal does not relate only to remote searches 
conducted through the use of special software or computer exploits. A warrant for a remote 
search under the proposed amendment could closely resemble a search warrant of the sort that is 
routinely issued by magistrate judges across the country. Suppose that in executing a Rule 41 
warrant on the home of a drug trafficker, agents discover the user name and password for an 
email account hosted on a Tor hidden service that the target uses to advertise and sell drugs. 
Investigators would like to search the account for evidence, but they likely will not know the 
location of the server hosting the account, and they cannot serve the email provider with a 
standard email search warrant under 18 U.S.C. § 2703 as they would with a commercial service 
provider. Instead, investigators would like to access the email account themselves using the user 
name and password that they have discovered. Doing so will not require use of any special or 
otherwise sensitive software. 

A warrant authorizing a search of the drug trafficker's email account will comply with 
the Fourth Amendment. First, the affidavit in support of the warrant can present facts sufficient 
to establish probable cause that the target has used the account in connection with his crimes and 
that there is reason to believe that the account will contain information related to that activity. 
Second, the search warrant will specify the place to be searched. For example, the warrant can 
state that the place to be searched is the "target account on the target computer," defined as "the 
account associated with [usemame] that is stored on the server hosting [the specified Tor email 
service]." The affidavit can also explain that investigators intend to log on to the account 
directly in order to execute the warrant. Third, the warrant will specify the information to be 
obtained from the account, such as particularly-described information that constitutes evidence 
of drug trafficking within a specified date range. Such a warrant will comply with the Fourth 
Amendment and would not present any novel particularity issues. 

Warrant scenario 2: identibiing a criminal using a web-based email account 

Criminals frequently use web-based email accounts, such as Gmail, Yahoo, or Hotmail 
accounts, to send and receive communications related to their criminal activity. For example, a 
fraudster will want to use a seemingly "normal" email address to communicate with a potential 
victim. Investigators can typically determine the IP address that was used to access a web-based 
email account at a particular time by serving a subpoena on the email provider. But criminals 
can hide their true IP address from their service providers and the government through 
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anonymizing techniques such as use of a proxy server.5  In such circumstances, investigators 
may be able to use a Network Investigative Technique ("NIT") to identify the criminal's true IP 
address. 

Suppose, for example, that investigators become aware that a fraudster is communicating 
with a victim through a web-based email account, and that the fraudster is trying to persuade the 
victim to wire him a large sum of money. In addition, investigators determine that the fraudster 
accesses his email account only using proxy servers. With the assistance of the victim, 
investigators can send an email containing a NIT from the victim's email account to the 
fraudster's email account. If the fraudster accesses the email, the NIT will cause the fraudster's 
computer to send identifying information, such as the computer's true IP address, to 
investigators.6  

A warrant authorizing use of a NIT in such a manner can satisfy the Fourth Amendment. 
First, the affidavit in support of the warrant can present facts sufficient to establish probable 
cause that the fraudster is committing a crime, that he is using a computer to do so, and that the 
identity and location of the fraudster and the computer will constitute evidence. Second, the 
search warrant will specify what computer will be searched. For example, the warrant can state 
that the place to be searched is the "target computer," defined as "the computer that accesses [the 
fraudster's email account] and retrieves an email that will be sent to that account from [the 
victim's email account] in furtherance of this warrant." Third, the warrant will specify the 
information to be obtained from the computer. For example, the warrant could state that the 
information to be obtained is: "the target computer's actual IP address, and the date and time that 
the NIT determines that IP address; and the target computer's MAC address and host name." 
This information would assist investigators in identifying the physical location and owner of the 
computer. Such a warrant will comply with the Fourth Amendment. 

Warrant scenario 3: investigating members of a child pornography group 

Many producers and traffickers of child pornography rely on Internet anonymizing 
techniques, in particular the Tor network, to hide from law enforcement. As an example, 
suppose that law enforcement becomes aware of a password-protected Tor website dedicated to 
the production, receipt, and distribution of child pornography. As explained on the publically-
accessible part of the website and corroborated by an undercover agent's attempt to access the 
site, an individual can only obtain a user account and password necessary to access the website 
by providing the site administrator with samples of newly created images of child pornography. 
Because of the strict rules governing access to the website, there is probable cause to believe that 
anyone who uses a password to access the site is engaged in the ongoing abuse of children and 
the production, distribution, and possession of child pornography. Investigators thus seek to 

5  Frequently, criminals route their communications through proxy servers that openly advertise 
the fact that they do not maintain records. 

6  This type of warrant is analogous to an anticipatory warrant to search the residence of a person 
who accepts a package containing contraband, even if the precise residence is not known at the time the 
warrant is obtained. See, e.g., United States v. Dennis, 115 F.3d 524, 528 (7th Cir. 1997) (anticipatory 
warrant to search whichever of two apartments belongs to the individual who accepts delivery or opens a 
particular package containing drugs). 
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identify the location of the individuals accessing the site. They intend to do so by sending a NIT 
to each computer used to log on to the website using a password during a specified time period. 
Each NIT will then send identifying information from each computer back to the investigators. 

A warrant authorizing such searches can be written to comply with the Fourth 
Amendment. First, the affidavit in support of the warrant would set forth the facts described 
above, establishing probable cause that each computer used to access the website (or portion of 
the website) in question will contain evidence of a crime. Second, the search warrant authorizing 
the use of the NIT will specify the places to be searched. The warrant can state that the places to 
be searched are the "target computers," which are "the computers used to log on to [the child 
pornography website] with a valid password during [specified time period] and to which a NIT 
will be sent pursuant to this warrant." Third, the warrant will specify the information to be 
obtained. For example, the warrant can state that the information to be obtained is: "for each 
target computer, the actual IP address, and the date and time that the NIT determines that IP 
address; and the target computer's MAC address and host name." 

The ACLU calls this technique a "watering hole attack" and suggests that it may violate 
the Fourth Amendment. See ACLU Memorandum at 22. The Department disagrees both with 
that label and with the legal conclusion.7  As discussed above, when investigators can establish 
probable cause to search multiple locations, the Fourth Amendment allows investigators to 
obtain a warrant to search them. See, e.g., United States v. Johnson, 26 F.3d 669, 692 (7th Cir. 
1994); Greenstreet, 41 F. 3d at 1309. And by the same token, if investigators cannot establish 
probable cause to search a particular location, then they will not be able to obtain a warrant to 
authorize the search of that location. Nothing in the proposed amendment would hold otherwise. 

As these three hypothetical scenarios demonstrate, warrants executed by remote search 
can satisfy the Fourth Amendment. We do not doubt that one could also conjure up hypothetical 
instances in which a remote warrant would not satisfy the Fourth Amendment. But that is beside 
the point because the proposed amendment would not authorize such searches. What the 
proposed amendment would do is ensure that a court is available to determine whether a specific 
warrant application satisfies the Fourth Amendment or not. 

Notice requirement for remote search warrants 

The proposed amendment's notice requirement mandates that when executing a warrant 
for a remote search, "the officer must make reasonable efforts to serve a copy of the warrant on 
the person whose property was searched or whose information was seized or copied," and that 

7  The term "watering hole" attack is generally used to describe a technique whereby criminal 
hackers implant a virus on a widely-used website and cause it to infect large numbers of users who may 
not be of interest to the hackers, in hopes that the virus will also infect a smaller number of users who are 
of specific interest to the hackers. See, e.g., http://krebsonsecurity.com/2012/09/espionage-hackers-
target-watering-hole-sites. By contrast, the search described in this scenario is — and by definition must 
be — targeted based on probable cause. The ACLU also asserts in its comment that the FBI performed 
such a "watering hole attack" on a particular Tor-based server known as Freedom Hosting that "forc[ed] 
all of the Freedom Hosting sites to deliver malware to visitors, not just those sites that were engaged in 
the distribution of illegal content." ACLU Memorandum at 15. This assertion appears to be based on 
Internet rumor. 
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"[s]ervice may be accomplished by any means, including electronic means, reasonably 
calculated to reach that person." Commenter EPIC asserts that this amendment authorizes 
surreptitious searches without a showing of need for the delay, see EPIC Memorandum at 7, but 
EPIC is misreading the proposed rule. The proposed amendment, as a default matter, requires 
officers to make reasonable efforts to give notice of the warrant at the time the warrant is 
executed. 

The proposed amendment does not modify the delayed-notice statute. If investigators 
seek to delay notice of a warrant executed by remote search, they will be required to follow the 
existing delayed-notice procedures and meet the existing delayed-notice standard of 18 U.S.C. 
§ 3103a. Under that statute, in order to authorize delayed notice, the issuing court must find 
"reasonable cause to believe that providing immediate notification of the execution of the 
warrant may have an adverse result (as defined in section 2705, except if the adverse results 
consist only of unduly delaying a trial)." 18 U.S.C. § 3103a(b)(1). This standard will be the 
same for remote searches as it is for physical searches. In addition, a court cannot authorize the 
seizure of either physical evidence or electronic information pursuant to a delayed-notice warrant 
without a judicial finding of reasonable necessity. See 18 U.S.C. § 3103a(b)(2) (requiring that a 
delayed-notice warrant must prohibit "the seizure of any tangible property, any wire or electronic 
communication (as defined in section 2510), or, except as expressly provided in chapter 121, any 
stored wire or electronic information, except where the court finds reasonable necessity for the 
seizure"). Again, this provision treats "stored wire or electronic information" that will be 
obtained by a remote search in precisely the same manner as "any tangible property." The 
Department has interpreted "seizure. . . of any stored wire or electronic information" in 
Section 3103a(b)(2) broadly to include the copying of information stored on a computer. 
Finally, unless a longer period of delay is justified by the facts of the case, Section 3103a will 
allow for an initial 30-day period of delayed notice for a remote search warrant, with possible 
extensions of up to 90 days each. See 18 U.S.C. § 3103a(b), (c).8  

The Department anticipates that it will seek judicial approval to delay notice in many of 
the cases in which it seeks a warrant for a remote search. This is so because, as described above, 
such warrants will often be sought when investigators are trying to identify or locate an online 
criminal who is taking steps to avoid identification. Such circumstances will typically provide 
reasonable cause for delaying notice of the search, but notice will be delayed only where 
appropriate under existing rules. For example, in United States v. Cottom, No. 13-cr-108 (D. 
Neb. Oct. 14, 2014) (Doc #155) (denying motion to suppress), investigators invoked 
Section 3103a to delay notice of a remote search warrant through which they identified users of a 
Tor-based hidden service child pornography website. The court held that "the 30-day delayed 
notice, under the facts of this case, did not create any violation of Rule 41." Id. at 8. 

8  Under the proposed amendment, the rules for delaying notice for warrants for remote searches 
will be more demanding than the existing rules for delaying notice for tracking device warrants. For a 
tracking warrant, the government need not provide notice of the warrant for up to ten days after the 
tracking has ended, and no showing of need is required for that initial period of delay. See Fed. R. Crim. 
P. 41(f)(2)(C). Because tracking warrants can last for 45 days, see Fed. R. Crim. P. 41(e)(2)(C), notice of 
a tracking warrant can therefore can be given 55 days after the initial search without any showing of need 
for the delay. 
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The proposed amendment requires officers to make "reasonable efforts" to provide notice 
of a warrant. This standard recognizes that in some cases — particularly cases in which the 
location of the computer has been concealed — the officer may be unable to provide notice of the 
warrant. For example, even after officers conduct a remote search, they may still lack sufficient 
information to identify or contact the owner of the searched computer. The "reasonable efforts" 
language recognizes that there may be unusual difficulty in providing appropriate notice in cases 
where the district in which the computer is located is unknown; by contrast, if the government 
can provide notice using reasonable efforts, the rule will require it to do so. As the Supreme 
Court stated in Wilson v. Arkansas, 514 U.S. 927, 934 (1995), "Mlle Fourth Amendment's 
flexible requirement of reasonableness should not be read to mandate a rigid rule of 
announcement that ignores countervailing law enforcement interests." As with other notice 
issues under the Fourth Amendment, the reasonableness of the government's efforts to provide 
notice must be evaluated on a case-by-case basis. 

Finally, the proposed amendment requires that a copy of the warrant be served on "the 
person whose property was searched or whose information was seized or copied" (emphasis 
added). This approach is consistent with Rule 41's existing requirements for both standard 
search warrants and for tracking device warrants. See Fed. R. Crim. P. 41(0(1)(C), (f)(2)(C); 
United States v. Zacher, 465 F.3d 336, 339 (8th Cir. 2006) (warrant for FedEx package). When 
the government executes a Rule 41 warrant in the physical world, it is not obliged to provide 
notice to everyone with a potential privacy interest in the place searched. For example, if the 
search of a house includes the search of a locked trunk stored at the house by a friend of the 
house's owner, law enforcement has never been required to seek out and give notice of the 
warrant to the owner of the trunk. Similarly, if investigators execute a remote search warrant on 
a computer used to access a specified email account, and the computer turns out to belong to the 
suspect's friend, the government should be able to satisfy its notice obligation — as it would in 
the physical world — by providing notice to the friend. 

Interaction between the proposed amendment and Title III 

The proposed amendment to Rule 41 would not affect law enforcement's obligations to 
comply with the Wiretap Act, 18 U.S.C. §§ 2510-2522 ("Title III"). Title III generally requires a 
wiretap order to intercept9  wire, oral, or electronic communications, unless one of several 
statutory exceptions apply. See 18 U.S.C. § 2511. A Rule 41 search warrant does not permit law 
enforcement to intercept such communications, and nothing in the proposed amendment suggests 
otherwise. Thus, the ACLU is mistaken to assert that the proposed amendment "authorizes 
searches that can only be carried out pursuant to a Title III wiretap order." ACLU Memorandum 
at 18. For example, if investigators sought an order to intercept wire, oral or electronic 
communications, they would have to proceed by Title III rather than Rule 41 (or in addition to 
Rule 41, if stored information was sought as well). 

9  The Wiretap Act defines "intercept" to mean the "aural or other acquisition of the contents of 
any wire, electronic, or oral communication through the use of any electronic, mechanical, or other 
device." 18 U.S.C. § 2510(4). Communications are intercepted within the meaning of Title III when they 
are acquired contemporaneously with transmission. See, e.g., Steve Jackson Games, Inc. v. US. Secret 
Service, 36 F.3d 457, 460-63 (5th Cir. 1994). 
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Concealed through technological means 

Under the proposed amendment, a magistrate judge in a district where activities related to 
a crime may have occurred will have authority to issue a warrant for a remote search if the 
location of the computer to be searched "has been concealed through technological means." This 
"concealed through technological means" requirement provides an appropriate standard for 
obtaining warrants for remote searches. An officer seeking a warrant for a remote search can 
satisfy this component of the court's jurisdiction to issue the warrant through an affirmative 
factual showing regarding the criminal's conduct — for example, the criminal's use of Tor to 
distribute child pornography. Alternative formulations of the proposed amendment, such as a 
requirement that the location of the computer to be searched be unknown, would likely lead to 
excessive Franks hearings on whether agents had disclosed every fact that might have suggested 
a possible location of the criminal's computer; such formulations could also draw courts into 
determinations of whether investigators had taken appropriate steps to determine the location of 
the computer to be searched. In its current form, the proposed amendment provides a workable 
and reasonable standard for obtaining warrants for remote searches that is less likely to result in 
excessive litigation. 

Commenter Center for Democracy and Technology ("CDT") argues that the "concealed 
through technological means" standard is overly broad, see CDT Memorandum at 6, but its 
argument is based on a misunderstanding of the requirements for obtaining a criminal search 
warrant. CDT states that Illegitimate uses of technology that have the effect of 'concealing 
through technological means' a user's location. . . should not trigger the ability for a judge to 
issue a Rule 41 warrant." Id. at 7. Under the proposed amendment, however, investigators could 
not obtain a search warrant merely because a user's location is concealed through technological 
means. Rather, the warrant application must also demonstrate probable cause that the search will 
uncover evidence, fruits, or instrumentalities of crime. See Fed. R. Crim. P. 41(c). The proposed 
amendment does not alter that rule, but instead provides an alternative means of satisfying Rule 
41's venue provisions. Standing alone, the use of Internet anonymizing techniques to conceal 
location does not provide a basis for obtaining a search warrant. I°  

Avoiding collateral damage and internal Department of Justice policies 

Some commenters raised concerns about the possibility that the Department's use of 
remote searches could damage a targeted computer or other computer systems. The Department 
is mindful of the impact that remote search software has on computers, and we are careful in our 
use of remote searches, just as we are careful to avoid injury to persons or damage to property in 
the far more common scenario of executing physical search warrants. In our efforts to date, we 
have balanced risks involved in technical measures against the importance of the objectives of an 
investigation in stopping crime and protecting public safety, and we have considered the 

10 CDT is also concerned that a warrant could be issued when a user conceals location through a 
means that is "not technically technical," such as misreporting of the city of residence in a Facebook 
profile. CDT Memorandum at 7. The language of the proposed amendment, however, requires that the 
location of the relevant "media or information" be concealed through "technogical means." It is unclear 
to us how misrepresenting one's city of residence on Facebook would conceal the location of media or 
information subject to search in the first place, much less through technological means. 
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availability and risks of potential alternative investigative avenues. As a result of this caution, 
although remote searches are relatively uncommon, the searches we have undertaken have not 
resulted in the types of collateral damage that the commenters hypothesize. Such careful 
consideration of any future technical measures will continue. 

Similarly, the successes of the Department's anti-botnet initiatives demonstrate that our 
efforts in the cyber realm can bring substantial benefits while avoiding collateral damage to 
victims. The Department, often in collaboration with public and private sector partners, has 
conducted technical operations pursuant to court authorization to disrupt and dismantle several 
botnets infecting computers of innocent users, including the Coreflood 11  and Gameover Zeus 12  
botnets. The results of these operations demonstrate that our technical efforts have resulted in 
substantial benefits for computer users victimized by online crime, rather than any undue 
collateral damage. 

Currently, the remote searches that would be applied for under the amended rule are not 
subject to mandatory internal regulation at the Department. However, remote searches may 
implicate other existing Departmental guidelines and regulations depending on the 
circumstances. Additionally, the FBI is required to adhere to the Attorney General's Guidelines 
for Domestic FBI Operations ("AGG-DOM") and the FBI's Domestic Investigations and 
Operations Guide ("DIOG") in conducting remote searches, and those guidelines require that the 
FBI use the least intrusive method available in conducting a search.13  Section I(C)(2)(a) of the 
AGG-DOM provides: 

The conduct of investigations and other activities authorized by these 
Guidelines may present choices between the use of different investigative 
methods that are each operationally sound and effective, but that are more 
or less intrusive, considering such factors as the effect on the privacy and 
civil liberties of individuals and potential damage to reputation. The least 
intrusive method feasible is to be used in such situations. It is recognized, 

11  In Operation Coreflood, the FBI worked with private sector and law enforcement partners to 
disable a botnet that had infected an estimated two million computers with malicious software. The 
malware on the Coreflood botnet allowed infected computers to be controlled remotely by criminals to 
steal private personal and financial information from unsuspecting users. The FBI obtained a court order 
to seize domain names, re-route the botnet to FBI-controlled servers, and stop the Coreflood software 
from running. 

12  Gameover Zeus, believed to have infected approximately 500,000 to one million computers 
worldwide and to have caused losses of over $100 million, is an extremely sophisticated type of malware 
designed to steal banking and other credentials from the computers it infects. Those credentials are then 
used to initiate or redirect wire transfers to accounts overseas. The government obtained civil and 
criminal court orders in federal court in Pittsburgh authorizing measures to sever communications 
between the infected computers and criminal servers, and redirect them from the criminal servers to 
substitute servers under the government's control. 

13  Attorney General's Guidelines for Domestic FBI Operations (AGG-DOM), Sec. I(C)(2)(a); 
Domestic Investigations and Operations Guide (DIOG), Sec. 18.2. 
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however, that the choice of methods is a matter of judgment. The FBI 
shall not hesitate to use any lawful method consistent with these 
Guidelines, even if intrusive, where the degree of intrusiveness is 
warranted in light of the seriousness of a criminal or national security 
threat or the strength of the information indicating its existence, or in light 
of the importance of foreign intelligence sought to the United States' 
interests. This point is to be particularly observed in investigations 
relating to terrorism. 

Likewise, Section 18.2 of the DIOG provides, "The AGG-DOM requires that the 'least 
intrusive' means or method be considered and—if reasonable based upon the circumstances of 
the investigation—used to obtain intelligence or evidence in lieu of more intrusive methods." 
The DIOG also contains a section

4
providing extensive and detailed guidance on making least 

intrusive method determinations.' Although the least intrusive methods requirement is 
primarily designed to address privacy and civil liberties concerns, its principles apply to avoiding 
collateral damage in remote searches as well and inform, among other things, the way in which a 
NIT is designed (so as to minimize the likelihood of damage), its capabilities, and the manner in 
which it is used. 

Most remote searches are unlikely to have any significant lasting effect on the integrity of 
a targeted computer. In any case, as the Supreme Court has recognized, "the details of how best 
to proceed with the performance of a search authorized by warrant" are "generally left to the 
discretion of the executing officers." Dalia, 441 U.S. at 257. Subsequently, "the manner in 
which a warrant is executed is subject to later judicial review as to its reasonableness." Id. at 
258. This same standard would apply to any damage caused by officers executing a warrant by 
remote search. In addition, as with all investigative techniques, the Department will scrutinize 
the use of NITs, and the Department may in the future choose to impose additional regulations 
on their use. 

We appreciate the opportunity to respond to issues raised by commenters on the proposed 
amendment to Rule 41. We look forward to further discussions with the Committee. Please let 
us know if there are other issues or concerns which you would like the Department to address. 

14  DIOG § 4.4. The section includes subsections entitled, "General Approach to Least Intrusive 
Method Concept," Section 4.4.2; "Determining Intrusiveness," Section 4.4.3; and "Standard for 
Balancing Intrusion and Investigative Requirements," Section 4.4.4. 
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