
UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY AND )
ETHICS IN WASHINGTON, )

)
Plaintiff, )

)
v. ) Civil Action No. 13-1159 (GK)

)
U.S. DEPARTMENT OF JUSTICE, )

)
Defendant. )

____________________________________)

MEMORANDUM OF POINTS AND AUTHORITIES IN OPPOSITION TO
DEFENDANT’S MOTION FOR SUMMARY JUDGMENT AND IN SUPPORT

OF PLAINTIFF’S CROSS-MOTION FOR SUMMARY JUDGMENT

INTRODUCTION

For years, the FBI operated a secret drone program1 that only came to light in June 2013,

during then-FBI Director Robert Mueller’s testimony before the Senate Judiciary Committee. 

Since this revelation the FBI has attempted repeatedly to downplay both the size and significance

of its drone use, while offering changing estimates of how often it has used drones and for what

purposes.  At the same time, public concern with drone use overall has risen dramatically,

especially in light of disclosures concerning the government’s mass data collection programs and

increasing fears that surveillance techniques like drones pay scant, if any, attention to

constitutional limitations.  It is widely expected that the president shortly will respond to these

concerns with an executive order requiring agencies to publicly disclose an array of details about

their domestic drone use.

1Drones also are referred to as Unmanned Aircraft Systems (UAS) or Unmanned Aircraft
Vehicles (UAVs).  This brief will use these terms interchangeably.  
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Through this lawsuit brought under the Freedom of Information Act (FOIA), CREW2

seeks documents that will shed light on the FBI’s drone program, including the source of its

drones, how its drone program is funded, who has provided the FBI with training to enable its

use of drones, and any FBI policy concerning the agency’s drone use.  CREW’s request does not

probe for details about how the FBI has used drones in any specific instance, nor does CREW

seek operational details about the FBI’s drone program or technical details about the kinds of

drones the agency employs.  Moreover, much of the kind of information CREW seeks here has

been affirmatively disclosed by other agencies that also use drones for law enforcement purposes

or companies that manufacture drones. 

Nevertheless, the FBI has responded to CREW’s FOIA response and this attendant

lawsuit with delay, stonewalling, and ultimately secrecy, withholding the vast majority of

responsive documents under claims of exemptions.  The FBI’s goal seems quite clear:  to shroud

its drone program in secrecy to prevent the public from understanding its contours and whether

and how it comports with the law.  But the justifications the FBI offers for the bulk of its

withholdings simply do not match up with the nature of the withheld information, and many of

the government’s claims of harm are facially implausible.  Accordingly, defendant Department

of Justice (DOJ) has not carried its burden of proof and its summary judgment motion must be

denied.  At the same time, plaintiff CREW has demonstrated many of the withholdings do not

comply with law and therefore summary judgment must be entered for the plaintiff.

2 CREW is the acronym for plaintiff Citizens for Responsibility and Ethics in
Washington.

2
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FACTUAL BACKGROUND

The FBI’s Domestic Drone Program

In testimony before the Senate Judiciary Committee on June 19, 2013, then-FBI Director

Robert Mueller revealed publicly the FBI has used drones in the past to conduct domestic

surveillance.  Director Mueller described the FBI as using drones “in a very, very minimal way

and very seldom,” and stated further the FBI has “very few” drones.  Complaint (Compl.), ¶ 6. 

He provided no further details of the FBI’s drone program during his testimony, and in a

statement after his testimony an FBI spokesperson confirmed only the FBI’s use of a drone in

Alabama in February 2013 during a seven-day hostage standoff.  Id.

The day following Director Mueller’s testimony, the Federal Aviation Administration

(FAA) released documents in response to a FOIA request from the Electronic Frontier

Foundation.  Id. at ¶ 7.  Among other things, those documents revealed the FBI began seeking

permission from the FAA in 2009 to fly drones domestically, and received FAA authorization

for its first drone operation one year later.  Id.  The newly released documents show that in

addition to the use of a drone in Alabama the FBI revealed directly following Director Mueller’s

congressional testimony, the FAA authorized the FBI to fly three other drone operations in 2010

and 2011.  Compl., ¶ 7.

Following Director Mueller’s congressional testimony, the Senate Judiciary Committee,

submitted additional written questions to the FBI for response.3  Specifically in response to a

series of questions posed by Committee Ranking Member Charles E. Grassley (R-IA)

3 Those questions and the FBI’s responses are available at http://www.judiciary.senate
.gov/imo/media/doc/Mueller%20Responses.pdf.  For the Court’s convenience, a copy has been
attached as Exhibit A.

3
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concerning the FBI’s drone use the FBI stated in relevant part:

UAS have been used for surveillance to support missions
related to kidnappings, search and rescue operations, drug
interdictions, and fugitive investigations.  The FBI has
conducted surveillance using UAS in eight criminal cases and
two national security cases . . . The FBI does not use UAS to 
conduct “bulk” surveillance or to conduct general surveillance
not related to a specific investigation or assessment . . . 

The FBI will not use UAS to acquire information in circumstances
in which individuals have a reasonable expectation of privacy
except, as is true in non-UAS circumstances, where a warrant has
been obtained or an exception to the warrant requirement of the
Fourth Amendment exists.  To date, there has been no need for the
FBI to seek a search warrant or judicial order in any of the few
cases where UAS have been used.4

Director Mueller’s admission about the FBI’s use of drones also prompted Sen. Rand

Paul (R-KY) to write a letter to the director on June 20, 2013, seeking answers to 11 questions

concerning the FBI’s drone use and the policies and practices that underlie it, as well as specific

information about the FBI’s inventory of drones.5  By letter dated July 19, 2013 (attached as

Exhibit C), Assistant FBI Director Stephen D. Kelly responded to Sen. Paul’s questions and

claimed, inter alia, the FBI has used drones to conduct domestic surveillance

consistent with our rules and regulation for conducting aerial 
surveillance in our investigations, as well as specific rules 
and regulations applicable to the use of UAVs for surveillance.

Exhibit C at 1. 

4 See Exhibit A, pp. 7-8.

5 Sen. Paul’s letter is available at http://www.paul.senate.gov/?p=press_release&id=867. 
For the Court’s convenience, a copy is attached as Exhibit B. 

4
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Sen. Paul responded to the FBI’s July 19 letter by letter dated July 25, 2013,6 with a

follow-up question concerning the FBI’s interpretation of what constitutes a “reasonable

expectation of privacy.”  Sen. Paul noted in his letter:

[g]iven that drone surveillance over American skies represents
a potentially vast expansion of government surveillance
powers without the constitutionally-guaranteed protection of
a warrant, it is vital that the use of these drones by the FBI be
fully examined in an open and transparent manner.  The
American people have a right to know the limits that the
federal government operates under when using these drones,
and whether further action by Congress is needed to protect
the rights of innocent Americans.

Exhibit D at 1.  Sen. Paul also sought documents providing guidance on this subject.  Id.  The

FBI apparently has yet to respond to Sen. Paul’s follow-up letter.  Compl., ¶ 11.

Sen. Paul’s letter echoes the concerns of the general public.  In 2014, Democrats and

Republicans in both houses of Congress and in 36 states introduced bills to place restrictions on

drone flights and drone surveillance, and 13 states enacted laws restricting drone use.7  Among

other bills, Rep. Edward J. Markey (D-MA) introduced the Drone Aircraft Privacy and

Transparency Act of 2013, H.R. 1262 on March 19, 2013, that would have directed the Secretary

of Transportation to study and identify threats to privacy protections drone use poses.  On July

11, 2014, Rep. Ted S. Yoho (R-FL)  introduced H.R. 5091, the Drone Reform Act, that would

have limited UAS operations to only those carried out under the authority of the Department of

6 Sen. Paul’s follow-up letter is available at http://www.paul.senate.gov/?p=press_release
&id=885.  For the Court’s convenience, a copy is attached as Exhibit D.

7 See Allie Bohm, Status of 2014 Domestic Drone Legislation in the States, ACLU Blog,
April 22, 2014, available at https://www.aclu.org/blog/technology-and-liberty/status-2014-
domestic-drone-legislation-states.

5
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Defense.  These are just some of the proposals reflecting bi-partisan concern with drone use by

federal agencies.

In September 2013, DOJ’s Office of the Inspector General issued an Interim Report on

the Department of Justice’ Use and Support of Unmanned Aircraft Systems, Report 13-37 (IG

Report).8  The IG Report noted at that time the FBI was the only DOJ component that “has used

UAS to support its mission.” IG Report at 1.  Among other findings, the IG Report highlighted

the need for UAS-specific policies, especially in light of the fact that “the FBI has been applying

its existing aerial surveillance policies to guide how agents should use UAS.”  Id. at ii, 6-9.  The

regulatory environment for UAS already includes the FAA requirement that a public agency

apply for and receive a Certificate of Waiver or Authorization (COA) before operating a UAS. 

Id. at 2.9  In some designated circumstances the FAA may issue an emergency COA to a law

enforcement agency.  IG Report at 3.

The IG Report included some significant details about law enforcement use of drones,

8 This report is available at http://www.justice.gov/oig/reports/2013/a1337.pdf.  For the
Court’s convenience, a copy is attached as Exhibit E.

9 The FAA describes a COA as:

an authorization issued by the Air Traffic Organization to a
public operator for a specific UA activity.  After a complete
application is submitted, FAA conducts a comprehensive
operational and technical review.  If necessary, provisions
or limitations may be imposed as part of the approval to 
ensure the UA can operate safely with other airspace users.
In most cases, FAA will provide a formal response within 
60 days from the time a completed application is submitted.  

Certificates of Waiver or Authorization, November 14, 2014, available at https://www.faa.gov/
about/office_org/headquarters_offices/ato/service_units/systemops/aaim/organizations/uas/coa/.

6
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such as the estimated cost compared to the cost of using manned aircraft, id. at 3, the improved

capabilities and supporting technologies of UAS, id. at 3-4, and the amount spent by the FBI on

UAS.  Id. at 4.  The IG Report provided further detail about the FBI’s active UAS program,

including the fact that “UAS video and imagery equipment augment reconnaissance and

surveillance assignments, tactical operations, and crime scene examinations.”  IG Report at 5.  

Further, the IG Report recommended that the Office of the Deputy Attorney General

consider whether there should be a DOJ-wide UAS policy given the “significant privacy or other

legal implications” of their use.  Id. at 9.  The IG Report noted DOJ had yet to explore with the

FAA “whether actions should be taken to guide the collection and use of UAS-acquired data,” as

recommended by a September 2012 Government Accountability Office report.  Id. at 4.  And the

IG Report pointed out DOJ had not even joined a UAS task force convened by the FAA and the

Department of Defense.  Id. at 9.10

CREW’s FOIA Request

Following Director Mueller’s revelations about the FBI’s domestic drone program,

CREW filed a FOIA request with the FBI on June 26, 2013.  CREW’s request seeks four

categories of FBI records:  (1) records sufficient to show the source or sources of all drones used

by the FBI from January 1, 2009, to the present; (2) records sufficient to show the funding source

10 The Declaration of David M. Hardy (Hardy Decl.) (Dkt. 17-1) submitted in support of
DOJ’s summary judgment motion also purports to provide background information on the FBI’s
use of UAS.  See Hardy Decl., ¶¶ 6-8.  But the information Mr. Hardy provides lacks any
foundation.  By his own description Mr. Hardy’s FBI experience is limited to the FOIA and
other information statutes and policies.  Hardy Decl., ¶¶ 1-3.  With no operational experience of
any kind concerning the FBI’s UAS program, Mr. Hardy simply is not qualified to address the
FBI’s drone program, and those portions of his declaration purporting to do so must be
disregarded.

7
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for all drones used by the FBI from January 1, 2009, to the present, including specific

appropriations and non-appropriated sources of funds; (3) records sufficient to show who

provided the FBI with any training to enable the FBI to use drones; and (4) records reflecting or

discussing any policy concerning the FBI’s use of drones for any purpose, including but not

limited to the legal justification for such use, and any memoranda of understanding between the

FBI or DOJ and any other government agency or entity.  Compl., ¶ 13.

CREW also requested that the FBI expedite its processing of CREW’s request in part to

address the growing public concern with the extent to which federal agencies, including the FBI,

are surveilling and collecting significant data about U.S. citizens, and to assist the public in

evaluating whether the FBI is operating within the bounds of the law in its use of drones.  Id. at

¶ 14.  Despite satisfying the expedition requirements of both 28 C.F.R. §§ 16.5(d)(1)(ii) and

16.5(d)(1)(iv), the FBI, by form letter and without addressing the facts CREW provided, denied

CREW’s request for expedition.  Id. at ¶¶ 14-15.

As of the filing of the complaint in this matter on July 30, 2013, the FBI had yet to make

a determination on CREW’s FOIA request within the meaning of the statute.  See id., ¶ 20.  Once

in litigation, the FBI dragged its feet in producing all responsive documents.  In a Joint Meet and

Confer Statement the parties submitted on October 25, 2013 (Dkt. 9), the FBI stated it had

located approximately 2,750 pages of responsive records that it could process at a rate of 500

pages per month, necessitating five and one-half months to complete processing plaintiff’s

request.  Plaintiff objected to this proposed timetable as unreasonable, and the Court by Order

dated October 30, 2013 (Dkt. 10), ordered the FBI to process plaintiff’s request at a rate of 750

pages per month.

8
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On January 24, 2014, plaintiff learned for the first time, in response to an inquiry directed

to defendant’s counsel, that the FBI had in fact located a total of 7,325 pages of responsive

records – nearly three times the estimate the FBI provided the Court in October 2013.  Based on

this new volume, the FBI claimed to need until July 31, 2014 – more than one year after CREW

submitted its expedited request for records – to complete processing.  See Joint Status Report,

Jan. 31, 2014 (Dkt. 11), ¶ 8.  The Court responded with an Order dated February 4, 2014 (Dkt.

12) requiring the FBI to process a minimum of 1,500 pages of responsive records per month.  In

its Order the Court cited to “the intense interest in the public’s concern about the FBI’s use of

drones to conduct domestic surveillance[.]”  Id. (emphasis in original).

On June 26, 2014, the parties filed another Joint Status Report (Dkt. 14), in which the

FBI advised the Court it had completed processing CREW’s request after finally identifying

6,720 non-duplicative pages of responsive documents.  Of those pages, the FBI released 1,970

pages in whole or in part, withholding the rest as exempt in their entirety.  Dkt. 14, ¶ 3.  When

the parties could not agree on a schedule for proceeding, the Court entered an Order on June 30,

2014 (Dkt. 15), “setting a very ‘tight’ schedule” for briefing summary judgment motions

“because of the enormous public interest which has been most recently demonstrated in this

case.”  Pursuant to that schedule, defendant filed its summary judgment motion on October 15,

2014 (Dkt. 17). 

ARGUMENT

I. THE FOIA ESTABLISHES A PRESUMPTION OF DISCLOSURE
AND REQUIRES DOJ TO MAKE A DETAILED AND SPECIFIC
SHOWING THAT EACH RESPONSIVE AGENCY RECORD IS
PROPERLY EXEMPT FROM DISCLOSURE.

The FOIA safeguards the right of citizens and the public generally to know “what their

9
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Government is up to.”  Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S.

749, 773 (1989).  The central purpose of the statute is “to ensure an informed citizenry, vital to

the functioning of a democratic society, needed to check against corruption and to hold the

governors accountable to the governed.”  NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214,

242 (1978).  “[D]isclosure, not secrecy, is the dominant objection of [FOIA].”  Dep’t of Air

Force v. Rose, 424 U.S. 352, 361 (1978).

The FOIA requires disclosure of agency records when requested by the public unless the

records fall within one of nine exemptions.  See 5 U.S.C. §§ 552(b)(1)-(9).  If requested

information does not fit squarely into one of these enumerated categories, the law requires

federal agencies to disclose the information.  NLRB v. Robbins, 437 U.S. at 221.  The FOIA’s

exemptions “have been consistently given a narrow compass,” and requested agency records that

“do not fall within one of the exemptions are improperly withheld[.]”  Dep’t of Justice v. Tax

Analysts, 492 U.S. 136, 151 (189) (internal quotation marks omitted).

Disputes involving the propriety of agency withholdings are commonly resolved at the

summary judgment stage in FOIA litigation.  Harrison v. Exec. Office of U.S. Attorneys, 377 F.

Supp. 2d 141, 145 (D.D.C. 2005).  The Court reviews the government’s withholding of agency

records de novo, and the government bears the burden of proving that a particular document falls

within one of the nine narrow exemptions to the FOIA’s broad disclosure mandate.  5 U.S.C. 

§ 552(a)(4)(B); Reporters Comm., 489 U.S. at 755.  “Unlike the review of other agency action

that must be upheld if supported by substantial evidence and not arbitrary or capricious, the

FOIA expressly places the burden ‘on the agency to sustain its action.’”  Id. (quoting 5 U.S.C. 

§ 552(a(4)(B)).  

10
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To be entitled to summary judgment, an agency must prove that “each document that

falls within the class requested either has been produced, is unidentifiable, or is wholly exempt

from the Act’s inspection requirements.”  Goland v. CIA, 607 F.2d 339, 352 (D.C. Cir. 1978)

(internal citation and quotation omitted).  When claiming one of the FOIA’s exemptions, the

agency bears the burden of providing a “‘relatively detailed justification’ for assertion of an

exemption, and must demonstrate to a reviewing court that records are clearly exempt.”  Birch v.

U.S. Postal Serv., 803 F.2d 1206, 1209 (D.C. Cir. 1986) (emphasis added) (citing Mead Data

Cent., Inc. v. Dep’t of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977)).  In Vaughn v. Rosen,

484 F.2d 820, 828 (D.C. Cir. 1973), the D.C. Circuit established the “procedural requirements”

that “an agency seeking to avoid disclosure” must follow in order to carry its burden.  Vaughn

requires that “when an agency seeks to withhold information it must provide a relatively detailed

justification, specifically identifying the reasons why a particular exemption is relevant and

correlating those claims with the particular part of a withheld document to which they apply.” 

Mead Data Cen., Inc., 566 F.2d at 251 (citations omitted).  The Vaughn requirements typically

are satisfied through an agency’s submission of an affidavit or declaration describing the basis

for its withholdings and providing justifications for redactions, accompanied by an index listing

responsive records and indicating the precise redactions made to the records.  Moreover, “[t]o

accept an inadequately supported exemption claim ‘would constitute an abandonment of the trial

court’s obligation under the FOIA to conduct a de novo review.’”  King v. U.S. Dep’t of Justice,

830 F.2d 210, 219 (D.C. Cir. 1987) (quoting Allen v. CIA, 636 F.2d 1287, 1293 (D.C. Cir.

1980)).  

As discussed below, for many of the claimed exemptions the FBI’s supporting evidence

11
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falls far short of this standard.  The government’s declaration lacks the kind of “detailed

justification” the FOIA requires, and in many cases the government has failed to correlate the

claimed exemption with the harm it is intended to protect against.

II. CREW IS ENTITLED TO SUMMARY JUDGMENT BECAUSE
THE FBI HAS IMPROPERLY WITHHELD AGENCY RECORDS.

A. Defendant Improperly Withheld Records Under Exemption 1.

Here the FBI has withheld some quantity of documents it claims meet the procedural and

substantive requirements for withholding under Exemption 1.11  According to the FBI, these

documents fall broadly into two categories:  (1) intelligence activities, sources, and methods

within the meaning of Executive Order (E.O.) 13,526 § 1.4(c); and (2) foreign relations or

foreign activities within the meaning of E.O. 13,526 § 1.4(d).  The FBI’s supporting evidence,

however, is at such a level of generality and sweeps so broadly it cannot sustain the

government’s burden of proof.

An agency seeking to withhold responsive records under Exemption 1 must establish the

records are “(A) specifically authorized under criteria established by an Executive order to be

kept secret in the interest of national defense or foreign policy; and (B) are in fact properly

classified pursuant to such Executive order.”  5 U.S.C. § 552(b)(1).  See also Judicial Watch,

Inc. v. Dep’t of Defense, 715 F.3d 937 (D.C. Cir. 2013); Ctr. for Int’l Envt. Law v. USTR, 718

11 Nowhere in either its summary judgment motion or the Hardy Declaration has DOJ
provided the Court with the specific number of documents withheld pursuant to Exemption 1, or
any other exemption for that matter.  Instead, the FBI’s 246-page Vaughn Index (Dkt. 17-8)
provides a general description of documents by broad categories that correspond to the four
categories of documents CREW has requested.  For each document that falls within a given
category the Index lists all of the exemptions the FBI is claiming, further complicating the task
of determining how many documents the FBI withheld in whole or in part under specific
exemption claims.

12
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F.3d 899, 904 (D.C. Cir. 2013); ACLU v. Dep’t of Defense, 628 F.3d 612, 624 (D.C. Cir. 2011). 

The current operative classification order is E.O. 13,526, which establishes its own procedural

requirements along with implementing directives issued by the National Archives and Records

Administration.  See 75 Fed. Reg. 37,254 (June 28, 2010) (codified at 32 C.F.R. Parts 2001 and

2003).

As applied here, the domestic use of drones by the FBI – the subject of CREW’s FOIA

request and the admitted scope of the FBI’s drone program – does not constitute an “intelligence

activity” or “intelligence sources or methods” within the meaning of E.O. 13,526.  Most

fundamentally, it does not “‘pertain[] to . . . foreign activities of the United States[.]’”  Judicial

Watch, 715 F.3d at 941 (quoting E.O. 13,526, § 1.4(d)) (emphasis added).   See also CIA v. Sims,

471 U.S. 159, 169-70 (1985) (“Congress simply and pointedly protected all sources of

intelligence that provide, or are engaged to provide, information the Agency needs to perform its

statutory duties with respect to foreign intelligence.”) (emphasis added).12 

Here, the FBI has failed to bridge the yawning gap between its domestic drone program,

which the agency has described as limited to “missions related to kidnappings, search and rescue

operations, drug interdictions, and fugitive investigations,”13 and foreign intelligence activities of

the United States.  Although Mr. Hardy pays lip service to the requirements of E.O. 13,526,

12 As the Sims court recognized, Congress specifically limited the CIA’s activities “to
intelligence gathering abroad,” consistent with the finding of the Church Committee that “the
prohibition [in the National Security Act] against internal security functions” made it “unlikely
that the [‘intelligence sources and methods’] provision was meant to include investigations of
private American nationals who had no contact with the CIA[.]”  Id. (quoting S. Rep. No. 94-
755, Book I, at 139 (1976)).  These same considerations apply to the FBI.

13 Exhibit A at 7.

13
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Hardy Decl. at ¶ 46, he fails to explain how information about the FBI’s source and funding of

UAS, UAS training, and policies concerning UAS use domestically would reveal anything

whatsoever about U.S. foreign intelligence activities “in or about a foreign country.”  See

Defendant’s Memorandum of Points and Authorities in Support of its Motion for Summary

Judgment (D’s Mem.), p. 11.  

The FBI cannot have it both ways.  Either it has lied to the public and Congress about the

scope of its drone program as narrow and limited to domestic use, or its declarant has not

testified truthfully about the impact disclosure of the requested information would have.  Mr.

Hardy’s statement, for example, that disclosing the requested information would “enable hostile

entities to assess United States intelligence gathering activities in or about a foreign country,”

Hardy Decl. at ¶ 47 (emphasis added), directly contradicts the FBI’s public assertions it uses

drones for domestic law enforcement activities.  Underlining this conclusion is the vague and

generalized nature of Mr. Hardy’s testimony.  For example, his declaration includes the

unsupported and entirely conclusory statement that disclosing the broad categories of requested

information about the FBI’s domestic drone program “can reasonably be expected to cause

serious damage to the national security[.]  Id. at ¶ 49.  This begs the question of just how that

harm will result from disclosing information about the funding and source of, training for, and

policies concerning the FBI’s domestic drone program.

The FBI also has not carried its burden of demonstrating information withheld under

Exemption 1 constitutes intelligence activities, sources, and methods.  According to Mr. Hardy,

the withheld information here “would reveal the actual intelligence activities and methods used

by the FBI against specific targets or foreign counterintelligence investigations or operations[.]” 

14
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Id. at ¶ 42.  Again, however, CREW’s request does not concern FBI drones used abroad. 

Moreover, CREW does not seek specific operational details.  Instead, its request is framed in

broad terms seeking four general categories of information that reasonably construed do not

implicate, much less compromise, foreign intelligence activities and methods.  

Nor can the FBI credibly claim its domestic drone program in and of itself constitutes an

“intelligence activity, source, or method.”  Using drones to locate victims of kidnapping and

search and rescue operations has nothing to do with “securing . . . data pertaining to foreign

governments or the national defense and security of the United States.”  Sims, 471 U.S. at 171

(emphasis added).  Indeed, under the FBI’s logic any law enforcement technique – no matter its

range or operation – could be blanketed in secrecy through the classification provisions of E.O.

13,526.  This logical extension of the government’s arguments provides further proof it has

failed to carry its burden of demonstrating the documents withheld under Exemption 1 meet the

procedural and substantive criteria of E.O. 13,526.

While an agency declaration “or other agency statement of threatened harm to national

security will always be speculative to some extent,” the court’s role in a FOIA case is to “ensure

that those predictions are ‘logical’ or ‘plausible.’” Judicial Watch, 715 F.3d at 943 (quoting

ACLU v. Dep’t of Defense, 628 F.3d at 619).  Here, the FBI has failed to satisfy its burden of

showing all of the material redacted under Exemption 1 logically or plausibly falls within the

categories of information properly classified under Executive Order 13,526.  Commonsense also

dictates otherwise.  It is difficult, if not impossible, to understand how the FBI’s domestic drone

program even intersects with foreign intelligence activities, sources, or methods of the United

States, much less how information from the program about the source and funding of the drones,

15
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training for drone use, and drone policies could cause actual harm to those interests if disclosed. 

Neither the Hardy Declaration nor the FBI’s Vaughn Index makes the necessary connection to

justify the agency’s Exemption 1 claims.14  Accordingly, the FBI should be ordered to disclose

material withheld under Exemption 1.

2. The FBI Improperly Withheld Information Pursuant To Exemption 3.

Relying on the National Security Act of 1947, as amended and now codified at 50 U.S.C.

§ 3024(i)(1), the FBI also invokes Exemption 3 to protect from disclosure what it characterizes

as “intelligence sources and methods[.]” D’s Mem. at 12.15  Exemption 3 permits the withholding

of documents “specifically exempted from disclosure by statute.”  5 U.S.C. § 552(b)(3).  Here,

largely echoing its arguments in support of its Exemption 1 withholdings, DOJ claims it must, at

the direction of the Office of the Director of National Intelligence, withhold some unidentified

number of documents described in its Vaughn Index to prevent revealing “the FBI’s intelligence

sources and methods,” information it claims is protected by the National Security Act.  Hardy

Decl. at ¶ 53.

This argument, however, suffers from the same fundamental flaws as the FBI’s

Exemption 1 claims.  As discussed above, in CIA v. Sims, the Supreme Court made clear the

14 As explained supra, the organization of the FBI’s Vaughn Index makes it nearly
impossible to determine if such a connection exists.  For a majority of the entries, the FBI has
claimed multiple exemptions, yet offered only a single generalized description of the document,
with no explanation of how that document qualifies for Exemption 1 withholding.

15 The phrase “sources and methods” in the National Security Act mirrors the definition
of the phrase incorporated into Exemption 1, and the protection of the statute overlaps with the
protection afforded by Exemption 1.  See, e.g., Maynard v. CIA, 986 F.3d 547, 555 (1st Cir.
1993); Military Audit Project v. Casey, 656 F.3d 724, 736 n.39 (D.C. Cir. 1981); Phillippi v.
CIA, 546 F.2d 1009, 1015 n.14 (D.C. Cir. 1976).
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power to protect “intelligence sources and methods” afforded by the National Security Act

relates to “information the Agency needs to perform its statutory duties with respect to foreign

intelligence.”  417 U.S. at 170 (emphasis added).  The D.C. Circuit similarly has made clear

while the authority under the National Security Act to withhold information as an “intelligence

source or method” is broad, it is not unlimited.  In Weissman v. CIA, 565 F.2d 692, 694-96 (D.C.

Cir. 1977), the D.C. Circuit concluded the CIA’s authority to protect “intelligence sources and

methods” did not extend to domestic law enforcement functions because the text of the National

Security Act of 1947 and its legislative history excluded such activities from the authority

granted the CIA.  Id.

The reasoning of Sims and Weissman compels a similar conclusion here that any

authority the National Security Act of 1947 confers on the FBI or the rest of the Intelligence

Community does not include the authority to withhold from the public information about the

FBI’s domestic drone program, which is an exercise of the agency’s domestic law enforcement

function.  Using drones for law enforcement purposes has nothing to do with “securing . . . data

pertaining to foreign governments or the national defense and security of the United States.” 

Sims, 471 U.S. at 171.  Accordingly, the requested categories of information about the FBI’s

domestic drone program fall outside the scope of “intelligence sources and methods” and cannot

be withheld pursuant to Exemption 3.16

3. The FBI Has Failed To Demonstrate The Information It
Withheld Pursuant To Exemption 4 Properly Is Exempt.

The FBI has withheld some quantity of documents pursuant to FOIA Exemption 4 that

16 The FBI’s Vaughn Index with respect to its Exemption 3 claims suffers from the same
problems identified supra at n.14.
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fall into two categories:  (1) solicitation-related material, and (2) operator manuals and vendor

training schedules.  D’s Mem. at 15-16.  As the supporting Hardy Declaration makes clear, the

FBI largely deferred to the companies that submitted the information, performing little if any

independent review.  

Congress enacted Exemption 4 to protect specified interests of those who submit

information to the government and the agencies that collect that information.  Nat’l Parks &

Conservation Ass’n v. Morton, 498 F.2d 765, 767-70 (D.C. Cir. 1974).  Specifically, Exemption

4 authorizes the withholding of “trade secrets and commercial or financial information obtained

from a person and privileged or confidential.”  5 U.S.C. § 552(b)(4).  The provision has a

confusing legislative history due in part to a discrepancy between an earlier draft version of the

statute “that covered all privileged or confidential information” and the final, more limited

“commercial or financial” language the FOIA uses to describe the scope of Exemption 4.  Wash.

Post Co. v. U.S. Dep’t of Health & Human Servs., 690 F.2d 252, 266 (D.C. Cir. 1982).  Even

with this confusion, Congress has acknowledged the kind of “detailed financial information”

claimed to be within the scope of the exemption also “reflects the functions, operations, and

activities of Government . . . can reveal what the regulators are doing and how well they are

doing it . . . and therefore [is] of legitimate public interest.”  H.R. Rep. No. 95-1381, at 8, 9

(1978).  Courts have emphasized the harm Exemption 4 protects against is limited to that

“flowing from the affirmative use of proprietary information by competitors,” which “should not

be taken to mean simply any injury to competitive position[.]”  Pub. Citizen Health Research

Group v. FDA, 704 F.2d 1280, 1291 n.30 (D.C. Cir. 1983).

Sorting out these various, and at times competing, interests, courts have developed a
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“substantial competitive harm test” under which commercial information may be withheld where

its disclosure would “cause substantial harm to the competitive position of the person from

whom the information was obtained.”  Nat’l Parks, 498 F.2d at 770.   In 1992, the D.C. Circuit

further refined the standard for determining whether commercial or financial information

submitted to an agency is confidential by establishing two different tests.  First, financial or

commercial information required to be submitted is confidential if its disclosure would either

impair the government’s ability to obtain similar information in the future or cause substantial

competitive harm to the submitter.  Ctr. for Auto Safety v. Nat’l Highway Traffic Safety Admin.,

244 F.3d 144, 147 (D.C. Cir. 2001) (quoting Critical Mass Energy Project v. Nuclear Regulatory

Comm’n, 975 F.22d 871, 878 (D.C. Cir. 1992)).  Second, where information is provided to the

government on a voluntary basis and is the “kind [of information] that would customarily not be

released to the public by the person from whom it was obtained” it falls within the protection of

Exemption 4.  Ctr. for Auto Safety, 244 F.3d at 147.  Exemption 4 provides less protection for

the first class of information – that which is involuntary or compelled – because “the

Government’s interest is not threatened by disclosure [of involuntary information] because it

secures the information by mandate[.]”  Critical Mass, 975 F.2d at 878. 

Here, the government dutifully recites these two tests, but fails to state under which test

the information at issue should be evaluated beyond an indirect reference to the vendor

“voluntarily” including the withheld information.  D’s Mem. at 14.  As numerous courts in this

district have held, however, the kind of information withheld here – cost and pricing information

(the so-called solicitation related material) submitted in response to a solicitation for a

government contract – is a “required” submission afforded less protection under Exemption 4. 
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The courts have reasoned, “the federal government is required by law to consider price when it

decides which competitor should be awarded a contract.”  Canadian Commercial Corp. v. Dep’t

of the Air Force, 442 F. Supp. 2d 15, 29 (D.D.C. 2006), aff’d 514 F.3d 37 (D.C. Cir. 2008).  See

also McDonnell Douglas Corp. v. U.S. Dep’t of the Air Force, 215 F. Supp. 2d 200, 205 (D.D.C.

2002 (“contractors are required to submit cost and pricing information if they wish to bid on a

government contract”), aff’d in pertinent part & rev’d in part on other grounds, 375 F.3d 1182

(D.C. Cir. 2004), reh’g en banc denied, No. 02-5432 (D.C. Cir. Dec. 16, 2004); Martin Marietta

Corp. v. Dalton, 974 F. Supp. 37, 39 (D.D.C. 1997) (financial and commercial information found

in contracts was “required” to be submitted).

Applying the proper standard here it is clear DOJ has failed to demonstrate much of the

information the FBI withheld under Exemption 4 would cause the kind of competitive harm

Exemption 4 of the FOIA was enacted to protect against.  For solicitation-related material DOJ

relies almost exclusively on the vendor’s labeling of each page of the contract as including

“proprietary or confidential data that shall not be disclosed outside the Government[.]”  D’s

Mem. at 15, citing Hardy Decl. at ¶ 56.  It does not appear, however, that the government made

any kind of independent assessment of whether disclosing the requested information would

cause substantial competitive harm to the submitter.  In such circumstances, courts “have

repeatedly rejected competitive harm claims when they are advanced solely by the defendant

agencies,” Newry Ltd. v. U.S. Customs & Border Prot., Case No. 04-2110 (HHK), 2005 U.S.

Dist. LEXIS 36222, at *13 (D.D.C. July 29, 2005), and this Court should do likewise.17  

17 Of note, in support of this proposition Newry cites to, among other things, DOJ’s own
Freedom of Information Act Guide & Privacy Act Overview.  Id.
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The government’s supporting declaration also fails because it is not based on personal

knowledge.  See, e.g., N.C. Network for Animals, Inc. v. U.S. Dep’t of Agriculture, Case No. 90-

1443, 1991 U.S. App. LEXIS 1555, at *13 (4th Cir. Feb. 5, 1991).  With Exemption 4, as with

the other exemptions, the government cannot sustain its burden of proof with “conclusory and

generalized allegations[.]”  Id. (citing Nat’l Parks & Conservation Ass’n v. Kleppe, 547 F.2d

673, 680 (D.C. Cir. 1976)).  Yet the Hardy Declaration attempts to justify the Exemption 4

withholdings based on conclusory and generalized claims of harm.

For the second category of withheld material – operator manuals and vendor training

documents – the FBI did seek input from the submitting vendor.  Hardy Decl., ¶ 57.  Once again,

however, DOJ’s declarant has merely parroted the submitter’s response.  Moreover, this

response fails to take into consideration the fact that the kind of documents withheld in their

entirety here – UAVS Operator Manual pages and training documents – already are in the public

domain.  For example, in response to a FOIA request from the ACLU, the Department of

Defense released a 183-page document entitled “Army Unmanned Aircraft System

Operations.”18  Included within this document are detailed specifics about the types of UAS the

Army uses, including which specific drones are in use and how they are being used.  Similarly,

the Army has posted on its government website specifics about the Shadow 200 RQ-7 Tactical

Unmanned, Aircraft System it employs.  See

http://www.army-technology.com/projects/shadow200uav/.  The Army also has posted on its

website a 66-page detailed description of its drone training program, Small Unmanned Aircraft

System Aircrew Training Program, available at http://www.benning.army.

18 This document is available at http://fas.org/irp/doddir/army/fmi3-04-155.pdf. 
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mil/infantry/197th/229/SUASMT/content/pdf/TC%203-04%2062.pdf.  See also Small

Unmanned Aircraft System Aircrew Training Manual, August 2006, available at https://www.

aclu.org/files/dronefoia/dod/|drone_dod_tc1_611.pdf; Operations Manual, CASR Part 101 UAV

Operators Certification, Oct. 1, 2013, available at

http://www.casa.gov.au/wcmswr/_assets/main/

download/example_rpas_gen_man_v5mar14.pdf.  Given the wealth of information already in the

public domain, the submitter’s claims of competitive harm here cannot be accepted at face value,

as the FBI clearly has done.  See N.W. Coalition for Alternatives to Pesticides v. Browner, 941 F.

Supp. 197, 202 (D.D.C. 1996) (citing CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1154 (D.C.

Cir. 1987), cert. denied, 485 U.S. 977 (1988)) (“If the information at issue is publicly available

through other sources, no showing of competitive harm can be made.”).

At bottom, DOJ’s arguments in support of its Exemption 4 withholdings rest on

unsubstantiated and entirely speculative claims of implausible competitive harm.  DOJ has not

carried its burden of proof and accordingly should be directed to disclose all of the material

withheld under Exemption 4.

4. DOJ Has Failed To Carry Its Burden Under Exemption 5 To
Demonstrate None Of The Withheld Material Was Incorporated
Into Final Decisional Documents.

Exemption 5 of the FOIA provides a narrow exception for “inter-agency or intra-agency

memorandums [sic] or letters which would not be available by law to a party other than an

agency in litigation with the agency[.]”  5 U.S.C. § 552(b)(5).  The Supreme Court has

interpreted Exemption 5 as protecting records from disclosure where the withheld material falls

“within the ambit of a privilege against discovery under judicial standards that would govern
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litigation against the agency that holds it.”  Dep’t of the Interior v. Klamath Water Users

Protective Ass’n, 532 U.S. 1, 8 (2001).  

Here, DOJ has relied on Exemption 5 to withhold material it claims falls within the

deliberative process privilege.  In order to qualify for withholding under that privilege, the

material in question must be “‘both predecisional and deliberative.’”  Tax Analysts v. IRS, 117

F.3d 607, 616 (D.C. Cir. 1997) (quoting Wolfe v. Dep’t of Health & Human Servs., 839 F.2d

768, 774 (D.C. Cir. 1988) (en banc)).  That is, an agency must establish that the withheld record

is both “predecisional,” meaning “it was generated before the adoption of an agency policy” and

“deliberative,” meaning “it reflects the give-and-take of the consultative process.”  Judicial

Watch v. FDA, 449 F.3d 141, 151 (D.C. Cir. 2006) (internal quotations omitted); Nat’l Sec.

Archive Fund. v. CIA, 402 F. Supp. 2d 211, 217 (D.D.C. 2005) (quoting Coastal States Gas

Corp. v. Dep’t of Energy, 617 F.2d 854, 866 (D.C. Cir. 1980)).  The law is clear that documents

that “look[] back on and explain[] . . . a decision already reached” are not privileged.  NLRB v.

Sears, Roebuck & Co., 421 U.S. 132, 153 n.19 (1975).  See also Judicial Watch, Inc. v. U.S.

Dep’t of Health & Human Servs., 27 F. Supp. 2d 240, 245 (D.D.C. 1998) (deliberative process

privilege does not apply to documents that “explain agency decisions.”).

The FBI has relied on the deliberative process privilege to withhold some number of

documents it describes generally as deliberations on the development of (1) the FBI’s UAV

policy; (2) a “White paper”; (3) language for an executive order; (4) advice and opinions from

the FBI’s Office of General Counsel; (5) Certificates of Authorization to deploy UAVs in

specific circumstances; and (6) preparation of press releases.  D’s Mem. at 18, quoting Hardy

Decl. at ¶ 64.  Completely missing from either the Hardy Declaration or the agency’s Vaughn
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Index, however, is any consideration of whether any of the withheld documents contain

information actually incorporated into a final agency decision.  

For example, the FBI claims documents regarding the preparation of specific COAs fall

within the deliberative process privilege.  To the extent those documents reflect information in

the final COAs, however, the privilege no longer would apply.  Similarly the FBI has failed to

explain why segregable factual information from these documents was not released, even though

quite clearly they would contain purely factual information that does not fall within Exemption

5.  See, e.g., EPA v. Mink, 410 U.S. 73, 91 (1973) (deliberative process privilege does not extend

to “factual material”).  So, too, drafts of press releases that are identical to the final press releases

issued by the agency would lose their pre-decisional, deliberative quality.  The FBI, however,

has failed to provide sufficient information to ascertain whether or not it evaluated against and

compared these claimed deliberative documents to the final documents issued by the agency.

The draft documents withheld by the FBI implicate these same concerns.  The FBI

appears to be relying reflexively on “their very nature as draft documents” to justify its

withholdings, Hardy Decl. at ¶ 63(B), without considering whether any of them contain the

agency’s final policy or decision.  The FBI’s bald assertions, without more, do not satisfy the

agency’s evidentiary burden of providing “a sufficiently specific affidavit or Vaughn Index [so

that] a court can[] decide, one way or the other, a deliberative process privilege claim.”  Judicial

Watch, Inc. v. U.S. Postal Serv., 297 F. Supp. 2d 252, 260 (D.D.C. 2004).  Accordingly, DOJ has

not met its burden of proving the documents withheld pursuant to Exemption 5 properly fall

within the deliberative process privilege.  
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5. The FBI Improperly Withheld Certain Categories Of Records
Under Exemption 7(E).19

The FBI has withheld some number of documents under Exemption 7(E) based on a

claimed need to protect “non-public investigative techniques and procedures utilized by the FBI

to pursue its law enforcement mission[.]”  D’s Mem. at 25.  The protection of Exemption 7(E)

extends only to documents “compiled for law enforcement purposes” that if released “would

disclose techniques and procedures for law enforcement investigations or prosecutions.” 

Further, the agency must demonstrate harm, specifically a reasonable risk the information will be

used to circumvent the law.  5 U.S.C. § 552(b)(7)(E).  

DOJ argues here Exemption 7(E) provides categorical protection for “techniques and

procedures,” without the requirement of demonstrating the risk of circumvention of law.  D’s

Mem. at 25.  While noting the courts are split on whether an agency must demonstrate a risk of

circumvention of law for both records containing guidelines and those containing techniques and

procedures, DOJ asserts “the better reasoned decisions recognize” a “categorical protection [for]

‘techniques and procedures[.]”  Id.  DOJ’s assessment of the legal reasoning in the case law,

however, is of no moment as the D.C. Circuit “has applied the ‘risk circumvention of the law’

requirement both to records containing guidelines and to records containing techniques and

procedures.”  Public Emps. for Envtl. Responsibility v. U.S. Section, Internat’l Boundary &

Water Comm’n, 740 F.3d 195, 205 n. 4 (citing Blackwell v. FBI, 646 F.3d 37, 41-42 (D.C. Cir.

2011)).

Relying on Exemption 7(E), the FBI has withheld large numbers of documents falling

19 CREW is not contesting the withholdings made pursuant to Exemptions 6 and 7(C), as
outlined in the Hardy Declaration at ¶¶ 71-74 and D’s Mem. at 20-25.
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into eight categories of records it characterizes as law enforcement techniques.  For at least four

of those categories, the FBI has failed to show their disclosure would lead to circumvention or

that the records describe techniques not generally known to the public.

(a) Information Regarding UAV Operational Capabilities
And Limitations And Equipment Specifications

According to the FBI, disclosing documents in this category “would provide criminals

and terrorists with a virtual ‘playbook’ on how to evade the FBI’s use of UAVs[.]”  D’s Mem. at

29.  What the FBI has failed to show, however, is that the operational capabilities and equipment

specifications it is withholding are not generally known to the public.  As discussed supra, much

of this information already is in the public domain.  Manufacturers of drones provide a large

amount of information on their products’ capabilities.  See, e.g., website of General Atomics

describing its Predator B UAS used by the Air Force, among others (available at  http://www.ga-

asi.com/products/aircraft/predator_b.php).  The Air Force has posted on its website a great deal

of detailed information about its drone program, including details about the operational

capabilities of its drones.  See supra.  News articles further detail operational capabilities and

limitations of the government’s drone programs.  For example, a Center for Investigative

Reporting article discusses how weather problems can hamper drone flights,20 while a CBS News

article discusses the risk that the live video feed from Predator drones can be intercepted.21  A

Department of Defense survey revealed “57 percent of [drone] accidents until 2005 were caused

20 Andrew Becker & G.W. Schulz, At U.S. Border, Expensive Drones Generate Lots of
Buzz, Few Results, Center for Investigative Reporting, June 15, 2012, available at
http://cironline.org/reports/us-border-expensive-drones-generate-lots-buzz-few-results-3602.

21 Declan McCullagh, U.S. Was Warned Of Predator Drone Hacking, CBS News, Dec.
17, 2009, available at http://www.cbsnews.com/8301-504383_162-5988978-504383.html.
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by flight control issues or engine transmission problems . . . 14 percent of failures involved lost

communication links.”22  A 2010 Congressional Research Service report noted many problems

with the Customs and Border Protection’s drone program, including communications failures

between drones and their pilots, and specific problems weather conditions can pose.23  Further,

last year several news outlets published an al Qaeda-produced 22-step guide to evading drone

strikes.24

As the wealth of information already in the public domain makes clear, operational

capabilities and limitations of drones already are widely known.  Accordingly they are not

properly exempt under FOIA Exemption 7(E).  See, e.g., Nat’l Sec. Archive v. FBI, 759 F. Supp.

872, 885 (D.D.C. 1991) (“Exemption 7(E) is properly invoked only for techniques not generally

known”); Albuquerque Publishing Co. v. Dep’t of Justice, 726 F. Supp. 851. 857 (D.D.C. 1989)

(same).  This may account for the conclusory nature of Mr. Hardy’s declaration and the

government’s arguments, which rely in part on a “mosaic” argument that these technological

details assembled in some fashion would lead to a multitude of harms.  D’s Mem. at 28-29.  This

argument is no substitute for the “relatively detailed and nonconclusory” declaration the FOIA

requires.  N.C. Network for Animals, Inc., 1991 U.S. App. LEXIS 1555, *14; Nat’l Sec. Archive,

22 Nidhi Subbaraman, Drones Crash (A Lot) But The Military’s Safety Lessons May Help
Civilians, NBC News, Mar. 20, 2013, available at http://www.nbcnews.com/technology/drones-
crash-lot-militarys-safety-lessons-may-help-civilians-1C8932488.

23 Chad C. Haddal & Jeremiah Gertler, Cong. Research Serv., RS21698, Homeland
Security: Unmanned Aerial Vehicles and Border Surveillance 2, 4 (July 8, 2010), available at
http://www.fas.org/sgp/crs/homesec/RS21698.pdf. 

24 See, e.g., Al Qaeda Drone Guide: 22 Steps To Evading Unmanned Aircraft Strikes,
Huffington Post, Feb. 22, 2013, available at http://www.huffingtonpost.com/2013/02/22/al-
qaeda-drone-guide-22-steps_n_2743867.html.
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759 F. Supp. at 885.25

 (b) Information Regarding Specific Types Of Equipment, Systems,
Software, Hardware, Control Devices, And The Identity Of UAV
Vendors And Suppliers

Relatedly, the FBI relies on Exemption 7(E) to withhold information about “the specific

types of equipment, systems, software, hardware, control devices, and other details showing the

capabilities, limitations, and technological advancements of certain UAVS[.]”  D’s Mem. at 28. 

In addition, the FBI has included within this category of withheld material “the identity of UAV

vendors and suppliers[.]”  Id.  As shown herein, specifics about the drone equipment government

agencies use as well as its capabilities and limitations are widely available.  As a necessary

corollary, the FBI may not properly withhold this material under Exemption 7(E).

The FBI asks this Court to take the biggest leap of faith with its justification for

withholding vendor and supplier identities as law enforcement techniques.  This information

alone, the FBI claims, will reveal “knowledge and/or information on surveillance techniques and

capabilities[.]”  Hardy Decl. at ¶ 85.  This is simply false; by no stretch of the imagination do the

identities of vendors and suppliers of drones and drone-related equipment constitute a “law

enforcement technique” within the meaning of Exemption 7(E).  Equally untenable is the FBI’s

claim that releasing this limited kind of information pertaining to its domestic drone use would

“provide foreign entities and operatives with key information that could be used in

25 The FBI’s exemption claims are further undercut by the executive order the president
will be issuing shortly, which will require federal agencies, including DOJ, to reveal “details
about the size and surveillance capabilities of their growing drone fleets” to the extent they are
used in U.S. airspace.  Craig Whitlock, White House Plans To Require Federal Agencies To
Provide Details About Drones, Washington Post, Sept. 26, 2014, available at http://www.
washingtonpost.com/world/national-security/white-house-plans-to-require-federal-agencies-to-pr
ovide-details-about-drones/2014/09/26/5f55ac24-4581-11e4-b47c-f5889e061e5f_story.html.
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countermeasure efforts.”  D’s Mem. at 30; Hardy Decl. at ¶ 85.  The mere invocation of “foreign

operatives” without more provides no basis for this Court to conclude this material should be

protected as a law enforcement technique.  At bottom, the FBI seeks to retain absolute control

over this kind of information,26 but such an entirely unsupported request cannot be

accommodated under the FOIA.

(c) Information About UAS Training, Pilot Qualification, And
Training Specifics And Funding Details

The FBI also attempts to sweep within the rubric of protected law enforcement

techniques specific factual information about training for UAS, pilot qualifications, and funding

details.  See Hardy Decl., ¶¶ 81-82.27  To justify withholding this material, the FBI relies on its

misplaced “mosaic” argument, suggesting these factual details could be assembled in some way

that would risk circumvention of the law.  Id. at ¶ 82.  But merely parroting the language of

Exemption 7(E) is no substitute for the burden the FBI bears of proving with specific, non-

conclusory evidence the information properly is exempt.  This the FBI has failed to do, offering

instead a declaration consisting of little more than key phrases from Exemption 7(E) strung

together with empty rhetoric about lurking “criminal elements” and “foreign intelligence

agents.”  See, e.g., D’s Mem. at 32.  This is not to make light of valid law enforcement concerns,

but simply to emphasize that here, at least, the FBI has not demonstrated a reasonable and

26 Mr. Hardy reveals the FBI’s true motive in his statement that “[o]nce the FBI allows
this information to become known, it is no longer within our control.”  Id.

27 Included within this later category are account and bank routing numbers, purchase
order numbers, certain product codes and descriptions, and certain contractual terms.  Hardy
Decl. at ¶ 81.  While CREW does not seek this kind of information, it does not agree these kind
of factual details qualify as law enforcement techniques or procedures.
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legitimate threat that revealing this information would risk circumventing the law.

(d) UAV Use And Tradecraft

Finally as to Exemption 7(E), the FBI seeks to protect a category of material it describes

very generically as “non-public details regarding UAV use and tradecraft,” again threatening its

release “would provide a virtual playbook for criminal elements, foreign intelligence agents, and

terrorists[.]”  D’s Mem. at 32, citing Hardy Decl., ¶ 86.  This Court, as part of its de novo review

of the exemption claims, must satisfy itself that all elements of the cited exemptions have been

met.  See, e.g., Goland v. CIA, 607 F.2d 339, 352 (D.C. Cir. 1978).  The cursory description the

FBI has offered here – “UAV use and tradecraft” – falls woefully short of meeting its burden,

and provides the Court no basis from which to properly conclude the withheld material is exempt

under Exemption 7(E).  See, e.g., PHE, Inc. v. Dep’t of Justice, 983 F.2d 248, 250 (D.C. Cir.

1993) (“agency declarations that provide “merely a ‘categorical description of redacted materials

coupled with categorical indication of anticipated consequences of disclosure [are] clearly

inadequate.’”) (citation omitted).

III. THE FBI HAS FAILED TO SEGREGATE AND RELEASE ALL NON-
EXEMPT INFORMATION RESPONSIVE TO CREW’S REQUEST.

The FOIA requires explicitly “[any] reasonably segregable portion of a record shall be

provided to any person requesting such record after deletion of the portions which are exempt[.]” 

5 U.S.C. § 552(b).  As a result, agencies are required to segregate and release all non-exempt

material unless it is “inextricably entwined” with the exempt portions.  Mead Data Cent., Inc.,

566 F.2d at 260-61.  This duty to segregate extends to all of the FOIA’s nine exemptions, and the

FOIA imposes on the agency the burden of proving it properly segregated.  5 U.S.C. §

552(a)(4)(B).  An agency satisfies this burden by “describ[ing] what proportion of the
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information in a document is non-exempt and how that material is dispersed throughout the

document.  Mead Data Cent., Inc., 566 F.2d at 261.

Here, over two-thirds of the 6,034 pages of responsive material the FBI reviewed, or

4,296 pages, was withheld in full, while additional material was partially withheld from another

1,553 pages.  Hardy Decl., ¶¶ 29-30; D’s Mem. at 3.  But despite this massive withholding of

material (the FBI released only 455 pages in full), the FBI purports to meet its segregability duty

solely through a blanket assertion that “[t]he FBI has re-reviewed all pages to ensure that all

segregable non-exempt information has been released[.]”  Hardy Decl. at ¶ 30.  This is plainly

inadequate.   See, e.g., Chesapeake Bay Found. v. U.S. Army Corps of Eng’rs, 677 F. Supp. 2d

101, 109 (D.D.C. 2009) (refusing to “take on faith” the agency’s assertion “all reasonably

segregable, non-exempt material has been released” without supporting evidence) (citation

omitted); see also Stolt-NielsenTransp. Grp. v. United States, 534 F.3d 728, 734 (D.C. Cir. 2008)

(refusing to accept government’s “conclusory affidavit” attesting to a “line-by-line” review as

insufficient “on a matter of law . . . for a court to conclude that the self-serving conclusion is the

correct one.”). 

Not only is there no basis here to accept the government’s wholly conclusory assertion it

satisfied its duty to segregate, but the documents themselves suggest otherwise.  For example, as

discussed herein, the FBI has withheld COA applications under Exemption 5.  Yet those

applications contain purely factual information for which the government has not accounted,

either in its justification for its Exemption 5 claim or in its assertion it has released all non-

exempt material.  This is just one of myriad factual issues that together with the vast amounts of

material withheld in full call into question the bona fides of the FBI’s claim to have satisfied its
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duty to segregate exempt and non-exempt material.  Taken as a whole it is clear defendant has

not satisfied its burden and therefore is not entitled to summary judgment.

CONCLUSION

In a decision from last year United States District Court Judge John D. Bates chastised

the Army Corps of Engineers for its “reflexive attitude of non-disclosure,” pointing out “[s]uch

an approach is anathema to the President’s directive that “[a[ll agencies should adopt a

presumption in favor of disclosure, in order to renew their commitment to the principles

embodied in FOIA.”  Chesapeake Bay Found., 677 F. Supp. 2d at 108 (quoting 74 Fed. Reg.

4683 (Jan. 26, 2009).  Judge Bates’ words apply with particular force here, where the FBI has

thrown a blanket of secrecy over a program that is of critical public importance and that raises

fundamental questions about whether the government is abiding by the constitutional rights of its

citizens.  Yet despite these concerns, drone use domestically has increased exponentially, even

though we do not yet have the appropriate controls and safeguards in place. 

 Through this lawsuit, CREW seeks to add to the fount of public knowledge about the

FBI’s domestic drone program.  CREW has carefully cabined its FOIA request to encompass

only four broad categories that do not tread on legitimate law enforcement concerns.  The FBI’s

response of withholding the vast majority of documents is not only unjustified legally and

factually, but is “anathema” to the FOIA’s fundamental purpose of providing a vehicle for the

public to know what its government is up to.  For all of these reasons, the Court should deny

defendant’s motion for summary judgment and grant CREW’s cross-motion for summary

judgment.
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Respectfully submitted,

   /s/ Anne L. Weismann   
Anne L. Weismann
(D.C. Bar No. 298190)
Melanie Sloan
(D.C. Bar No. 434584)
Citizens for Responsibility and Ethics in
Washington
409 7th St., N.W., Suite 300
Washington, D.C.  20004
(202) 408-5565
aweismann@citizensforethics.org

Dated: January 5, 2015 Attorneys for Plaintiff
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