
IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
UNITED STATES OF AMERICA  * 
       

v.     * Criminal No. CCB-14-170 
 
ROBERT HARRISON   * 
 
* * * * * * * * * * * * *  
 

REPLY TO THE GOVERNMENT’S OPPOSITION  
TO HARRISON’S MOTION TO SUPPRESS EVIDENCE  
RESULTING FROM USE OF CELL SITE SIMULATOR 

 
Robert Harrison, through his undersigned counsel, C. Justin Brown, hereby submits his 

Reply to the Government’s Response to Harrison’s Motion to Suppress Evidence Resulting From 

Use of Cell Site Simulator. Harrison respectfully moves this Honorable Court to suppress 

evidence obtained as a result of the Government’s unconstitutional search of his residence at 

3805 Chatham Road in Baltimore, Maryland, by means of a cell site simulator, a/k/a “Stingray,” 

device. The Government’s use of a cell site simulator constituted a warrantless search of 

Harrison’s apartment, person, and phone, in violation of the Fourth Amendment. Each of these 

unconstitutional searches is an independent ground for suppression. 

I. LEGAL ARGUMENT 
 

 In the Government’s Consolidated Memorandum of Law in Opposition to Defendants’ 

Motion for Omnibus Relief (the Government’s “Response”), the Government raises two primary 

arguments with respect to Harrison’s Motion to Suppress Evidence Resulting From Use of a Cell 

Site Simulator (Harrison’s “Motion to Suppress”).  

First, it argues that Harrison lacks standing to challenge the search of his person, phone, 

and residence. However, the facts that it articulates in its Motion establish standing: Harrison 

possessed the phone at the time of the search and identified it as his phone. He was living at the 
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apartment that was searched. And, he clearly has standing to challenge a search of his own 

person. 

Second, the Government argues that the search was not in violation of the Fourth 

Amendment for three reasons: (1) the search was authorized by the February 5, 2014, Order (the 

“Order”), which was a valid warrant; (2) even if the warrant was deficient, law enforcement 

acted in good faith reliance on it; and (3) even without a warrant, the evidence obtained would 

not be subject to exclusion because the inevitable discovery doctrine applies. The Government is 

incorrect with respect to each of these arguments. 

The Order was not a valid warrant for at least three reasons. First, the Application in 

support of the Order was purposefully misleading. The Government crafted the Application as if 

it were a routine application for a pen register or a trap and trace device, citing the applicable 

Maryland statutory authorization. It did not mention the term “cell site simulator,” nor did it 

describe the novel technology in a manner that the judge would understand its intrusiveness on 

the privacy rights of Harrison or others. Second, although the Government now seeks to treat the 

Order as a warrant, it failed to comply with the statutory temporal requirements for the execution 

of warrants, which impacts probable cause. Third, the Order fails the particularity requirement 

because it specified that it was authorizing a search of only the target phone, but, instead, the cell 

site simulator searched the phones of infinite third parties in the vicinity. As such, if it was a 

warrant, it was an illegal general warrant. 

Further, the Government cannot rely on the good faith exception or the inevitable 

discovery doctrine. The good faith exception cannot apply here because the purported warrant 

was facially invalid, and the affiant knowingly or recklessly misled the magistrate with material 

omissions concerning the cell site simulator. The inevitable discovery doctrine likewise does not 
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apply because the Government’s argument is predicated on an alternative plan that is latent with 

speculation and conjecture, instead of historically verifiable facts. For these reasons, the Court 

must grant Harrison’s Motion to Suppress. 

a. Harrison Has Standing to Challenge the Use of the Cell Site Simulator. 
 

Harrison has standing to challenge the Government’s use of the cell site simulator 

because, as explained in his Motion to Suppress, it amounted to a search of his phone, his house, 

and his person. (ECF No. 29 at 10–14). 

In its Response, the Government contends – albeit halfheartedly – that Harrison lacks 

standing because he “disclaimed ownership” of the phone when it was first found in his 

apartment. (ECF No. 40 at 24). In support, it cites various cases that are inapplicable here 

because they involve a defendant challenging a search of a phone belonging to and in the 

possession of another person. See, e.g., United States v. Forest, 355 F. 3d 942, 947–48 (6th Cir. 

2004) (holding that codefendant would not challenge law enforcement’s obtainment of location 

information from another codefendant’s phone). No case cited by the Government involves a 

defendant who was given a phone from someone else, used it, was in possession of it, and 

considered it to be his phone. 

Various facts show that Harrison has standing: It is undisputed that Harrison was in 

possession of the phone when it was seized. (ECF No. 40 at 8). According to the Government, 

Harrison told the agents at that time “That’s my room but that’s not my phone . . . that’s my 

brother’s phone . . . he gave it to me to hold.” (ECF No. 40 at 8). While Harrison was being 

processed following his arrest that same day, the phone was in the pocket of an agent and emitted 

a very distinctive ring tone. When Harrison heard the ring tone, he asked the agent “Is that my 

phone you have?” (ECF No. 40 at 8). Later, in an interview, he told the agents “that Smith had 
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given him the phone[.]” (ECF No. 40 at 8). Smith also explained that he had given Harrison the 

phone for Harrison to use. (ECF No. 40 at 5).  

Finally, as explained in his Motion to Suppress, because the Government’s use of the cell 

site simulator constituted also a search of his person and his home, Harrison independently has 

standing on those grounds. (ECF No. 29 at 10–14). 

b. The Government’s Use of the Cell Site Simulator Was In Violation of the Fourth 
Amendment. 

 
In his Motion to Suppress, Harrison has explained why the Government’s use of the cell 

site simulator amounted to a Fourth Amendment search of his phone, his house, and his person.1 

(ECF No. 29 at 10–14). He further explained that the search was in violation of the Fourth 

Amendment because it was conducted without a warrant, and no exception to the warrant 

requirement applied. (ECF No. 29 at 7–10). 

In its Response, the Government now contends that (1) the Pen Register/Trap and Trace 

Order was a valid warrant; (2) even if the warrant was deficient, law enforcement acted in good 

faith reliance on it; and (3) even without a warrant, the evidence obtained would not be subject to 

exclusion because the inevitable discovery doctrine applies. The Government is incorrect with 

respect to each argument, as discussed infra. 

1. The Order Was Not a Valid Warrant. 
 
The Order was not a valid warrant. The Government styled what it now claims was an 

affidavit in support of a warrant as an Application for an Order authorizing the use of a pen 

register / trap and trace device. It did this purposefully to avail itself of the more lenient statutory 

                                                
1 In its Response, the Government contends that it need not address whether its use of the cell 
site simulator constituted a search because its use was supported by a warrant. (ECF No. 40 at 
25, n. 5). 
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provisions and to hide that it was using a cell site simulator, a device that is highly intrusive not 

only to Harrison’s rights, but also to the rights of innocent bystanders.  

The Order cannot be construed as a valid warrant for at least three reasons. First, it is 

purposefully misleading because the Government applied for it pursuant to the Maryland pen 

register/trap and trace device statute, which does not authorize warrants, and the Government 

failed to explain the technology to the issuing magistrate. Second, the Order does not comply 

with the statutory temporal requirements for warrants, which impacts the constitutional 

requirement of probable cause. Third, it lacks particularity with respect to the object of the 

search: it authorized a search of the target phone, but a search was actually conducted on the 

phones of infinite innocent third parties in the vicinity. Finally, the Government’s reliance on 

dicta from Karo is misplaced. 

A. The Order Was Purposefully Misleading. 
 

The Government’s Application and Order were purposefully misleading. Although the 

Government now contends that the Application was an affidavit and the Order was a warrant, the 

language used in the Order, the statutory authority cited in the Order, and the omission of any 

reference to a cell site simulator show that the Government led the court to believe that it was not 

applying for a warrant, but, instead, was applying for a pen register/trap and trace device. The 

Government intentionally did this in order to conceal its use of a cell site simulator – not to 

explain it to the court. Further, the Order was issued pursuant to the statutory authority for the 

issuance of a pen register/trap and trace device, which expressly does not cover cell site 

simulators and does not authorize the issuance of warrants. Finally and relatedly, if the court read 

the Order as authorization for a search, it functions as an unconstitutional “general warrant” 

because the Government failed to explain the technology to the issuing magistrate. 
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The Government’s Application and Order are styled as an application and order for a pen 

register/trap and trace device, not an affidavit and a warrant. The Government titled its purported 

affidavit as an “Application” and its purported warrant as an “Order.” (ECF No. 29-1 at 1, 11). 

The Application’s and the order’s captions read “IN THE MATTER OF AN APPLICATION OF 

THE STATE OF MARYLAND FOR AN ORDER AUTHORIZING THE INSTALLATION 

AND USE OF A DEVICE KNOWN AS A PEN REGISTER / TRAP & TRACE OVER 443-

803-6749[.]” (ECF No. 29-1 at 1, 11). The Application and Order state that they were “pursuant 

to Section 10-4B-04 of the Courts and Judicial Proceedings Article of the Maryland Code[,]” 

which specifically authorizes the use of a pen register/trap and trace drive. (ECF No. 29-1 at 1, 

11); see Md. Code Ann., Cts. & Jud. Proc. § 10-4B-04(a)(1) (“Upon application made under 

§10-4B-03 of this subtitle, the court shall enter an ex parte order authorizing the installation and 

use of a pen register or a trap and trace device[.]”). The introductory paragraph uses the language 

from Section 10-4B-04, that the “information likely to be obtained . . . is relevant to an ongoing 

criminal investigation.” (ECF No. 29, Ex. 1); see § 10-4B-04(a)(1). Based on this language, any 

judge reading this would conclude that the Application was requesting an order authorizing the 

use of a pen register/trap and trace device, not a warrant seeking the use of a cell site simulator.  

However, the Government contends that the Order was not such an order at all, but, 

instead, was a warrant. It argues that the Order “explicitly described the technology used in this 

case” because it authorized the use of a pen register and trap and trace device and it “explicitly 

authorized law enforcement ‘to employ surreptitious or duplication of facilities, technical devices 

or equipment’ and ‘to initiate a signal to determine the location of the subject’s mobile phone.’” 

Case 1:14-cr-00170-CCB   Document 42   Filed 12/30/14   Page 6 of 28



7 
 

(ECF No. 40 at 31 (quoting ECF No. 29-1 (emphasis omitted))).2 The language quoted by the 

Government is found in the following highly confusing paragraph: 

ORDERED, that the Agencies shall complete the necessary installation of the Pen 
Register \ Trap & Trace and Cellular Tracking Device, utilizing AT&T; Sprint / 
Nextel; Virgin Mobile’ T-Mobile; Cellco Partnership, DBA Verizon Wireless, 
Verizon; Cricket Communications, Inc.; and / or any other Telecommunication 
service provider providing services for the above listed telephone number, 
facilities, technical information and equipment, if required. The Agencies are 
authorized to employ surreptitious or duplication of facilities, technical devices or 
equipment to accomplish the installation and use of a Pen Register \ Trap and 
Trace and Cellular Tracking Device, unobtrusively and with a minimum of 
interference to the service of subscriber(s) of the aforesaid telephone, and shall 
initiate a signal to determine the location of the subject’s mobile device on the 
service provider’s network or with such other reference points as may be 
reasonably available, Global Position System Tracing and Tracking, Mobile 
Locator tools, R.T.T. (Real Time Tracking Tool), Precision Locations and any 
and all locations, and such provider shall initiate a signal to determine the location 
of the subject’s mobile device on the service provider’s network or with such 
other reference points as may be reasonable available and at such intervals and 
times as directed by the law enforcement agent / agencies serving the Order. 
 

(ECF No. 29-1 at 12 (emphasis added)). In its Response, the Government contends this 

purposefully vague (and confusing) language conveyed to the court that it was “expressly 

authoriz[ing]” the Government’s use of the cell site simulator. (ECF No. 40 at 31). In addition to 

this argument defying the boundaries of common sense linguistic interpretation, it is in stark 

contrast to the language used in other cases. 

In United States v. Rigmaiden, No. CR 08-814-PHX-DGC, 2013 WL 1932800, at *16 (D. 

Ariz. May 8, 2013), the district court upheld a warrant for a mobile tracking device, but, there, 

the magistrate judge that issued the warrant knew from the language of the government’s 

application that it was issuing a warrant for a tracking device3 to find the location of an aircard, 

                                                
2 As more fully explained infra, a cell site simulator is not only not included in the statutory 
definitions of “pen register” and “trap and trace device”—it is explicitly excluded due to its 
capability to intercept the content of cellular communications. 
3 The Government stipulated that the mobile tracking device functions as a cell site simulator. 
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and it limited the warrant accordingly. In that case, the government sought both an order for a 

pen register/trap and trace device and a “Tracking Warrant” under Federal Rule  of Criminal 

Procedure 41(b), 18 U.S.C. §§ 2703, 3117 and 28 U.S.C. § 1651.4 The defendant challenged the 

warrant on various grounds, and the government relied solely on the Tracking Warrant to 

authorize the use of the tracking device.  

In upholding the validity of the warrant, the court explained that the Government 

included specific details pertaining to the tracking device in the warrant: 

The Tracking Warrant authorized “the use and monitoring of a mobile tracking 
device for the Target Broadband Access Card/Cellular Telephone,” while “the 
agents are stationed in a public location and the Target Broadband Access 
Card/Cellular Telephone is . . . inside private residences, garages, and/or other 
locations not open to the public or visual surveillance.” The affidavit of Agent Ng 
stated that the mobile tracking device would monitor the aircard and would 
“ultimately generate a signal that fixed the geographic position of the [aircard].” 

 
Id. at *16 (internal citations omitted) (alterations in original). Because it knew that the aircard 

would likely intrude upon private areas, the court “specifically required the government to 

‘expunge all of the data’ at the conclusion of the tracking mission.”  Id. at *22 (quoting the 

warrant). It also limited the duration of the tracking period to 30 days, and it “ordered that 

monitoring of transmissions related to the aircard were ‘limited to transmissions needed to 

ascertain the physical location of the aircard.’” Id. at *14 (quoting the warrant). 

In contrast, here, the Application was designed to conceal the true nature of the cell site 

simulator – not to explain it. The Order does not contain any limitations similar to those in 

                                                                                                                                                       
 
4 Its application for the pen register/trap and trace device was “under 18 U.S.C. §§ 2703(c), 
2703(d), 3122, and 3123.” Id. at *18. 
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Rigmaiden, and it authorizes use for 60 days, a period twice as long as that in Rigmaiden and 

longer than that authorized by Rule 41.5  

Further, the statutory authority cited in the Order, § 10-4B-04, is narrow: it permits a 

court to authorize only a pen register and/or a trap and trace device. See. § 10-4B-04(a)(1). It 

does not permit a court to authorize the use of a cell site simulator, and it does not govern the 

issuance of warrants. The definitions of “pen register” and “trap and trace” device illuminate the 

limited function of § 10-4B-04. 

For purposes of § 10-4B-04, “pen register” is defined as “a device or process that records 

and decodes dialing, routing, addressing, or signaling information transmitted by an instrument 

or facility from which a wire or electronic communication is transmitted.” § 10-4B-01(c)(1). 

“Trap and trace device” is defined as “a device or process that captures the incoming electronic 

or other impulses that identify the originating number or other dialing, routing, addressing, and 

signaling information reasonably likely to identify the source of a wire or electronic 

communication.” § 10-4B-01(d)(1). The verbs “records and decodes” and “captures” in the 

definitions connotes passive collection of information. The statute excludes from both definitions 

“any device or process used . . . to obtain the content of a communication.” § 10-4B-01(c)(2)(ii) 

(excluding same from the definition of “pen register”); see also § 10-4B-01(d)(2) (excluding 

same from the definition of “trap and trace device”).  

A cell site simulator is entirely different from a pen register and a trap and trace device – 

it is far more intrusive. Instead of passively collecting information, a cell site simulator actively 

forces a phone to transmit identifying information to the Government that it would not otherwise 

transmit. Unlike a pen register or trap and trace device, a cell site simulator affects all phones in 

                                                
5 The temporal limitations are more fully explained in § b. 2, infra. 
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the vicinity of the target phone, including the phones belonging to innocent bystanders. Further, 

it can collect the content of telephonic communications, including voice calls and text 

messages—information that the Maryland legislature specifically excluded from the definitions 

of “pen register” and “trap and trace” in the statute. See § 10-4B-01(c)(2)(ii), (d)(2). Moreover, 

under federal law, a pen register may not be used to collect “any information that may disclose 

the physical location of the subscriber (except to the extent that the location may be determined 

from the telephone number).” 47 U.S.C. § 1002(a)(2). Cell site simulators collect information 

that discloses the physical location of the telephone and its user. (Ex. 1 at 2). 

The Government cites Dalia v. United States, 441 U.S. 238 (1979), and United States v. 

Wilford, 961 F. Supp. 2d 740 (2013), for the proposition that the styling of the warrant as an 

“order” is immaterial. However, both of those cases differ from the instant case because the 

warrants there were not cloaked as orders with the intention to mask the technology from the 

court. The order in Dalia specifically addressed what the government sought to do:  it stated that 

the defendant’s office was being used in connection with criminal offenses, it described the 

location and dimensions of the office, and it limited the authorization to “the interception of oral 

communications.” See Dalia, 441 U.S. at 256. Similarly, the order in Wilford authorized the 

pinging of the defendant’s phone, which was, arguably, permissible under § 10-4B-04 as a 

passive interference, and the objective, pinging, was specified in each application. See Wilford, 

961 F. Supp. 2d at 747. Therefore, in those cases, the fact that the order was not captioned as a 

warrant was deemed a technicality. Here, the Government sought an order, not a warrant, in 

order to obfuscate its objective to use a novel, intrusive device in violation of the Fourth 

Amendment rights of Harrison and others. 
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It is easy to conclude that the Government intentionally sough to conceal the true nature 

of the device because the Government has said that much; it has openly stated its desire to keep 

the technology secret. The application and order used here are entirely consistent with other 

Government efforts to keep its use of cell site simulators secret from the public and from the 

judiciary. 

In sum, the Government styled its document as an Application for an Order authorizing 

the use of a pen register / trap and trace device, pursuant to § 10-4B-04 in order to conceal the 

true nature of the cell site simulator – not to explain it. The language used in the both 

Application and the Order reflect this, and the statute cannot feasibly be read to cover a cell site 

simulator. The Order completely failed to explain the technology and its impact on Fourth 

Amendment concerns. For these reasons, the warrant is facially invalid. 

B. The Order Does Not Comply With Statutory Temporal 
Requirements, Which Impacts Probable Cause. 

 
The Government insists that the Order is a warrant, but, at the same time, it did not 

comply with the statutory temporal requirements for the execution of warrants. Instead, it used 

the far more lenient provision in the pen register/trap and trace statute in order to extend the time 

to use the cell site simulator. The temporal requirements are important because, once the time 

period expires, the government is required to submit a new application and, accordingly, a new 

statement of probable cause. Because the Government allowed the time limits for the execution 

of the purported warrant to expire here and did not submit a new affidavit establishing probable 

cause, this Court should not allow it to rely on the Order as a valid warrant.  

By styling its purported affidavit and warrant as an Application and Order “pursuant to 

Section 10-4B-04[,]” the Government unfairly availed itself of the more lenient temporal 

requirements applicable to pen registers and trap and trace devices. (ECF No. 29-1 at 1). The 
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Order, pursuant to§ 10-4B-04, was issued for a period not to exceed 60 days from the date of 

installation. (ECF No. 29-1 at 3); see §10-4B-04 (c)(1) (stating that an order for a pen 

register/trap and trace device may be issued “for a period not to exceed 60 days.”).  

If the Application for the Order had been an application for a warrant, no magistrate 

judge would have issued the warrant because the time specified was not in compliance with the 

relevant provisions of the Maryland Code or the Federal Rules of Criminal Procedure, and, had it 

been issued, it would have been void. In its Response, the Government argues that its “use of a 

the cell-site simulator was authorized by a warrant issued on February 5, 2014.” (ECF. No. 40 at 

26). The Government then used the cell-site simulator to search Harrison’s phone, person, and 

property on March 27, 2014—50 calendar days later. (ECF. No. 40 at 7).  

Under the Maryland Code, Criminal Procedure Article § 1-203(4)(i), “[t]he search and 

seizure under the authority of a search warrant shall be made within 15 calendar days after the 

day that the search warrant is issued. (ii) After the expiration of the 15-day period, the search 

warrant is void.” Md. Code Ann., Crim. Proc. § 1-203.  

Here, the Order was issued on February 5, 2014, and 15 calendar days thereafter would 

have been February 20, 2014. It was not executed until the search occurred on March 27, 2014—

50 days after issuance, and 35 days the expiration of time period prescribed in the Maryland 

Code. As such, “the search warrant is void.” Md. Code Ann., Crim. Proc. § 1-203(4)(ii). 

The Order is similarly void under Federal Rules of Criminal Procedure 41. A warrant to 

search for and seize a person or property “must command the officer to . . . execute the warrant 

within a specified time no longer than 14 days” from the date of issuance. Fed. R. Crim. P. 

41(e)(2)(A). A warrant authorizing the seizure or copying of electronically stored information 

must also be executed within 14 days of the date of issuance. See Fed. R. Crim. P. 41(e)(2)(B). 
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Finally, if the warrant is for a tracking device,6 “[t]he time must not exceed 45 days”7 from the 

date of issuance. 8 Fed. R. Crim. P. 41(e)(2)(C). 

 Thus, no matter what type of warrant the Government would argue the February 5th 

Order purports to be, it is not in accordance with the explicit requirements prescribed in the 

Federal Rules. If it were a warrant to search Harrison, his house, or the phone, it would have had 

to be executed within 14 days of issuance, by February 19, 2014. If it were a warrant for a 

tracking device, it would have had to be executed within 45 days of issuance, by March 22, 

2014. Accordingly, because this Order was not executed within even the upper boundaries of 

statutory requirements, it is void. 

 The statutory temporal requirements are not mere technicalities—they safeguard 

constitutional concerns. The Maryland legislature, as well as Congress, enacted the specific time 

requirements for warrants to promote compliance with the Fourth Amendment. The requirements 

provide assurance that the information in the affidavit is still true when the warrant is executed. 

Without them, law enforcement may execute warrants based on stale and attenuated probable 

cause, thereby infringing the Fourth Amendment rights of innocent third parties. 

 In this case, by the time the cell site simulator was used, the phone had long since been 

transferred from Smith to someone else – and the Government was fully aware of this. 
                                                
6 “Tracking device” is defined as “an electronic or mechanical device which permits the tracking 
of the movement of a person or object.” 18 U.S.C.A. § 3117(b). 
 
7 The court may only grant an extension if the government first establishes “good cause.” Fed. R. 
Crim. P. 41(e)(2)(C). 
 
8 The Advisory Committee Notes explain that Federal Rule of Criminal Procedure was recently 
amended to in 2006 in order to add statutory requirements to protect individuals’ rights to 
privacy: “Amended Rule 41(e)(2)(B) [now (e)(2)(C)] is a new provision intended to address the 
contents of tracking device warrants. To avoid open-ended monitoring of tracking devices, the 
revised rule requires the magistrate judge to specify in the warrant the length of time for using 
the device.” 
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According to the Government, its confidential source (“CS 1”) called Smith’s personal cell 

phone two days in January 2014, during which CS 1 asked Smith about his willingness to 

commit a fictitious murder-for-hire and explained that he would give Smith a phone and some 

money for use in the plot. (ECF No. 40 at 2). On February 4, 2014, an undercover police officer 

(“UC”) met with Smith and gave Smith the phone. (ECF No. 40 at 2–3).On February 5, 2014, 

investigators applied for and received the Order. (ECF No. 40 at 3).  

 The Government provided no information that establishes that the phone was used in 

connection with the alleged murder-for-hire plot since Smith received the phone on February 4, 

2014; instead, the details in its Response convey the opposite. According to the Government, on 

February 6, 2014, the UC called the phone to talk to Smith, but an “unknown male” answered the 

phone instead and told him Smith would call back on his personal phone. All subsequent relevant 

calls cited in the Response were made to or from the UC and one of Smith’s personal phones. 

The facts indicate that the Government was aware that someone other than Smith was using the 

phone, and it had no reason to believe that such person was using the phone in relation to the 

alleged murder-for-hire plot. For all the Government knew, Smith had given the phone to a 

friend to use because his friend’s phone was broken. (ECF No. 40 at 3–6). 

 Had the Government applied for a warrant in mid-March9 to search the phone under 

Maryland Code, Criminal Procedure Article § 1-203(4)(i) or Federal Rule 41, probable cause 

tied to the phone would have been lacking. There was simply no evidence at that time that the 

phone was being used in connection with the alleged murder-for-hire plot. To the contrary, the 

evidence suggested that the phone had been transferred to one or more third parties, and there 

                                                
9 Under Federal Rule 41, the earliest date upon which the Government could have obtained a 
valid warrant to search Harrison’s phone, person, or house would have been March 12, 2014, 
which is 15 days before the search. 
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was no evidence that such person(s) were using the phone for any purpose connected to the 

fictitious murder-for-hire plot. 

C. The Order Lacks Particularity. 
 
 The Order is also invalid because it lacks particularity with respect to the object to be 

seized and, instead, functions as an illegal general warrant. The Government contends that the 

Order was a valid warrant because it specified its objective with particularity: to determine the 

location of the phone. It further argues that it was “not necessary to describe how agents would 

determine that location[.]” (ECF No. 40 at 30). However, in the context of a cell site simulator, 

this argument defies common sense because the Government’s use of the cell site simulator 

necessarily infringes upon the privacy rights of innocent third parties. 

 Because the Application was misleading as to the type and intrusiveness of the 

technology involved, the magistrate judge likely did not have an understanding of the Fourth 

Amendment issues. The Application did not explain that the cell site simulator broadcasts signals 

to all devices in the area, receives information about other devices in the possession of third 

parties, and penetrates the walls of every private residence in the vicinity, not only the target’s 

residence. Thus, the Application completely failed to convey to the judge that the Government 

was seeking to use the unique device at issue here, rather than a more common form of location 

tracking technology. 

 Had the Government candidly told the judge that it intended to use a cell site simulator, 

he may have denied the application without prejudice to a subsequent application providing 

further details about the technology. This is precisely what a federal magistrate judge did in 

another case.  
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In a case out of the Southern District of Texas, the magistrate denied a statutory 

application for cell site records of all subscribers from several cell towers and explained that an 

understanding of the “technology involved” is necessary to “appreciate the constitutional 

implications of” the application, particularly where, as here, the technology entails “a very broad 

and invasive search affecting likely hundreds of individuals in violation of the Fourth 

Amendment.” In re Application for an Order Pursuant to 18 U.S.C. § 2703(d) (In re Cell Tower 

Dump), 930 F. Supp 2d 698, 702 (S.D. Tex. Sept. 26, 2012). The court further explained its 

denial of the government’s application was based, in part, on the government’s failure to address 

the privacy concerns of innocent subscribers. The court found the lack of limitations to be 

problematic because there was “no discussion about what the Government intends to do with all 

of the data related to innocent people who are not the target of the criminal investigation.” Id. It 

concluded that, “in order to receive such data, the Government at a minimum should have a 

protocol to address how to handle this sensitive private information.” Id.  

 Further, as explained supra, both Maryland and Congress have enacted statutes 

governing the use of specific electronic devices: pen registers, trap and trace devices, GPS 

tracking devices, and wiretaps, etc. Each type of electronic surveillance has different standards 

for a reason: the standards are tied to the intrusiveness of the device on the target person’s 

privacy and the privacy rights of others. Informing the court of the type of surveillance allows it 

to tailor the scope of the warrant to interfere as minimally as possible with the rights of third 

parties, as other courts have done. For example, in Rigmaiden, the court was aware that the 

aircard would intrude upon private areas, and it “specifically required the government to 

‘expunge all of the data’ at the conclusion of the tracking mission” and “ordered that monitoring 

of transmissions related to the aircard were ‘limited to transmissions needed to ascertain the 
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physical location of the aircard.’” 2013 WL 1932800 at *22, *14 (both quoting the tracking 

warrant).  

Here, by the face of the Application, the court had no knowledge that the Order would be 

construed as a warrant to use a cell site simulator. As explained in Harrison’s Motion to 

Suppress, the language used in the Application omits any mention of “cell site simulator,” 

“Stringray,” “triggerfish,” or similar terminology. It is devoid of references to the dangers 

inherent in using the device, such as infringing upon the privacy rights of third parties by 

interfering and collecting data from their phones. It does not mention that the device would be 

used to permeate the solid walls of Harrison’s private residence, the location of which is not 

mentioned in the Order, as well as others’ homes. At the very minimum, the Fourth Amendment 

requires that the court know what kind of surveillance it is ordering and limit the authorization 

according to the Fourth Amendment intrusions caused by that technology. 

D. The Government’s Reliance on Karo Is Misplaced. 
 
The Government relies on the following dicta from Karo to argue that the Order 

complied with the particularity requirement: “it will still be possible to describe the object into 

which the beeper is to be placed, the circumstances that led agents to with to install the beeper, 

and the length of time for which beeper surveillance is required. In our view, this information 

will suffice to permit issuance of a warrant authorizing beeper installation and surveillance.” 

United States v. Karo, 468 U.S. 705, 718 (1984); (ECF No. 40 at 28–29). It posits that the 

language in Karo applies to the instant case and that the Order meets such criteria. Its reliance is 

unfounded for at least four reasons.  
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First, the above-quoted language from Karo was not Karo’s holding, as the Government 

suggested; it was dicta. (ECF No. 40 at 28). Instead, Karo held that a warrant is required to 

monitor a beeper when it is in a private residence. See id. at 715, 718. 

Second, the dicta from Karo does not apply here because Karo involved a beeper, which 

is attached to and monitors one specific item identified in the warrant. This case involves a cell 

site simulator, which is not attached to anything and monitors infinite items.  

Third and relatedly, the Order fails the particularity requirement. It did not “describe the 

object into which the beeper is placed.” Id. at 718. Presumably, in arguing the dicta from Karo 

applies here, the Government is analogizing “the object” as the phone and the “beeper” as the 

cell site simulator. However, this analogy is misplaced. The beeper in Karo was a single physical 

device that was installed and tracked by police over a radio frequency particular to that device. In 

contrast, cell site simulators interact with and gather information from all bystanders’ phones 

within a certain radius of the cell site simulator. Thus, the cell site simulator, unlike the beeper, is 

not placed “into” an object. Instead, it interferes with many objects—all of the cellular phones 

within a certain radius of its objective—and it monitors the interior of all of the homes those 

phones are in and all of the persons on which the phones are being carried. Because the Order 

does not mention any of these other objects, it fails the particularity requirement. 

Fourth, the object in Karo was a can of ether, which was, in the circumstances of the 

case, contraband. Thus, anyone who possessed the ether was arguably engaging in criminal 

conduct. The objects here are all of the phones within a certain radius of the cell site simulator, 

which are not contraband. As the Supreme Court explained in Riley v. California, 134 S. Ct. 

2473 (2014), cell phones are the opposite of contraband—they permeate modern society. 

Further, unlike the can of ether in Karo, cell phones carry a “cache of sensitive personal 

Case 1:14-cr-00170-CCB   Document 42   Filed 12/30/14   Page 18 of 28



19 
 

information,” id. at 2490, from which one may “reconstruct an individual’s private life[.]” Id at 

2489.  

Finally, as explained infra, any probable cause that existed as a basis for the Order with 

respect to the phone was stale and attenuated at the time a warrant should have been issued 

pursuant to the statutory requirements. See Section II. b. 2. 

2. Law Enforcement Could Not Have Relied On the Order as an Authorized 
Warrant In Good Faith. 

 
Law enforcement could not have relied on the Order as an authorized warrant in good 

faith. The Government styled what it now claims was an affidavit in support of a warrant as an 

Application for an Order authorizing the use of a pen register / trap and trace device. It did this 

purposefully to avail itself of the more lenient statutory provisions and to hide that it was using a 

cell site simulator, a device that is highly intrusive not only to Harrison’s rights, but also to the 

rights of innocent bystanders. From the face of the Application, it is evident that it was designed 

to conceal the true nature of the cell site simulator. Accordingly, the good faith exception does 

not apply, and the evidence must be suppressed. 

In United States v. Leon, 468 U.S. 897 (1984), the Supreme Court held that when an 

officer acts “in the objectively reasonable belief that [his] conduct did not violate the Fourth 

Amendment,” evidence seized under the authority of a search warrant that is later invalidated 

should not be suppressed. Id. at 918. The Court noted four situations where the good faith 

exception does not apply, two of which are relevant here: (1) where the affiant knowingly or 

recklessly mislead the magistrate with false information or material omissions and (2) where the 

warrant is facially deficient in its description of the place to be searched or the things to be 

seized. See id. at 923. These situations are premised on the fact that the exclusionary rule serves 

to deter “deliberate, reckless or grossly negligent conduct, or in some cases recurring or systemic 
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negligence[,]” and, in deciding whether the rule should apply, the court may make a culpability 

determination. Herring v. United States, 555 U.S. 135, 144 (2009). For the following reasons, 

both of these situations happened here. 

First, as explained supra and in Harrison’s Motion for a Franks Hearing, law 

enforcement knowingly misled the court. (ECF No. 36). The language used in the Application 

omits any mention of “cell site simulator,” “Stringray,” “triggerfish,” or similar terminology. 

(ECF Nos. 29, 36). The purported description of cell site simulator in the Application was crafted 

to be as skeletal as possible in order to trick the court into thinking it was a commonplace 

application for a pen register/trap and trace application—something the legislature thought was 

far less pervasive10 than an actual search of a cell phone, home, or person. The Application 

makes no mention of the relevant facts about cell site simulators that make them completely 

different from a pen register or a trap and trace device; for example, that the former can permeate 

the walls of residential homes—including not only the home of Harrison, but the homes of third-

parties in his apartment complex. Presumably, the very same team of officers who created the 

Application and the Order also used the cell site simulator. As such, they would have known that 

the order was based on a facially insufficient application and that it unwittingly authorized an 

overbroad search.  

Second and relatedly, the Order is so facially deficient that a “reasonable well trained 

officer would have known that the search was illegal despite the magistrate’s authorization.” Id. 

                                                
10 The temporal differences between the pen register statute and the warrant statute highlight this, 
as well as the requirements under the federal wiretap statute, which allows for the order to 
authorize the interception of communications up to 30 days. See 18 U.S.C. § 2518 (5). The 
wiretap statute also specifies that the judge include in the order a requirement that the 
government submit reports to the judge “showing what progress has been made toward 
achievement of the authorized objective and the need for continued interception.” 18 U.S.C. (6). 
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at 922. As more fully explained supra in Part b. 1, The Order was facially invalid as a warrant 

for a number of reasons. It was captioned as an Order “pursuant to Section 10-4B-04 of the 

Courts and Judicial Proceedings Article of the Maryland Code[,]” not as a warrant. (ECF No. 29-

1 at 1). It repeatedly states that it authorizes a “Pen Register” and a “Trap & Trace” device. (ECF 

No. 29-1 at 1). It states that it is valid for 60 days, thereby exceeding the 15-day period that a 

warrant may be executed under Maryland law. (ECF No. 29-1 at 1). It fails the particularity 

requirement because it does not mention that it will be searching not only Harrison’s phone, but 

all of the phones in the immediate vicinity, or that one of the places to be searched was 

Harrison’s private residence, as well as the residences of other unknown third parties. Further, it 

does not specify probable cause as to, nor does it even mention, Harrison. Most importantly, it 

never once mentions the use of a cell site simulator. 

Based on the Order, the police officers here could not have concluded in good faith that 

conducting a search of Harrison’s phone, person, and home was authorized by the Order. A 

“reasonable well trained officer” would know what a pen register is and what a trap and trace 

device is. He or she would also know that a warrant must be issued pursuant to Section 1-203 of 

the Maryland Code, Criminal Procedure Article, not Section 10-4B-04, and that a warrant must 

not exceed 15 days. He or she would also be aware of the particularity and probable cause 

requirements.  

In terms of culpability, at minimum, using the Order to effectuate such an intrusive 

search was grossly negligent. At worst, it was deliberate or reckless, as the same police 

department that compiled the information for the Application and the Order pursuant to the pen 

register/trap and trace statute relied on the Order when using the cell site simulator. This is 

precisely the type of conduct that the exclusionary rule exists to deter. 
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This Court cannot conclude that this scheme was concocted in good faith, and it cannot 

allow such intrusions upon individual privacy to continue under the guise of an explicit 

Maryland statute that authorizes only pen register/trap and trace orders. Accordingly, it must 

suppress the evidence found in violation of Harrison’s Fourth Amendment rights. 

3. The Inevitable Discovery Doctrine Does Not Apply. 
 

The Government argues that, even if there was a warrantless search in violation of the 

Fourth Amendment, the evidence should not be suppressed because the inevitable discovery 

doctrine applies. The basis for its argument is an “alternative plan,” made known to undersigned 

counsel for the first time in its Response: had the law enforcement agents not used the cell site 

simulator, they would have knocked on all of the doors in the apartment complex and, thus, 

would have inevitably discovered Harrison and the phone. This argument stretches the outer 

boundaries of the inevitable discovery doctrine and turns on a series of “what ifs”—exactly the 

string of conjecture the Supreme Court has warned against. For this reason, this Court must find 

that the doctrine does not apply. 

The Supreme Court adopted the inevitable discovery doctrine in Nix v. Williams, 467 

U.S. 431 (1984). In Nix, it held that evidence obtained by unlawful means is nonetheless 

admissible “[i]f the prosecution can establish by a preponderance of the evidence that the 

information ultimately or inevitably would have been discovered by lawful means.” Id. at 444. In 

Nix, the police interrogated the defendant in violation of his Miranda rights, and the defendant 

told them where the body of a child he had murdered was located. The police had already 

established an extensive search for the child that was only two-and-a-half miles away from the 

location of the body when the police terminated the search due to the defendant’s statement. The 

government introduced an abundance of evidence establishing that had the search continued, the 
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patrol team would have found the body “within a short time.” Id. at 437–38. Due to this evidence 

of a present ongoing investigation at the time of the unlawful act, the Supreme Court concluded 

that the police inevitably would have found the body. Importantly, in Nix, the Court also 

explained that the doctrine is not without limits: it “involves no speculative elements but focuses 

on demonstrated historical facts capable of ready verification or impeachment.” Id. at 444, n. 5 

(emphasis added). 

The limitations of the inevitable discovery doctrine were tested in United States v. Allen, 

159 F. 3d 832 (1998), where the Fourth Circuit held that it did not apply because the 

government’s argument relied on a string of conjecture. There, the defendant consented to a 

search of his bag on a bus, the police found drugs in it, and they arrested him. The police 

proceeded to ask the other passengers on the bus whether another bag belonged to them. 

According to the government, the other passengers and the defendant disclaimed ownership, so 

the police figured the bag was abandoned, searched it, and found more drugs. The police claimed 

that, because the bag had been abandoned, the warrantless search was lawful; the court rejected 

this argument due to contradictions in the agents’ testimony.  See id. at 834–38. 

The government then claimed that, had the unlawful search not occurred, the agents 

would have inevitably found the drugs.11 It relied on the following line of reasoning: (a) had the 

                                                
11 In Allen, the government further argued that, even without the dog alert, they had probably 
cause to search the bag and would have obtained a warrant. The court rejected this argument 
because, again, it relied on conjecture. It explained instances where the inevitable discovery 
doctrine may apply: (a) where the facts indicate another search inevitably would have occurred 
and this search falls within an exception to the warrant requirement, such as a search incident to 
arrest; (b) where “factually established” investigative steps would have inevitably uncovered the 
evidence; or (c) where the police had probable cause to obtain a search warrant before the 
unlawful search, but failed to do so, but only if there is evidence that the police actually “would 
have obtained the necessary warrant absent the illegal search.” Id. at 841. In Allen, the court 
concluded that none of these scenarios applied, and, as such, “the inevitable discovery doctrine 
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defendant not disclaimed ownership of the bag, she would have called for a drug dog—which 

was on the scene—to sniff the bag; (b) if the dog had sniffed the bag, the dog would have 

alerted; and (c) “if the dog had alerted, the police would have had sufficient probable cause for a 

search warrant, which they inevitably would have obtained and then used to uncover the 

cocaine.” Id. at 839. The district court found that the doctrine applied. 

The Fourth Circuit reversed and held that the doctrine did not apply. It explained that “[a] 

finding of inevitable discovery necessarily rests on facts that did not occur. However, by 

definition the occurrence of these facts must have been likely, indeed “inevitable,” absent the 

government’s mis conduct [sic.].” Id. at 840. The court had “no doubt that . . . [the agent] could 

have used the dog, but whether she would have presents an entirely different question.” Id. at 840 

(emphasis in original). Therefore, whether the dog would have been used was merely a matter of 

conjecture, and, accordingly, the Fourth Circuit held that the discovery of the evidence was by no 

means inevitable. See id. at 840; see also United States v. Thomas, 955 F. 2d 207, 209–11 (4th 

Cir. 1992) (concluding that the doctrine did not apply where the government “relied on a string 

of conjecture.”). 

Similarly, here, the inevitable discovery doctrine does not apply because the Government 

is relying on a “string of conjecture.” Id. In its Response, the Government argues that the agents 

would have inevitably discovered the phone because “law enforcement already had developed an 

alternative plan to knock on each door within the building and interview the occupants of each 

apartment.” (ECF No. 40 at 33). Just as the alternative plan in Allen that agents “could have” 

used a drug dog to find the evidence, the Government here possibly could have used its 

                                                                                                                                                       
has no place.” Id. at 841. Similarly, here, none of these situations apply, so the doctrine has no 
place. 
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alternative plan to find the evidence, but whether it “would have presents an entirely different 

question.” Allen, 159 F. 3d at 840. There is no evidence other than self-serving statements to 

suggest that this plan existed at the time the unlawful search occurred, nor that it would have 

been used. 12 The Government’s after-the-fact hypothesizing of an alternative future investigative 

step relies on “speculative elements” and is very different from the ongoing investigation already 

in place in Nix, which “focused on demonstrated historical facts.” Nix, 467 U.S. at 444, n. 5. 

Further, this case involves much more “speculative elements” than Allen. In Allen, the 

court specifically upheld the district court’s finding that, if the bag had been searched, the dog 

would have alerted, and the alert would have provided probable cause for a search warrant. See 

Allen, 159 F. 3d at 839–840. In Nix, had the search continued, the volunteers would have 

inevitably found the dead victim’s body. Here, even if this court were to assume that the agents 

would have knocked on the door of every apartment in the building, whether their knocking 

would have provided a basis upon which to search Harrison’s apartment and would have 

uncovered the phone is entirely speculative.  

There are myriad examples of what could have occurred if had employed their 

“alternative plan”: The agents could have split up and knocked on doors separately, and Harrison 

may not have consented to their entrance.13 The agents could have knocked on other apartment 

                                                
12 There are a number of other “alternative plans” the Government could have inserted here as 
well. For example, the agents could have called the phone while outside of each apartment door 
to listen for its “distinctive ring tone.” They could have asked neighbors which apartment 
belonged to Harrison. They could have conducted a more extensive database search and found 
the apartment number that way. The fact that these plans could have been done is not the point; 
the doctrine’s applicability rests on whether they would have been done and, then, whether they 
would have uncovered the specific evidence the defendant seeks to suppress. 
 
13 This paragraph assumes arguendo that Harrison consented. Harrison contends that he did not 
consent to the Government’s entry into his apartment. 
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doors before Harrison’s, and he may have heard them at the other doors and not consented to 

their entrance. The agents could have waited to knock on doors and done so at a different date or 

time, and Harrison may not have been home. They could have knocked, he could have answered 

without opening the door (as they allege occurred), and the agents still would have thought he 

was a woman based on his voice (as they allege occurred), and then, because they thought that 

Smith’s accomplice was Harrison, a man, they likely would have abandoned that apartment and 

moved on. Finally, they could have knocked, entered, and the phone could have been somewhere 

else, not in plain view.14 These entirely “speculative elements” foreclose the application of the 

inevitable discovery doctrine. See Nix, 467 U.S. at 444, n. 5 (stating that the doctrine “involves 

no speculative elements but focuses on demonstrated historical facts capable of ready 

verification or impeachment”). 

This Court must find that the inevitable discovery doctrine does not apply here because 

the Government relies on a hypothetical chain of events, not on a course of action that was 

already in motion, as was the case in Nix. Its argument that agents could have undertaken 

“alternative plans” instead of using the cell site simulator holds true in every case. However, its 

reliance on “demonstrated historical facts capable of ready verification” is wholly lacking. Id. 

Due to the extraneous facts necessary for the Government’s concocted alternative plan to have 

led to the evidence, its discovery is far from inevitable. 

V. CONCLUSION 
 

 For the foregoing reasons, Defendant Robert Harrison respectfully requests that this 

Honorable Court grant this Motion to Suppress and exclude that all evidence seized as a result of 

                                                
14 Harrison also contests that the phone was in plain view. 
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the unconstitutional search, and evidence derived therefrom, and for such other and further relief 

as this Court deems appropriate. 

 

Respectfully Submitted, 

 
 

______/s/______ 
C. Justin Brown 
Kasha Leese 
LAW OFFICE OF C. JUSTIN BROWN 
231 East Baltimore Street, Suite 1102 
Baltimore, Maryland 21202 
Tel: (410) 244-5444 
Fax: (410) 934-3208 
brown@cjbrownlaw.com 
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