
MARCH 2019DHI’S PUBLICATION FOR DOOR SECURITY + SAFETY PROFESSIONALS

ALSO INSIDE: 
+ WHY MOBILE ACCESS IS MORE 

CYBER SECURE THAN CARD SYSTEMS
+ BALANCING SECURITY AND 

CONVENIENCE AT THE ENTRY
+ UNDERSTANDING TODAY’S 

ACCESS CONTROL SOLUTIONS

The Internet  
of Things

Smart Buildings and the  
Door Hardware Evolution



WE HAVE AN OPEN DOOR POLICY

When you have the largest in-stock inventory of electrical and mechanical door 
hardware and accessories at your service, there’s no limit to what you can do. 

FAST.  FLEXIBLE.  EXPERIENCED.  STOCKED. 

SECLOCK.COM   |    800-847-5625

MASTER WHOLESALE DISTRIBUTOR OF ALL ASSA ABLOY PREMIUM DOOR HARDWARE BRANDS



TM



contents

FEATURES

10 THE INTERNET OF THINGS
Doors are opening fast to the 
buildings of the future. Are you 
ready?
MATT O’DELL, ALLEGION

14 WHY MOBILE ACCESS IS  
MORE CYBER SECURE THAN 
CARD SYSTEMS
Federal Trade Commission 
regulations and other factors are 
driving a move toward more mobile 
access security solutions.
SCOTT LINDLEY, FARPOINTE DATA

18 BALANCING SECURITY AND 
CONVENIENCE AT THE ENTRY
Your organization brand begins 
at the front door — make sure 
your personnel, clientele and 
visitors start with a positive, safe 
experience.
MARK PERKINS, BOON EDAM

24 UNDERSTANDING TODAY’S 
ACCESS CONTROL SOLUTIONS
Choosing the right application 
among several diverse solutions is 
critical.
GINNY POWELL, HAGER COMPANIES

28 SECURITY MANTRAPS AND 
SECURITY REVOLVING DOORS
What are they, how do they operate 
and does your facility need one?
DALE GIGANDET, SECURITY ENTRY 
CONSULTANTS, LLC

34 KEY SYSTEMS ARE  
NOT CREATED EQUALLY
Is your organization’s security at risk 
because of outdated key systems or 
a lack of a system design plan? Take 
a quiz to find out.
DALE L. BOWMAN, MEDECO SECURITY LOCKS

THIS MONTH 

ACCESS CONTROL AND SECURITY

C
O

VE
R 

PH
O

TO
 ©

 IS
TO

C
K 

 | 
 P

IL
IN

_P
ET

U
N

YI
A

   
 ©

 IS
TO

C
K 

 | 
 B

&
M

 N
O

SK
O

W
SK

I

MARCH 2019   DOOR SECURITY + SAFETY 2



Media & Editorial Board
David Beckham, AHC, FDAI 

Cook & Boardman 
Ben H. Dorsey III LEED GA 

Special-Lite 
Glenn McNamara  

ASSA ABLOY 
Molly Mitchell 

Allegion 

Ginny Powell 
Hager Companies 

Jacob Wexler, FDAI  
Legacy Manufacturing LLC 

Amanda Wilson 
Southeast Architectural 
Solutions 

©  Copyright 2019 Door and Hardware 
Institute. All rights reserved. Nothing 
may be reprinted without permission 
from the publisher.

Door Security + Safety 
14150 Newbrook Drive
Suite 200
Chantilly, VA 20151-2232
703.222.2010
publications@dhi.org
www.dhi.org

Chief Executive Officer 
Jerry Heppes Sr., CAE 
jheppes@dhi.org 
703.766.7010 

Director of Operations 
Sharon Newport 
snewport@dhi.org 
703.766.7009

Editor  
Al Rickard, CAE 
arickard@dhi.org 
703.402.9713
Associate Editor 
Alexandra Walsh 
awalsh@dhi.org 
301.523.3318

Advertising Manager 
Molly S. Long 
mlong@dhi.org 
703.766.7014 

Design 
tgdcom.com

Door  Security + Safety (ISSN 2577-0128 [online] ISSN 2576-4608 
[print]) is published monthly by DHI, 14150 Newbrook Drive, Suite 
200, Chantilly, VA 20151-2232; 703.222.2010; Fax: 703.222.2410. 
Periodicals postage paid at Fairfax, VA, and other additional 
mailing offices. Postmaster: Send address changes to Door  
Security + Safety, 14150 Newbrook Drive, Suite 200, Chantilly, VA 
20151-2232. Email: publications@dhi.org; Website: www.dhi.org.

Editorial Policy: DHI is an international not-for-profit association 
of individuals and companies in the door and architectural 
hardware profession. Authors’ opinions do not necessarily reflect 
the official views of the Door and Hardware Institute.

The magazine cannot guarantee the validity or accuracy of any 
data, claim or opinion appearing in any article or advertisement. 
However, the magazine is designed to provide accurate and 
authoritative information on the subject matter covered. The 
information is presented with the understanding that the 
publisher is not engaged in rendering legal or other expert 
professional services. If such assistance is required, the service of 
a competent professional should be sought.

Advertisements and product information do not constitute an 
endorsement, nor a DHI position concerning their suitability. The 
publisher reserves the right to reject any advertising. Advertisers 
and their agencies assume liability for all advertising content 
and assume responsibility for any claims that may arise from 
their advertisements. The publisher makes every effort to ensure 
suitable placement of advertising but assumes no responsibility 
in this regard.

Send subscriptions, advertising, business and editorial matter 
to Door  Security + Safety, 14150 Newbrook Drive, Suite 200, 
Chantilly, VA 20151-2232. Letters to the editor are welcome and 
will be considered for publication in whole or in part in “Letters 
to the Editor.” All editorial sent to the magazine will be treated as 
unconditionally assigned for publication and copyright purposes 
and is subject to the editor’s unrestricted right to edit and 
comment editorially.

For current subscriptions, enclose an address label or facsimile 
from a recent copy when writing to DHI. For new subscription 
information, call DHI at 703.222.2010.

DHI’S PUBLICATION FOR DOOR SECURITY + SAFETY PROFESSIONALS

6  LETTERS TO THE EDITOR 

8 FACES
HARINA JAYSWAL, DHT, AHC,  
LEED GREEN ASSOCIATE

42 DHI CHAPTER EVENTS

50 PRODUCT SPOTLIGHT

54 REAL OPENINGS
MARK J. BERGER

62 IMPACT

DEPARTMENTS

4 IN TOUCH
JERRY HEPPES SR., CAE

46 DECODED
LORI GREENE, DAHC/CDC, FDAI, FDHI, CCPR

58 GROWING SOCIAL
CHRIS CALAWERTS

60 SHELF LIFE
JASON BADER

64 CLOSING THOUGHTS
LAURA FRYE, DHT, AHC, DHC, CSI, CDT, 
CCS, CFDAI 

COLUMNS

VOLUME 83  
NUMBER 3

40 THE 4TH WAVE IS  
DISRUPTING CHANNELS
BYRON WHETSTONE, AMERICAN DIRECT

COMMENTARY

38 ARE YOU READY? 
THE IMPORTANCE OF 
UNDERSTANDING MILLENNIALS’ 
EXPECTATIONS IN THE 
WORKPLACE
DAN WHITE, HAGER COMPANIES

BUSINESS MANAGEMENT

38

5840

3DOOR SECURITY + SAFETY  MARCH 2019



COLUMNIN TOUCH

THINGS IN YOUR FUTURE

JERRY HEPPES SR., CAE, is the CEO 
of DHI and the Door Security & Safety 
Foundation. If you’d like to comment  
on this article or any others in the  
March issue, email arickard@dhi.org.

I CAN REMEMBER A TIME WHEN YOU COULD UPDATE YOUR 
STRATEGIC PLAN AND VISION EVERY 3-5 YEARS AND INCORPORATE 
ANY MAJOR TREND. IN THIS AGE OF RAPID CHANGE THAT TIMELINE 
IS NO LONGER SUFFICIENT! IN OUR INDUSTRY THERE IS SO MUCH 
RAPID CHANGE IN CHANNEL DYNAMICS AND PRODUCTS THAT I 
RECOMMEND LOOKING AT YOUR PLAN ANNUALLY TO INCORPORATE 
THESE NEW TRENDS. THIS TIME OF YEAR CAN BE A GOOD TIME TO 
ADDRESS YOUR PLAN.

This edition of Door Security + Safety 
is dedicated to access control and 
security and is an excellent resource 
to incorporate into the “environmental 
scan” component of your plan. As you 
probably know, an environmental scan 
is simply scanning the horizon (within 
the industry and within society) for 
trends which can impact a business and 
an industry. The areas I like to consider 
when conducting an environmental 
scan are the economy, technology, 
overall societal changes, and political 
and environmental trends.

In technology and society there are 
many trends directly impacting our 
industry. The article written by Matt 
O’Dell of Allegion entitled, “The 
Internet of Things, Smart Buildings and 
the Door Hardware Evolution” identifies 
several exciting changes driven by 
technology.

Matt’s focus on the Internet of Things 
(IoT) is clearly thought-provoking 
and should be incorporated into an 
environmental scan. He defines the IoT 
as ecosystems of devices connected to 
the Internet. Life safety and security is 
clearly one of those critical ecosystems. 

He noted that the trend started in the 
home market but is becoming part of 
our daily lives, which means products in 
the non-residential space are adapting 
internet-based projects. Does your 
company have an IoT focus? 

Let’s look at some of the predictions. 
Matt notes, “the International Data 

Corporation, a global market research 
and intelligence firm, estimates that by 
2021 IoT spending will top $1.1 trillion 
globally, including $329 billion in the 
Americas.“ That is a trend!

The next trend: The commercial “smart 
building” space. What is the size of 
this trend? Matt’s article confirms that 
“the market for IoT-enabled building 
energy control, fire detection and 
safety systems and lighting and physical 
security systems is expected to grow 
to more than $84 billion by 2022, 
according to Memoori, a smart building 
research consultancy.” He adds, “In 
the article, ‘Smart Buildings: How IoT 
Technology Aims to Add Value for 
Commercial Real Estate Companies,’ 
Deloitte Consulting estimates 1.3 
billion IoT devices will be online by 
2020. Companies will struggle to avoid 
network congestion.” Another major 
trend! Has your company assigned 
someone to develop strategies for your 
company in the smart building space? 

A final trend, which I believe many in our 
industry have already experienced, is 
the inclusion of information technology 
executives in decisions about buying 
our products. Matt confirms this will 
continue to grow.

I encourage you to read Matt O’Dell’s 
article on page 10. He does a great job 
of defining the impact on our businesses. 
Just as important, set up an afternoon 
with your strategic team and honestly 
assess how your company is preparing 
for these trends. Have a great 2019! +
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LETTERS TO THE EDITOR

More Information 
on ADA-Compliant 
Turnstiles and Gates
In the article, “ADA Planning Guide for Entrances 
and Doors,” (page 13, February Door Security + 
Safety), there was a reference to “turnstiles” and 
“gates” not being ADA-compliant for use as part 
of an accessible route. 

Optical turnstiles (security access turnstiles) with 
physical barriers that swing/retract (providing full 
unobstructed clear opening width) with at least one 
lane 36” in width are considered ADA compliant. 
This contrasts with traditional full- and waist-high 
turnstiles with physical barriers that spin/rotate 
(obstructing the clear opening width).

Gates, traditionally used with full- and waist-high 
turnstiles for accessibility are also considered 
ADA-compliant provided they meet the pertinent 
requirements for doors, doorways and gates for 
accessible routes.

DALE GIGANDET 
Managing Director and Principal Consultant 
Security Entry Consultants, LLC

FROM DHI
Technical Commentary
The author of the original article was quoting the 
2010 ADA Standards; Article 404.2.1 Revolving 
Doors, Gates, and Turnstiles states: Revolving doors, 
revolving gates, and turnstiles shall not be part of 
an accessible route. This is true and enforceable for 
the traditional gate and turnstile and code requires 
a swing door be provided for accessibility purposes. 
Optical turnstiles are different and may be ADA 
compliant depending on their configuration. It may 
also depend on the Authority Having Jurisdiction 
(AHJ) as to whether or not they would be allowed 
to be the sole option on an accessible path. Both 
writers are correct, depending on the varying 
circumstances noted.

Optical turnstile

Full-height turnstile Waist-high turnstile
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LUNA™ is a cost-effective access control system  
specifically designed for installations of 1 to 6 doors.

The combination of Single Door Access Control units (SDAC) and comprehensive software, 
together with low computer overhead, helps make access control affordable for small 
businesses. Security, accountability, user management and reporting are now available at a 
fraction of the cost of comparable systems.

Visit www.dormakaba.us

A giant leap for 
small business 
access control.

LUNA™LUNA™LUNA  is a cost-effective access control system  



FACES

BE A FACE OF DHI  
WE’D LIKE TO GET TO  
KNOW YOU! 
Volunteering to be a “Face” of DHI 
is a great way to expand your pro-
fessional network. It allows Door 
Security + Safety readers to get to 
know you better and also gives you 
a chance to share your accomplish-
ments and career highlights in our 
industry. Not ready to be a “Face” 
but know someone who is? Email 
Paige Horton at phorton@dhi.org 
with your nominee. We’ll take care 
of the rest!

WHEN DID YOU JOIN DHI? 
2016 

WHAT IS YOUR OCCUPATION?
Specification consultant 

WHAT WERE YOUR  
CHILDHOOD AMBITIONS?
As a child, my parents brought me to 
Chicago, where I was awestruck by the 
vividly tall and beautiful buildings. My 
parents explained to me how architects 
designed and helped envision the 
skylines of the future, and this ultimately 
led me to decide that an architect was 
the dream career for me.

WHAT WAS YOUR FIRST JOB?
My first job was as a SDAT (Sustainable 
Design Assessment Team) Intern. I 
worked to develop an interactive map 
of Springfield, Illinois, using Arc-GIS.  

WHAT LED YOU TO  
OUR INDUSTRY?
My love of creating buildings that 
directly impact the way people interact 
in the spaces around them. Doors 
and door hardware will always be 
essential to any building and need to 
be designed with the operations of the 
location in mind.

WHAT IS YOUR PROUDEST 
PROFESSIONAL MOMENT?
Being new to the industry, I was very  
proud to have passed my AHC (Architect-
ural Hardware Consultant) certification  
on my first attempt in the fall of 2017. 

WHAT HAS BEEN  
YOUR BIGGEST CHALLENGE?
Finding time to learn more about 
the door and hardware industry. It 
is important to stay up to date on 
necessary specifications. 

WHAT IS YOUR  
GUILTY PLEASURE?
Food. My Fiancé and I love trying new 
things when it comes to eating. Living 
in Chicago, there is always a new 
restaurant waiting for us to try. 

WHAT IS YOUR  
FAVORITE BOOK/MOVIE? 
“Becoming” by Michelle Obama. 

WHO DO YOU CONSIDER  
A MENTOR OR HERO?
A continuous role model is my life  
has been my mother. She has taken 
many risks and gone though numerous 
hardships to make sure her children 
could live a better life than her, and  
I am forever grateful for the sacrifices  
she made when she decided to 
immigrate to America start a new  
life with my father. 

WHAT IS THE BEST ADVICE  
YOU EVER RECEIVED?
Be confident in yourself and people  
will respect you for that. 

WHAT IS THE BEST ADVICE YOU 
NEVER RECEIVED?
Planning is 80 percent of the battle 
when trying to accomplish task. 

HOW HAS YOUR INVOLVEMENT 
WITH DHI SUPPORTED YOUR 
CAREER GOALS?
Being a part of DHI gives me the ability 
to network with people in the industry 
across the nation. Creating these 
relationships has helped me gain a 
strong network and support system. 

HARINA JAYSWAL, DHT, AHC,  
LEED GREEN ASSOCIATE 
ASSA ABLOY DOOR SECURITY SOLUTIONS
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✔ Stage product for one shipment

✔  Facilitate quote process from start to fi nish

✔  Offer EAC solutions based on project details

We are Top Notch – and so is our service!

Contact us for a free quote!
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www.topnotchinc.com/GolfGetaway or call 800-233-4210 for more information.



BY MATT O’DELL

Doors are opening fast to 
the buildings of the future. 

Are you ready?
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“Good night, Ms. Smith,” Olivia’s digital assistant 
says as she puts on her coat and picks up her bag at 
5:06 p.m. Based on Olivia’s past behavior, the digital 
assistant infers that these actions mean she is leaving 
the office for the day. “Don’t forget tomorrow’s 7:30 
a.m. meeting with Mr. Jones,” the assistant reminds 
her. “It looks like it will be an early morning. Shall I 
order a coffee and bagel delivery from Corner Cafe?”
As she passes through her office doorway, the 
company’s smart automation system executes the 
“evening automation routine,” which re-engages 
Olivia’s office lock, sets lighting and climate control 
to a non-occupancy state, as well as engages the 
cleaning bots to tidy up the office while she is away. 
A beacon on the express elevator identifies Olivia 
based on permissions she set previously on her mobile 
phone, and Olivia’s car immediately begins warming 
in the parking garage 12 stories below.
Finally, Olivia pulls her car out of the garage and 
onto Main Street. A text is sent to her husband that 
she is on her way home. The building’s life/safety 
automation system updates to note that Olivia has 
gone and only 14 people remain in the building as the 
evening winds to a close.
This office of tomorrow is not far off. 
The Internet of Things, commonly 
referred to as “IoT,” is growing by 
leaps and bounds in both functionality 
and adoption. IoT is defined as the 
ecosystem of devices connected to 
the Internet. These devices include 
personal computers and servers but 
also cell phones, watches (and other 
“wearables”), headphones, locks, 
lights, thermostats and any number 
of sensors that monitor for security, 
efficiency or performance.

Even traditional appliances such as 
refrigerators, washing machines and 
toasters are part of the Internet of 
Things. (The connected toaster is often 
jokingly referenced to demonstrate the 
sometimes absurd uses of IoT devices, 
but they do exist.)

IoT BEGINNINGS
All disruptive technologies will first 
take root in a single market segment. 
For IoT, this was the consumer smart 
home. Initially the smart home was 

seen as a novelty and the domain 
of only do-it-yourself technology 
enthusiasts, but, today, it’s becoming 
an expectation in our daily lives.

Platforms such as Apple’s HomeKit, 
Google Home and Amazon Alexa 
compete to become the hub of the 
smart home. The addition of voice 
control to these platforms has been 
a major catalyst to the mainstream 
adoption of IoT because users no 
longer have to unlock their phones  
and interact with apps.

The investments from these megatechs 
and other manufacturers in creating 
a seamless digital experience have 
opened the doors of IoT to the masses, 
leading to near exponential growth in 
the market.

The International Data Corporation,  
a global market research and 
intelligence firm, estimates that by 
2021 IoT spending will exceed $1.1 
trillion globally, including $329 billion 
in the Americas. 

The real value in IoT is not in the 
devices themselves, but the eco- 
system created by a collection of 
devices connected to the Internet,  
and to each other, working together. 
This ecosystem is enabled by advances 
in cloud computing, a vast network  
of remote computers that can securely 
provide almost limitless computing 
power.

By leveraging real-time data and 
artificial intelligence, collaborative 
devices create a user experience that 
anticipates the needs of customers. 
For example, in retail environments, 
shoppers’ locations can be used to push 
relevant discounts at exactly the right 
time, or computer vision-enabled video 
monitoring can identify safety issues 
and notify facilities before accidents 
can occur.

THE EMERGENCE OF 
SMART BUILDINGS
While the residential smart-home 
market is dominated by major 
technology companies building 
platforms for IoT devices as well 
as consumer brands integrating 
their products with those platforms 
to collectively offer an ambient 
experience, the commercial smart-
building space is still emerging. 
Products and platforms remain 
fragmented and proprietary across 
many sectors. 

Part of the reason that IoT in 
commercial buildings lags behind 
the smart home is the length of the 
construction cycle. Products are 
expected to last 10 to 20 years or  
more. Also, while smart-home 
ecosystems must support devices 
numbering in the tens, a smart 
building or campus must be able to 
support hundreds or thousands of 
devices. The ability to scale is critical 
for any commercial IoT ecosystem. 
However, as IoT disruption makes its 
way into business markets, we should 
also expect many new opportunities.

The market for IoT-enabled building 
energy control, fire detection and safety 
systems and lighting and physical 
security systems is expected to grow 
to more than $84 billion by 2022, 
according to Memoori, a smart building 
research consultancy. This presents 
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an incredible opportunity in new 
construction and retrofits that aims  
to keep up with business demands.

For these commercial properties,  
the door is not just an entry point for 
people and assets, but also a nexus 
to the IoT ecosystem, triggering 
automation that leads to greater safety 
and security, efficiency or convenience. 
The goal of these smart buildings is to 
create an environment where everyone 
wins: employees, customers and 
businesses.

BENEFITS OF IoT IN 
COMMERCIAL BUILDINGS
Most end-users expect IoT automation 
to bring convenience to their lives. 
Users want technology that knows 
them personally — understanding 
their habits and preferences, then 
adapting to them. They want digital 
assistants that greet them, manage 
their schedules and interact with other 
services on their behalf.

For example, integrations between 
employees’ smartphones, work 
calendars and beacons spread 
throughout a campus, working 
together to make sure everyone gets to 
their meetings on time. In the event 
of emergencies, utilizing the same 
smartphones or digital assistants could 
guide employees safely through smoke-
filled corridors and out of buildings.

Progressive companies recognize the 
potential for cost savings as learning 
algorithms optimize lighting, climate 
control and other facility services based 
on occupancy. The Environmental 
Protection Agency Energy Star Program 
estimates that 30 percent of energy in 
commercial buildings is wasted because 
of inefficiencies.

In a 2016 report, Gartner estimates, 
“By 2022, IoT will save consumers 
and businesses $1 trillion a year 
in maintenance, services and 
consumables.” These investments 
include new products and the 
value-added services behind their 
implementation and support.

Everyone benefits from intelligent 
bots that can help them navigate large 
business complexes or campuses, 
provide instant access to information 
about a user’s environment and 
connect real-world responses to 
business software systems.

Real-time location data updated as 
people and assets move from room to 
room saves lives when it can be shared 
with emergency medical services in the 
event of an emergency. It also protects 
high-value assets, as geofencing 
(using global positioning systems or 
radio-frequency identification and a 
software-enabled response to create a 
virtual geographic boundary for assets) 
can be used to notify when something 
moves beyond predefined boundaries.

Another driver for IoT adoption will be 
insurance companies that incentivize 
businesses with lower premiums for 
implementing intelligent automation 
that protects people and property.

THE CHANGING DOOR 
HARDWARE INDUSTRY
This rise of smart buildings will lead 
to a number of changes to the door 
hardware industry, and we must all 
be prepared to adapt to them. In the 
coming years, products will change 
dramatically. This transformation 
must be seen as an evolution with 
each new innovation facilitating the 
advancement of the next.

New sensors (like those for tempera-
ture, light, heat, motion and even 
video or audio components that can 
serve as general purpose sensors using 
computer vision to identify objects or 
events) and new methods for connec-
tivity (like support for mesh networks) 
will require additional configuration 
and tuning on a software level.

As the number of IoT products 
increase, so does the amount of data 
available to mine at the device level, 
making new insights available to 
manufacturers and businesses. In the 
article, “Smart Buildings: How IoT 
Technology Aims to Add Value for 
Commercial Real Estate Companies,” 
Deloitte Consulting estimates 1.3 bil-
lion IoT devices will be online by 2020. 

Companies will struggle to avoid net-
work congestion. Products will adapt 
to support edge computing. Edge com-
puting involves moving data processing 
to the edge of the network, that is, into 
the devices and only sending aggregate 
data to the cloud. New access control 
devices will essentially be computers. 
These computers require different 
skills to support.

Today’s door hardware requires design 
that fits the aesthetic of a building and 
the quality to withstand thousands of 
uses every day. Ideally, it should be 
manufactured to last 20 years or more. 
In the future this may continue to be 
true, but digital technology has a much 
shorter lifespan.

Additional sensors, more power-
efficient connectivity or support of 
new protocols will require digital 
components to be upgraded every 
few years. Manufacturers will try to 
accommodate this through flexible 
architectures, over-the-air firmware 
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updates and modular designs. 
(Products that are modularized allow 
for Wi-Fi or Bluetooth radios to be 
replaced, or new sensors to be added, 
without replacing the base hardware.)

The ability to swap components on 
hardware in place means everyone 
in our industry will maintain closer 
customer relationships because ongoing 
services will be critical to meeting their 
expectations. Eventually, this may lead 
to access control as a service, where 
hardware is merely the entry point to a 
service-based industry.

Over the years, our primary point of 
contact for a building or campus has 
been the facility management team. 
Now, the digital transformation of 
door hardware makes the information 
technology team an increasingly 
critical partner as well.

A complex ecosystem of IoT devices 
leads to an equally complex digital 
security model. Customers expect that 
the ecosystem meets a high threshold 

of security where their digital identity 
is protected from threats that may 
come from anywhere in the world.

The access control industry must, more 
and more, be able to speak the language 
of this new stakeholder when it comes 
to network design, cybersecurity and 
product lifecycle. The industry must 
also be an educator as CIOs become 
responsible for some decisions that 
affect physical security and flow of 
people throughout the building. 

OUR TASK AT HAND
The emerging trend is clear: IoT will 
disrupt our business lives just as it has 
our personal lives. This evolution will 
dramatically change access control 
hardware and its integration with smart 
buildings. Customers will have new 
expectations for the business ecosystem. 

Staying ahead of the curve will 
require an agile mindset and 
continuous learning. For many 
years, our customers have trusted 

us with their physical security. Now, 
in the world of IoT, they will be 
relying on us for digital security, too. 
Developing in-depth expertise in the 
implementation and management of 
an IoT ecosystem will be the most 
reliable path to establishing trust with 
our customers that we will meet their 
digital needs. 

Importantly, we must look proactively 
at the future smart building 
environment instead of waiting for our 
businesses to be disrupted. +

MATT O’DELL is 
Director of Global 
Software Services at 
Allegion. Email: 
matthew.odell@
allegion.com.

Offering you expertise and exceptional service every step of the way.

Our capabilities are numerous and we are keen on providing you with not only 
quality products, but expert support and advice as well. Our trained sales asso-
ciates, vast inventory, strategic shipping locations ensure that we are your best 
source for security door hardware.

MI:  800.522.2940 | NC:  800.768.6050 | TX:  877.347.5117 
www.j lmwholesale.com
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Why Mobile 
Access Is More 
Cyber Secure 

than Card 
Systems

BY SCOTT LINDLEY

Federal Trade Commission regulations and other factors are 
driving a move toward more mobile access security solutions

For the past several years, there has been a focus by 
integrators and customers to assure their card-based 
access control systems are secure. To give businesses an 
extra incentive to meet their cybersecurity threats, the 
Federal Trade Commission (FTC) has decided to hold the 
business community responsible for failing to implement 
good cybersecurity practices and is now filing lawsuits 
against those that don't. For example, the FTC filed a 
lawsuit against D-Link and its U.S. subsidiary, alleging that 
it used inadequate safeguards on its wireless routers and 
IP cameras that left them vulnerable to hackers. 

Now, as companies are learning how 
to protect card-based systems, such 
as their access control solutions, along 
comes mobile access credentials and 
their companion readers that use 
smartphones instead of cards as the 
vehicle for carrying identification 
information. Many companies perceive 
that they are safer with a card but, if 
done correctly, mobile access can be a 
far more secure option with many more 
features to be leveraged. Handsets allow 
for biometric capture and comparison 
as well as an array of communication 
capabilities from cellular and Wi-Fi to 
Bluetooth Low Energy (LE) and Near 
Field Communication (NFC).
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Smartphone Credentials More Secure
As far as security goes, the smartphone credential, by 
definition, is already a multi-factor solution. Access control 
authenticates you by following three things:

 Recognizes something you have (RFID tag/card/key).

 Recognizes something you know (PIN).

 Recognizes something you are (biometrics).

Your smartphone has all three authentication parameters. 
This soft credential, by definition, is already a multi-factor 
solution. Your mobile credentials remain protected behind 
a smart phone's security parameters, such as biometrics 
and PINs. Once a biometric, PIN or password is entered to 
access the phone, the user automatically has set up 2-factor 
access control verification — what you know and what you 
have or what you have and a second form of what you have.

To emphasize, one cannot have access to the credential 
without having access to the phone. If the phone doesn’t 
work, the credential doesn’t work. The credential operates 
just like any other app on the phone. The phone must be  
“on and unlocked.” These two factors — availability and 
built-in, multi-factor security verification — are why 
organizations want to use smart phones in their upcoming 
electronic access control implementations.

Plus, once a mobile credential is installed on a smartphone, 
it cannot be re-installed on another smartphone. You can 
think of a soft credential as being securely linked to a 
specific smartphone. Similar to a card, if a smartphone is 
lost, damaged or stolen, the process should be the same as 
with a traditional physical access credential. It should be 
immediately deactivated in the access control management 
software and a new credential issued as a replacement.

Leading smartphone readers additionally use AES 
encryption when transferring data. Since the Certified 
Common Criteria EAS5+ Computer Interface Standard 

provides increased hardware cybersecurity, these readers 
resist skimming, eavesdropping and replay attacks. 

When the new mobile system leverages the Security 
Industry Association's (SIA) Open Supervised Device 
Protocol, it also will interface easily with control panels 
or other security management systems, fostering 
interoperability among security devices.

Likewise, new soft systems do not require the disclosure 
of any sensitive end-user personal data. All that should 
be needed to activate newer systems is simply the phone 
number of the smart phone.

A special word of caution here. Many legacy systems require 
the use of back-end portal accounts. In addition to being 
rich caches of sensitive end-user data, a target of hackers, 
these portals can include hidden fees. What are these 
annual fees? Are they fixed through the life of the system? 
And who’s responsible for paying?  It is best to simply avoid 
these types of systems.

Smartphone Credentials Can Do More
Anything a card credential can do may be replicated by a 
smartphone credential. However, smartphone credentials 
can take advantage of new technologies not available with 
cards. For instance, as Suzi Abell of 3xLOGIC writes in 

the September 14, 2018, issue of 
the SIA newsletter, "a credential — 
supporting two-way communication 
with active notification capabilities — 
can be leveraged to send automated 
or ad-hoc notifications to users. 
Add location services and geo-
fencing capability, and you can send 
notifications only to those people 
who are within a specific geographic 
area. And you can further target 
those notifications to specific 
people."

She suggests, "Stop treating a 
smartphone like a legacy credential; no one should ever 
'badge' a phone at a reader. By using location services, 
administrators will define how near to the door a person 
must be to request access ... A mobile app that functions as 
the user’s credential and provides two-way communications 
with a central monitoring station will also provide a path 
for two-way emergency communications. For example, an 
employee leaving the building at the end of the shift on the 
way to her car can quickly and easily ask for assistance or 
notify security of a potential issue remotely via the mobile 
device in her hand.”

The bottom line — both Bluetooth  
and NFC credentials are safer 
than hard credentials. Read range 
difference yields a very practical 
result from a security aspect.
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Reduced 
Installation Costs 
This hasn't always been 
true. Some older mobile 
systems force the user to 
register themselves and 
their integrators for every 
application. Request door 
access — register. Request 
parking access — register 
again. Need data access — 
register again, with each 
registration requiring the 
disclosure of sensitive 
personal information.

Newer solutions provide 
an easier way to distribute 
credentials with features 
that allow the user to 
register their handset only 
once and need no other 
portal accounts, activation 
features or hidden fees. 
Users don't need to fill  
out several different forms. 

By removing these and additional 
intrusive information disclosures,  
they have also eliminated privacy 
concerns that have been slowing down 
adoption of this technology. All that 
is needed to activate the credential 
is simply the phone number of the 
smartphone. When mobile credentials 
are sold from OEM to integrator to 
end user, it avoids setting up multiple 
accounts and eliminates sensitive 
personal information from being 
available for hacking.

Bluetooth Or NFC?
The bottom line — both Bluetooth  
and NFC credentials are safer than 
hard credentials. Read range diff-
erence yields a very practical result 
from a security aspect.

First of all, when it comes to 
cybersecurity, there are advantages to 
a closer read range. NFC eliminates 
any chances of having the smart phone 
unknowingly getting read, which can 
happen with a longer read range. 

There are also those applications 
where multiple access readers are 
installed very near to one another due 
to many doors being close together. 
One reader could open multiple doors 
simultaneously. The shorter read range 
or tap of an NFC enabled device would 
stop such problems. However, in defense 
of NFC, Bluetooth enabled readers can 
provide various read ranges, including 
those no longer than a tap.

There are also advantages to a longer 
reader range capability. Since NFC 
readers have such a short and limited 
read range, they must be mounted 
on the unsecure side of the door 
and encounter all the problems such 
exposure can breed. Conversely, 
Bluetooth readers mount on the 
secure sides of doors and can be kept 
protected out of sight.

With that said, be aware that some 
older Bluetooth-enabled systems, 
like older smartphone access control 
systems, force the user to register 
themselves and their integrators  
for every application. 

Also, you don’t want hackers 
listening to your Bluetooth 
transmissions, replaying 
them and getting into your 
building, so make very 
sure that the system is 
immunized against such 
replays. That’s simple to 
do. Your manufacturer 
will show you which 
system will be best for 
each application. Research 
shows that Bluetooth-
enabled smart phones are 
continuing to expand in 
use to the point where not 
having one is already the 
exception. Unquestionably, 
they are going to be a major 
component in physical and 
logical access control.

Improved 
Cybersecurity Of 
Mobile Credentials

Gartner suggests that by next year 
20 percent of organizations will use 
mobile credentials for physical access 
in place of traditional ID cards. Let’s 
rephrase that last sentence. In less 
than nine months, one-fifth of all 
organizations will use the smartphone 
as the focal point of their electronic 
access control systems. Not proximity. 
Not smart cards. Phones!

If your organization sells and 
implements access control hardware 
and systems, this is very important to 
understand. +

SCOTT LINDLEY is a 
25+ year veteran of 
the contactless card 
access control 
industry. He is general 
manager of Farpointe 
Data, the leading 
OEM for cards and 
readers.  

Email: Scott.Lindley@farpointedata.com. 
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“
“

Education
Your Career, Our Commitment

The Level Two DHT – Door + Hardware Technician credential is available to be awarded through our new partnership with Kryterion 
Global Testing Solutions. You can take the 4-hour computerized exam with immediate notification of your test results along with 
feedback on how you fared in each segment of the exam! You will take the exam at one of the 900 Kryterion Testing  
Centers located in 120 countries. Thousands of industry members like you have already qualified by taking  
DHI education over the years, or from other education, being mentored, or good old fashioned on-the-job  
training and experience!

Not sure if you’re ready?  
Take our free practice test and find out!

What a great experience. The handouts offered with the testing  
beforehand came in very handy. The testing center was easy to work with,  
and seemed to have knowledge of why I was there.”    — Jon Swanson, DHT

Overall great experience. Great way to test. Nice atmosphere, nice staff.  
Questions directly related to DHI classes and real world experience.” 
                                                                                              — Ron Martinez, DHT

PRICE: $300
Visit www.dhi.org/DHT for details.

EARN YOUR

DHT: 
DOOR + HARDWARE  
TECHNICIAN CREDENTIAL
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BY MARK PERKINS

Employee satisfaction and customer service have 
become more important than ever in today’s 
world. With your personnel, clientele and visitors 
just one small click away from posting their every 
thought on social media channels, your brand is 
always vulnerable to being shown in a less-than-
flattering light to the world. 

Conversely, those same mechanisms make it possible for 
you to be shown in the best possible light as well. Employees 
and customers love to share their good experiences as 
well as their bad experiences with their communities. The 
bottom line in all of this is simple: there is a new level of 
transparency for brands that lets your good points shine 
even while potentially exposing any negative perceptions 
your audience may have.

When it comes to securing the entrance of your facility, 
all of this transparency can have consequences for your 
organization and your brand. In order to present the best face 
and the most positive experience to those entering a building 
or crossing a perimeter onto your premises, you want to make 
the process as simple and convenient as possible.

Any extra effort required by the entrant can make a negative 
impression that extends to your brand, whether that effort is 
signing into a book, showing credentials to a security officer, 
waiting for a badge to be printed or any one of a dozen other 
necessary activities before being authorized. 

Frictionless Entry
Fortunately, in addition to social media, this is also the era 
of mobility and the convergence of information systems and 
identity management data with physical security systems 
over the network. By making it easier than ever before for 
employees and visitors to apply for clearance, permissions and 
credentials, this era has also made the process of entry easier.

The individual’s entry itself — the presentation of cred-
entials and movement through the secure entranceway —  
has also been made easier with advanced technology 
including proximity devices and readers that process 
information in an instant.

For example, a person can go from street to secure office 
without ever touching a key or card. Using an app on their 
phone or facial recognition technology, they enter the 
building through a security revolving door or turnstile.

An integration with the elevator system automatically 
brings a car to the lobby floor, opens the doors and whisks 
the employee to their floor. Once at their desk, if they 
have authority as a facility manager, they can log in to the 
building’s HVAC system, make adjustments and read logs 
directly from their laptop/computer.

Security Concerns
However, this level of access raises a new concern: has all 
of this convenience and the drive toward a more positive 
experience actually reduced overall levels of security for 
organizations? And if so, how can we continue to deliver  
the same positive experience including speed of entry — 
while improving risk mitigation and threat prevention?

To consider this question, we need to look first at the 
differing types of entrances that are being used for today’s 
facilities and the security properties of each. The reality 
is, the need for a quick and easy entry could easily cause a 
serious shortfall in security that is not addressed by most 
access control technology alone.

With many types of doors or barriers, tailgating is possible — 
users can slip through the door or turnstile barriers while 
they are still open after a credentialed individual has gone 
through. In an attempt to address this, many organizations 
hire security officers to supervise the entry. While this can 

Balancing Security and 
Convenience at the Entry
Your organization brand begins at the front 
door — make sure your personnel, clientele and 
visitors start with a positive, safe experience
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help to reduce tailgating, it has been demonstrated that 
officers are not immune to social engineering and can often 
be “talked into” letting someone into a facility. Further, 
staffing creates an additional burden on the budget, taking 
funds from another area of need.

In order to optimize throughput and maintain a positive 
experience for staff and visitors, some organizations have 
deployed video surveillance cameras or sensors to identify 
a tailgater after the fact, or a door left open for longer than 
rules allow, and alert management so that action can be 
taken — but this is at best a reactive solution. It does not keep 
the unauthorized persons from entering and so is not a fully 
secure solution.

To truly secure the entry, you must evaluate your needs  
and consider the technology built into the door itself.  
There will always be a balance between security and 
convenience. The more secure the entry, the less convenient 
it is for your personnel and visitors to enter your facility – 
so it is an important first step to determine what is right at 
every entrance point within and around your perimeter.

Security Entrances And Access
Control Technology
The many types of security entrances available today 
can address these concerns by deterring, detecting and 
preventing tailgating. Organizations can find what they  
need to meet specific risk mitigation objectives for every 
entry location throughout the enterprise.

Further, most security entrances can be even more finely 
configured to meet policies, procedures and business 
objectives beyond security. For example, at a primary staff 
entrance to a large fulfillment center, there will be an intense 
morning rush of personnel eager to have their credentials 
validated so that their pay hours can commence. The entry 
solution in this location needs to enable a high throughput 
while maintaining safe conditions for a large crowd.

If tailgating at that location is a concern, there may be a 
need for sensors or a security officer during the morning 
rush. Later in the day, throughput can be de-prioritized 
in order to optimize security while conserving budget by 
minimizing staffing.

Consider your choices for access control technology as well. 
Today, this is based on identity and permissions, verified 

by credentials that may include ID cards, biometrics 
or proximity devices. While at one time these 
technologies were a closed loop, in recent years 
that has changed. The first step was the ability 

to connect diverse systems so that they could 
communicate and interoperate. With the growth  

of the Internet of Things, individual solutions can  
now connect to the network, creating the potential  

for communication between all systems.

Convenience vs. Throughput
It is important to note that convenience is not the 
same thing as throughput. Convenience is the ease 
and speed of entry experienced by each individual 
crossing that threshold, while throughput 
relates to the speed at which a large number of 
individuals can gain access to your facility.

A more convenient entry makes a better first 
impression on visitors and is good for overall employee 

morale. Throughput is more functional; employees need to 
get logged in to begin their workday (and often to clock in to 
get paid), and they become frustrated and dissatisfied when 
waiting in a long line to enter or exit the premises.

New Technologies And Expertise
Today, the continuing convergence of physical and 
cybersecurity has enabled greatly expanded functionality 
across all business and security systems. Networked access 
control solutions now include automated checking against 
watch lists, alerts for specified situations, correlation of 
events and more. For security professionals, these capabilities 
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can open new worlds of possibilities for situational 
awareness and predictive analysis — and ease of use. 

By looking at the full technology capabilities of 
each entry solution, you can make a better choice 
that enables you to maintain comfort, convenience 
and simplicity for your visitors and personnel — a 
mainstay of morale, customer service and brand 
image – without sacrificing safety or security. 

Before making any decisions on which solutions — 
both hardware and software – you choose to deploy, 
it is highly useful to consult with a knowledgeable 
analyst or manufacturer who can give you a full 
picture of your different options. Take the time to 
go through each facility along with its needs and 
challenges. By doing so, you’ll be sure to achieve the 
best outcomes for all of your objectives – for safety, 
for security and for the best possible perception of 
your organization. +

MARK PERKINS is Vice President, 
Enterprise Security Accounts at Boon 
Edam. Email: mark.perkins@
boonedam.com.

Albany Group
1-888-680-9990

call for...
Concealed Hinges

Receivers
Fixing Plates

Milling Templates

The completely concealed hinge system...
TECTUS®  Ambitious design, high load capacity, secure assembly and multifaceted  
scope of application for high quality residential and commercial doors. www.albanygroupllc.com
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Choosing the right application among 
several diverse solutions is critical

BY GINNY POWELL

UNDERSTANDING TODAY’S

ACCESS CONTROL
SOLUTIONS 
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Electronic access control systems offer an 
effective way to control and manage access for 
facilities large and small. From retail and office 
space to education, government, healthcare 
and multifamily complexes, today’s systems are 
versatile enough to not only meet current needs, 
but also have the ability to expand in the future — 
giving you and your clients the peace of mind of 
knowing they are making a sound investment.

Electronic access control technology 
delivers value beyond security and 
safety by also providing valuable 
business intelligence – allowing you  
to monitor who is entering and leaving 
your facilities, time and duration of 
visits, traffic flow and more.

TYPES OF ACCESS  
CONTROL TECHNOLOGY 
Recognizing that a one-size-fits-all 
answer doesn’t work with today’s 
designs, access control technology is a 
diverse solution to secure any new or 
existing facility. Here’s an overview of 
three types of electronic access control 
solutions.

Stand-Alone Access Control
With stand-alone access control 
technology, all the decisions are made 
at the lock, by the lock. A stand-alone 
lock needs to be told what access to be 
given, so if a company wants to add 
or delete a user, they must physically 
go to the lock to reprogram it using a 
handheld device. 

Stand-alone access control works best 
where there aren’t many users and 
just a few locks, such as a doctor’s 
office, a pharmacy or in retail — 
anywhere you want to give access to 
only a few individuals. The stand-
alone locking system works best with 
a maximum of 50 users.

This access option takes the place of 
a traditional keyed lock. With this 
option, however, “If someone misplaces 
their access card, the lock is easily 
reprogrammed and the person gets a 

new card,” explains Gordon Holmes, 
Product Manager at Hager Companies. 

Wireless Real-Time Networks (WRNs)
Real-time networks provide system 
administrators with real-time 
functionality, such as immediate 
updates of blocked or deleted users, 
door position status and lockdown 
capabilities. As soon as a person 
presents a credential to a lock, that 
information is being recorded at the 
server, and conversely the server can 
control the lock remotely and deliver 
other updates as well. 

These systems can be hardwired, but 
many facilities are opting for wireless 
platforms because they provide the 
same control found in traditionally 
wired systems but without the higher 
product and installation investment. 
Depending on the technology and 
system infrastructure, these locks can 
be in communication with the server 
every four to eight seconds. 

Virtual Network
A popular combination of a stand-
alone system and real-time networks 
is a “virtual network,” and it takes a 
completely different approach to access 
control. Traditionally, access control 
systems have required that each 
networked lock have a direct method  
of communication for it to be in 
constant communication with other 
doors and the server. 

With virtual networks, the openings 
work in the same manner as real-time 
networks, but the locks are stand-alone 

battery powered giving facilities the 
flexibility to pick-and-choose which 
openings have electronic access 
control. This system also provides the 
flexibility for an end user to build out 
their security over time. 

“These readers are in communication 
with the system’s server and work just 
like most other readers,” notes James 
Stokes, Director of Access Control 
Business Development for Hager.  
“The only difference is that the lock 
doesn’t communicate with the server in 
real time. Instead, data is transferred 
from offline locks to online locks and 
readers through the user’s credential.” 

The virtual network has another 
feature that makes it attractive – 
two-way communication. The lock 
and the credential communicate and 
exchange specific data, such as user 
access rights, battery status and an 
updated blacklist of deleted and added 
users as well as lost cards.

At access points — usually high- 
traffic openings — user credentials  
are re-evaluated every day and 
given an updated blacklist to spread 
throughout the facility. This process 
also allows for audit trail data to 
be extracted — the users and the 
credentials are the network. 

CARD UPDATING  
AT THE DOOR
There is also technology available 
to enhance the virtual network: a 
stand-alone, battery-operated lock 
that becomes an updating point. 
Not only is this an additional level 
of security, it also makes it much 
easier for systems administrators 
to organize the infrastructure of 
their building — without wires. This 
dramatically reduces the cost of adding 
or modifying traditional update points 
since any door with a battery operating 
locking mechanism can now be a point 
for updating user credentials.

The updating technology can be fitted 
to practically any opening or lock 
type,” notes Stokes, “so there are few 
restrictions to identifying which door 
you want as an update point.”
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SELECTING ELECTRONIC ACCESS CONTROLS
Determining the right access control solution for your 
project comes down to how the building needs to operate 
based on desired security levels and user habits. A school 
has different requirements and will need to operate diff-
erently than a hospital, commercial office space, assisted-
living facility or multi-family housing project. And in  
every case, specific building and fire codes must be met. 

Holmes further explains, “For example, a church will 
probably select a stand-alone access control because you 
have only a few entry points and many people going in an 
out throughout the week. On the other hand, multifamily 
projects will most likely need a virtual network. Having  
said that, today’s projects are pretty complex, so we are 
seeing more and more of them incorporating a mix of stand-
alone, real-time and virtual networks. It really depends on 
how the building and openings are expected to be used.”

Additionally, many different types of locks work with each 
system, including mortise locks, cylindrical locks, deadbolts, 
interconnected locks, padlocks, cam locks, locker locks  
and glass door locks. This allows for enhanced security  
no matter the design.

Consider these applications where selecting the right access 
control system contributes to the success of the project. 

 School Districts. Each school district has lockdown 
capability requirements, but how lockdown is accomp-
lished varies. When an incident occurs, some school 
districts want all doors to become secured, while  
others want the ability to define which wings or areas  
to lock down.

 For example, in Spring 2018, the Abilene Wylie 
Independent School District (near Abilene, Texas) 
underwent the construction of a new performing arts 
center, and it was during the construction process that 
the school district elected to have electronic access 
control installed. Like most school districts across the 
country, they were concerned with safety and wanted to 
increase security in the new building.

 A challenge with this project was determining what 
openings were best suited for electronic access control. 
They chose to first add virtual network control on nearly 
every interior door that locked and then later decided to 
add card readers to the exterior doors. 

 Newly Constructed Facilities. During the design 
of a new building, traffic flow will be outlined, but 
after construction of the project is complete, it can 
be discovered that one or more openings may operate 
differently than intended. This is particularly true for 

Top: Stand-alone access control technology works best on 
small buildings with fewer users. 

Bottom: Electronic access control hardware meets the diverse 
needs of today’s facilities and end-users.
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commercial office buildings where 
the front door and parking garage 
were the intended access points, 
but after completion, it’s discovered 
that a third door closer to the metro 
is being used. 

 While accessing the building 
through this third door isn’t the 
issue, per se, the problem is that 
any employees using that third 
access point weren’t getting their 
credentials updated. With the 
ability to update credentials at a 
battery-operated wireless locking 
point, the system administrator 
can see the traffic flow differential 
between what was planned and 
what is occurring and can easily 
make a setting change in the 
software. Once done, the third 
opening acts as a credential update 
point as well.

 ADA Projects. Many building 
codes include provisions for ADA 
Low Energy Operators. These 
operators require a knowing act for 
the operator to open the door, such 
as pushing a plate so that the door 

automatically swings open. When a 
virtual network is installed, instead 
of pushing the button, the user 
can present their credential to the 
reader to initiate the operator. This 
meets the knowing act requirement, 
but it also registers the event and 
passes a new key to the user’s 
credential, downloads the blacklist 
(to be passed to offline locks) and 
captures previous events registered 
on the user’s credentials.

 Renovations. In retrofit 
applications, running power and 
cables to existing openings can 
be cost-prohibitive. Therefore, it 
usually makes sense to go with a 
battery-powered access control 
device. In these cases, the battery 
operator lock would enable its 
reader to become an update point.

 Mixed-Use. The growth of 
mixed-use buildings provides a 
greater challenge – not simply 
with security but also with being 
code compliant. The right access 
control solution is found when all 
parties (owner, architect, hardware 

supplier and installer) work 
together to identify what type of 
access control device makes sense 
for each of the openings, which is 
best accomplished before the spec 
is written. They “walk around the 
project on paper” to ensure the right 
hardware is selected to meet the 
owner’s needs and comply with code. 

Electronic access control devices and 
systems have advanced greatly these 
last five years allowing architects 
and general contractors to provide a 
variety of levels of security to fit the 
project. Whether it’s an office complex, 
multifamily high-rise, school district or 
multi-use building, there is an access 
control application that will fit your 
client’s specific needs. +

GINNY POWELL  
is Product Marketing 
Specialist for Hager 
Companies.  
Email: gipowell@
hagerco.com.

This type of electronic wall-mounted reader provides a more advanced security solution than a traditional keyed lock.

27DOOR SECURITY + SAFETY  MARCH 2019



Security  
  Mantraps AND  
 Security  
  Revolving  
       Doors
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What are they, how do 
they operate and does 
your facility need one?

Security mantraps and 
security revolving doors 
are widely used throughout 
the world to control access 
and provide security and 
safety from persons with 
malicious or criminal intent. 
Integrated into the building 
access control system, these 
physical barrier solutions 
are often the last line of 
defense for safeguarding 
people, property and 
information systems.

BY DALE GIGANDET
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As a barrier entry solution, their 
most important feature is the ability 
to detect and prevent unauthorized 
persons from tailgating or 
piggybacking into a secured building 
or area — something not possible 
with traditional door hardware and 
integrated access control technology. 

Typically installed in high security, 
mission-critical facilities, security 
mantraps and security revolving doors 
can now be found in virtually every 
vertical market and security entry 
application. Vertical markets include 
commercial, financial, industrial, 
technology, telecommunication, 
healthcare, education, retail, govern-
ment, entertainment and health care.

Security entry applications include 
employee entrances, server rooms, 
laboratories, record storage, 
production, executive offices, cash 
handling, vault rooms, college 
dormitories and other restricted or 
highly sensitive areas. 

Some key growth drivers for their use 
and application include: 

• Detecting and prevent tailgating 
and piggybacking incidents.

• Satisfying regulatory compliance 
standards that require protection 
of critical information systems 
(such as HIPPA, PCI, FSMA, NERC, 
CFATS, GDPR). 

• Protecting against various security 
threats that are more prevalent in 
the world today (such as espionage, 
sabotage, terrorism, workplace 
violence, protest mobs or active 
shooters). Employees have become 
acutely aware of these potential 
threats and their organization’s 
responsibility to provide a safe and 
secure work environment.

History and Evolution
SECURITY MANTRAPS
Security mantraps were invented 
in the 16th century, and were 
small mechanical devices used by 
landowners to catch poachers and 
trespassers. Today, a security mantrap 
is commonly described as a small 
room, area or compartment that is 
designed to temporarily hold (trap) 
an individual between two doors 

(barriers) so that their credentials can 
be verified before granting access.

Verification may be manual, with 
security personnel doing the verif-
ication, or automatic, with technology 
doing the verification. Most systems 
installed today are automatic with 
various integrated technologies to 
enhance security and safety and 
prevent unauthorized entry.

SECURITY REVOLVING DOORS
A security revolving door, also referred 
to as an access-controlled door, is a 
revolving door that was specifically 
developed for security applications. 
Traditional, architectural revolving 
doors have been in use for well over 
a hundred years providing a myriad 
of benefits, including: aesthetics, 
energy efficiency, noise dampening, 
reduction in outdoor pollution, safety 
and security. Unlike architectural 
(automatic) revolving doors intended 

for public use, security revolving doors, 
also automatic, are intended for use by 
trained traffic, that is, not intended for 
use by the general public.

Because security revolving doors are 
only intended for use by trained traffic, 
there are some unique differences in 
how both automatic revolving door 
types are designed and constructed. 
Security revolving doors, for example, 
are only available in smaller diameters 
(6-8 feet) versus the much larger 

architectural revolving doors (larger 
than 10 feet). The smaller diameter is 
needed to increase the reliability and 
performance of the sensor technology 
that is utilized to detect and prevent 
tailgating and piggybacking events. 

Codes and Regulations
SECURITY MANTRAPS
Despite their widespread use, security 
mantraps are not referenced by either 
the International Building Code (IBC) 
or the Life Safety Code (LSC/NFPA 
101), which has resulted in a plethora 
of terms and definitions, including, 
for example: security portals, security 
vestibules, security airlocks, security 
booths, security cabins, control vest-
ibules and personnel interlocks. For 
suppliers, designers and code officials, 
this lack of regulation can result in 
different interpretations of building  
and life safety code requirements. 

Generally, the most appropriate 
sections of the code are applied and 
enforced, which may include sections 
on doors, gates, turnstiles, revolving 
doors and accessibility requirements. 
Because security mantraps are unique 
in their design and operation, the 
enforcement of code sections intended 
for other technologies can result in 
installed systems that are over- or 
under-designed with added costs and 
project delays, if accepted at all. 
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Security mantraps should not be 
confused with sally ports, which 
are recognized by IBC and LSC. 
However, both codes limit their use 
to institutional type occupancies 
(such as prisons, jails, detention and 
correctional centers). Sally ports 
typically include doors, gates or other 
physical barriers to control access of 
people (or vehicles) to a secure area.

Both security mantraps and sally ports 
are in widespread use for security 
applications. Despite some similarities, 
the terms are not used interchangeably, 
and only sally ports are referenced in 
the above codes. 

SECURITY REVOLVING DOORS
Both IBC and LSC include 
requirements for the design and 
installation of revolving doors. In 
2015, IBC added language requiring 
revolving doors to comply with ANSI/
BHMA A156.27, Power and Manual 
Operated Revolving Doors. In 2018, 
the LSC added similar language to 
their code, and now both codes have 
almost identical requirements for 
revolving door installations.

Neither IBC nor LSC distinguish 
between the two types of automatic 
revolving doors, specifically 
architectural (automatic, power-
operated) revolving doors or security 

(automatic, access controlled) revolving 
doors. However, ANSI A156.27 does 
make that distinction. 

The scope of ANSI/BHMA A156.27 
applies to automatic (power-operated) 
revolving doors and manual revolving 
doors. (See the 2019 issue of Door 
Security + Safety for an article on 
revolving doors.) Access controlled 
revolving doors, more commonly 
referred to as security revolving doors, 
are not in the scope of ANSI/BHMA 
156.27. That language does exist, 
however, in the standard for their 
design and installation, and property 
owners are encouraged to comply 
with the appropriate safety provisions 
included therein. As previously 
mentioned, security revolving doors 
are intended for trained traffic where 
the primary application is access 
control with anti-tailgating and anti-
piggybacking technologies an integral 
part of the design. 

Another type of revolving door 
included in the scope of ANSI/BHMA 
A156.27 is the one-way exit revolving 
door referred to in the above standard 
as an “access controlled revolving door 
with one-way free passage.” As the 
name implies, these doors are used to 
allow free exit from a controlled area 
but not reentry.

Airports are the most common 
application where the site authority 
(TSA) requires a secure separation 
between airside and landside areas. 
These are public use automatic 
revolving doors with a specific security 
application and should not be confused 
with security revolving doors discussed 
in this article.

Design and Construction
As discussed in the previous section, 
the application and interpretation 
of building code requirements for 
both security mantraps and security 
revolving doors can be a little tricky, 
especially with respect to means 
of egress requirements and ADA 
accessibility considerations. For 
example, a swing door with emergency 
exit hardware (and integrated alarm) 
is generally provided to meet exit 
capacity and ADA accessibility 
requirements.

Security mantraps can meet ADA 
requirements for accessibility and, as 
such, are often installed adjacent to 
security revolving doors to maintain 
the integrity of the security entry/
exit point for “all” persons. More 
often, however, these technologies 
are installed alone for specific 
applications, and the adjacent swing 
door is provided for exit capacity, 

FIGURE 1: Security Mantrap Normal Operation

1. User presents credentials 
(e.g. card, pin code, key fob, 
biometric) to authorize entry. 
Non-authorized person waiting 
to biggyback (collusion or 
coercion).

2. If authorized, unsecure 
side door opens and user 
steps inside enclosure; non-
authorized person follows. 
System then checks for one 
person.

3. If more one person check 
is detected,authorization 
is rejected. Unsecure side 
door remains open until 
both persons exit enclosure. 
Piggybacking event logged; 
external alarm optional

4. Door closes and relocks. [Note: 
simiar operation for user 
exiting.]

Unsecured Side

Secure Side
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emergency exit use and accessibility 
considerations. Means of egress 
requirements and ADA accessibility 
considerations should be well 
understood when deploying these 
technologies. 

SECURITY MANTRAPS
A security mantrap may be manual  
or automatic, manned or unmanned, 
pre-engineered or built from the 
ground up, located indoors or outdoors 
and include a variety of technologies 
to enhance security, safety, aesthetics, 
throughput, service and overall 
performance. 

The systems come in various sizes, 
shapes, styles and configurations 
with a multitude of finishes, glazing 
and door options, including ballistic 
and vandal resistant. Other options 
and features include metal/weapons 
detection, left-object detection, 
tailgating/piggybacking detection, 
monoblock construction, wall-mount 
versions, wheelchair accessibility, 
network interface capabilities, video 
cameras, intercoms, anti-passback 
integration, biometrics, fire alarm 
integration, emergency pushbuttons, 
manual releases, battery backup, 
remote operation, fail-safe/fail-
secure operation and inputs/outputs 
for control, alarm monitoring and 
business intelligence.

Throughput is roughly five persons  
per minute. Security mantraps can 
also provide an attractive entrance and 
energy efficiency and may be deployed 
without guard supervision providing 
an ROI in roughly one year. Prior to 
design and construction, a security 
risk assessment should be completed 
to ensure performance objectives are 
understood and form, fit and function 
can be achieved. 

The primary reason security mantraps 
are deployed at secure entry points 
is to detect and prevent tailgating/
piggybacking incidents. The terms 
tailgating and piggybacking are 
often used interchangeably but only 
piggybacking is a realistic condition 
with security mantraps. As illustrated 
in the diagram on page 31 (Figure 1), 
a piggybacking event occurs when 
an unauthorized person attempts to 
gain access by entering the mantrap 
enclosure at the same time as an 
authorized user.

This may be intentional (collusion) or 
unintentional (coerced). In either case, 
the mantrap will not open the second 
door. Biometric readers are often used 
inside the mantrap to validate the 
person’s identify thereby providing 
two-factor authentication, a condition 
that has become an imperative with 
many of the industry compliance 
standards in use today. 

SECURITY REVOLVING DOORS
Much like security mantraps, security 
revolving doors come in various 
sizes, styles and configurations with 
a multitude of finishes and glazing 
options, including ballistic and vandal 
resistant. Other options and features 
include: tailgating/piggybacking 
detection, network interface 
capabilities, intercom systems, anti-
passback integration, fire alarm 
integration, emergency pushbuttons, 
fail safe operation, battery backup, 
remote operation and inputs/outputs 
for control, alarm monitoring and 
business intelligence.

Throughput is roughly 20 persons per 
minute. Security revolving doors can 
also provide an attractive entrance and 
energy efficiency and may be deployed 
without guard supervision providing 
an ROI in roughly one year. Prior to 
design and construction, a security 
risk assessment should be completed 
to ensure performance objectives are 
understood, and form, fit and function 
can be achieved. 

The primary reason security revolving 
doors are deployed at secure entry 
points is to detect and prevent 
tailgating and piggybacking incidents. 
Unlike security mantraps, both terms 
have specific meaning with security 
revolving doors. As illustrated in the 
diagram above (Figure 2), a tailgating 

FIGURE 2: Security Revolving Door Tailgating Attempt

1. Authorized user presents 
credentials (e.g. card, pin 
code, key fob, biometric) to 
access door. Non-authorized 
person waiting to tailgate next 
compartment.

2. If credentials authorized, user 
enters door and door rotates. 
During rotation, system 
check for tailgating and 
piggybacking condition.

3. System check confirms 
tailgating event. Door Stops 
in + position. Authorized 
user proceeds through door. 
Non-authorized person must 
exit. Tailgating event logged; 
external alarm optional.

4. After both persons exit, the 
door reverses, stops in X 
position, and relocks. [Note: 
simiar operation for user 
exiting from secure side 
with tailgating attempt from 
unsecure side]

Secure Side

1 2 3 4

Unsecured Side
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event occurs when an unauthorized 
person attempts to gain access in 
a separate compartment while an 
authorized user is entering or exiting.

A piggybacking event occurs when 
an authorized user is followed into 
the same compartment; this may be 
intentional (collusion) or unintentional 
(coerced). In either case, the security 
revolving door stops and reverses. 
Two-factor authentication can be 
deployed outside the door but it 
does not provide the same level of 
security as the security mantrap as 
someone could jump in the door after 
the authorized user presented their 
credentials.

Security Risk Assessment
When security mantraps and security 
revolving doors are being considered 
as a countermeasure to mitigate 
unauthorized entry, it is important to 
establish clear goals and objectives 
for the equipment, application and 
environment. Then, carefully review 

and evaluate the proposed system 
based on form, fit and function.

When these systems become part of 
the building infrastructure, provisions 
for security and safety must be met. 
This often starts with a security risk 
assessment for the site, building or 
entrance under consideration.

The goal of any security risk 
assessment is to develop an integrated 
protection strategy that mitigates risk 
to people, property and information 
systems. For security mantraps and 
security revolving doors, the primary 
goal is to prevent unauthorized entry. 
The security risk assessment should 
consider the assets being protected, the 
potential threats to those assets and 
how vulnerable those assets are to the 
various threats.

In addition, construction, layout, 
means of egress, peak throughput 
(both directions), accessibility, 
construction, maintenance and 
training should be part of the 
assessment, review and analysis. 

Conclusion
When properly designed and installed, 
security mantraps and security 
revolving doors can mitigate security 
breaches and safeguard people, 
property and information systems. Built 
to order with a multitude of options and 
features, they can satisfy architectural 
requirements for aesthetics, energy 
efficiency, throughput and safety.

When included as part of a security 
program with policies and procedures 
that support their operation and use, 
these technologies can significantly 
impact an organizations security risk 
profile and compliance posture. +  

DALE GIGANDET, PE, 
PSP, CPP, CHPP, CISSP 
is Managing Director 
and Principal 
Consultant at Security 
Entry Consultants, 
LLC. Email: daleg@
securityentry 
consultants.com. 

TownSteel, Inc.

Multi-Family Locks
Smart Interconnect Lock Series
e-Genius 

Cylindrical Electronic Lock Series
e-Elite 

Deadbolt Series
e-Smart 

WiFi (RF)Bluetooth low energy (BLE)

Gateway

33DOOR SECURITY + SAFETY  MARCH 2019



KEY  
SYSTEMS 
ARE NOT 
CREATED 
EQUALLY
Is your organization’s 
security at risk because of 
outdated key systems or 
a lack of a system design 
plan? Take a quiz to find out.

Key systems have a long and mostly 
successful history.

The concept behind the key system 
that most businesses and institutions 
are using today was developed in the 
mid-1800s. However, the security and 
accountability challenges that most 
businesses and institutions face today 
demand more than what 150 year-old 
lock-and-key technology can provide. 
Most key systems, and the methods used 
to manage them, have been in place for 
decades with little or no improvement.

BY DALE L. BOWMAN
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Many industry standard key systems are vulnerable 
to elements that cause them to become weak over 
time. Among these vulnerabilities are unauthorized 
key duplication, unmanageable key records (or no 
key records at all), lost keys and accountability of 
keys and key holders. You may even be experiencing 
some of these elements with your existing key 
system now. 

It’s time to take a close look at your key system 
design and determine whether or not that system is 
meeting the challenges you face today.

If you are planning a new building, now is a good 
time to evaluate the security and key control needs 
of the owner and other stakeholders and choose a 
key system that can contribute to life-safety and 
security, accountability and control and ease of 
management and administration from day one. 

There are a number of ways to improve key control 
and key system design. There isn’t one tried-and-
true method to achieving good key system design 
and tight key control, but rather a set of elements 
and principles that work together to build a strong 
foundation for key system success. 

This quick guide will provide you the elements 
of good key control and highlight some factors to 
consider when evaluating your existing key system 
or choosing a new one.

WHY DO MOST KEY SYSTEMS FAIL?
Do you have good key system design? Most everyone 
will say yes, but less than 5 percent of key systems 
possess the elements needed for good key system 
design. The rest suffer through design that doesn’t 
provide security, doesn’t provide control and doesn’t 
provide real value. Does your key system provide 
these elements? 

Probably not. 

Before you can determine if changes to your key 
system design are necessary, you must understand 
the system you currently have and evaluate it 
thoroughly.

Knowing the existing state of your key system design 
will help you identify weaknesses. It will also give 
you the opportunity to focus on the challenges your 
current key system presents — and correct them.

The idea is that if you identify and focus on the 
issues you currently experience with your key 
system design, you can begin to convert those 
challenges into opportunities for improvement. 
This understanding will help you develop a plan for 
preventing, reacting and responding to lock-and-key 
incidents at your facility. 

Is your organization in the small percentage of 
commercial facilities and institutions that use good 
key system design? 

0 – 2 “Yes” 
answers: You 
have a key system 
design issue.

3 – 6 “Yes” 
answers: You have 
decent key system 
design, but it could 
be improved.

7 or more “Yes” 
answers: You use 
good key system 
design. Awesome!

QUIZ!GAUGE
KEY YOUR CURRENT 

SYSTEM DESIGN
£ £ I am using a patented key system 

design. 

£ £ I have written key control principles to 
guide all decisions involving keys and 
access rights.

£ £ I have a clearly defined process for 
distributing keys.

£ £ I have a process to ensure keys are 
returned after use or termination. 

£ £ I use tools to track keys, key holders and 
their access rights. 

£ £ I have a plan for managing lost keys.

£ £ I rekey when a key is lost or missing. 

£ £ I can ensure that my keys cannot be 
duplicated without my approval. 

£ £ I designed my key system to handle 
future growth (access changes, 
expansion, customization). 

£ £ I provide a quick, responsive and 
seamless experience to my users when I 
need to change access rights (rekeys).

£ £ Management understands the strategic 
value our key system provides. 

£ £ My maintenance and facility team 
members understand the key system 
management process. 

£ £ I keep an up-to-date record of all key 
system records.

Yes No
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CHOOSING YOUR  
NEXT KEY SYSTEM
There are dozens of key system designs 
out there. Very few provide what 
you need to manage and maintain a 
successful system. They lack basic 
design elements. Without these design 
elements, they’re just locks.

With today challenges, you need 
more than just a bunch of locks and 
keys to accomplish your security and 
operational goals. Consider these facts: 

 Standard locks just keep the door 
shut. They don’t provide security.

 Standard keys just get duplicated. 
They don’t provide control. 

 Standard designs get inefficient. 
They don’t provide productive tools 
to increase efficiency and maximize 
operational dollars.

WHERE TO START?
As you start to identify your security 
and key control needs, ask yourself 
these questions:

 How does your key system design 
really contribute to your security?

 How does your key system 
contribute to your operational 
goals?

 How does your key system 
design contribute to the overall 
organizational goals? 

It’s easy to overlook the big picture of 
good key system design, but answering 
these questions will help you define the 
value you want delivered from your key 
system. Not just in terms of protection, 
but in terms of productivity, operational 
efficiency and accountability.

Below are minimum criteria to 
consider when searching for your next 
key system.

UTILITY PATENT DESIGN
A patented keyway offers protection 
against unauthorized key duplication. 
A manufacturer with a utility patent 
key system design controls the 
manufacturing and distribution of the 
cylinders and keys (key blanks). To the 
customer, this means that keys and 
key blanks are not readily available 
in the open market. Only authorized 
individuals whose signatures are on file 
with the factory can order key blanks, 
keys and combinated cylinders for a 
key system. Search for manufacturers 
with key system designs that have a 
long patent life — one that is patented 
until at least 2030. 

RETROFIT CAPABILITIES
Most organizations don’t have a 
standardized key system. After years 
of new construction, renovations, 
acquisitions and other activities, 
different hardware packages come 
and go. This leaves the organization 
managing multiple manufacturers 
offering different hardware and key 
systems packages. 

Cylinder types and formats are 
typically not consistent between 
manufacturers. Each cylinder 
manufacturer designs and develops 
its own key system specifications. 
Cylinder and key system specifications 
are not standard. This means that if 
you have a variety of hardware, each of 
the cylinders that lock those hardware 
pieces, and the internal key system 
components, are different from one 
another. The cylinders and their keys 

are not compatible with one another, 
which means you are carrying multiple 
keys, stocking multiple cylinder pieces 
and components and have different key 
system records to manage.

There are some key systems on the 
market today that can be completely 
retrofitted to existing hardware 
components and allow all locks and 
cylinders to be tied together under a 
"uniform" (one key) key system.

MASTER KEYING CAPACITY
You want your key system to last. It's 
an investment, and you need that 
investment to pay dividends for years 
to come.

With industry standard cylinders 
or cores, your system expansion is 
limited by the number of mathematic 
possibilities available. Those 
mathematic possibilities are called key 
bittings. There are only so many ways 
you can arrange the pins inside the 
lock or the cuts on the key to get the 
maximum number of bittings possible.

Most common locks only offer a few 
thousand bittings. A patented key 
system, though, typically incorporates 
additional locking elements inside the 
cylinder, or on the key, to enhance the 
number of mathematic possibilities 
available to the user.

Based on the history of the existing 
key system, and the need for a system 
that can support the future need 
for growth, a key system capable of 
expanding its bittings up to 64,000 
under a single keyway profile is highly 
recommended.

Having a key system that can produce 
these amounts of bittings under a 
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single keyway profile is also important 
to keep the integrity of the key system 
intact, the manageability of the key 
system simple and requires less 
inventory to keep on hand.

SUMMARY
Remember, not all key systems are 
created equal. In today’s environment, 
industry standard key systems are 
not enough to withstand the threats, 
challenges and dynamics organizations 
face from a security perspective. 
Outdated industry standard key 
systems put an organization’s security 
at risk and cost more to operate and 
maintain than one would think. 

If you are planning a new facility or 
building, implementing a patented key 
control product from the beginning of 
the building’s life helps ensure security, 
control and accountability well into 
the future and helps save on long-term 
costs associated with maintaining a 
key system. 

If you are an existing facility, 
understanding the current state and 
condition of your key system using 
the guide above is a good first step in 
taking back control and accountability 
of your system. 

In either situation, when looking for a 
new key system make sure the system 
offers protection against unauthorized 
key duplication, is compatible with 
your existing hardware applications 
and packages and provides enough 
master keying capacity to meet your 
needs today and in the future as well. 

Talk with a key system design expert 
as part of your planning process. There 
are also excellent resources available to 
help you design your own key system 
including a web-based program that will 
walk you through each step of the design 
process. Plan wisely and your key control 
system will greatly minimize your 
organization’s security risk. + 

DALE L. BOWMAN, 
CPP, PCI, PSP and 
LEED BD+C is the 
Director of Customer 
Success at Medeco 
Security Locks, an 
ASSA ABLOY  
company. Email:  
dale.bowman@
assaabloy.com.
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BUSINESS MANAGEMENT

BY DAN WHITE

Are You Ready?
The Importance 
of Understanding 
Millennials’ Expectations 
in the Workplace
PART 2: In the February 2019 issue of Door Security + 
Safety, we discussed the five generations currently in 
the workforce and how millennials are changing the 
work culture. This month we dive into changes you 
can implement within your company to welcome this 
generation into the workforce. 

THE ANNUAL REVIEW PROCESS
The number-one reason why millennials leave an organization  
is because of conflict with management. Research finds that  
69 percent believe the annual review process is flawed, which 
is why we have started to see companies getting more creative 
with the entire review process. 

Companies such as Adobe, Deloitte and GE — which have been 
credited in the past with championing the rigid annual review as 
a way to cull their herd — have been backtracking from annual 
reviews for years.

In their place, companies are instituting a design more in tune 
with the constant feedback that millennials search for. In what 
are called “check-ins,” these ongoing discussions between 
managers and employees set expectations, offer feedback on 
performance and recognize strong work.

Lighthouse, a leading voice in leadership and management 
advice, suggests in a 2017 article, “GE, Adobe, & Others Get 
Rid of the Performance Review” that “when you build a real 
connection with your team member, give them timely coaching, 
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share feedback both ways, and create a safe place for new ideas, 
employees become more engaged and feel heard at work. You 
can fix problems when they’re small and ensure your team is 
operating at a high level.”

THE IMPORTANCE OF MENTORING 
Companies will struggle during this generational transition in the 
workplace, particularly with leadership responsibility, if the same 
type of supervisor mentoring and coaching that was afforded 
other generations is not also provided to millennials.

Brad Karsh, CEO and founder of JB Training Solutions, states, 
“Many of the multi-generational tensions that are happening 
in today’s workplaces stem from that misalignment between 
explanation and action. Millennials want to be told what to do, 
a concept that may seem foreign to Generation Xers, who were 
reared in that period of independence.” (“Managing Millennials 
Requires Empathy and Guidance,” 2018)

 I can personally speak to the importance of mentorship in my 
career. All the ambition, technical skills and research in the 
world will not prepare you for real-life experience. You cannot 
memorize the definition of humility, grace and empathy and 
then apply it to real-life situations without seeing firsthand how 
difficult situations are handled by men and women you respect. 

My shortfalls in the past would not have been overcome  
without the guidance of a mentor every step of the way.  
To expand even deeper from my personal experiences, the 
greatest joy I have ever experienced was when the mentoring 
relationship developed along the way, built on trust and respect, 
in turn allowed for multiple reverse mentoring relationships. 
Reverse mentoring is when a younger employee is the mentor 
to an older member of the company in order to foster a better 
pipeline of leadership. 

GROWTH OPPORTUNITIES, FLEXIBLE WORK 
ENVIRONMENTS AND COMMUNICATION
Other key statistics that leaders need to be cognizant of when 
attracting millennials are their focus on competitive wages. 
Forty-four percent agree this is a motivating factor, and what I 
believe is even more telling is that over 50 percent cited growth 
opportunities as the key drive. 

Different from previous generations, millennials do not want  
to wait three to five years for a promotion and are more willing  
to sacrifice, in the short term, to get behind something they 
believe in while providing a clear growth path. Even more 
staggering, 74 percent want a flexible work environment with 
opportunities to learn and contribute to something more 
meaningful than the status quo. 

Flexible work environments take on many different forms but 
contradict conventional wisdom that set hours at the office or 
require a traditional office setting. While this transition may 

be a hard for executives to accept, studies have shown that 
both employees and employers benefit from a flexible work 
environment. Millennials are determined to reshape the world 
of work because we know what environment we can not only 
perform in, but also thrive in. 

Other areas where assumptions may not be backed up by data 
are in the communication preferences of this group. Many within 
the older generations strongly believe that millennials favor 
texting, instant messenger and social media to communicate 
with colleagues, but research at Bentley University contradicts 
these assumptions. The research shows that 51 percent prefer 
to talk in person with email being a distant second at 19 percent. 
This is driven, particularly at the beginning of millennials’ careers, 
by the need for more validation than previous generations. 
Again, they are looking for constant and direct feedback. They 
like praise and want clear direction from their manager on what 
they are supposed to be doing. 

Crystal Kadakia, author of “The Millennial Myth: Transforming 
Misunderstandings into Workplace Breakthroughs,” makes 
this bold statement: “Instead of complaining about adapting 
for millennials, it’s imperative for leaders and managers to 
acknowledge the role of millennial behavior as an indication of 
the needs of the modern workplace to attract, leverage, and 
retain modern talent.” 

With every generation comes change and challenges along 
the way, but business will not stop, it will continue to adapt. As 
leaders, we must ask ourselves, are we, and the organizations 
we serve, adaptable? We have outlined the differences and 
key influences along with the leadership style most effective 
with each generation. We have also stepped through the key 
drivers that each company should consider as we transition to 
a workforce where millennials will soon represent 75 percent. 
We must look at all aspects, including how we handle reviews, 
the importance we must put on a quality mentorship program, 
expectations for growth opportunities, what a work day looks 
like and how we communicate with one another.

When dealing with people, there is not a set playbook to 
success. But understanding a group’s characteristics and 
expectations in a holistic manner will better prepare you to 
lead. If your organization is not willing to adapt to the younger 
generations and foster an environment that supports the key 
drivers outlined in this article, you need to ask yourself, “Will 
your competition?” The answer is, “Yes they will!” +

DAN WHITE is Manager, Product 
Development at Hager Companies.  
Email: dwhite@hagerco.com.
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COMMENTARY

In this 4th Wave, technologies transform how 
companies produce and manage their offerings. 
Connectivity, communication and control over the 
physical door opening is the point of convergence 
that will ultimately be dominated by companies 
that are adept with software and systems. Bringing 
efficiencies and accessibility to market has been 
a perennial focus, but now the 4th Wave changes 
how it’s done. 

This current technological disruption created 
a “revolution” in tech-driven solutions, leaving 
many channel participants unprepared. Security 
manufacturers now realize “collaboration” is crucial 
to moving forward. With business consolidation 
reaching higher penetrations and new business 
entrants changing the existing channel structures, 
massive change is coming to the security industry. 
Right now. 

The Security Industry Association (SIA) lists 
cybersecurity, internet of things, and cloud 
computing among its annual list of security 
megatrends, but the megatrend getting less 
exposure is “service models.” This trend illustrates 
a new reality that’s defined as “channel migration.” 
When selling to the traditional end user, defining 
the service offerings of commercial integrators has 
been made more difficult and complex with the 
emergence of IT.

What’s “hanging” on the end of networks is no 
longer the authority of maintenance, facilities 
or even security. The security decision is now 
a consensus including everyone with IT being 
paramount in the process. The lockset or the 
technology at or on the door is creating new 
channels and newer channel partners. This 
channel change (migration) is creating challenges 
for the commercial integrator at every level, the 
software OEM for access control, and the lockset 
manufacturers among others. As recently as 2016, 
Martin Huddert, a senior executive at Assa Abloy 
asserted “the end of mechanical locking hardware 
may come as early as 10 years from now.”

Allied Market Research forecast the expansion 
of the “smart lock” market will grow at a 16.5 
percent compound annual growth rate through 
2023, reaching $1.2 billion in annual sales. The 
existing channels in the security industry have 
not prepared for this wave of innovation at the 
door. Leading distribution companies in the 
“contract hardware space” are rapidly advancing 
their service levels to include lock integrations, 
access control and numerous other technology 

BY BYRON WHETSTONE

The 4th Wave Is 
Disrupting Channels  
The history of mechanical locks started over 
6,000 years ago in Ancient Egypt, where 
locksmiths managed to create a simple pin 
tumbler lock made from wood. The modern 
version was invented by Linus Yale, Sr. in 1848. 
Thomas Friedman’s book “Thanks for Being Late,” focuses on the 
evolution of technology accelerations since 2007, “with the onset 
of mobile technologies, like the iPhone, we have entered a ‘4th 
Industrial Revolution’.”
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integrations. Security businesses must 
exert influence and grow to continue 
being relevant in the space.

The epiphany is that “digital 
transformation” is not coming, but has 
already happened. Channel migration 
is the result of channel participants 
reacting to this “digitalization.” ISC East 
2018 keynote speaker Philip Halpin said, 
“One key reason is that technology has 
already changed how we work and live 
and now it is clearly poised to disrupt 
the physical security industry. It is 
disruptive and unsettling, but we must 
change. For example, robots, drones, 
automation and artificial intelligence 
will all transform the industry. What’s 
more, it will happen at a speed that is 
almost unfathomable.”

The security industry is technically 
proficient yet bound to the status 
quo. None of the leaders in the space 
thought that technology driven 
locksets would cause a channel 
disruption, but here we are. The 
industry’s largest manufacturers are 
protecting their installed base and 
trying to simultaneously transform their 
service offerings. We have seen recent 
acquisitions that add “access control 
platforms” to manufacturers’ traditional 
door hardware portfolio. 

The strategy may not jump to “direct 
integrations with the electronic locks,” 
but the question is “how can I best get 
my lockset innovations to market?” 
According to a white paper from the 
Massachusetts Institute of Technology 
(MIT), companies aspire to be future 
ready by achieving breakthrough 
performance using digitally-enabled 
business transformations. Companies 
are busy implementing the difficult 
organizational changes needed to 
succeed. MIT calls these changes 
“organizational explosions.” They are 
significant, disruptive changes that 
affect most of a company’s customers, 
employees and partners. 

Where is the channel for total security 
solutions headed? The previous “omni-
channel” strategy will be displaced by 
channel migration driven by the easiest 
path to market for innovative electronic 
locks. The efficiency required to do 
this leads to “the goal of becoming 
ambidextrous to engage and delight 
and simultaneously reduce costs — using 
digital capabilities,” according to MIT.

ND Series

AND
MORE!

L Series

1819 West Ave. • San Antonio, TX 78201
1.800.445.0728

TexasLock@TexasLockDC.com

LIC #B12786

40H Series T Series

9K Series W Series

Thinking beyond the physical door, 
American Direct acquired the access 
control software business AccessNsite 
to provide a totally integrated security 
solution. The security industry looks 
forward to a future with smarter 
openings, safer buildings and greater 
efficiency. +

BYRON WHETSTONE 
is President and CEO 
of American Direct. 
Email: byronw@
americandirectco.com.
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DHI CHAPTER EVENTS

DHI NEW ENGLAND CHAPTER
The nine-time Mary Roth Award-winning 
New England Chapter began 2019 strong 
with a great turnout at the year’s first 
meeting. With the vibrant backdrop of 
MACK Design Hardware’s showroom 
in Burlington, Massachusetts, chapter 
members received a colorful history of 
DHI from DHI President Mark Berger. 

From our roots in the National Builders 
Hardware Association (NBHA) and 
the American Society of Architectural 
Hardware Consultants (ASAHC), President 
Berger illustrated the solid foundation 
from which our industry grew, drawing the 
connection to our professionals’ passion 
and dedication today. 

In a tangible show of the professionalism 
of the New England Chapter members, 
several attendees were presented with 
their recently earned DHC certifications 
and DHT credentials in the company of 
their peers. 

In addition to his presentation and the 
awarding of DHI honors, President Berger 
participated in a question and answer 
session and lively social hour. 

Future 2019 meetings are already on the 
books in New England with sessions on 
the Up/Down Building Method, Building 
Forensics and roundtable discussions.
Learn more about the New England 
Chapter at www.dhine.org.

DHI GEORGIA CHAPTER
Main Event Entertainment in Suwanee, 
Georgia was the place to be as the 
Georgia Chapter hosted its first meeting 
of the year. Danny Tompkins of National 
Guard Products kicked the evening off 
with a technology session on the Science 
of Gasketing, educating participants on 
the gasketing for commercial doors and 
intrinsic cost savings associated with it. 

Following spirited competition on 
the bowling lanes, at the billiards and 
shuffleboard tables, laser tag, gravity 
ropes obstacle course, and arcade, 
Georgia Fire Marshal Dwayne Garriss 
gave an informative presentation over 
dinner. 

The Georgia Chapter knows how to 
have a good time while advancing their 
careers and our industry. If you’re in the 
area, you’ll want to get their upcoming 
2019 chapter events on your calendars 
now! Contact Georgia Chapter President 
Melanie Wright for details at Melanie.
wright@dormakaba.com. 

DHI Chapters Are Starting  
the New Year Strong

Having a great time with 
your DHI Chapter? 
Tell us about your recent chapter 
events and have them featured. 
Email Paige Horton at  
phorton@dhi.org with details.

DHI Chapters and their leaders have been busy building 
new offerings for their local members for 2019. Here 
are some of the recent chapter events that took place, 
which included credential recognition, education, 
networking and a visit from DHI President Mark Berger.

Georgia State Fire Marshal Dwayne Garriss 
educating the Georgia Chapter.
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DHI HOOSIER CHAPTER
The DHI Hoosier Chapter held its final 
meeting of 2018 on November 27 in 
Indianapolis, Indiana. The chapter 
hosted nearly 40 attendees at Buca de 
Beppo for a lively networking event.

Inclement weather and travel delays 
prevented DHI President Mark Berger 
from attending as the guest speaker. 
Michael L. Gibson, FDHI, CPL, who 
served as DHI President in 2017-18, 
stepped in to give Mark’s popular 
presentation on the evolution of DHI 
from its inception to the present. This 
presentation was the perfect highlight 
as it showed the history of DHI and 
illustrated a vibrant path forward 
through the local chapters.

The chapter proudly announced its 
three scholarship recipients:

+ Austin Bammann, Central Indiana 
Hardware Co., Inc.

+ David Bird, DHT, Central Indiana 
Hardware Co., Inc.

+ Mary Hinton, AHC, CDT, 
Mulhaupt's, Inc.

The Hoosier Chapter is planning its 
2019 schedule, which includes a full-
day education event, an annual golf 
tournament, and a joint meeting with 
the Construction Specifications Institute 
(CSI). For those in the Mid-west, 2019 
is shaping up nicely – if you’re local, be 
sure to check them out!

For information on future Hoosier 
Chapter events, contact Glen Baines  
at glen@bainesinc.com.

Top Left: Melanie Wright of dormakaba and Georgia Fire Marshal Dwayne Garriss, who gave a 
presentation during the dinner portion of the Georgia Chapter Meeting.
Top Right: DHI President Mark Berger (left) and New England Chapter President Jim White, AOC, 
CFDAI, FDHI (right) award Susan McCabe-Messier, DHT with her DHT Certificate.
Bottom: Members of the Georgia Chapter at their first meeting of the year, held in Suwanee, Georgia.

Could you use an extra hand 
managing your chapter activities 
and events? You’re busy.  
We know.

You’ve selflessly volunteered  
to help drive your chapter.  
We thank you.

You could probably use a helping 
hand. We’re here for you!

Take advantage of DHI’s newest 
chapter consulting services, 
LDX365, designed to help you with 
any and all aspects of DHI chapter 
life to keep your chapter relevant 
and produce worthwhile events for 
members.

From growing a chapter and 
providing leadership development, 
to succession planning, budgeting, 
administrative functions and event 
planning, DHI staff is here to help!

Providing complete chapter 
support for your leadership team, 
DHI will deliver expert guidance 
and strategy, as well as save you 
precious time.

For more information on 
LDX365 and to sign up 
today, contact Julie Walter  
at jwalter@dhi.org  
or 703.766.7036.

Attention  
Chapter Leaders 
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DHI NORTHERN  
CALIFORNIA CHAPTER
A jam-packed meeting lineup 
including DHI CEO Jerry Heppes as 
the guest speaker, a call for board 
member nominations, and an awards 
presentation rounded out another 
successful year of local events for the 
DHI Northern California Chapter. 

The chapter welcomed Heppes to 
share his perspective on the industry 
from a national perspective. He also 
shared an education program update 
that included information on DHI’s 
new credentials and certifications. 
Following his presentation, the chapter 
recognized past leadership and 
honored 2018 Chapter President Dan 
Mulrooney and 2017 Chapter President 
Lisa Walsh for their dedication and 
support of the chapter.

With 2019 well underway, the chapter 
is finalizing plans to host more edu-
cational opportunities and a social 
outing including an Oakland A’s 
baseball game. Should you find your-
self in California, contact the Northern 
California Chapter leaders to see if you 
can attend one of their events. To learn 
more about the Northern California 
Chapter, contact David Burns at 
David.Burns@allegion.com. +

Top: New England chapter members enjoying the social hour.
Middle: DHI CEO Jerry Heppes delivering an industry and DHI update to the Northern California Chapter.
Middle Right: DHI President Mark Berger giving a DHI history lesson to the New England Chapter.
Bottom: Lively conversations at the January New England Chapter meeting.

Bring DHI National to  
your Next Chapter Meeting

Contact Julie Walter at 
703.766.7036 or jwalter@dhi.org  
to request that a DHI National  
staff or Board member  
participate in your next event.
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AD

Several temporary door locking devices, or 
barricade devices, have been made available 
with the intention of providing protection for 
students while in the classroom.

Unfortunately, these products fall short of the 
code requirements and often lead to unintended 
consequences. There are already solutions in place 
in most schools and experts who can help you 
confirm if your school is safe and secure. 

Twitter: @DSSFoundation • Facebook: Door Security & Safety Foundation • YouTube: Door Security & Safety Foundation

Door Security + Safety Professionals Know   Too Well!

SECURE YOUR CLASSROOMS WITHOUT COMPROMISING LIFE SAFETY

www.lockdontblock.org

HELP US TELL SCHOOLS & PARENTS!

OPENING THE DOOR
TO SCHOOL SAFETY

  
  



COLUMN

LORI GREENE, DAHC/CDC, FDAI, 
FDHI, CCPR, is the Manager of Codes 
and Resources for Allegion. She can be 
reached at Lori.Greene@allegion.com or 
iDigHardware.com.

DECODED

ACROSS
1 If the bottom rail of a glass 
door without vertical stiles 
is tapered at an angle of 
______ degrees, a 10-inch 
bottom rail is not mandated 
by the accessibility 
standards. (5)

3 Temperature rise is the 
difference in temperature 
measured on the unexposed 
______ of a door during a 
fire test. (4)

6 The 2017 edition of NFPA 
70, also known as the 
_____, requires listed panic 
hardware for doors serving 
rooms that house electrical 
equipment rated at 1000 
volts or 800 amps. (3)

8 When you submit a photo 
via iDigHardware's photo 
submission page, you can 
choose to post your name 
and/or company, or remain 
______. (4)

9 To determine whether a 
door serving an electrical 
room requires panic 
hardware, you must know 
the number of volts and 
______ of the equipment 
in the room and which 
edition of NFPA 70 has been 
adopted. (7)

11 Chapter 10 of the IBC 
and Chapter 7 of NFPA 101 
address the requirements for 
_____. (6)

14 The IBC states that if a 
______ is not intended to be 
occupied (for example, if it 
is used only for mechanical 
equipment), the door 
leading from that space into 
the building may be locked 
to prevent entry. (4)

16 For a project under 
construction, requirements 
for a fire door inspection 
to be conducted after 
installation may be listed in 
the _____ . (4)

17 A delayed egress lock is 
required to have an audible 
alarm, but the specific type 
of sound (a tone, buzz _____, 
etc.) is not prescribed by 
code. (4)

18 Beginning with the 2016 
edition, NFPA 80 allows 
20-minute wood doors to 
have clearance of 1/8-inch 
+/- 1/16-inch if installed in a 
hollow metal ______ . (5)

20 NFPA 101 defines 
two types of multiple 
occupancies:  ______ 
occupancies and separated 
occupancies. (5)

22 According to NFPA 80, 
the total area of all ______ 
attached to a fire door 
assembly must not exceed 
5 percent of the area of the 
face of the door. (7)

23 According to NFPA 80, if 
a deficiency is found during 
a fire door inspection, it 
must be repaired without 
_____. (5)

25 In most jurisdictions, it 
is not code-compliant to 
______ a retrofit security 
device to an existing door 
if the door will no longer 
unlatch with one releasing 
operation. (3)

28 Most U.S. states ______ 
model codes such as the 
IBC, the IFC or NFPA 101 and 
often include state-specific 
modifications. (5)

30 Panic hardware is 
required by the IBC for 
doors that lock or latch, 
serving an ______ or 
educational occupancy 
with an occupant load of 50 
people or more. (8)

33 The majority of U.S. 
states have adopted 
the ______ as the state 
building code, often with 
amendments to the base 
code. (3)

34 The Knowledge Center 
answers hundreds of 
questions about door 
hardware, such as the proper 
way to test a solenoid using 
an ______ meter. (3)

35 On manual doors, a flush, 
smooth surface is required 
on the bottom of the push 
side, from the floor to 
______ inches up the face of 
the door. (3)

36 The opening force of 
a door can be affected 
by wind, air pressure, 
weatherstrip, latchbolts and 
other conditions, such as a 
door that fits too ______ in 
the frame. (4)

37 Due to a revision to 
the 2018 IBC, delayed 
egress locks are allowed 
on secondary exits serving 
______rooms, even though 
these are typically assembly 
occupancies. (5)

40 The most common 
application for electrified 
hardware — controlled 
______ with free egress — 
typically complies with the 
same egress requirements 
as doors with mechanical 
hardware. (6)

44 The accessibility 
standards require interior, 
non-fire-rated, manual doors 
to ______ with no more than 
five pounds of force. (4)

46 One way for a fire door 
inspector to demonstrate 
knowledge of fire door 
assemblies is to complete 
DHI's ______ program. (4)

47 Terminated stops up 
to 6 inches from the floor 
are allowed on fire door 
assemblies; UL 1784 does 
not typically measure the 
______-flow in this area of 
the door opening. (3)

HOW WELL DO YOU  
KNOW YOUR CODES?

* Clues continue on page 48

PART 2 OF 2  — THE FIRST PUZZLE APPEARED IN THE 
FEBRUARY 2019 ISSUE OF DOOR SECURITY + SAFETY
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KEY
ADA: Americans with Disabilities Act

BHMA: Builders Hardware Manufacturers 
Association

DHI: Door Security + Safety Professionals

IBC: International Building Code

ICC: International Code Council

IFC: International Fire Code

LBL: Less Bottom Latch

LBR: Less Bottom Rod

NFPA: National Fire Protection Association

SDI: Steel Door Institute
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48 A clarification was added 
to the 2018 IBC that states that 
delayed action ______ can be 
installed on fire doors. (7)

50 With the exception of 
dwelling units and sleeping 
units, most doors in a means of 
egress are required to ______ 
with one releasing operation. (7)

52 When ______ bolts are 
installed on the inactive leaf 
of a pair of egress doors, no 
"dummy" hardware may be 
installed on the egress side of 
the inactive leaf. (5)

53 In order to research a code 
requirement, you must know 
which code has been adopted, 
including the ______ the 
adopted code was published. (4)

54 According to the 2018 
model codes, classroom 
security hardware used during 
a lock______ must allow 
authorized access from the 
outside with a key or other 
approved means. (4)

DOWN
1 A ______ discharge door may 
be mechanically locked on the 
outside but must allow free 
egress from the stairwell. (5)

2 Manually-operated sliding 
doors are allowed by the IBC on 
rooms with an occupant load 
of ______ people or less, with 
the exception of high-hazard 
occupancies. (3)

3 The ______ Housing Act 
requires most multifamily 
dwellings ready for first 
occupancy after March 13, 1991, 
to be accessible and usable by 
people with disabilities. (4)

4 NFPA 101 defines an ______
ing building as, “A building 
erected or officially authorized 
prior to the effective date of 
the adoption of this edition 
of the Code by the agency or 
jurisdiction.” (5)

5 NFPA 80 requires fire door 
assembly inspections to 
be conducted by a ______ 
person with knowledge and 
understanding of fire door 
assemblies. (9)

6 Hundreds of codes and 
standards may be read at 
no charge on the website of 
the National Fire Protection 
Association, ______.org. (4)

7 NFPA 3000 is the Standard for 
an Active Shooter/Hostile Event 
Response (______), developed 
in 2018. (5)

10 The maximum slope of a 
threshold that is 1/2-inch high is 
a ______ of 1 and a run of 2. (4)

12 NFPA 80 requires gypsum 
wallboard, also known as 
______, to project 1/2-inch into 
the throat of a fire-rated hollow 
metal frame. (3)

13 BHMA A156.19 includes 
requirements for signage on 
doors with low ______ automatic 
operators and on power assist 
doors. (6)

15 According to NFPA 80, 
a ______ modification is an 
alteration to a fire door assembly 
that requires approval from the 
listing laboratory before work 
can begin. (5)

19 Registering on iDigHardware 
allows favorite posts to be 
______ to a custom library for 
easy reference at a later date. (5)

20 ______ flush bolts and 
surface bolts are allowed by 
the IBC in certain occupancy 
classifications with a limited 
occupant load. (6)

21 In health care facilities, a 
double-egress pair installed in 
a smoke ______ is not typically 
required to have fire door labels 
or positive-latching hardware. 
(7)

24 When ______ flush bolts 
are installed on a pair of doors, 
a coordinator is required to 
ensure that the door leaves 
close in the proper sequence. (4)

26 Representing manufacturers 
of builders hardware, the 
Codes and Government 
Affairs Committee of ______ 
participates in the development 
of codes and standards. (4)

27 LockDont______.org is a 
website from the Door Security 
& Safety Foundation with 
information about the dangers 
of security devices that inhibit 
egress. (5)

29 Prior editions of NFPA 
80 limited most job-site 
preparations to ______-inch 
diameter holes, but the 2016 
edition includes a change to the 
allowable hole size. (3)

31 The IBC section called 
"Access-Controlled Egress 
Doors" has now been changed 
to "______ Release of Electrically 
Locked Egress Doors." (6)

32 When ______-locks are 
released by a switch in the 
door-mounted hardware, the 
model codes do not require the 
door to unlock upon fire alarm 
activation. (3)

38 According to the IBC, 
exterior doors must operate 
with the following maximum 
forces: 15 pounds to release the 
latch, ______ pounds to set the 
door in motion and 15 pounds to 
open the door fully. (6)

39 ______ fittings can create a 
problem on all-glass doors that 
are required to have a flush, 
smooth surface at the bottom of 
the door. (5)

41 A fire-rated communicating 
door between adjoining hotel 
rooms is not required to ______ 
each time it is opened, but the 
door is required to be self-
latching. (5)

42 Direct-hold electromagnetic 
locks and ______ locks are 
addressed in two sections of 
the model codes, depending 
on whether they are unlocked 
by a sensor or by a switch in the 
door-mounted hardware. (5)

43 The actuating portion of 
panic hardware must measure 
at least ______ the width of the 
door. (4)

45 When a manually operated 
door is installed in a recess 
of ______ inches or more, the 
required maneuvering clearance 
may be affected. (5)

46 As demonstrated by this 
crossword puzzle (as well as Part 
1), learning about codes can be 
a lot of _____.  (3)

49 To facilitate stairwell reentry, 
a fail ______ lockset or trim for 
fire exit hardware should be 
installed. (4)

51 If a classroom barricade 
device is mounted at floor 
level, it is too ______ to comply 
with the ADA standards, which 
require operable hardware to be 
mounted between 34 inches and 
48 inches above the floor. (3)

PUZZLE SOLUTION
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PRODUCT SPOTLIGHT

A QUIET & EASY — THE ED900  
SWING DOOR OPERATOR
Available from Midwest Wholesale Hardware and Akron 
Hardware, the ED900 Swing Door Operator is Dorma’s 
most advanced low-energy power operator.  With 
advanced power assist, a small footprint, and innovative 
technology, this operator is exceptionally quiet, safe and 
easy to use.
www.midwestwholesale.com/search?q=ed900

B TOWNSTEEL E-ELITE CYLINDRICAL  
ELECTRONIC LOCK
TownSteel e-Elite cylindrical electronic lock offers a 
low profile design with ANSI/BHMA Grade 1 Security. It 
provides a programmable locking mechanism and unique 
design for multi-housing entry doors. Credentials include 
keypad, touch keypad and MIFARE RFID. It also has a 
mechanical key override. For more information, please call 
1-877-858-0888.
www.townsteel.com 

C DOOR HARDWARE DONE RIGHT 
Security Lock Distributors is a wholesale-only master 
distributor of door hardware and security. With the largest 
selection of in-stock inventory, expert technical support, 
and same-day shipping, we are the trusted partner of 
choice for industry professionals nationwide. We make 
door hardware easy and that makes you look good. 
www.seclock.com

D ENTREMATIC’S DITEC HA8-LP LOW  
PROFILE OPERATORS NOW AVAILABLE  
AT JLM WHOLESALE 
The Ditec HA8-LP low-energy operator has the same 
power and durability of the standard profile, but with a 
smaller header for applications where clearance is limited. 
The low-profile is available as surface applied, and can be 
found in hospitals, retail stores, schools and universities, 
airports, convention centers, casinos, industrial buildings 
and offices. 
www.jlmwholesale.com

E REVOLUTIONARY FIRE RATED GLAZING PRODUCT 
USA-made SuperClear 45-HS-LI (patent-pending) from 
SAFTI FIRST can be used in 45-minute doors, sidelites, 
transoms and openings in large sizes.  Meets fire, hose 
stream and safety requirements without wires, tints, films 
or laminates.  Costs significantly less than ceramics with 
better VLT, STC and OITC values.  Fast lead times. UL 
listed.
www.safti.com
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F SECURITY MEETS STYLE
Using 20 key codes, track who arrives and when.  
Use Bluetooth® technology to open doors hands 
free. Z-Wave PlusTM functionality locks or unlocks 
remotely. Alfred speaks five languages, and is 
available keyed or non-keyed.  Alfred installs as 
a standard deadbolt, and is made of ANSI Grade 
1 materials. Available in black, chrome, or gold 
finishes.
www.alfredinc.com

G SELECT HINGES™ — 5-MINUTE WIRE FIX 
Electrified doors are notorious for failing. When they do, 
they’re difficult to repair. Not any more with SELECT’s 
Accessible Through-Wire (ATW) concealed geared 
continuous hinge. In less than five minutes you can 
remove the cover plate and fix the problem. Because of 
ATW’s robust design, those repairs are rarely needed. 
www.select-hinges.com

H BEST 9K CYLINDRICAL ADAPTATIONS
BEST® 9K series cylindrical locks are durable, 
safe and easy to install. The 9K is manufactured 
with vandal-resistant levers and a broad selection 
of functional styles and finishes. And now, 
they accommodate most existing large format 
interchangeable cores. So just about everyone can 
keep their key systems and still have the BEST. Easy 
choice. 
www.bestaccess.com

I BF BARRIER-FREE EXIT DEVICES
dorrmakaba introduces a UL-certified option to 
meet ADA Standards and California Department 
of State Architect requirements for maximum 
5 lb operating force. The option is available in 
8000/9000 Series in both Rim and Mortise types. 
Devices are UL/CUL listed under their continuing 
reinspection programs and conform to standard 
UL10C 3-hour positive pressure testing.
www.dormakaba.us/BFExits 

J RIXSON® 91 OVERHEAD  
CONCEALED CLOSER 
Available for distribution through Albany Group 
LLC, Rixson® 91 Overhead Concealed Closer is the 
perfect solution for openings where ANSI/BHMA 
Grade 1 reliability and durability are required and 
the aesthetic of a concealed closer is preferred. 
Featuring a cast iron body, forged hold open or 
non hold open arms and steel alloy track, this 
offset hung closer can be used reliably in both 
interior and exterior applications. 
www.albanygroupllc.com 
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DHI offers a host of go-to digital sources for door security + safety professionals. We just introduced three new 
opportunities!
Take your pick and be sure to bundle with print to make the most of your industry exposure:

IndustryWatch E-newsletter: Delivers bi-weekly

IndustryWatch News Feed: 24/7 Industry News

DHI.org: The Industry Web Homepage

Product Focus: Multi-Sponsored Email NEW

InfoSpotlight: Dedicated Email NEW

E-Book: Custom Themed E-Booklet NEW

LEARN MORE! CONTACT MLONG@DHI.ORG

EXPAND  
your reach

GROW  
your message  

frequency

INCREASE 
brand awareness

REINFORCE 
your DS+S  

print campaign

ENGAGE YOUR AUDIENCE 
WITH DIGITAL ADVERTISING

K TOP NOTCH DISTRIBUTORS PUTS  
THOUSANDS OF DOOR HARDWARE  
PRODUCTS IN THE PALM OF YOUR HAND!
With Top Notch Distributors, you can easily estimate  
and order all of the leading brands of commercial,  
electronic and residential door hardware anytime from 
your phone or laptop anytime of the day. Registration 
is easy — visit www.topnotchinc.com and hit the Sign-In 
button to begin the process.
www.topnotchinc.com

L SECLOCK.COM – THE INDUSTRY’S  
MOST COMPREHENSIVE WEBSITE
Have you tried seclock.com? Built to use on mobile or 
desktop, visit Security Lock Distributors online at the only 
website the door hardware industry needs. Experience 
real-time inventory and pricing. Plus, find what you need 
to get the job done with our search engine, backed by our 
powerful filtering tool. 
www.seclock.com

L
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To be included in this special advertising section,  
contact Molly Long at mlong@dhi.org.
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DHI SPRING TECHNICAL SCHOOL
APRIL 7–14, 2019 • LANSDOWNE, VA

SUN
4/7

MON
4/8

TUES
4/9

WED
4/10

THURS 
4/11

FRI
4/12

SAT
4/13

SUN
4/14

COR125 Take-off and Estimating COR160 
Mat Purch Con COR117 Door, Frame, and Architectural Hardware Applications

COR163 
Dev Mstrkey Sys COR140 Using Codes and Standards DAI600 Fire and Egress Door Assembly Inspection DAI600 

Exam Option

EHC400 Electrifed Hardware Applications and Documentation CDC315 
CDC Exam Prep Certifi cation Exam Sessions

COR153 
Install Coord & Proj Mgmt DHC307 Advanced Detailing Doors, Frames and Hardware

DHSC315 Writing Hardware Specfi ciations DHT120 
DHT Exam Prep

DHC205 Intermediate Detailing Doors, Frames and Hardware COR147 
Introduction to Specifi cation Writing

COR123 
Using Door, Frame & Hrdwr Stans

COR146 
Intro to Dtlng Drs, Frms & Hrdwr DHSC310 Writing Door and Frame Specifi cations

COR133 Electrifi ed Architectural Hardware AHC220 
AHC Exam Prep

EHC433 Advanced Electrifi ed Architectural Hardware EHC420 
EHC Exam Prep

“Both John Kalnay and Andy Pope were wonderful. They both stuck with me and they 
are the only reason I passed the class at all.  It was the hardest and most rewarding 
DHI class I have ever taken. DHI is the place to meet great instructors that really know 
how to pass on their expertise.” – Gary Harder, Allegion, student in inaugural class

“

2019 Spring Technical School – 
It’s Electric!
APRIL 7–14, 2019  |  LANSDOWNE, VA.

2019 Spring Technical School – 

REGISTER AT WWW.DHI.ORG

Education
Your Career, Our Commitment

As the hardware industry becomes more dependent on the versatility of 
electrifi ed hardware, this curriculum will teach you the necessary skills 
to communicate effectively with Architects, Owners, Contractors, and 
Subcontractors as an expert industry professional.

• NEW! EHC433 – Advanced Electrifi ed Architectural Hardware (formerly EHC405 and EHC410)
• EHC400 – Electrifi ed Hardware Applications and Documentation

EHC433  – Advanced Electrifi ed Architectural Hardware
40 Hours – 40 CEPs New Program

This class will teach you how to take the lead in coordinating electrifi ed hardware devices that your company supplies, with all other low voltage 
electrifi ed systems to be installed as part of the openings on a project. Hands-on electrifi ed hardware exercises will demonstrate how different systems 
work together to create secure, and fully functional electrifi ed openings.

After taking this course, whether you supply product, create drawings, run coordination meetings, or all of the above, you will develop a true consulting 
approach that can greatly impact your company’s bottom line. 

EHC400 – Electrifi ed Hardware Applications and Documentation
32 Hours – 32 CEPs New Program

Students will learn to use Libre Offi ce Draw to create drawings for projects. This course teaches you how to use correct industry recognized symbols and 
drawing techniques to help communicate the project’s requirements more effectively with the electrician, installer and systems integrators. Students 
learn how to create electrifi ed door elevation diagrams, create riser diagrams, create point-to-point wiring diagrams and use relays to control circuits.

EHC433 is one of the best DHI classes I have ever 
taken. The instructors are so talented, and their 

teaching is well organized. Quick learn of how to 
read and draw elevation, point-to-point, system 

riser diagrams and much more. Regardless of 
whether you work in an offi ce or in the fi eld, this 

class provides you with the tools and knowledge to 
work professionally!” – David Gong, Retrolock, student in inaugural class
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REAL OPENINGS

INVISIBLE,  
VISIBLE
Sometimes things are hidden in plain sight. 
Other times, instructions are clear as a bell 
and ignored.  Either way, life safety can be 
impacted. Here are a few examples, all clear 
as day if you were in the space.

BY MARK J. BERGER

A CURTAINS
We get it. As an interior designer, 
you’ve done a marvelous job 
creating an aesthetically pleasing 
café, lobby or swing space in 
a hotel. The green exit sign is 
a giveaway that this beautiful 
location is not in the United States, 
but the requirements for properly 
marked exits and exit devices are 
spreading across the world. That’s 
great; what's not so great is hiding 
the beautiful brass crossbar exit 
device behind curtains.

B CURTAINS AGAIN!
One of the definitions of curtains 
states “death or ruin; the end” 
as in “if the enemy see us it will 
be curtains for us.” As Walt Kelly 
wrote in his classic comic strip 
Pogo, “We have met the enemy 
and he is us.” This time the 
curtains hide a red sign, so we 
are back in North America. This 
was a new event space, formally 
a warehouse, now a location that 
could host over 1,000 people. No 
one wants to see the kitchen, so 
this makeshift curtain was erected 
to block the view. Unfortunately, it 
also blocks the view of a required 
exit.

C ONLY AUTHORIZED 
This feels like my 1,000th picture  
of an exit door with an “Authorized 
Personnel Only” sign on the 
door, followed by a locked knob. 
Enough already! 

B

B

C

A
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REAL OPENINGS

D MATCHING ARROW
Readers of this column known that I believe the personal 
computer and word processing has made this a better-
looking world, reducing the frequency of handmade signs 
and enabling the proliferation of professional-looking, 
overly wordy signs. These signs can confuse the public 
with verbose sentences instead of clear direction. 

Here’s a wordless sign with an arrow directing you to use 
other doors, instead of this clearly marked exit device-less 
exit. This frequently occurs when multiple storefronts are 
combined. Here, the sign designer was careful to make 
sure the arrow matched the brass push bar. If only such 
attention was placed on respecting the life safety code…

E PERHAPS 32111
Back to handwritten signs. I’m sure the owner is glad he 
sprung for the pushbutton lock on the door.

D

MARK J. BERGER is the President and Chief Product 
Officer of Securitech Group, as well as President of 
DHI and Chair of the Builders Hardware Manufacturers 
Association Codes & Government Affairs Committee. 
All “Real Openings” photos have been taken in public 
spaces with the goal of highlighting the prevalence of 
code violations and the need for vigilance to save lives. 
If you see something, say something.

The images shown here are not intended 
to reflect upon any specific manufacturer 
or products but are intended to help build 
awareness around the everyday code violations 
that occur in buildings over time, despite our 
members’ best efforts to provide solutions 
to secure the life safety and security of the 
building occupants.

Do you have your own “Worst Door Ever?” Please send 
in the photo, along with relevant information. We’d like  
to see what our readers have discovered. Email your 
photos and descriptions to real.openings.dhi@gmail.com.

F USELESS EXCLAMATION POINT
These aren’t handmade signs. This hospital has its own 
sign shop. The sign maker went to the trouble of adding  
an exclamation point after the word “Please,” clearly 
knowing what they were up against. Nonetheless, 
convenience trumps courtesy.

E

F
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Contributors Listing as of February 5, 2019
  

Contributors
DIAMOND LEVEL

MANUFACTURER ($35,000+)

MANUFACTURER ($25,000+)

DISTRIBUTOR($10,000+)

�ank You to Our Premier Contributors!      

Twin City Hardware

PLATINUM LEVEL
DISTRIBUTOR ($5,000)
Allmar, Inc.
Beacon Commercial Door & Lock
Contract Hardware, Inc.
Spalding Hardware Systems
The Hallgren Company

SALES AGENCIES/
CONSULTANTS ($2,500)
Door + Hardware Consultants, Inc.

INDIVIDUAL ($1,000+)
Hallgren, Mark S., AHC, FDHI
Heppes, Gerald S., CAE
Maas, Robert D., FDHI
Wacik, Laura A., AHC, FDAI, FDHI
Walsh, Martin J. 

GOLD LEVEL
MANUFACTURER ($10,000)
VT Industries, Inc.

DISTRIBUTOR ($2,500)
Central Indiana Hardware Co., Inc.
Cleveland Vicon Company, Inc.
Dallas Door and Supply Company
H & G/Schultz Door
Kelley Bros.
Mulhaupt’s, Inc.
OKEE Industries, Inc.
Walters & Wolf Interiors

SALES AGENCIES/
CONSULTANTS ($1,000)
D.L. Neuner Co.,Inc.

INDIVIDUAL ($500)
Dupuis, David R., AHC, FDAI, FDHI
Gaddis, Mark F. 
Liddell, Rick, FDHI
Pulliam, Jason 
Smith, Foster, FDAI
Strauss, Charles J. 
Tartre, James R., CDC, FDHI

SILVER LEVEL
MANUFACTURER ($5,000)
National Guard Products, Inc.

DISTRIBUTOR ($1,000)
Anderson Lock Co., Ltd.
In Memory of George H. Boomer, Sr. Fund
LIF Industries, Long Island Fire 
   Proof Door, Inc.
Negwer Door Systems
S. A. Morman & Co.
Spokane Hardware Supply, Inc.
William S. Trimble Co., Inc.

SALES AGENCIES/
CONSULTANTS ($500)
Baines Builders Products, Inc.
Donald A Loss Associates

INDIVIDUAL ($250)
Hooker, Russell, DHT, AOC, 
   DHC, CFDAI
Swanson, Jonathan C., DHT, AHC
White, James T., AOC, CFDAI, FDHI

BRONZE LEVEL
MANUFACTURER ($2,500)
Securitech Group, Inc.
Steward Steel, Inc., Door Division

DISTRIBUTOR ($500)
Lindgren Building Supply
Montgomery Hardware Company

INDIVIDUAL ($100)
Barnhard, Richard J., DAHC/CDC, FDHI
Boardman, Raymond K., AHC
Boatman, Anthony A., DAHC/EHC,  
   CFDAI
Callahan, Stacey M. 
Farley, Eric
Frazier, G. Paul, AHC
Hynds, Joseph J., AHC
Newport, Sharon
Pekoc, Thomas A., AHC, CDT, CSI
Sternig, Simon P., CFDAI

SUPPORTER LEVEL
MANUFACTURER (up to $2,500)
Accurate Lock & Hardware
Architectural Control Systems, Inc.
Crown Fire Door Products
Door Controls International
HMF Express
Security Door Controls

DISTRIBUTOR (up to $500)
3SECorp
Norwood Hardware and Supply Company
R. E. Friedrichs Company
RJT Door & Service

SALES AGENCIES/
CONSULTANTS (up to $250)
Pacific Architectural Marketing

INDIVIDUAL (<$100)
Lipsey, Joel H.
Molina, Chuck J., CCD
Saltmarsh, David, FDAI

AFFILIATED ORGANIZATIONS
($5,000)
Steel Door Institute
 

(up to $2,000)
AC Business Media Inc.
DHI Canada
DHI Georgia Chapter
DHI Hoosier Chapter
DHI Iowa Chapter
DHI New England Chapter
DHI North Carolina Chapter
DHI Old Dominion Chapter
DHI Ontario Chapter
DHI Rocky Mountain Chapter
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GROWING 
SOCIAL

SOCIAL MEDIA REVEALS NEW  
WAYS TO RECOGNIZE, RECRUIT  
AND RETAIN EMPLOYEES

CHRIS CALAWERTS is the President 
of Oshkosh Door Company. Email: 
ccalawerts@oshkoshdoor.com.

AT OSHKOSH DOOR, WE ARE FOND OF SAYING, “WE OPEN THE DOOR 
TO POSSIBILITIES.” WE TAKE THOSE WORDS TO HEART. NOT ONLY 
IN THE PROTECTIVE AND EXQUISITE CRAFTSMANSHIP OF EACH 
CUSTOMIZED DOOR AND THE DISTRIBUTION OF THOSE DOORS TO 
OUR CUSTOMERS, BUT ALSO IN THE WAY WE VALUE EACH OF OUR 125 
EMPLOYEES AND GET THE ATTENTION OF PROSPECTIVE EMPLOYEES.

Thanks to social media, we have been 
able to better carry out our nearly 
200-year-old mission as a people-
centered company that puts high value 
on the recruitment and retention of 
employees. Our three social media 
platforms — Facebook, Twitter and 
LinkedIn — are perfect for frequent posts 
every month to recognize individuals 
or teams. We also use those channels 
to reach potential new talent by mixing 
values-oriented messages with those 
about our products, our industry 
expertise and our best practices, such 
as sustainability.

Here is a Facebook post that speaks to 
how we foster a culture of acceptance, 
engagement and support among all 
employees, while keeping our mission, 
vision and values top of mind: “We’re 
a team. And we care about our craft. 
Our values drive us. We encourage 
each of our team members to SHARE 
ideas, suggestions and opportunities. 
Opinions from our team are important 
to our everyday work.”

We love when our employees and the 
community engage with us on social 
media. For example, when we posted 
our Thanksgiving Day message to 
express thanks for every one of our 
employees, one person responded, 
“Sounds like a great company to work 
for.” Our hearts were doubly warmed 
when another poster followed up with a 
response of, “It definitely is!”

Just as we have rolled with the changes 
in machinery for crafting high-quality 
doors the last two centuries, our 
integration of social media is the latest 
tool that lets us keep opening the door 
to possibilities with our valued team.

A SOLID PLAN IS GOOD  
STRATEGY FOR SOCIAL MEDIA
Mission … vision … values.

Those three tenets are integral to how 
our expanded reach to employees, 
partners and consumers has evolved 
in the digital age. Mission, vision and 
values are top of mind — and etched in 
many of the messages on our platforms 
— as part of our social media strategy.

Having a comprehensive strategic plan 
for social media to support the key 
objectives we have as a business-to-
business company at Oshkosh Door 
has been invaluable. It’s a blueprint for 
enhancing brand awareness, industry 
and product expertise, best practices, 
employee recruitment and retention, 
social engagement and, last but not 
least, our bottom line.

Central to our social media strategy is a 
monthly content calendar. In advance, 
we fill the calendar by day, topic, 
message and the platform(s) on which 
to publish the message. We consistently 
plan two to three posts per week on 
our Facebook, Twitter and LinkedIn 
channels and have the flexibility to 
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adjust those scheduled days and add 
content to other days, as needed.

Executing the strategy isn’t as simple 
as uploading the scheduled message 
and accompanying visual and pressing 
the “Post” button, however. Our social 
media strategy is driven by guidelines 
for messaging (conformity with our 
brand and voice is a must), processing 
(best practices to deliver the message) 
and monitoring (to gauge user traffic 
and engagement with follow-up 
protocol).

Consider the confluence of the old and 
new with this recent Facebook post that 
elicited this insightful comment from a 

former Oshkosh Door 
plant worker:

“(By the way) some of 
these carts are over 
100 years old … I 
fixed 2 that had dates 
of 1865 & 1911 on the 
bottoms of these carts 
… one of them even 
said Dewey in 48!”

BE MINDFUL OF PRIVACY RIGHTS
We encourage our team of more than 
125 men and women to get outside 
and be active in their communities. 
Employee pride that comes from 
not only a job well done in the door 
manufacturing plant or in the office but 
also from charitable work as a volunteer 
and a fundraiser is something we love to 
highlight on our social media platforms.

Our company mantra of “Open the 
Door” carries over to social media, 
where we regularly celebrate our 
employees, their achievements, the on-
the-job teamwork and the friendships 
that are made in the workplace. Yet, 
in a rampant digital era of seemingly 
anything goes and where privacy rights 
tend to be pushed out the door, we are 
ever mindful of protecting the identity, 
integrity and image of each member of 
our valuable team.

A longtime staple of employee 
handbooks, a policy of photo consent 
is a good rule of thumb for companies 
and organizations to include in their 

social media policies. Employers in 
many states are bound by law to not use 
the likeness of a person for commercial 
purposes without that person’s prior 
consent. Check the laws in your state.  

Our photo opt-out policy covers 
photography and videography. 
Through the human resources 
department, individuals at the start 
of their employment can opt out of 
having their image and likeness in 
photos, videos and audio used in any 
company promotions, including social 
media. We have found that employees 
appreciate this option, and many 
are excited to have Oshkosh Door 
showcase their work, their passion and 
their commitment to our communities 
through public social media outlets.

So, before you go public — all around 
the world — with recognition of 
the good work, achievements and 
collaborative culture being carried out 
by your employees, make sure you are 
equally respectful to coworkers who 
request privacy. +
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SHELF LIFE

OVER THE YEARS, I HAVE HAD THE OPPORTUNITY TO WORK WITH 
HUNDREDS OF ORGANIZATIONS IN SEVERAL VERTICAL MARKETS. 
IF I CAN SAY ONE THING ABOUT ALL OF THEM, THEY EACH HAVE 
THEIR UNIQUE LANGUAGE WHEN IT COMES TO DESCRIBING THE 
PRODUCTS THAT REST ON THEIR SHELVES. THAT UNIQUENESS CAN 
SHOW ITSELF JUST AS EASILY IN THE SAME VERTICAL. 

I was having dinner with a former 
client last year and the subject of 
differentiation and small business came 
up. For a little background, he took over 
a small industrial company and grew it 
into a highly profitable entity in about 
10 years. He recently sold that company 
for one of the highest multiples I have 
seen in the distribution industry. Not 
only was he a very efficient operator, 
he was also a master at discovering 
profitable markets.

Before he acquired the company, 
he worked as a salesperson for the 
organization. They were trying to 
compete in the very crowded world of 
industrial distribution by calling on the 
same plant maintenance people that 
larger players were pursuing.

Since his company did not have the 
deepest pockets, price was not going 
to get him in the door. Service became 
the only differentiator the company 
could offer. Unfortunately, with the 
sophistication of some of these plant 
procurement people, the unique service 
offerings were minimal. It was time to 
expand the hunt.

After taking over the company, my 
friend started thinking about how to 
break away from the crowded fishbowl 
of these large industrial facilities. He 
began to identify and study smaller 
niche businesses in the industrial 
market. Then he began to take his 
show on the road.

One of the small markets he identified 
was the automobile recycler market. 

Nobody was calling on these comp-
anies, but he realized that several of 
the products he was already stocking 
were used by these companies every 
day. He began to develop lists of items 
specifically for this small market.

These lists of items ultimately became 
a small market-specific catalog strictly 
for automobile recyclers. By focusing 
on this underserved niche, he was able 
to create a perception that his company 
was expert in serving automobile 
recyclers. 

As he traveled around the country,  
he found several other obscure 
industrial markets just dying for 
attention. For the next several years, 
the pattern continued. He would find a 
niche, learn everything he could about 
their consumable needs, then build a 
marketing campaign geared to that 
type of organization.

By focusing on these underserved 
markets, he was able to show them 
a level of service they had been 
unaccustomed to. These companies, 
in turn, provided him the volume 
necessary to command deeper 
discounts with his suppliers. As I recall, 
he identified over a dozen small niche 
markets to build a business. 

Although this man is an extreme 
example of discovering profitable 
business opportunities in small niche 
markets, he is hardly the only example I 
have seen. Many years ago, I was asked 
to visit a thread distributor. Yes, you 
read right, a thread distributor.

THE RICHES ARE IN THE NICHES

JASON BADER is the principal of The 
Distribution Team. He is a wholistic 
distribution advisor who is passionate 
about helping business owners solve 
challenges, generate wealth and achieve 
personal goals. He speaks at several 
industry events each year, providing 
executive coaching services to private 
clients and sharing thoughts in industry 
publications. Phone: 503-282-2333.  
Email: jason@distributionteam.com. 
Website: www.thedistributionteam.com.
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school colors their customers will need. 
Think about all that logo gear with high 
quality embroidery — fascinating. 

One of my longest-standing clients 
created his multimillion-dollar business 
selling parts and accessories that go on 
truck tankers. These are the tanks that 
haul petroleum, chemicals, dairy and 
certain dry bulk products. Talk about a 
very tight niche.

You would be amazed how many parts 
and accessories go on these vehicles — 
anything from valves to signage, meters 
to hose, my client stocks it all. Because 
he understands that business so 
intimately, he has been able to diversify 
into both the sale and leasing of these 
rolling behemoths. By staying in his 
lane, no pun intended, he has built a 
strong distribution business that will be 
enjoyed far into the next generation. 

On my travels, I have encountered 
police equipment distributors 
dedicated to making sure that law 
enforcement officers are looking 
good and remaining safe. I have met 
distributors who focus exclusively on 
the dental industry. Incidentally, it was 
the dental distributor that had one 
of the most sophisticated inventory 
carousel systems I’ve ever come across.

In Orlando, Florida, I ran across a small 
niche distributor who built his entire 
business around selling replacement 
cables and sensors used on patient 
monitoring equipment used in 
hospitals. All very focused and all very 
profitable. 

Discovering the myriad ways 
distributors find and fill a need has been 
one of the greatest byproducts of my 
advisory career. When people say that 
distribution is dying and will ultimately 
be overrun by some prime overlord, I 
beg to differ.

I have seen the resiliency and tenacity  
of these niche entrepreneurs. They  
look for the pain points and offer 
solutions. Perhaps I am an eternal 
optimist and a bit naïve at times, but 
I truly believe there are still plenty of 
riches left in the niches. +

When I spoke to the person who 
reached out, I was trying to get my 
head around this one. I was saying 
stupid things like, “as in needle and 
thread, right?” Before I agreed to fly 
across the country to work with the 
company, I went online and saw that 
they had five large regional warehouses 
around the country. Now these weren’t 
just small 5,000-square-foot shops 
in an industrial park. These were 
60,000-100,000-square-foot facilities. 
That’s a lot of thread. 

I flew out to see these folks and we took 
a stroll though the main facility. There 
were entire rows of yellow thread in 
varying shades, thickness and spool size 
— thread as far as the eye could see.

Needless to say, I was in awe. I finally 
asked the question, “Who buys all this 
stuff?” I mean, how many needlepoint 
hobby shops can there be? Perhaps 
a few of you are a little quicker on the 
uptake than I, but that day I learned that 
these folks catered exclusively to the 
apparel industry. Every stitch of thread 
on my body was coming from some 
thread supplier like this company.

An interesting side note about 
that business is that the inventory 
management people have to keep 
a keen eye on the world of sports. 
My client told me that they pay close 
attention to events such as the NCAA 
March Madness tournament to see 
what teams are progressing and what 

When people say that distribution is  
dying and will ultimately be overrun by 
some prime overlord, I beg to differ.
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IMPACT

ACCESS CONTROL BUSINESS IS BOOMING
WHAT DOES THE DOOR AND HARDWARE INDUSTRY  
THINK ABOUT THE CRITICAL TOPIC OF ACCESS CONTROL?
First, it’s growing. A lot. In a January survey of DHI 
members, two-thirds of them said their access 
control business has grown more than 10 percent 
during the past year.

A strong majority are seeing demand in both new 
construction and renovations. Manufacturers of 
access control systems are proving to be a key 
resource to help them.

73% 
of those who reported 

business growth say 
customers want more 

access control specified on 
new construction projects

62% of those who 
report growth say customers want 
an increase in security upgrades 
on renovation/addition work

29% attend 
manufacturer training to  
learn more about access 

control to grow their business.

66%
reported their 
business has grown 
more than 10% in the 
access control area 
during the past year.

40% 
use manufacturer 

literature and 
websites to  
learn more  

about access 
control to  
grow their 

business
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Building relationships, careers and businesses!

DH Pace Products:
Entry Door Systems, Locksmith Services, Access Control, Surveillance
Systems, Intrusion Alarm, Automatic Doors, Commercial Garage Doors,
Industrial Doors, Loading Dock Equipment, and Specialty Products

SEND RESUME TO: Careers@DHPace.com

Offer of employment contingent upon successful completion of pre-employment screening, 
background check and E-Verify. EOE M/F/Disability/Veteran AA VEVRAA Federal Contractor

DHPace.com             Follow us on LinkedIn

Over 40 Locations in 20 States:
Arizona • Arkansas • Colorado • Florida • Georgia • Illinois • Iowa • Kansas
Missouri • Louisiana • Nebraska • Nevada • New Mexico • North Carolina 
Oklahoma • South Carolina • Tennessee • Texas • Washington • Wisconsin

Sales, Operations, Field Installation and Service 
Careers at DH Pace Company, Inc. Offer:
•  Positions with purpose where you make a difference 
•  Privately owned for over 90 years. Sales over $500 Million
•  Training and professional development opportunities
•  Competitive compensation
•  Comprehensive benefits package

BOUNDLESS OPPORTUNITY. 
ENDLESS POSSIBILITY.

Everything Doors Since 1926

®

DON’T MISS OUT ON THESE UPCOMING ISSUES:
MAY 2019:
School Security + Safety
Product Focus: Mechanical Locking Devices and Systems; High-Security 
Hardware; Life Safety Products
Deadline: March 20

JUNE 2019:
Doors and Sustainability
Product Focus: Thresholds, Weather Stripping, Gasketing, Sealing,  
Fire-Rated Glass and Glazing; Door Trim and Accessories
Deadline: April 20

JULY 2019:
Hardware Trends and New Technologies
Product Focus: Lites, Louvers; Door Stops and Holders; Sliding/Folding  
Door Hardware
Deadline: May 20

SECURE YOUR  
SPACE NOW!

Contact Molly Long: 
 mlong@dhi.org • 703.766.7014 • www.dhi.org/advertising
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COLUMN
CLOSING 
THOUGHTS

We Want to Hear from You!
Have something on your mind 
that you want to share with Door 
Security + Safety readers? Email 
arickard@dhi.org, to author a 
future Closing Thoughts column.

THE QUESTION OF “DIVISION 08 OR DIVISION 28” MAY NOT BE AS 
DIRE A DILEMMA AS HAMLET FACED, BUT FOR AN ARCHITECT OR 
CONTRACTOR WHO HAS JUST BEEN THROUGH A PROJECT FRAUGHT 
WITH COORDINATION ISSUES IT MAY BE JUST AS DESPERATE A DECISION.

I remember when even electrified 
hardware was a specialty on a project. 
Access control was only done by the 
experts in that “industry” and always after 
the doors, frames and hardware were 
installed and the hardware distributor’s 
work was done. Oftentimes the con-
tractor was already long gone as well.

Today you rarely encounter a project  
that doesn’t have something electrified 
for security or convenience. Whether it  
is a simple electric strike and pushbutton 
at a small-town doctor’s office or a full- 
blown building automation at a tech-
nology giant’s office complex, electrified 
hardware and access control aren’t 
going away. Electronic access control 
isn’t the exception on a project any  
more, it’s the norm.

The question of who is responsible for 
these products has been debated for 
many years, but finally came to a head 
when the MasterFormat™ 2016 was 
released. Much to the surprise of door, 
frame and hardware folks, 08 74 00 - 
Access Control Hardware was removed 
from Division 08 and transitioned into 
Division 28 as 28 15 00 – Access Control 
Hardware Devices. Many of you may not 
have even realized that this was going 
on behind the scenes. 

I represented DHI to spearhead an 
effort to convince the MasterFormat™ 
Maintenance Task Force that they 
should not throw the baby out with the 
bath water and worked with others to 
convince them to take another look at 
that decision. There are many things to 
consider when specifying, supplying 
and installing opening assemblies, the 
first being they are “assemblies.” We 

are the experts when it comes to Fire, 
Life Safety and Accessibility Codes that 
affect these assemblies. We all know 
that any one component introduced 
that does not meet the requirements 
of that assembly voids the entire 
assembly. A Certificate of Occupancy 
cannot be gained without proper fire 
and egress door assemblies in place, so 
contractors, owners and architects need 
to look to the experts to be certain 
these assemblies are up to par.

In June 2018 the new MasterFormat™ 
2018 was released with significant 
updates to the Door Hardware and 
Security Access sections with clearer 
titles and descriptions of components 
considered “Door Hardware” versus 
“Security Access Equipment” to help 
its users conceptualize and classify 
the content, and I am happy to report 
that 08 74 00 – Non-Integrated Access 
Control Hardware (along with some 
sub-sections) was placed back into 
Division 08. 

Many of us heeded the warning years 
ago that “access control is coming”  
and jumped in with both feet, 
comfortably straddling both divisions. 
Others dabble in the occasional project, 
gritting their teeth all the way. A few  
still shy away altogether. 

I challenge you to stretch yourself and 
take a class, read a manual, earn a 
certification, and immerse yourself in 
the electronic access control arena. We 
need to be the solution providers on the 
jobsite, in the architect’s office, for the 
owner. Let’s all be the door security and 
safety professionals the industry needs. +

DIVISION 08 OR DIVISION 28;  
THAT IS THE QUESTION

LAURA FRYE, DHT, AHC, DHC, CSI, CDT, 
CCS, CFDAI is Director of Education and 
Certification at DHI. EMAIL: lfrye@dhi.org.
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Education
Your Career, Our Commitment

The Fundamentals of Opening Assemblies  
and Related Codes Bundle
The first step on the path of career development in the door and hardware industry. 

Important education for anyone who is new to the industry.

• COR101 – Fundamentals of Architectural Doors and Hardware – 12 lessons / approx. 30 hours
• COR102 – Introduction to Building Codes – approx. 8 Hours
• Introductory to the Industry video – Safely Securing the Built Environment through  

Building, Fire, and Life Safety Codes – 20 minutes

PRICE: $225

Visit www.dhi.org/DHIA for details.



DOOR HARDWARE FOR MILES (LITERALLY)

When you have the largest in-stock inventory of door hardware and  
accessories at your service, there’s no limit to what you can do. 

FAST.  FLEXIBLE.  EXPERIENCED.  STOCKED. 

SECLOCK.COM   |    800-847-5625

MASTER WHOLESALE DISTRIBUTOR OF ALL DORMAKABA PREMIUM DOOR HARDWARE BRANDS


